Baur iPhone cieaut 3a BaMu?

Besamansbiii B..
MVP Consumer Security
Microsoft Security Trusted Advisor

[a-pa, umeHHo Tak! C nossneHnem iOS 7 TaHoe cTano ABHbIM. Balw cmapTdoH 3anuncbiBaeT
nepuogmMyeckn Ban KoopamHaTbl. Jasante paccMoTpUM 3To nogpobHee.

Ona Toro 4tobbI 3TO YBMAETH, BOMAEM B MEHIO.
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PucyHok 1 Location Services
Hanee sonaem B System Services — Frequent Locations.

Bbl yBMAMTE MECTa, B KOTOPbIX Bbl BblAK, C yKa3aHWeM 4aTbl M BpemeHU npebbiBaHua (puc.2).
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Compass Calibration

Diagnostics & Usage 0

Location-Based iAds
Mobile Network Search v 0
Popular Near Me \

Setting Time Zone

N
Traffic =4 0
Wi-Fi Networking 4 O

Frequent Locations < On

<« A purple location services icon will appear
next to an item that has recently used your
location.

PucyHok 2 System Service
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Frequent Locations ()

Allow your iPhone to learn places you
frequently visit in order to provide useful
location-related information.

Improve Maps O

Allow Apple to use your frequent location
information to improve Maps. Learn More...

HISTORY

Moscow, Moscow
16 locations recorded 02.11.13 - 22.12.13

Elsewhere
4 |locations recorded 20.11.13 - 19.12.13

Kiev, Kiev
6 locations recorded 10.11.13 - 19.12.13

Skhodnya, Moscow

1 location recorded on 05.12.13

Stavropol', Region of Stavropol

PucyHok 3 Frequent Locations



Mano Toro, Bbl MOXeTe NOCMOTPETb Ha KapTe MecTa, B KOTOPbIX Bbl 6biBanun.

eeee0 MTS RUS = 15:08 9 82 % W)

< Back Moscow

SN 2N

=4 Elk Island

= National Park ‘ AN Ba
‘ (0]

@ @oscow O

N

B

Legal O y -

Home

46 visits recorded since 2 Hos16psa 2013 1.

3Be3aHbIN 6ynbBap 21

18 visits recorded since 6 Hos6ps 2013 r.

ynuua BeegeHckoro 16

6 visits recorded since 6 Hos6ps 2013 r.

Lvtkarine

KauJleCKoe wocce 5
6 visits recorded since 4 Hos6ps 2013 r.

ynuua Tapycckas

2 visits recorded since 27 Hosi16psa 2013 r.
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9:11--21:11
20.12.13
18:02 - 21:52

19.12.13

16:10 - 21:24

16.12.13

14:43 - 20:07

12.12.13

15:42 - 21:45
10.12.13

PucyHok 4 Mo damam u epemeHu
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OATIA ROMANIA
Bucharest

SERBIA ®
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ALBANIA o
Istanbul

Legal GREECE TURKEY
Athens

Linke Bahngasse
5 visits recorded since 20 HosiI6psa 2013 r.

Petersplatz 11

3 visits recorded since 21 Hosi6ps 2013 r.

Boryspil Airport

2 visits recorded since 17 gekabps 2013 r.

LLiInakoBckoe
1 visit recorded since 5 gekabps 2013 r.

PucyHok 5 Mecma Ha kapme mupa
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Tapaca LLleB4yeHKa NpoBYSIOK,...
4 visits recorded since 17 gekabps 2013 r.

O6cepBaTopH|/||7| NPoOBYJIOK
4 visits recorded since 10 Hos6ps 2013 1.

Xpewatuk Bynuus, 20

2 visits recorded since 17 gekabps 2013 r.

AHunLeHKa Bynvus, 17
1 visit recorded since 18 gexkabps 2013 r.

XpewaTtuk Bynuus, 32-36

1 visit recorded since 18 gexkabps 2013 r.

PucyHok 6 oxod no Kuesy

esees MTSRUS & 15109 °82%
< Back Kiev
ilytsya - Mat

2%
D
> %
% ¢
w E40 o
% ¢
)
6
?,
o%
<% 0
i @
‘L@ Lo
20, Wisya
% o)
7
Ulytsya P
2
S
Legal g (E40]

Tapaca LLleB4eHKa NpoBYySOK,...
4 visits recorded since 17 gekabps 2013 r.

O6cepBaToOpHUIA NPOBYIOK

4 visits recorded since 10 Hosi6pst 2013 r.

Xpewatuk Bynuus, 20

2 visits recorded since 17 nekabps 2013 r.

AHuLLeHKa Byvus, 17

1 visit recorded since 18 pekabps 2013 r.

XpewaTtuk Bynvus, 32-36

1 visit recorded since 18 pekabps 2013 r.



Ho ecTb 1 xopolwune HoBocTU. Apple yBepseT, 4To 3T1 AaHHble HUKYAa He nepeaatoTcs:

OC i0S 7: cBegeHua o cay»bax reonokaunn http://support.apple.com/kb/HT5594?viewlocale=ru RU

Yacmo nocewaemsbie mecma: iPhone 6ydem omcaexcusame Mecma, Komopble 8bl Iocewanu 8
rnocsnedHee 8peMs, 0 MAKIe 4acmomy U 8peMS UX NoceweHus, 8 Yessax onpedesneHus 8aMucHbIx 0118 84C
mecm. Imu OaHHble XPAHAMCA MOsbKO HA sawem ycmpolicmee u He 6y0ym omnpasaamscs 8
komnaHutro Apple 6e3 sawezo coenacusa. OHU UCMOAb3YHOMCA 019 OKA3AHUSA MepCcoHANU3UPOBAHHbIX
ycnaye, Harnpumep npeduKkmusHol NpoKAadKu mapupyma.

OpaHaKo, obpaTuTe BHMMaHWe Ha onuuio Improve maps:
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Improve Maps Done

If you choose to enable Improve Maps,
Apple will collect the GPS coordinates
obtained through the Frequent
Locations feature on your device and
correlate them with the street address
associated with your Apple ID. This will
enable Apple to better approximate the
geographic location of that and other
addresses. Apple will only retain the
resulting coordinates in an anonymous
form to improve Maps and other Apple
location-based products and services.
You can turn off Improve Maps or
Frequent Locations at any time under
Settings > Privacy > Location Services
> System Services > Frequent
Locations.

PucyHok 7Improve Maps

He oyeHb NOHATHO, KakKMM 06pPa3oM KoppenmpoBaHue cobpaHHbIXx GPS-KoopanHaT ¢ BalMm agpecom (K
KoTopomy npueasaH Apple ID) nOMOXKeT «yny4ywnTb KapTbi». MAt0C, 0 KaKOM aHOHMMHOCTU MOXHO
roOBOPWUTb, EC/IU AN1A «yNydLWeHUa» ucnoabayetca v Baw Apple ID? HakoHeL, HECKONBbKO M34eBaTeIbCKOM
BbIFIAANT CCbI/IKA HAa OMNUMIO, KOTOPYIO MOXKHO OTK/OYUTL: BEAb 3TO ONMCAaHME HAXOAMUTCA YXKE Tam, Kyaa
W Ha[0 3alTU ANA OTKAOYEHUA «CeXKKM». COOTBETCTBEHHO, €C/IM Bbl U3HAYaIbHO He 3Ha/N, Kak
OTKIOYATb — TO U He y3HaeTe, He HAaTKHYBLUMCb C/Ty4aliHO (@ MHOTMe 1M No/ib30BaTenn byayT
3arnaabiBath B pasgen «System services»?), iMb60o NpoUnTaB YyNOMAHYTYIO CTaTbliO.

[pyroit xopollelt HOBOCTbIO ABAAETCA TO, YTO 3TU AaHHble (frequent locations) He nonagatoT HK B
NoKanbHbIi, HY B iCloud-63Kanbl (ocobeHHO BaXKHO BTOpPOE, MOCKObKY Apple nmeeT gocTyn K Ballemy
63Kany B o6nake). Ecnm Bbl BOCCTaHOBUTE YCTPOMCTBO U3 pe3epBHOI Konuu, 6asa frequent locations
cbpocuTca.


http://support.apple.com/kb/HT5594?viewlocale=ru_RU

OpaHako, He cneayeT 3abbiBaTb, YTO €C/IN Balle YCTPOMCTBO NOMNaAET B YyXKUE PYKU, a Napo/ib Ha HEM He
YCTAHOB/IEH — 3TW AaHHble 6yayT AOCTYNHbl HOBOMY BAaAe bLy (KOHEYHO, HapaBHE CO BCEN OCTa/ibHOM
nHbOopMaLMent, TaKoN KaK Balll KOHTaKTbl, COOBLLEHUA, 10T 3BOHKOB 1 MHOToe apyroe).

B ynOMﬂHyTOVI BbllLe CTaTbe eCTb eLé Koe-4To UHTEPECHOE!

Ecnu cayxcbbi 2e010KAYUU BKAHOYEHDLI, ycmpolicmeo 6yoem nepuodudecku omnpasaams e Apple
OaHHbIe 0 2eozpaghudeckom noaoxeHuu bauxcaliwux moyek docmyna Wi-Fi u ebiwexk comosoli ceA3u 8
QHOHUMHOM U 3aWUGPOBAHHOM 8UOe, Ymobbl onosIHAMb obuwecmseHHyo 6a3y OaHHbIX KOMIAHUU
Apple, codeprawyto pacrnonoxceHus moyek docmyna Wi-Fi u ebiwiek comosoli cessu.

Kpome moezo, ecnu sbl edeme 8 asmomobuse uau Ha Opy20mM mpaHcropme U cayxbol 2eosn0Kayuu
8K/o4eHbI, ycmpolicmeo iOS ¢ 8KkatoueHHbIM Modysaem GPS makice 6yoem nepuoouyecku omnpasaims
8 Apple daHHble 0 sawem MecmonosIoxeHUU U CKOpocmu nepemeuseHus, nosay4eHHole no cuzHanam
GPS, 8 GHOHUMHOM U 3aWUGPOBAHHOM 8UOe, YMobbl ChopMupPos8aMsb 0bu,ecmeeHHyo 6a3y OGHHbIX
KomnaHuu Apple o cocmoaHuu 0opoxHo20 08uxceHUA. [JaHHbIe 0 2e02paghu4ecKoM o0 EHUU,
cobupaemoie KomnaHueli Apple, He no3sosastom ycmaHo8UMb AUYHOCMb M0s1b308amerel.

NHbopMaums o KoopanHaTax BbllLEK COTOBOW CBA3M, B MPUHLMME, CEKPETOM He fiBAiAeTcA (pa3se uTo
ans cneucnyK6 apyrmx rocyaapcts). C KoopanHaTamm Todek aoctyna Wi-Fi nHtepecHee. Mepepatotcs
JIN TONbKO OHU, UK U UX naeHTUdMKaTopsbl (SSID) ToXKe? (KCTaTh, OTBET Ha 3TOT BOMNPOC
YTBEPANUTENbHbIN, XO0TA Apple 06 aTOM NpeanoyYnTaeT ABHO HE TOBOPUTb — HO 3TO TeMa A/1A OTAE/IbHON
cTaTtbn). Kakum obpasom oHM 3almndpoBaHbl? 3auem oHM Booblue Apple n Kak ucnonbaytotcs?

Hanee, “ecnu Bbl egete Ha aBTOMobuAe NN HA APYyrom TpaHcnopTe” —a Kakum obpasom
onpeaensercs, eqete Bbl UM MAETE NELKom (Man 6exute)? A, KCcTaTu, He UCKoYato, YTO TyT
MCMO/Ib3yeTCs BCTPOEHHbIM B 60/IbLUMHCTBO YCTPOMCTB aKceepomMeTp (a B XyALLuem c/lydyae AaHHble
oTnpasaATCcA Booble Bceraa). C Kakoi nepmMoauyHocTbio Nepeaatotcsa? ONaTh e, Kak wnudpyortes?
[OencTBuTenbHO M B NepeaaBaemMbix AaHHbIX HET MHGOPMaLUUKM, KOTopasa NO3BOJIAET Bac
NAEHTUOMLMPOBATL? A HUYEro, YTO MCNONb30BaHMe GPS-NpUEMHMKA CUNbHO carkaeT baTapeto,
HaKoHeL?

Ha camom gene, gaHHble 0 Bawem reorpaduyeckom nosioKeHnn cobupaloT (TouHee, UMEIoT K HUM
AOCTYN — YTO B OOLLEM-TO OAHO U TO KE) OYEHb MHOTUE NPUNOXKEHUA. KOHEYHO, ec/in Bbl paspeluunTe.
Baww KoopamHaTbl ecTb B oTOrpaduax n BUAEO, B COOBLLEHMAX B COLMAbHBIX CETAX (a TaKkKe
NpaKTUYeCcKM BCex NPOrpamMmax, KOTopble MOTy T C HUMM B3aMMOAENCTBOBATb), B AaHHbIX (Kawwe)
HEKOTOpPbIX Nporpamm obmeHa CoOOBLEHNAMU U MHOTUX ApYrnx. U ecnmn y Bac BKIOYEHO pe3epBHOe
KonupoBaHWe B 06/1aK0 — TO BCE 3TO eCTb M Tam. M He NpocTo ecTb, a JOCTYNHO Apple — 1 He TONbKO emy,
NoCcKoNbKy y Apple HeT cobcTBEHHbIX AATaLLEHTPOB.

Al He CTOPOHHWK Teopuit 3aroBopa. Ho peKkoMeHAayH NPOUYUTaTh BaM BOT 3Ty CTaTbiO:

NSA tracking cellphone locations worldwide, Snowden documents show
http://www.washingtonpost.com/world/national-security/nsa-tracking-cellphone-locations-worldwide-
snowden-documents-show/2013/12/04/5492873a-5cf2-11e3-bc56-c6ca94801fac story.html

A BbIBOAbI AenaiiTe camum.


http://www.washingtonpost.com/world/national-security/nsa-tracking-cellphone-locations-worldwide-snowden-documents-show/2013/12/04/5492873a-5cf2-11e3-bc56-c6ca94801fac_story.html
http://www.washingtonpost.com/world/national-security/nsa-tracking-cellphone-locations-worldwide-snowden-documents-show/2013/12/04/5492873a-5cf2-11e3-bc56-c6ca94801fac_story.html

