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HAOE>XXHO 3ALLMWAEM NUHPOPMALINIO
C1992T00A

MejKceTeBoM aKpaH
DALLAS LOCK 8.0

CucteMa o6HapyKeHuA U
npeAoTBpaLieHUA BTOPHEHUIA

DALLAS LOCK 8.0

CPEHCTBD KOHTPOJ1fl CbeMHbIX

MalLUMHHBIX HOCUTenen

uHoopmaumum DALLAS LOCK 8.0

Mopaynb nacnoptusauuu N0

DALLAS LOCK 8.0

Mopaynb pesepBHOro KonMpoBaHuA
npoussonbHbIX 06beKkToB DALLAS LOCK 8.0
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DALLAS LOCK LINUX

Cucrema 3awmTbl MHGOPMaLUK
OT HeCaHKLMOHMPOBaHHOMO AoCTyna

DALLAS LOCK LINUX

C3U HCO [ B
DALLAS LOCK DAL L A 0 DAL LA T 0
LINUX
Tun C3U no* no* no* NAK* no*
AC no 11 BKn. no 2A (1B) Bkn.** no 2A (1B) Bkn. no 1 BKn.
C/nNQdn / ACY TN/ KA no 1 BKn.
N2 3594 Ne 2720 N2 2945 N2 3666 N23837
ot 04 niona oT 25 ceHTAGpA ot 16 aBrycra oT 25 HoAbpAa ot 18 gekabpsa
2016 r. 2012r. 2013 r. 2016 r. 2017 r.
HCA 5 HCAS HCA3 HCA 5
OCT3K Poccum WUT.CKH.N4.N3 WUT.CKH.N2.n3
WT.CKHH4M3 | UT.CKH.H2.n3+++ | WT-CA3.NP2.N3
HAOB 4 va 4 HAOB 2 HAB 2 vy 4
UT.M3.B4.MN3 UT.M3.B4.MN3
WUT.COB.Y4.N3 WUT.COB.Y4.N3
N2 3902 N2 3789
ot 23 MapTa ot 11 gexkabpsa
2018 r. 2017 r.
CBT 3 uT.cAs.nrP2.n3
Muno60opoHbl Poccin M3 3
HAB 2 HAB 2
POB POB
KUKT KUKT
Coto3 «CaHKT-eTepbypr-
CKaA TOProBO-MPOMBbILL- CT-1
JNleHHaA nanarta»
En}delﬁ Mpukas Mpukas Mpukas Mpukas Mpukas
peecTp pOCCMMCKIX MHHKOMCBR;I Poccum N2 426 MuuKnM:anpu Poccumn N2 165 MMHKDMCBH;{ Poccum N2 151 Muuuoucsﬁ:u Poccum N2 487 Muukoucaﬁspu Poccum N2 487
nporpaMM ot 06 ceHTAbpa 2016 ot 18 anpena 2016 . ot 08 anpena 2016 . ot 07 oktAbpa 2016 1. ot 07 oktAbpa 2016 1.
ona 3BMu bl

* M0 (MporpaMMHoe o6ecneveHue), MAK (MporpaMMHo-annapaTHbIA KOMAIEKE).
** M3 un COB gna C3U Dallas Lock 8.0-C — o 1I BKNOYUTENbBHO.
*** PelweHne gng pegakummn «C» npoxoguT npouenypy ceptTudukaumn.
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LEHTP 3AUWLUNTBl UHPOPMALUN C1992 rO,D,A HEMOBEPCMM, 5A3A 3HAHMVI, HOBOCTM
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8 nuueHsnn mexay Cepsepamm 6e30nacHOCTU CepBepamMu 6€30NacHOCTU EI
x NMHOPACTPYKTYPHAA a
CXEMA OUNUAN LLEHTP OUNUAN

PELLEHW NO 3ALLWNTE UHOOPMALIN
U3 000 «KOHOUAEHT» 7~ =™\ [JOMEH AOMEH /2 2\
\ BE3OMNACHOCTU ® BE3ONACHOCTU / \
- ® o MEHEOKEP CEPBEPOB
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33LWuTbl UHPopMaLumn MHQPACTPyKTyPA BE30”ACHOCTM 6e30MacHOCTU pekomMeHayeTcA

NPUMeHATb B NpoeKkTax oT 1000

BUPTYaNbHOM UH ACTPYKTYPbI <
PTY ¢P PYKTYP KNNEHTCKUX nogxknn4yeHnn

[ONA HEeCKO/IbKUX CepBepoB
BupTyanusauum vCenter Server ® C31 BV LIEHTP CEPBEP KNACTEP @
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MHPACTPYKTYpON ynpasneHue BceMu KnneHTckummn C3U
("ULEeH3MpyeTCA NO KoNMYecTBy ';/‘I"S"'EPB':'I‘_?‘F,’ l"’"'“*PB"'-'WP ) Dallas Lock:
$usnyecknx npoueccopos) vSphere cuent P APM c OC Windows APM
® C3W Dallas Lock 8.0 B cocTase:
C3U BU XOCT fvnepsusopbl ESXi C31 BU XOCT :
= i APM c OC Linux CKH Dallas Lock <
2 o () e @) M3 Dallas Lock g
r =
> "S“’ BI/IPTyAﬂbeIE MALLIMHbI BMPTVAanbIE MALLIVIHbI BI/IPTyAﬂbeIE MALLIIAHbI 9 prr—my COB Dallas Lock ) ;"
(77] -
- ®®® Moaynb nacnoptusauun NO oso <
o= ﬂ ﬂ [‘t] [‘t] m 5® - 83
o Mogaynb pesepBHOro =
P APM APM KONUpoBaHUA P. (=)
L J L )
C3U HCA Dallas Lock Linux
APM nonb3oBaTtenen AnA yA3NEHHOro 4oCTYNa K BUPTYaNbHbIM MaLINHaM Ecnu Konnyectso APM 6onbLue 10,
TO peKOMeHAyeTCcA UCnonb3oBaTh Cepeep CA3 Dallas Lock
6e3onacHocTu: APM 06beanHAITCA B rpynnbl CO g -
CBOVMMU HACTPOKaMK 6e30MacHOCTY Cepsep KoHpuUrypauui

Dallas Lock no3BonAeTt co3gaBaTb u
BM3MPOBATb NACNOPTa NPOrpaMMHOro
obecrneyeHUA Ha KNUEHTCKuUX APM
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KOH(DMAEHT@ (( ( HALEXHO 3ALLMLLAEM UHOOPMALMIO

LEHTP 3AUWWNTBl UHPOPMALUN C1992 rO,D,A

DALLAS LOCKLINUX =

. y0ALLASLO"_
CepTudunumpoBaHHas cmMcTemMa 3almTbl KOHGUOeHUManbHoOU nHGopMaLnm LN QPingeies

HaknagHoro Tuna. MpegHasHayeHa 09 aBTOHOMHbIX NMEPCOHaNbHbIX KOM-
NblOTEPOB 1 cepBepoB nof ynpasneHnem OC cemeincTBa Linux, B TOM Yucne

B COCTaBe /I0KaNlbHO-BbIYMUCTUTENIbHON CETHU.
: o, (d
() (]

i

MoapeprkKa WMPOKOro Habopa CobcTBEHHbIe Yao6Hoe LueHTpannu3oBaHHOe
Linux-guctpnbyTnsos, cepTudULNPOBaHHbIE ynpassieHue B cny4vyae
B TOM yucne Astra Linux MexaHu3Mbl ynpaBieHun 0AHOBPEMEHHOro
Common Edition, AnbT WH$OpPMaLIMOHHOM MUCNosib30BaHUA KOMNbIOTEPOB
Pabouaa CtaHuuA 8.2 6e30nacHOCTbIO ¢ OC Windows u OC Linux
(64 6uTa)

WOAEHTUOUKALNA N
AYTEHTUOUKALIUA

YNPABNEHUE
AOCTYMNOM

FTAPAHTUPOBAHHAS{
3AYUCTKA
WH®OPMALIUN

PETMCTPALMA

/ JIOKAJIbHOE,
N YYET

YOANEHHOE U
LUEHTPAJIUSOBAHHOE
AOMUHUCTPUPOBAHME

KOHTPOJ1b
LLENOCTHOCTHU

HA3HAYEHUE DALLAS LOCK LINUX

- [ f_.-_. 3awmTta nHpopMaLnm B aBTOMaTU3U- = ._,.® . 3awmurta MHpopmauunu B MHGoOpMaLm-
* SO poOBaHHbIX CMCTeMax 00 knacca 3a- Yo OHHbIX CMCTeMax 1 ypoBHS 3alLULLEH-
AC* wnweHHocTu 1T BKITIOYUTENbHO. UCNOn° == HOCTU NepCcoHanbHbIX OaHHbIX.
W}!bﬂjﬂ 3awmta MHPopmMauum B aBTOMATU- ‘%’ 3awmta MHPopMaLUM B 3HAUYUMDBIX
e\ 4 3MPOBaHHbIX CUCTEMax ynpasfieHus . 06beKTax KPUTUYECKON MHPOPMaLM-
ACY Tnt@ NPoOn3BOACTBEHHbIMU W TexXHoNnoru- KMMv OHHOW MHGPACTPYKTYpPbI A0 1 KaTero-
YyeCcKMMU npoLeccaMn Ha KpuTu4yec- pPUY BKNIOYUTENbBHO.
KN BaXXHbIX 06beKTax, MOTEHLMaNbHO
onacHblx 06bekTax, a Tak)XXe ob6bek- - e
Tax, NPeaCcTaBNSIoWNX NOBbILEHHYIO L ofd ¢ - SZF":"'H”J)? M”H"é)q;om“;aut"ngBblioccggaepMC;
OMacHOCTb ANA XU3HW U 300POBbS l'i‘IC’ 1 knacea 3aLLI,VFI)LLI,eHH0CTVI
nogen n gng okpyxxatowen npupog- :

HOW cpefbl, 1 Knacca 3aluiLeHHOCTH.
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nogPObBHAAA UHOOPMALLIUSA
OEMOBEPCWW, BA3A 3HAHWNW, HOBOCTW
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NOAAEP>XXUBAEMDIE OC

e OC Astra Linux Common Edition 2.12
OC loTtoc 241

AnbT Pabo4asa CtaHuusa 8.2 (64 6uTa)
Debian 7.8, 8

Cent0S 7

XAPAKTEPUCTUKA

e Red Hat Enterprise Linux Server 7
e Fedora 20, 24

e OpenSUSE 12, 42

e Ubuntu 16.04

C3U HCO DALLAS LOCK LINUX

Tun C3U

MporpamMMHoe o6ecrnevyeHue

Ceptudpukat coorsetcTeug PCTIK Poccun

N2 3594 o1 04 niona 2016 r.

YpoBeHb KoHTpons otcytcTemng HOB 4

Knacc sawmueHHocTn CBT 5

Knacc AC mr
r’mc/nax/ACy Tn/Kmn 0o 1BKn.

CoBpeMeHHbIN rpaduyeckmin nHTepdenc [a

YpaneHHoe ynpasfeHue [a

LleHTpannsoBaHHOe yrnpaBiieHne [a

EOWHBIN peecTp POCCUMCKUX MPOorpaMm
ona 9BM n b4

Mpnka3 MMHKoOMCBS3M Poccumn
N2 426 o1 06 ceHTa6ps 2016 T.

MPOCTOE BHEAPEHUE B CJIOXKHbIX NHOPACTPYKTYPAX

CEPBEPHMHEH3Mﬁ

,-_-

MEHEQHEP CEPBEPOB
BE3ONACHOCTU

CEPBEP
BE30I'IACHOCTVI

CepBep 6e30MacHOCTU MO3BO-
naeT 06begUMHATD 3alLULLAEMbIE
KoMnbloTepbl B [lomeH 6e3onac-
HOCTW ONa LeHTPannM3oBaHHOro
M onepaTUBHOrO yrnpaBreHus.
O6ecne4vmBaeT LEeHTPaNN3oBaH-
Hoe ynpaBfieHMe nofb3oBaTe-
NaMU U rpynnamMu nonb3oBaTte-
nen Ha KnneHTax, nNosIMTuKaMmun
6e30MacHOCTN KnneHToB. [o-
3BONSeT cobupaTtb KypHanbl
6e30NacHOCTN C KIIMEHTOB, NPO-

/ \ N
‘X m*
\ 4

b 4
- "~

\--,
Ve m @

MeHep)xep cepBepoB 6e30-
NacHOCTM MNO03BONAeT Yynpas-
naTb HeckonbknuMu CepBepamu
6e30MacHOCTU Yepes eanHyio
KOHCO/b.

CepBep NMUEH3UA N03BONA-
eT TMbko pacnpenensatb KBO-
Tbl KITIMEHTCKUX MULLEH3UN MeX-
oy CepBepaMu 6e30MacHOCTU U
co3faBaTb O0TKa3oyCcTOM4YMBbIE
TepMUHanbHble CUCTEMbI U KNa-
cTepbl 6€30MNacHOCTU.

Mopopo6Hee Ha m

CMaTpuBaTb UX COCTOAHMUE.

3ASIBKA HA LEMOBEPCUIO

OTCKAHWPYTE QR-KOJ
Mnn NEPENJUTE NO CCbUIKE

https: //dallaslock.ru/dlinx-demo
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[GKOHPUAEHT

LEHTP 3AUWWNTBl UHPOPMALUN

HAOE>XXHO 3ALLMWAEM NUHPOPMALINIO
C1992T00A

DALLAS LOCK 8.0

CepTnédunumpoBaHHaa cucTeMa 3almTbl KOHPUOEHUNANBHON MHDOPMaLUK
W rocTalHbl HaKNagHoOro TMMNa co MHOXECTBOM 3alUUTHbIX Moaynen. Mpea-
Ha3Ha4vyeHa oNnsg aBTOHOMHbIX NepPCOHaNbHbIX KOMMbIOTEPOB U CEPBEPOB NOL,
ynpasneHuneM OC Windows, B TOM 4Yucrie B COCTaBe fIOKalbHO-BbIYNCUN-

TenbHOW ceTun.

C3U Dallas Lock 8.0
MHTErpupyeTca ¢ y4€THbIMU
3anucAMuU u npasamm Active

Directory, HO KOpPpeKTHO
pa6boTaet n sBHe Windows-

®

[OnAa KoppeKTHOW paboTbi
CepBepa 6e3onacHoCcTU
Dallas Lock He TpebyeTcA HU
cepBepHoii OC, HU CTOpPOHHel

cvea

C3WU Dallas Lock 8.0 Bkntoyaer
cepTudpuLuMpoBaHHbIE
moaynu: 3awmTa ot HC/,
CKH, M3, COB, pe3epsBHoro
KONUPOBAHUA, @ TaKKe

AOMEeHOB MoAysb nacnopTusauyuun
nporpaMMHoro obecne4yeHun
MAEHTUOUKALNA U
AYTEHTUOUKALUA
YMNPABJIEHUE JIOKAJIbHOE,
A40CTYrnoMm YOANEHHOE U
LEHTPAJIN30BAHHOE
AOMUHUCTPUPOBAHMUE
Q)
)
NMPEOBPA30OBAHME )- KOHTPOJ1b
WHO®OPMALMU \ 41 ’/ LENOCTHOCTHU
\
p---«
PEFMCTPALUA BOCCTAHOBJIEHUE
U YYET NMOCNE CBOEB

HA3HAYEHMUE DALLAS LOCK 8.0
-

= 3awmTa MHpopMaLUmM B aBTOMaTU3UN-

il

-- pOBaHHbIX CUCTEMax [0 knacca 3a-
wmuweHHoctn 2A (16)* Bkno4vnTenb-

HO.

._!!!.!!!_!!! 3awmta MHPopMauum B aBTOMATU-
.o @ 3UPOBaHHbIX CUCTEMax ynpaBieHus

3awuTa MHopMaLUKU B UHDOPMaLIN-
OHHbIX CUCTEMAX 1 YPOBHS 3aLUMLLEH-
HOCTU NMEPCOHaNbHbIX OaHHbIX.

3awmuTa MHOOPMaLUN B 3HAYUMbIX
06beKTax KpUTUYECKO MHPOPMaLIU-

ACY ThN« NPOM3BOACTBEHHbBIMU U TEXHONOMU- KUU-« OHHOMN UHGPACTPYKTYpPbI 0 1 KaTero-
YeckMMU npoLeccamMmn Ha Kputudec- pUU BKITIOYUTENBHO.
KM Ba)XKHbIX 06beKkTax, MOTEeHLMaNbHO
onacHblXx 06bekTax, a Tak)Xe 0b6bek- - PN
To mpspcrasnmoin noswueno . ofifee SEUTE et e
OMacHOCTb ANS XM3HU U 3[0POBbS l'i‘IC' 1 Knacea 3aLLI.I/?IJ.I.EHHOCTVI
nogen u gns okpyxaiowen npupoa- :

HOW cpefbl, 1 Knacca 3allMiLeHHOCTH.

*M3 n COB gna C3U Dallas Lock 8.0-C — g0 1T BKIOYUTENBLHO.
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MNOAPOBHAS UHOOPMALIUS
LEMOBEPCUW, BA3A 3HAHWI, HOBOCTM ) ) WWW.DALLASLOCK.RU

e NMpueepenue AC, T'MC, UCNAOH, ACY TN n KM B cooTBEeTCTBUE 3aKOoHOAaTeNbCTBY P® no 3awm-
Te HpopMauun.

e 3awmta MHPOpMaL UM OrpaHMYEHHOro A0CTyNna Ha NepCcoHanbHbIX, MOPTAaTUBHbIX N MOBUNbHbIX
KOMMbloTEpaXx, cepBepax, paboTalolmnx Kak aBTOHOMHO, Tak 1 B cocTaBe JIBC; nogaep>XuBaeT BUp-
TyanbHble cpefpbl.

« Haanume 601bLLIOro KOJIMMECTBA CEPTUPULIMPOBAHHDBIX MOAYNEN B COCTaBe eMHOro pelleHuns:
3awmnTa ot HCL, cpencTtBo KOHTPO/S CbEMHbIX MallMHHbIX HOCUTENENn MHGOPMaLLMKN, NepcoHanb-
HbI MeXCeTeBOM 3KpaH, cMcTeMa 06Hapy>XeHUs 1 NpeaoTBpalLeHnss BTOPXEeHU, MOAY b pe3epB-
HOro KONMpoBaHMsA, MOOynb NacnopTuM3aumum nporpaMMmHoro obecnevyeHus, 6esonacHaa cpepga
(«necoYHMUa»); MHTerpauus ¢ XXypHanaMm aHTUBUPYCHOM aKTUBHOCTMU.

« Dallas Lock 8.0 BbinycKaeTcs B ABYX pegaKLuMax: «K» —ans 3awmTbl KOHPMOEHUManbHOM MHOOP-
Mauuu, «C» — aNng 3alnTbl KOHPUOEHUMANBbHON MHPOPMALUM U TOCYNaPCTBEHHOW TalHbl [0 YPOB-
HS «COBEPLUEHHO CEKPETHO».

e Co6CcTBEHHbIE cepTudUuLMpoBaHHbIe MEXaHU3Mbl yNpaBieHns NHPopMaLMOHHON 6e3onacHocC-
Tblo, NoAMeHaoLWMne (Oy6nnpytloLLne) MexaHn3Mbl ornepaLnoHHON CUCTEMDI.

e OUCKPELUOHHDbIW MPUHLMUN pa3rpaHMYeHnsa gocTtyna K MHPOpPMaLMOHHbIM pecypcaM v nogkioya-

€MbIM YCTPONCTBaM B COOTBETCTBUM CO CMMCKAaMM Nofb3oBaTenen n ux npaBamMun goctyna (Matpu-

ua gocTtyna).

AyouT oecTBUM Nonib30oBaTesiel — CaHKLUMOHMPOBAHHbIX U 63 COOTBETCTBYIOLLMX NPaB, BegeHne

XXYPHanoB perncrpaumm cobbiTUn.

KOoHTpoOAb LLenocTHOCTU PpaliioBOM CUCTEMbI, NPOrpaMMHO-annapaTHOM cpefbl U peecTpa.

O6beauHeHMe 3awmueHHbIX MK gng ueHTpanmM3oBaHHOro ynpasneHms MmexaHmamamm 6esonac-

HOCTH.

NMopnepxuBaemble OC: Bce OC Microsoft® ot Windows™ XP po Windows™ 10 u Windows™ Server

2016 c nocnegHUMM O6HOBEHUAMMN.

XAPAKTEPUCTMKA | DALLAS LOCK 8.0-K | DALLAS LOCK 8.0-C

Tun C3U MporpammHoe obecneveHune
CepTudukaTt cooTBETCTBUSA Ne 2720?322'25:::6% 2012r. Ne 294?§1T ?eKaPs‘:;g: 2013T. Nﬂg;(;'; 3323’325?:531"8 I
Knacc 3awmueHHocTn CBT 5 3 3

Knacc 3auuTbl/3alWMLLEHHOCTU
M3 MT.M3.B4.M3 MT.M3.B4.M3 3
Knacc 3awuntbl COB MT.COB.Y4.IN3 MT.COB.Y4.M3
MT.CKH.N4.M3 UT.CKH.N2.Nn3
Knacc sawwrbl CKH WUT.CKH.HA4.N3 WUT.CKH.H2.N3**
YpoBeHb KOHTpON4A
oTcytcTBus HOB/YpoBeHb yia HOB 2 HOB 2
noBepus
POB +
KUKT +
Knacc AC mr 2A (1B)*
rMc/nan /ACY T/ Knn 0o 1BKn.
ABTOpM3aums 0o 3arpyskun OC HeTt [a
Mpo3payHoe NnpeobpasoBaHune
NTOKaNbHbIX XECTKNX OUCKOB R Ra
MaHgaTHbIM NPpUHLMN
pasrpaHuveHunsa gocTyna Hen Ra
LleHTpann3oBaHHOE yrpaBrieHue Ja
EOnHbIN peecTp pOCCVII7ICKVIX Mpukas MuHkoMces3u Poccun N¢ 165 Mpukas MuHKoMcBsian Poccun Ne 151
I'IporpaMM ons 38M " B,D, oT 18 anpens 2016 r. ot 08 anpens 2016 r.

*M3 n COB gna C3U Dallas Lock 8.0-C — g0 1T BKAOYUTENBLHO.
** PelleHne Ana pegakunmn «C» NpoxoauT npouenypy cepTudukaumnm.

3ASBKA HA IEMOBEPCUIO 3ASIBKA HA LEMOBEPCUIO

OTCKAHWPYTE QR-KOA OTCKAHWPYTE QR-KOJ
W NEPENAUTE NO CCbUTKE WV NEPEMAUTE NO CCbUTKE

https: //dallaslock.ru/dI80k-demo —________ https://dallaslock.ru/dI80c-demo
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LEHTP 3AWNTEL MHPOPMALUN C1992 rO,D.A

HABOP §
MNOAKNIOYAEMbIX MOAYJIEN
B COCTABE DALLAS LOCK 8.0

C3U Dallas Lock 8.0 nmeeT Habop noakn4YaeMblXx CEPTUOULMPOBAHHBIX
Moaynen: CucTteMa o6Hapy)XeHUs U NpeaoTBpaLLeHUs BTop)XeHui (COB),
MeXceTeBoM 3KpaH (M3), CpeaCcTBO KOHTPOJIS CbeMHbIX MalUUHHbIX HO-
cutenei nHpopmauum (CKH), Mogynb nacnopTusaumm NporpamMMHoOro
o6ecneuyeHus (M) n Moaynb pe3epBHOro KONUPOBaHUS NMPOU3BOJIbHbIX
06beKToB (PK).

4

CPEAICTBO KOHTPO/S CbEMHbIX
MALUMHHBIX HOCUTENEN MHOOPMALIUU
(CKH)

CUCTEMA
OBHAPY)XEHUSA U
NPEAOTBPALLEHUA
BTOP>XEHUM (COB)

ME)XCETEBOM 3KPAH
(M3)

:

@‘

MoOAvYIb PESEPBHOIO
KONMUPOBAHUSA
NMPON3BOJIbHbIX
OBbEKTOB (PK)

MoAavIib
NMACMNOPTU3ALIUU
NMPOrPAMMHOIO
OBECNEYEHUA (M)

CUCTEMA OBHAPY)KEHWS U MPEAOTBPALLEEHNS BTOP)KEHWIA
(% 4¥) DALLAS LOCK

CucTeMa ypoBHS y3Nna B NPporpaMMHOM UCMONMHEHUU. PeannayeT 3alUTy OT MOMbITOK HEaBTOPU30-
BaHHOr0 40CTYMNa B KOMMNbIOTEPHYIO CUCTEMY UMK CETb, CeAuT 3a NOMbITKaMuK HapylleHns 6e3onac-
HOCTW MyTEM aHanM3a akTUBHOCTM NPUNOXEHUIA, aHannsa XypHanos OC 1 npuknagHoro MoO.

@ =)

CUrHaTypHbIA U MepexBaT Bbi30Ba CopaepruT «necoYHULY»
3BPUCTUYECKUWA aHaNu3 ¢yHKUMN OC CTOPOHHUMU ANA 3anyCKa NOTEHUUAaNbHO
ceTeBOoro TpaduKa, }ypHanos npunoxeHnAMu, rmbkana ONacHbIX 06HEKTOB B
OC n npunoxxeHun HaCTPOWKA OorpaHuyeHus U301MPOBaHHOU cpeae
AOCTYNA K CUCTEMHbIM
byHKUMAM

nogPOBHAA UHPOPMALIUNA
OEMOBEPCWM, BA3A 3HAHMIA, HOBOCTU ) ) WWW.DALLASLOCK.RU

CPEACTBO KOHTPOJI CbEMHbIX MALUVNHHbIX HOCUTENEN
MHOOPMALIAN DALLAS LOCK

\&

CKH ypoBHS NoaK/o4YeHUs CbEMHbIX HOcUTenen
e KOHTPO/b NOAKOYEeHNa HakonuTenen kK APM

e pasrpaHuMyeHue 4oCcTyna K HaKonuTensam

e «TeHeBOe KONnnupoBaHue»

CKH ypoBHS oTuy)XaeHus (nepeHoca) uHpopmauum

e peobpasoBaHme MHPOPMaALUK «Ha NEeTy» NPU YTEHUU U 3anncu

e 3alMTa OT yTevek MHGOpPMaLUM Yepeld BHYTPEHHEro HapyLwmnTens

e IErUTUMHbIN N 6e30MacHbIM NepeHoc KOHOUAEHLUMaNnbHON MHOOopMauun Mexay APM,
rpynnamu APM 1 gpoMeHamMun 6e30nacHOCTHU

® @ G

ME>XCETEBOI 3KPAH
DALLAS LOCK

MpeaHasHayeH A9 3alWmThl paboYmx CTaHLUUN U cepBepPoB OT HEeCaHKLIMOHMPOBAHHOIO A0CTYNa Mno-
CpeaCcTBOM OCYLLECTBIEHNS KOHTPONS U GUNbTPaLUMN NPOXOAALMUX Yepes ceTeBble UHTepdelichl MK
CeTeBbIX NaKeTOB B COOTBETCTBUM C 3afaHHbIMU NpaBuiaMu.

&) @

BO3MOMHOCTb NONHOrO BnoknpoBKa pecypcoB B ceTu [M6KaA HAaCTPOMKA OTAeNbHbIX
6n0KMpOBaHUA Nepepaun NHTepHEeT ¢ NCNonb3oBaHUEM npasun punbTpaLuu n
A3aHHbIX N0 onpeAeneHHbIM IP agpeca un no URL caiita BbiNO/IHEHUEe rpynnoBbIX
ceTeBbIM NMPOTOKONAM onepauui Hag NPaBuUNaMm

mMoAayJb NACNOPTU3ALINA MPOTPAMMHOIO OBECNEYEHNSA
DALLAS LOCK

&

MpeoHasHayeH 05 co3faHns 1 BU3nMpoBaHumsa nacnoptos MO Ha pa6oynx MecTax nosib3oBaTenen ¢
nomolibio CepBepa KoHpUrypaumit Dallas Lock. [Mo3BonseT KOHTponnpoBaTh Mo Tpe6oBaHMIO UK MO
pacnucaHuio CNUMCOK UCNoNMHAeMbIX GalinoB Ha KOMMblOTepe Nonb3oBaTens.

® =

C6op nHpopmauum o Mpuem oT cepBepa CpasHeHue MNacnopTos N0
COCTOAHUU NPOrpaMMHOMN 3aBepeHHoro lNpoekTa Mexay coboi, cpaBHeHue
cpeabl (CMNC) u nepepava nacnopta NO, npocMoTp MpoekTta nacnopta MO un

cBeeHun cepsepy, MpoeKTa nacnopTa MNO yTBepxaeHHoro NMacnopTta MNO
dopmupoBaHue MNpoeKTa
nacnopTa MO

PE3EPBHOE KOMUPOBAHWE NMPON3BOJIbHbIX OB bEKTOB
() DALLAS LOCK

MosBongeT cosfaBaTh 3a0aHNA Ha pe3epBHOE KonMpoBaHue GanoBs 1 KaTanoros, BbiIGUpaTh Kofnye-
CTBO U pa3MelleHne CoXpaHeHMsa pe3epBHbIX KOMUK, onpeaenaTb NepUoanYHOCTb U pacnucaHme ux
C03[aHu1g, a TaK)Ke BOCCTaHaBNNBaTb 3alluliaeMble 06bEKTbl U3 Pe3ePBHbIX KOMUNA.

®

Bo3MoOMHOCTb Bbl6paTb Bo3MoXHOCTb onpeaenAaTb Bo3MoOMHOCTb
KO/1In4ecTBO U pa3MelleHue nepuoagnu4yHOCTb U pacnucaHue BOCCTAaHaB/NINUBATb
COXpPaHEeHUA pe3epBHbIX C0343HUA pe3epBHbIX Konui 3awumuiaeMblie 06beKTbl U3

Konun pe3epBHbIX KONUW
3AABKA HA AEMOBEPCUIO 3AABKA HA AEMOBEPCUIO
OTCKAHUPYTE QR-KOJ, OTCKAHVPYTE QR-KOJ,
WU MEPENBUTE MO CCbIKE WNU MEPEABUTE MO CChINKE

https: //dallaslock.ru/dI80k-demo https: //dallaslock.ru/dI80c-demo
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|<OH(DI/|AEHT® ( ( HALDEXXHO 3ALUMLLAEM MHOOPMALMIO

LEHTP 3ALWNTBL MHPOPMALKUN C1992 rO,D,A

CA3 DALLAS LOCK

CepTnédunumMpoBaHHOE CpeacTBO OoBepeHHoNM 3arpysku (CO3) ypoBHA nna-
Tbl pacwupeHunsa. MNpegHasHayeHo ONS 3alLUTbl FTOCYAAapPCTBEHHON TalHbI
00 YPOBHS «COBEPLUEHHO CEKPETHO» BK/IOYMUTENbHO, @ TakXXe ANne 3aluThbl
KOHPUOeHUManbHoM nHdopMaLunun.

@

MonHoueHHaA nogaepHKa Co6cTBEHHbIe 4acbl € AaMUHUCTPUpPOBaHUue
UEFI n 6e3onacHoro He3aBUCUMbIM UCTOYHUKOM U LeHTpanu3oBaHHoOe
pPeMUMA 3arpy3Ku nuTaHuA. Bo3MoXKHOCTb ynpaBsieHue NpoBoAUTCA
UEFI («Secureboot»). OTCNEeXNBaTb BCKpbITUE 6e3 ncnosb30BaHUA
CoBMEeCTUMOCTb CO MHOMrMMHU KOpNyCca BbIK/IOYEHHOrr0 pecypcoB wTaTHo OC.
COBpeMEeHHbIMU MOoAeNAMU KOMMNblOTEPa MoapepKNBaOTCA fOMEHHbIE
KOMMNbIOTEPOB Y4Y€THbIE 3anucu

NWOEHTUOUKALIUA U
AYTEHTUOUKALIUA

OOCTYNOM
N5

YNPABNEHUE @ E CAMOAUATHOCTUKA
\

\
\

Q]
O
AOMUHUCTPUPOBAHUE KOHTPOIJ1b
4L LLENTOCTHOCTH
/

\

v

PEFMCTPALIMA @ @ KOHTPOJ1b o
U YYET — — YCTPOUCTB 8
|
22
-l
<
(=)
XAPAKTEPUCTUKA CO3 DALLAS LOCK
Tun C3U MporpaMMHoO-annapaTHbIN KOMMIeKC
CepTudukaTt cCooTBETCTBUSA N° 3666 o7 25 HORGA 2016 Nesggg‘éﬁ‘i?ﬂ::;%%§°z"&7 r.
Knacc 3awuntbl CO03 UT.CO3.MP2.M3 UT.CO3.MP2.M3
YpoBeHb KOHTpOnS oTcyTcTBMSA HOB 2 2
Ceptnoukat Cotosa «CaHkT-lMeTepbyprckas TOproeo- CT-1
NpoMbILLNEeHHas nanara»
Knacc AC 2A (1B)
rnc/ngux/ACY T /KN 0,0 1BKI.
CoBpeMEeHHbIN rpapuueckmumn MHTepdenc [a
LleHTpann3oBaHHOE yrnpaBfeHne Oa
MHTepdenc noaknuyeHms PCI Express, Mini PCI Express, M.2
dopM-dpakTop nNnatbl Half Size, Full Size
E,D,MHbIVI peecTp pOCCVIVICKVIX nporpamMm gns 3BMu Bﬂ Mpuka3 MuHkomcBs3u Poccum N2 487 ot 07 okTsI6ps 2016 T.
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MNOAPOBHAS UHOOPMALIUS
LEMOBEPCUW, BA3A 3HAHWI, HOBOCTM ) ) WWW.DALLASLOCK.RU

CUCTEMHDIE TPEBOBAHUSA

Pa6oTa npoaykTa nogaepxuBaetcs ¢ Ntobbix OC, ucrnonb3ywwmx gpannosblie cucteMol: FAT12, FAT16,
FAT32, NTFS, EXT2, EXT3, EXT4, VMFS3, VMFS5.

MuHumManbHasg M onTuManbHasa KoHourypauusa MK onpepensercsa Tp96OBaHVIF|MI/| 0I'IepaLl,VIOHHOI7|
CUCTEeMblI.

IOnsayctaHosku nnatel CO3 Dallas Lock Heo6xogmumo Hannune ogHoro ceob6ogHoro cnota (PCl Express,
mini PCI Express nnu M.2) Ha cucteMHon nnate MK.

CO3 Dallas Lock npegHa3Ha4eHo s MCNOMb30BaHUA Ha NepcoHanbHbIX KOMMNbloTepax, HOYyTOyKaXx,
MoOHO60Kax N cepeepax apxmTekTypbl Intel x86-32 1 x86-64.

3 ®OPM-DAKTOPA A1 YAOEHOU UHTErPALIUM
B PA3JINMHDbIE MOAEJIN APM:

PCI EXPRESS ¢ MINI PCI EXPRESS » M2

FTRERDE-

PCI Express Mini PCI Express M2

":." 1 [poBeauTe 6ecnnaTHoe TecTMpoBaHue o6opynoBaHug c C43 DALLAS LOCK.
d o":l Mopnoepyxka pasbéMoB PCI-Express, mini PCI-Express, M.2.
do

L= =]

OTnpaBsbTe 3anpoc B KoMMepyeckuin genaptaMeHT: isc@confident.ru

(c y4€TOM M3MeHeHUN, BHECEHHbIX Mpukaszom O®CTIK Poccum ot 15 des-
pansg 2017 r. N2 27) n MeTogmM4yeckmnM OOKYMEHTOM «Mepbl 3aWnTbl UHGOP-
MauuKn B rocygapCTBEHHbIX MHPOPMALMOHHBIX cUCTeMax» (YTBEPXOEH
®CTIK Poccum 11 peBpans 2014 r.) onga 3awntbl TMC 1 knacca 3aWULEH-
HOCTW OOJKHbI MPUMEHSTHLCS TOMbKO MPOrpamMMHO-annapTHble peLllueHus.
CAO3 Dallas Lock aBnsieTcd nporpaMMHO-annaTHbIM peleHneM, YTo ykasa-
HO B popMynsipe Ha usgenue.

2 B cooTtBetcTBUMU C pukasoM PCTIK Poccun ot 11 ¢pespans 2013 r. N2 17

3ASIBKA HA LEMOBEPCUIO

OTCKAHWPYTE QR-KOJ
Mnn NEPENJUTE NO CCbUIKE

https://dallaslock.ru/dlltbc-demo
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[GKOHPUAEHT

LEHTP 3AUWWNTBl UHPOPMALUN

HAOE>XXHO 3ALLMWAEM NUHPOPMALINIO
C1992T00A

N

R R a s 4
@ DALLAS L HESLUE-;

C3U BU DALLAS LOCK

CepTnounumpoBaHHasa cmcTema 3awmTbl MUHGOPMALLMN B BUPTYasnbHbIX UH-
dpacTpykTypax. MpegHa3HavyeHa Ons KOMMNEKCHOW U MHOrMoQpyHKLMO-
HanbHOW 3alWuTbl KOHPUOEHUWANbHON MHPOPMALMKU OT HEeCaHKLUMOHU-
pOBaHHOIO O0CTyna B BMPTYyalbHbIX cpefax Ha 6ase VMware vSphere un

Microsoft Hyper-V.

He Hy»HO NOBTOpHO cO3AaBaTb
y4YeTHble 3anucy nosab3oBaTenen -
cuctema paboTaerT C yxe
CyLLecTBYOLMMU B pONEBOW
mogenn VMware

C3W BU Dallas Lock nerko
WHTerpupyeTcA B BUPTYaNbHYIO
MHPPACTPYKTYpyY Nob60oro pasmepa
1 Buga. MmHumMusnpyetca spems,
HeobxoAauMoe ANnA HAaCTPOMKN U
3anycKka cucTembl

CKaHuposaHue WUHTerpauua c Pa6oTa c HecKonbKUMKU  BbicTpoe u npoctoe
HacCTpPOEK BUPTYaNnbHOW  poONeBOW MOAenblo obnakamm BHeApeHue
MHPPACTPYKTYPbI VMware BUPTYanusauuu

MNpeactasnaeT BClo MUHPopmaLmio
0 KOMMOHEHTax CUCTeMbl B BUAeE
yA06HOro ApeBoBUAHOr0 CNNCKa

HA3HAYEHUE C3U BU DALLAS LOCK

MpoayKT yctaHaBnmeaeTtca 1 pa3
Aaxe B cMcTeMe C HeCKO/IbKUMU
obnakamu suptyanusauum

= +- B  3awmTta MHGopMauMn B aBTOMaTU3U- 3awmTta uHdopMaumm B uHGopMaum-

([ .

* o- )] POBaHHbIX cucTeMax [0 Knacca 3a- OHHbIX CMCTEMax 1 ypOBHS 3aLiMLLEH-
AC-== WMLeHHOCTN 1T BKITIOYUTENbHO. HOCTW NepPCOoHalbHbIX AaHHbIX.

3awmrta uHbopmauum B aBTOMaTU-
3MPOBaHHbIX CUCTEMax YnpaBieHus
NPOU3BOACTBEHHBIMU U TEXHOMOMM-
YeckMMM MpoLLeccaMm Ha KpuTuyec-
KW BaXKHbIX 06beKTax, MoTeHLManbHO

ACY TN v@

3awmTta MHOOpMaLUM B 3HaAYUMBbIX
o6bekTax KpUTU4eCcKon MHPopmaLm-
OHHOW MHPACTPYKTYpPbI 0 1 KaTero-
pYK BKNIOYUTENBHO.

onacHblXx 06bekTax, a Tak)XXe ob6bek- - PN

Tax, NPeACcTaBASIOWMNX MOBbILIEHHYIO . of fp . 3alWmTa UHOPMaLMM B rocyaapct-

OMAaCHOCTb ANS XW3HM M 300POBbS . BEHHbIX MHGOPMALMOHHbIX CUCTEMAX
rmce 1 knacca 3alWn,eHHoCTH.

nogen u onsa okpyxatowen npupoa-
HOW cpefbl, 1 Knacca 3alWMLLeHHOCTH.

X
(5]
2
5
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=
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C3nBU
DALLAS LOCK
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nogPOBHAA UHPOPMALIUA
OEMOBEPCWM, BA3A 3HAHUIA, HOBOCTU ) ) WWW.DALLASLOCK.RU

NOAAEP)XUBAEMbIE TMNEPBU3OPbI
(5) vmware esxi o icrosoft ~KVM

e VMware 5.5 e Microsoft Hyper-V Server 2016 * Astra Linux"Common
« VMware 6.0 e Microsoft Hyper-V Server 2019 Edition «Opén»

e Astra Linux Special
* VMware 6.5 Edition «CMoneHck»
* VMware 6.7 « Cent0S 7.5.1804
* VMware 7.0 e Linux Mint 18.3

Ubuntu 18.04.2 LTS

NOJ/Ib30BATE/NU
C VOANEHHBIM
NOAKNIOYEHUEM

BUPTYA/IbHbIE MALLUHbI®———
C rOCTEBON OC
(Windows™ n Linux)

fUNEPBU3OPbLI®———

P g
/ - : o
VMware
vSphere Client fMNEPBU3OPLI
* ynpasnerue s MS Hyper-V,
BUPTYanbHOMN N fTMNEPBU3OPLI
MHbpacTpyKTYypoWn AN KVM

* OrpaHu4yeHune
aoctyna VMware
vSphere Client K
runepen3opam B KOHCO/1b
o6xop vCenter C3U BU LEHTP
Server * 3MUHNUCTPUPOBAHNE
cpeacTs 3awuTtbl BU

* KOHTPO/Nb rMNepBU3opoB
n cpeacTs ynpasneHna BU

C3U BU LEHTP
* LeHTpann3oBaHHoOe
ynpasneHne KOMMNoHeHTaMu

* ayauT cobbITUM v
CpeAacTB 3awuTbl BU s Bu 8
[) -
g2
XAPAKTEPUCTUKA C3U BU DALLAS LOCK =
Tun C3U MporpaMmmHoe obecrnevyeHne E
Ceptnoukat coorsetcTBmsg PCTIK Poccum N2 3837 oT 18 nekabps 2017 r.
. VMware ESXi 5.5, 6.0, 6.5, 6.7, 7.0,
MoaAepXMBASMbIN TUTEPBU3OP Microsoft Hyper-V Server 2016, 2019, KVM' X
LleHTpann3soBaHHOE yrnpasyieHne [a = 9
YpoBeHb 0oBepUS yo 4 gm
Knacc 3awmuieHHocTn CBT 5 8 é
Knacc AC m <
FVC / NOH/ ACY TN / KAV [0 18K, a
EOWHBINA peecTp POCCUMCKUX MPOrpaMm Mpukas MuHkoMcBa3uM Poccnm N2 487
ons 9BM un B[, oT 07 okT96ps 2016 .

1. KVM (Kernel-based Virtual Machine) — nporpaMmmHoe pe-
WweHue, obecrneynBatollee BUpTyanmsaumio B cpege Linux Ha
nnatdopme x86, KOTopas NoaaepXnBaeT annapaTHyo BUPTY- 3ASIBKA HA IEMOBEPCUIO
anusaumio Ha 6a3se Intel VT (Virtualization Technology) nuéo OTCKAHUPYTE QR-KOJ1
AMD SVM (Secure Virtual Machine). VNV MEPEANITE MO CChINKE

https: //dallaslock.ru/dlvi-demo
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KOH(DMAEHT@ (( ( HALEXHO 3ALLMLLAEM UHOOPMALMIO

LEHTP 3AUWLUNTBl UHPOPMALUN C1992 rO,D,A

Q CEPBEP BE3OIMNACHOCTU DALLAS LOCK

Cepsep 6e3onacHocTu Dallas Lock ycTaHaBnMBaeTcs Ha oTOeNbHbIA KOMMNblOTEP, 3aluMLeHHbIn C3U
HC[ Dallas Lock 8.0. Mo3Bongaet 06beanHSATb 3allmLL,aeMble KOMNbOTepPbI B [JloMeH 6e3o0nacHOCTM ons
LLeHTPann30BaHHOIo 1 ONepaTUBHOIO YNpaBfeHns.

BCcTpoeHHble MeXaHM3Mbl peniMKaLum No3BoNsSOT CoO34aBaTh 0TKa30yCTOMYMBbIE PELLEHMS ONs 3a-
WNTbl NHOOPMALUMK.

@ ©

/,m | m\ LleHTpanu3soBaHHoOe LleHTpanu3soBaHHOe
\ ynpaBfeHUA BCEMU ynpasneHue y4éTHbIMU
‘..--\ @ 33WUTHbIMU MOAYNAMMU: 3anNucAMU U rpynnamMm
N ,’ Dallas Lock 8.0, Dallas Lock nonb3oBaTteneu, B TOM Yucne
| Q) Linux, CA3 Dallas Lock TecHana uHTerpauma c Active
BOJIEE 10 APM Directory
® )
LleHTpanusoBaHHbI c60p He TpebyeTtca HU cepBepHOW PacwunpeHHan ponesan
MYPHANOB C KNNEHTCKUX OC, Hu cTopoHHeli CYB/ anAa Mopenb no3sonAaer
APM, Bu3syanusauuna cobbiTuii KoppeKkTHoM paboTbl CepBepa Pa3rpaHNYnTbL NpaBa
U MHLUAEHTOB B KOHCONU 6e3onacHoctu Dallas Lock ANA aAMUHUCTPATOPOB
CepBepa 6e3onacHocTU UHPOPMaLIMOHHOWM
6e3onacHoCcTH
—

O-j8 MEHEIKEP CEPBEPOB BE3OINACHOCTWU DALLAS LOCK

MocTpoeHne 0TKa30yCTOMYUYMBBLIX CUCTEM N KnacTepoB 6e30MacHOCTU C LEeHTPann3oBaHHbIM yrpaB-
neHneM peann3oBaHo Ha ocHoBe CepBepa 6e3onacHocTu Dallas Lock.

CneunanbHbln Moaynb «MeHepxep cepBepoB 6e3onacHocTu Dallas Lock» — 6ecnnaTHoe paclunpe-
HUe cuCTeMbl 3alWnTbl UIHOopMauuun. MNMocTasnseTcsa B KomnnekTe ¢ CepsepoM 6e3onacHocTu Dallas
Lock B BUOe OoTAENbHOrO MOOyNs U YyCTaHaBNMBAETCS Ha OTAENbHbIA KOMMNbIOTEP, 3alLnLLEHHbIA C3U
HCL Dallas Lock 8.0.

MpegHasHavyeH Onsa KpynHbIX ceTen, B TOM Yyucne

pacnpefneneHHbIX, B KOTOPbIX TpebyeTca co3gaTth

—_— Heckonbko [loMeHoOB 6e3onacHocTu. MNo3BonsgeTt
| co3gaBaTb TPEXYPOBHEBYIO MoOAeNb LEHTpanu-
30BaHHOr0 ynpaBneHnsa 3almnTon nHpopmMaumu,

,—— ‘ 7=== BK/IIOUMB NOf, CBOE yrnpaBneHne Heckonbko Cep-
,’ \\ ( | ] /m\ BepoB 6e30MNacHOCTN U TeM caMbiM co3paaB Jlec
\\ ﬂ\ / 6e30MacHoOCTM.

7
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nogPOBHAA UHPOPMALIUA
OEMOBEPCWM, BA3A 3HAHUIA, HOBOCTU ) ) WWW.DALLASLOCK.RU

" CEPBEP IMLLEH3WIA DALLAS LOCK

Cepeep nuueH3uni Dallas Lock — 3To cneumanMampoBaHHOe CepBEPHOE NMPUMNOXEHMWE, yripoLalolee
yrnpaBsfeHne NMLEH3NSIMIN B paMKaX CETU 3aLLUMULLEHHbIX KOMMbIOTEPOB.

PeweHne npobnembl BHeApPeHNs B KPYMHbIX KOMNaHMAX C pacnpeneneHHon MHGPacTPyKTypoun n Ko-
NTNYECTBOM KITMEHTCKUX paboynx cTaHumin 6onee 1000 WwT.

06beauHAeT Ha ogHoM 3BM Bce HeobxoauMble AnA paboThbl
cUCTeMbl MAeHTUOUKATOpbI U obecneynBaeT
OWHaMU4yecKoe pacnpegesieHne NMUEeH3nn Ha pusnyecKme
M TepMUHaJIbHbIE MOAKIIIOYEHMA.

A

r N
CEPBEP JIMLIEH3UNA
MEHEQMEP CEPBEPOB

nyn NULEH3UIA 3 n BE3OMNACHOCTU
i o [T
| g -0
a j
-¢°.¢°-

AVIHAMUYECKOE
PACTPEENEHVE
oUNMAN 1 ‘ OUNNAN 2 ‘,’ N
/ "uenTe

JINLLEH3MI
<@ \ <> /
| / - ! \ J
/ \ v~
/ \ < e \ ~

P - - -----

I

’ ~ ’ N
nA obecrneyeHNsa 0TKa30yCTOMYMBOCTU

«\m | - ﬂ (@ A Y

—— Y 7 N, \ Y TepMnHaJibHbIX cepBepoB ,qOSTaTOHHO

- - === m | ="\ == 3aKynuTb N IULEH3UN.

\ —— I \\ —, \ -II
[ - - | .
S 4

u J

-~
Pennukauus CepBepoB 6e3onacHocTu 6e3 3atpar
Ha AOMOJIHUTENbHbIE IMLIEH3UN.

‘% CEPBEP KOH®UIYPALIUA DALLAS LOCK

CepBep kKoHpurypaumn Dallas Lock no3BonseT co3gaBaTb M BU3MPOBaATb NacnopTa NporpaMMHOro
obecnevyeHns Ha KNMeHTCKuUx APM. Mo3BonsieT agMUHUCTPATOPY MHPOPMALMOHHON 6e30nacHOCTH
KOHTPONMPOBaTb NO TPe6GOBAHMIO UM MO PACANCAHUIO CMTUCOK UCMOMHSAEMbIX GalnoB Ha KOMMblOTe-
pe nonb3oBaTens.

KnueHTcknuMum nogkniodeHmnsamm gnsa Cepsepa KoHourypaumm Dallas Lock aBnsitoTca Mmogynm nacrnop-
TUsauum nporpaMmHoro obecneyeHuns B coctaBe Dallas Lock 8.0. CepBep koHouUrypaumi Dallas Lock
BXO4MT B nocTaBky CepBepa 6e3onacHocTu Dallas Lock n nMeeT co6CTBEHHYIO KOHCOMb yNpaBneHus.

cas
DALLAS LOCK

CepBepHble KOMMOHEHTbI = = = = =

.

1 ‘ m KoHconb -
: g g : CepBepa KOHbUrypauwii
]

[} : ¢ > m HKoHconb

\ =

Cepsep 6e3onacHocTu Cepsep KoHGUrypauu

DALLAS LOCK DALLAS LOCK Cepsepa 6esonacHocTn

HnMeHT HI'IVIeHT
DALLAS LOCK 8.0 ——— ——— DALLAS LOCK 8. 0

cos CKH HCA cos CKH

L““ \./\/\/‘ \/\./Uu

3ASIBKA HA JEMOBEPCUIO

OTCKAHWPYTE QR-KOJ
nn NEPENJUTE NO CCbUIKE

https: //dallaslock.ru/dlI80srv-demo
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KOH(DMAEHT@ (( ( HALEXHO 3ALLMLLAEM UHOOPMALMIO

LEHTP 3AUWWNTBl UHPOPMALUN C1992 rO,D,A

ELLY DALLAS LOCK

EouHbIn LeHTp ynpaBneHud Dallas Lock — 3To kpoccnnaTdOpMEHHbIN LEHTP yNpPaBneHUs, KOHTPONn-
pytowmm 6esonacHocTb Bcer UT-MHPacTpyKTypbl OpraHM3aLnm BHe 3aBUCUMOCTM OT €€ CTPYKTYpbI
n MacwTabos. NpegHa3HayeH AN KOHTPONS LEeNoCTHOCTU HaCTPOeK akTUBHOMoO ceTeBOro o6opyao-
BaHUS 1 yNpaBleHns BCEMU peLlleHns MK NpoayKToBon nuHernku Dallas Lock.

HoHTponb cocToAHUA Co3paHue nepapxm4ecKomn KpoccnnatpopmeHHoe
(LLeNOCTHOCTU HACTPOEK) CTPYKTYpPbl AOMEHOB pelleHne U COBMECTUMOCTb
aKTUBHOro ceTeBoro 6e3onacHoCTU C c OC cemeiictB Windows,
060pyA0BaHUA U MOHUTOPUHI HacnepoBaHWeM 3Ha4YeHUN Linux n poccuncknmm
U3MEeHeHU KoHurypauum no  napameTpoB 6e3onacHocTu AucTpubyTuBamu
npotokony SNMP
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Korpa KonnyecTBO KOMMbIOTEPOB B UHPpPACTPYK- EAVHBIN LEHTP YMPAB/IEHWA DALLAS LOCK
Type 3aka3uymka COCTaBNSgeT HEeCKONbKO OecsaT-
KOB ThiCAY WITYK, TO NpMMeHeHne CepBepa 6e30-
nacHoctwu Dallas Lock nogpa3ymeBaeT co3gaHue
HECKONbKMX OOMeHOB 6e30MacHOCTK, a Takxe
npumeHeHne MeHep)kepa cepBepoB 6e3onac-
HocTu Dallas Lock 1, kak pekoMeHaauus, pa3Bep-
TbiBaHWe CepBepa nuueHsnm Dallas Lock.

AKTUBHOE CETEBOE OBO0PY,0BAHUE

PEWWEHNA ONA 3AWLUTbLI APM C OC WINDOWS:

CA3 DALLAS LOCK +
DALLAS LOCK 8.0: C3U HCA, CKH-M, CKH-H, M3, COB, PK

PELWEHNA ONA 3AWUTBI APM C OC LINUX:

CA3 DALLAS LOCK +
DALLAS LOCK LINUX: C3U HCAl, CKH-N*, M3*

ELLY Dallas Lock MoXxeT ycnewHo 1 6e3 nepe6oeB PYyHKLUMOHMPOBATb B reTePOreHHbIX UHPpa-
CTPYKTYypaXx c AecaTkaMu Tbicy pa6oymnx ctaHuMin. B komnneKkT noctaBku ELLY Dallas Lock BxopaT
nuueH3uu Ha CepBep 6e3onacHocTu Dallas Lock, CepBep KoHpurypauum Dallas Lock u MeHea)xep
cepBepoB 6e3onacHocTu Dallas Lock, 4yTo no3BongeT 3akas4MKamM BbloupaTb Hanbonee nogxops-
LMe MHCTPYMEHTbI A9 yrnpaBneHus 6esonacHocTbio UT-MHPpaCcTpYKTypbl No60ro Maclutaba.
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O LEHTPE 3ALLUTblI UHOOPMALIUA
KOMMNMAHUN «KOHOWUAEHT» @

LeHTp 3awmnTbl MHOopMaumn MK «KOHPUOEHT» — POCCUNCKMN pa3paboTumk cepTUOULNPOBAHHbBIX
CPefcTB 3alWnTbl MHOOPMaLUK, NTUOUPYIOLWUX MO COBOKYMHOCTN TEXHUKO-3KOHOMUYECKMNX NoKasaTe-
nen NporpaMMHbIX U MPOrpaMMHoO-anmnapaTHbIX pelweHnii o 3aWwmThl U KOHTPONS 0OCTYNa, Mexce-
TEBOro 3KpaHUpPOBaHUS, LOBEPEHHON 3arpy3ku, NpeaoTBpaLleHUs BTOPXKEHUIN U 3aLLMTbl BUPTyab-
HbIX cpeq.

MpoaykTbl nuHenku Dallas Lock npuMeHs0OTCA ANg 3awWmTbl KOHGMAEHUMaNbHOM MHOOPMaLMK, B TOM
yucne cogepxauencsa B FT’MC, NCNOH n ACY TM, 3Ha4uMMbIX 06bekTax KMU 1 cBegeHnn, coctaBnsto-
WX rocydapCTBEHHYI0 TallHY [0 YPOBHS «COBEPLUEHHO CEKPETHO» BK/TIOYUTENbHO.

MpoaykToBas nuHenka L3N MK «KoHOnaeHT» npeactaBneHa CoOBpeMeHHbIMU CpeacTBaMm 3aluThl
nHbopMauun ong paboymx cTaHUMIM 1 cepBepoB nog ynpaeneHnem OC cemencts Windows u Linux,
BUPTYyanbHbIX cpen Ha 6ase VMware vSphere n Microsoft Hyper-V. PelwleHns KoMnaHMn no3BonsatoT
He TONbKO NPUBECTU MHPOPMALMOHHbIE CUCTEMbI B COOTBETCTBUE TPEOOBAHNAM 3aKOHOO4ATENbLCTBA,
HO N 06ecneyYnTb UX KOMMNIEKCHYO MHOTOQYHKLMOHaNbHY0 3aWwmTy 6narogaps TakMM YHUKaNbHbIM
BO3MOXHOCTSAM, KaK Hanmyune afieMeHToB QyHKLMOHanbHOCcT DLP-cucTtem, ynpasneHue npmeuneru-
POBaHHbIMU NONb30BaTENSIMU, CO30aHNEe AOBepeHHoM paboyven cpedbl, 3GPEeKTUBHOE LEeHTPannso-
BaHHOeE ynpaslieHue.

PeweHna npooyKToBON NMHeNKN cepTuduumpoBaHbl PCTIK Poccun n MuHo6opoHbl Poccun, cooT-
BETCTBYIOT 3aKkoHopaTenbCcTBy P® B cdepe NBb 1 cCOBMECTUMbI C NpogyKTaMu Opyrux nponssogure-
nen. PacwmnpeHHasa pyHKLUMOHANBbHOCTb LLEHTPaNIN30BaHHOIO yrpaBneHnsa no3BonseT UCMNob30BaTb
cpencTBa 3aWnTbl B CNOXHbIX FeTepOoreHHbIX ceTeBbIX MHOPACTPYKTypax c MUHUMalbHbIMUK 3aTpaTa-
MK, obecneymBast KOMNAEKCHYO MHGOPMaLMOHHYI0 6€30MacHOCTb.
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LINUX

C3U BU cas
DALLAS LOCK DALLAS LOCK
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JIMUEH3UN |—
N CEPTUDUKATDbI |—F=:
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— JIMLLEEH31N ®CB POCCMN

¢ 18312 C oT 11 mapTa 2021 r. Ha co3faHue cpencTB 3aWmnTbl MHPOPMALLUU, CO-
OepXallen cBeaeHns, cocTaBNsAoLLNE TOCYAAaPCTBEHHYIO TalHY.

¢ 18313 M o1 11 MapTa 2021 r. Ha oCyLW,eCcTBIeHMe MeponpusaTuUn n (Mnn) okasa-
HMe ycnyr B 061acTy 3alUTbl FOCYJapCTBEHHOW TalHbI.

e N2 160 oT 27 saHBapsa 2016 r. Ha ocyLwecTBeHne pa3paboTkn, NPON3BOLCTBA,
peanusaumm n npuobpeteHna B LEeNax npoga)kun creunanbHbiX TEXHUYECKUX
CpencTB, NpegHasHavYeHHbIX 41 HErnacHoro nonyvyeHus uHopMaumu.

e N211647 ot 15 pekabpsa 2020 r. Ha NpoBeaeHUe pPaboT, CBA3AHHbIX C UCMOMb30-
BaHWEM CBeAEHMN, COCTaBNAOWMX FOCY0apCTBEHHYIO TalHy.

e N2 14562 H oT 1 ceHTA6pa 2015 r. Ha ocyllecTBeHne pa3paboTkn, NnponsBoa-
CTBa, pacnpocTpaHeHnsa wudpoBanbHbiX (Kpuntorpapmyeckmnx) CpeacTs, UH-
®OPMALMOHHbIX CUCTEM U TENEeKOMMYHMUKALMOHHbIX CUCTEM, 3alULLEeHHbIX
C Mcnonb3oBaHMeEM LWKNGPOBanbHbIX (KpunTorpapmyecknx) cpencrs, BbiNO-
HeHue paboT, okasaHme ycnyr B obnactm wndpoBaHUa MHPOPMaALNN, TEXHU-
yeckoro obcnyxxmBaHus WndpoBanbHbiX (Kpuntorpadumuyeckmx) CpeacTs, UH-
GOPMALMOHHbBIX CUCTEM U TENEKOMMYHUKALMOHHBIX CUCTEM, 3aLUULLEHHbIX C
MCnofib30BaHNEM WNHPOBanbHbIX (Kpuntorpadpuryeckmnx) cpeacTs (oencTeyeT
6eccpoyHo).

N213458 K ot 5 Mmapta 2014 r. Ha ocyLLecTBNeHne pa3paboTkn n Npon3BoOaACTBa
CPeAcTB 3alnThl KOHGMAOeHUManbHOM MHPOPMaLUMK (OencTByeT 6€CCPOYHO).

—e JIMLUEH3UN ®CT3K POCCUN

e N2 0016 ot 31 okTA6pa 2002 r. Ha pa3paboTKy M NPOM3BOACTBO CPeACTB 3alln-
Tbl KOHPMOEHUMANbHOM MHPOPMaLNKM (OencTByeT 6eCCPOYHO).

e N2 0024 ot 31 oKTSI6pA 2002 r. Ha OCYLULECTBIEHNE MEPONPUATUA N OKa3aHUe
YCNyr No TeXHNYeCcKomn 3almTe KOHOUAEHUManbHON NHPopMaummn (oencTeyet
6eccpoyHO0).

e N2 1100 oT 6 oKTA6pA 2016 r. Ha OCYyLLECTB/IEHME MEPONPUATUN U (MK) OKa3a-
HMe ycnyr B 0611acTy 3alUTbl FOCYJapCTBEHHOWN TalHbI.

e N2 1101 oT 6 okTa6psa 2016 r. Ha NpoBeaeHUe paboT, CBA3aHHbIX C CO3JaHUEM
CcpencTB 3aWmnTbl UHPOPMaLMK.

* N2 1804 ot 09 uionsa 2019 r. Ha npoBefeHne paboT, CBA3aHHbIX C CO3AaHNEM
cpencTs 3aWwmTbl UHGOPMaLIUK.

cas
DALLAS LOCK

—0 JIMUEH3NA POCKOMHAL3O0PA
e N2138771 01 15 pekabps 2015 r. Ha 0OKa3aHue TeNleMaTUYECKNX YCAYT CBS3W.

e N22-b /01452 oT 14 HOA6pA 2013 1. Ha OCYLLUECTBNEHNE OEeATENbHOCTN NO MOH-
TaXy, TeEXHUYEeCKOMY 06CNY>XXMBAHUIO U PEMOHTY CPeacTB o6ecneyeHms noxap-
HOM 6€30MacHOCTM 30aHUIN U COOPYXXEHU.
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=

NMAPTHEPCKAS{ CETb

MapTHepckasa ceTb LleHTpa 3awunTbl MHPpopMaumm 000 «KoHouaeHT» HacuyuTbiBaeT 6onee 700 KOM-
naHMn oTpacnu MHGopMaLMOHHOM 6€30MacHOCTU Pa3fIMYHOro YPOBHS M 0XBaTbiBaeT NpakTUYECKU
BCe pernoHbl Poccuu.

K/NMIOYEBDIE NAPTHEPDI

CeBepo-3anagHbi pegepanbHbIi OKpYT
LleHTpanbHbIN ¢pegepanbHbii OKPYT

YpanbcKui ¢pepepanbHbiii OKpYr

MpuBoOMKCKUIN depepanbHbli OKPYr
O)XHbIM, CeBepo-KaBKa3cKuUi pepepasnbHblie okpyra
[danbHeBOCTOUYHbIN deaepanbHbi OKPYT

o
o
@
‘ Cubupckun dpenepanbHbin OKPYr
®
o

Konn4yecTBO K/oYeBbiX NapTHEPOB B OKpyre

DALLAS LOCK
LINUX
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LEHTP 3AUWLUNTBl UHPOPMALUN C1992 rO,D.A

KIMMEHTbI KOMNAHUU

MpoaykTbl Dallas Lock ycnewHo MCNonb3yoT KOMMepyYeckue opraHnsalnum, rocyaapcTBeHHbie U My-
HULUMNanbHble opraHbl BacTu no Bcei Poccuu, BkoYas ¢pepepanbHbie CryX6bl, areHTCTBA, MUHU-
CcTepcTBa, BeAOMCTBa PerynsaTopos, perMoHasnbHblie MUHUCTEPCTBA M AenapTaMeHTbl, MeguLNHCKue
1 6aHKOBCKMeE YYpeXaeHnUs, CTpaxoBble KOMMNaHUK, NpeanpuaTns ToNaMBHO-3HepreTUYeckKom oTpac-
NV U NPOMBILLNIEHHOCTM.

®EAEPAJIbHbIE MUHUCTEPCTBA, C/TY)XBbl, ATEHTCTBA

MB[ Poccun ®HC Poccun OTC Poccum OCKH Poccun  depepanbHoe PocobpHagsop PoccTtat MWHKynbT ®CUH Poccuun

MeauKo- Poccumn
6uonorunyeckoe
areHTCcTBO

NPEANPUATUSA TONTUBHO-3HEPTETUYMECKOW OTPAC/TU

TaNGCO (@msnpnm m -BODK- L reroneoro ‘/é/?‘/;,]x

2\
AO «TAHEKO» 000 «lasnpom 3A0 AO «Bnapumupckas MAO AO
MeXpervoHras» «[0H3HeprocbIT» o6nacTtHas «JleHaHepro» «TIOMEHb3HEPro»
afekTpoceTeBas
KOMNaHuUsa»

&rynbl U BNK

&Eﬁ?; I'OGTEX@GTPOI?I q@ {E‘g@’ 6’ @H

oryn oryn AO HUWN «BekTop» OrYN «LleHTpanbHbIN Oryn «POALBHUUTD OAO HUKN
«PocMopnopT» «locTexcTpon» Hay4YHO-uCCnenoBaTenbCcKun VM. akageMunka «Py6UH»
OCT3K Poccum WHCTUTYT XUMUU U E. WN. 3a6abaxmHa»
MeXaHUKn»

OPrAHU3ALUU KPEOUTHO-®UHAHCOBOW OTPAC/IN

PYCOUHAHC
@ BAHK % — A
neps (1 B6aHK (@) TA3NPOMBAHK | S — = S
BaHk Poccumn NAO OAO MAO «BbaHK OAO 000
«MNepBo6aHK» «lasnpoM6aHKk» «CaHkT-MNeTepbypr» «®oHpcepBucHaHK» «PycduHaHc BaHk»

NPEANPUSATUS ABUALLMOHHON NPOMBILLIEHHOCTHN OUNTUATDI PXXAO,

OAK g0
- XoPROPALb

MAO «O6beanHeHHas AO «PCK Mul» OTpenexHuns 0AO «P>X[»
aBmacTpouTenbHas depepanbHOro
Koprnopauua» ®OMC

CTPAXOBbIE KOMINMAHUU HErFOCYAPCTBEHHbIE MEHCUOHHBIE ®OHAbI

EVPVTHEOTEAS = - = S grp =™ CVPTVTHEGTES
000 «CTpaxoBoe 000 AO HM® BTE HMN®

o6LecTBo «PocroccTpax- MeHCUOHHbIN «CypryTHedTeras»
«CypryTHedTeras» MeguunHa» doHa

PETMOHAJIbHbIE OPTAHbI BJIACTU

MpaBuTenbCTBO MpaBuTenbcTBo  PerMoHanbHble MUHUCTEPCTBA U
MocKBbl CaHKT- fnenapTamMeHTbl 3[paBoOXpaHeHus
MeTtep6ypra M COLManbHOro paseuTus,

06pa3oBaHms, GUHAHCOB

DALLAS LOCK
LINUX
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MNOAPOBHAS UHOOPMALIUS
LEMOBEPCUW, BA3A 3HAHWI, HOBOCTM ) ) WWW.DALLASLOCK.RU

? HAWUBOJIEE HACTO 3AJABAEMbIE BOMNMPOCHI

ABNAIOTCA JIN NMPOAYKTbI CEMENCTBA DALLAS LOCK
POCCUNCKNMW PASPABOTKAMI?

KoMnaHusa «KoHougeHT» BGbina obpasoBaHa B Poccum B 1992 rogy m genset-
Cs NepBOM B CTpaHe HerocygapcTBeHHOW opraHusaumMen, kotopas nony4vyunna ro-
CYOAapPCTBEHHYIO NULEH3NIO Ha AesATEeNbHOCTb B 06/1aCTU 3awWmMTbl MHOOPMaLUN.
Mpogykunsa Dallas Lock Bbinyckaetca ¢ 1993 roga Ha TeppuTopum Poccuinckomn
depepaunn. Bece npoaoyktbl NnuHenkn Dallas Lock BktoveHbl B EQUHBIA peecTp
poccumckux nporpaMmm gna 3BM u 6a3 gaHHbIX.

KAKUE CEPTUDUKATbI COOTBETCTBUA ECTb Y NPOAYKLUNI?
rae ¢ HAMMN MOXHO O3HAKOMWUTbCA?

NHpopMaunsa o cepTudmnkatax cooTBeTCTBUSA NMpUBeOeHa Ha NMepBOM CTpaHuLe
OaHHOro katanora. lononHuTenbHas MUHGOPMaLIMA COLEPXUTCS Ha NPOAYKTOBOM
noptane dallaslock.ru B pasgene KomnaHus » Ceptudukatbl. Konum ceptudunka-
TOB COOTBETCTBMSA B XOPOLIEM Ka4yeCcTBe AOCTYMHbl 3aperMcTpupoBaHHbIM NOMb-
30BaTenaM noptana. TakxXe MX MOXHO MONy4YnTb, OTNPaBMB 3anpoc B KomMmepye-
CKWM oenapTaMeHT, Ha agpec isc@confident.ru.

KAKWM OBPA30M BO3MOXXHO NMPUOBPECTU
NPOAYKLUWIO DALLAS LOCK?

Bce npopaXu KOHEeYHbIM MONb30BaTeNsIM OCYLLECTBASIOTCA Yepe3 NapTHEPCKYIO
CeTb, COCTOSLLYI0 U3 MHOTMX COTEH MapTHEPOB no Bcen Poccuu. B paspene «Ky-
nnTb» Ha nopTane dallaslock.ru Mbl caenanu yoo6HbIA NOUCK NAaPTHEPOB AN NPU-
o6peTeHUd Hallen NpoayKLUMu.

KAK/M OBPA30M MOXHO CTATb MAPTHEPOM
U3 000 «KOH®UAEHT», YTOBbl NIPOOABATbL NPOAYKLINIO DALLAS
LOCK?

HeobxogMMo oTnpaBuUTb 3anpoc B KoMMepyeckun penapTaMeHT, Ha apgpec
isc@confident.ru. Mbl 0693aTeflbHO PaccMOTpPUM €ro M 03HakKOMMM Bac C KBa-
NNPUKaALMOHHbIMKN TpeboBaHUaMU NS BCTynneHus B MapTHEpPCKy ceTb L3N
000 «KoHpUOeHT».

KAKAM OBPA3OM JIMLIEH3UPYIOTCA
NMPOAYKTbI JIMHEUKU DALLAS LOCK?

Moppo6Haa MHGOPMaLMS 0 MULEH3MPOBAHMN NPoOyKTOB ceMencTBa Dallas Lock
C NPaKTUYECKMMN NPUMepaMn CoOgepXunTcs B OOKyMeHTe JIMLeH3MOHHasa nonm-
Tnka U3 000 «KoHpuOeHT». [JOKYMEHT OOCTYyNneH Onsa Bcex napTHépos LI3U
000 «KoHpuMaeHT» B NMYHOM KabuHeTe nonb3oBaTensa noptana dallaslock.ru.

KAKAM OBPA3OM OBPATUTLCH.
3A TEXHUYECKOW NOAAEPXXKOW?

CBsi3aTbCsa CO CNYyX60M TexHU4Yeckon nogaep>xxkm L3N 000 «KoHPUOEHT» MOX-
HO cnepyWMMN cnocobamMm: yepes NMYHbIN KabUHeT NopTana TeEXHUYEeCKOoW noa-
OepXKn, no anekTpoHHou no4vTe helpdesk@confident.ru n HoMmepaM TenedoHa,
KOTopble yKa3aHbl Ha nopTane dallaslock.ru B pasgene KoHTakTbl » TexHn4yeckas
nogoepxka.

HA KAKUX YCJTOBUAX BO3MOXXHO UCMOJIb3OBATb
NPOAYKTbI DALLAS LOCK B BY3AX?

Bce nporpaMmmHblie npoaykTbl Dallas Lock 6e3Bo3Me3nH0 nepepatotcs B BY3bl no
00roBopy 0 COTpyaHMYEeCTBe A9 UCNoMb30BaHMUS B o6pa3oBaTe/ibHOM npoLiecce.
[lna 3akno4eHns Takoro oroBopa HanpaebTe 3anpoc B KoMMepyeckun genapta-
MEHT, Ha agpec isc@confident.ru.

KAKWE OrPAHUYEHNA ECTb .
Y AEMOHCTPAUMOHHbIX BEPCI?

[JeMOHCTPaLMOHHbIE BEPCUN ABMSKOTCS NOJHODYHKLMOHANbHBIMW U HE UMeEIT
orpaHMYeHns cpoka gencrteus. OrpaHMYeHUa CBA3aHbl TOMbKO C KOJIMYECTBOM
APM npu ueHTpannsoBaHHOM ynpaBieHun. Ong 3arpysky OeMOHCTPaLUOHHbIX
BEPCUM BHYTPWU JAHHOrO KaTanora ectb QR-Kogbl 1 CCbINIKM Ha COOTBETCTBYOLLME
3asBKMU.

DALLAS LOCK

C3nBU

x
o
o
par |
0
<
-l
=
<
(=]

19


https://dallaslock.ru/

KOHOUNAEHT®

LLEHTP 3ALWNTBEL MHPOPMALKWN

(K

192029, r. CaHkT-MeTepbypr
np. 06yxoBcko O60pOoHbI, 4. 51, nnT. K
TenegpoH/dakc: (812) 325-1037

www.confident.ru
www.dallaslock.ru

E-mail:
isc@confident.ru - kKoMMep4yeckne BoNpochl
helpdesk@confident.ru - TexHn4yeckas nogaepxka




