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AV Alarm!!!




#1

- CkpunTt Ha yaaneHue Punto bluwecpyk

- OnpepeneHve noBeAeHUs Kak WndgpoBanbLliMKa
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#2

« CpabaTtbiBaHMe MHOX€eCTBEHHbIX COObITUN U3 OOHOro

pernoHa

« Attacker Address = CONST, Attacker Hosthame = “-”

- Target Address, user pa3Hble

- HenerutnmHasa nepemapupyrtmusauma?

* Lapb-poyTtep?
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#2

* Mopknro4veHne mapupyTtusartopa ¢ hostname = “-”
* OTcyTtcTtBMue 802.1x Ha nnowaake

* DNS update Ha DHCP

* DNS resolving Ha KOHHeKTOpax

* Perncrtpaumsa cuctemMHbix coobiTnn Windows

"SubjectUserName":"-", "SubjectDomainName":"-",
"SubjectLogonid":"0x0"
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#2 ToDo

* DNS resolving Ha kOHHekTOpax SIEM - oTknounTbL

 802.1x Ha nnowaake — BKINOYNUTb
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#3

RFC1918
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#3 ToDo

» poBepka mapLpyTUsaumu

# ping RFC1918nets
TTL Expired in transit

* MpoBepka ICMP reply
# ping S$HOST

IF reply = TTL Expired in transit
THEN STOP SCAN
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