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1. O0mme MoJIoKeHNA

1.1. Hactrosimass MeToauka OIleHKH yrpo3 Oe3omacHOCTH  uH(OpMaruu
(manee — Metoauka) pazpaboTaHa B COOTBETCTBUM C TMOJNYHKTOM 4 TyHKTa 8
[Tonoxenust o MeaepaibHON Cy)KOE M0 TEXHUUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO,
yTBep)aeHHOro Ykas3om lIpesunenta Poccuiickoit @eaeparuu ot 16 aBrycra 2004 r.
No 1085.

1.2. Meroauka ompenenser MOpsSIoK U CoAepKaHue padOT MO ONpeaeSHUI0
yrpo3 0Oe3omacHocTH uMHGOpMamuUK, peanu3anus (BO3HUKHOBCHHCE) KOTOPBIX
BO3MOKHA B HWHGOPMAIIMOHHBIX CHCTEMaX, AaBTOMATHU3WPOBAaHHBIX CHCTEMax
yIpaBicHUS, WH)OPMANNOHHO-TCICKOMMYHHKAIIMOHHBIX CCTIX, MH(POPMAIMOHHO-
TEJICKOMMYHUKALIMOHHBIX HMHPPACTPYKTYpax LECHTPOB OOpaOOTKH JAHHBIX H
o0JauHBIX MHOPACTPYKTypax (majiee — CUCTEMBbI M CETH), a TakKe MO pa3paboTke
MoJeIIel yTpo3 6€30MacHOCTH HHPOPMAIIMA CUCTEM U CETEH.

1.3. Metoguka mpuMeHseTcd JJISI  ONpElelcHUus Yrpo3 0Oe30MacHOCTH
undopmanuu, peanuzamnus (BO3HUKHOBEHHE) KOTOPHIX BO3MOXKHA B CHUCTEMax M
CeTsX, OTHECEHHBIX K [OCYAAPCTBEHHBIM M MYHULMOAIbHBIM HH(OPMALMOHHBIM
cUCTeMaM, WH(OPMALMOHHBIM CHUCTEMAM MEPCOHAIBHBIX JAHHBIX, 3HAYUMBIM
o0beKTaM  KpUTHUYECKOM  uH(popMaimoHHOM  uHPpacTpykTypel  Poccuiickoii
®enepanyy, MHPOPMALMOHHBIM  CHUCTEMaM  YIPABJIEHUS  MPOU3BOICTBOM,
UCII0JIb3yEMbIM OpraHu3aLHUAMU 00OpPOHHO-IIPOMBILIIEHHOTO KOMILJIEKCA,
ABTOMATU3MPOBAHHBIM  CHCTEMaM  YIpaBIE€HWA  MPOU3BOJICTBEHHBIMA  H
TEXHOJIOTHYECKUMH MPOLIECCAMH Ha KPUTUYECKU BAXKHBIX OOBEKTaX, MOTEHUUAIBHO
OMAaCHBIX OOBEKTaX, O0BEKTaX, MPEACTABISIOIIMX MOBBIIIEHHYIO OMACHOCTH JJIst
YKA3HU U 300POBBS JIOJCU U IJIs1 OKPY>KAIOIIEN MPUPOJHON CPEIIBL.

B wuHBIX cioywasx pemeHue O TOPUMEHEHMM Hactosumed MeTtonuku
npuHUMaeTcs obagaTesiMiM HHPOPMALIMK UK OMepaTopaMu CUCTEM U CETEM.

1.4. B nokyMeHTE HE pPacCMaTpUBAIOTCS METOAUYECKHUE IMOAXOIBI IO OLIEHKE
yrpo3 0Oe3onacHocTH UHGOpPMAIMU, CBSA3aHHBIX C HapyHICHUEM O0e30MIacCHOCTH
MUGPOBAIBHBIX (KPUNTOITPAPUICCKUX) CPEACTB 3alUTHI MHPOPMAIUM, a TaKXKe
YTPO3, CBA3AHHBIX C TEXHUUCCKUMU KaHaJaMU YTCUKH UH(POPMAIIUH.

1.5. MeToauka  OpUEHTHpOBaHa Ha  OLICGHKY AaHTPOIOTCHHBIX  YIpo3
Oe3onacHOCTH HMH(POPMAIIMHU, BOSHUKHOBEHHE KOTOPHIX OOYCIOBIICHO JCHCTBUSMU
HApYUIUTENEH.

1.6. Ha ocHoBe Hactosimiedt MeToauku MOTYT pa3padaThIBaThCsi OTPACIIEBBIE
(BeIOMCTBEHHbIC, KOPIIOPATUBHBIC) METOIUKHA OIICHKH YIrpo3 0e30MacHOCTH
uH(GOPMaINN, KOTOPBIC YYUTHIBAIOT OCOOCHHOCTH (YHKIIMOHUPOBAHUS CHCTCM H
CeTC B COOTBETCTBYIOLICH 00JIaCTH ICATECIILHOCTH. Pa3zpabarbiBacMbic OTpaciiCBbIC
(BCIIOMCTBCHHBIC, KOPIIOPATHBHBIC) MCTOAMKH OICHKH Yrpo3 0e3011aCHOCTH
uHGOPMAINN HE JIOJDKHBI POTUBOPCUYUTH ITOJIOKCHHUAM HACTOSIICH METOTUKH.

1.7. B Meroauke HCIOIB3YIOTCS TEPMHUHBI U ONpPEACICHUS, IPUBEACHHBIC B
npwiokenun | k Hactosmerd MeTtoauke, a Takke TEPMUHBI W OIPEACIICHHUS,
YCTAHOBJICHHbIE 3aKOHOATENbCTBOM Poccuiickon denepauuu M HalMOHAJILHBIMU
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cTaHaapTaMu B 00JIaCTH 3amuThl WH(OpMaIuu U odecreueHus: WHHOPMAITMOHHON
0€30MacHOCTH.

1.8. Ilonoxkenuss Hacrosmied MeETOIUKKM TPUMEHSIIOTCS JUISl OIICHKH YIpo3
O0e3onmacHOCTH HH(OpPMAIMM B CHUCTEMaX MW CETAX, PEHICHHUE O CO3JaHUU WU
MOJEpHU3AIMUH (Pa3BUTHUH) KOTOPBIX MPUHATO MOCJE JAThl €€ YTBEP)KICHHUS, a TAKKe
B DKCILUTYaTUPYEMBIX CUCTEMAX U CETSIX.

Mogenu yrpo3 0e3onacHOCTH UHGOPMAIIMU CUCTEM U CETEH, pa3padOTaHHBIE U
YTBEP)KIACHHBIE O YTBEPXKICHUS HacTosAed MeToauKu, IPOa0oKatT AEHCTBOBATh
U IOJJICKAT U3MEHEHUIO B COOTBETCTBUHU C HACTOAIIECH METONUKOW MPH Pa3BUTHU
(MoOJIepHU3AIMH ) COOTBETCTBYIOIINX CUCTEM U CETCH.

B cBia3u c yTBepKJICHHEM HACTOSIIEIO METOJIMUYECKOIO JIOKYMEHTa HE
HMPUMCHSIOTCS  JUIsI  OLIGHKH yrpo3 Oe3omacHoctn wuHpopManum Mertoauka
OTIpENICIICHUS aKTyaJbHBIX YIp0o3 OC30MaCHOCTH TEPCOHAIBHBIX MAHHBIX IIPU X
00paboTke B MH(GOPMAIIMOHHBIX cUcTeMax nepcoHalbHBIX JaHHBIX (PCTIK Poccun,
2008 r.) u MeToauka onpeciicHUsl aKTyallbHBIX yTpo3 6€30MacHOCTH HH(GOPMALIUU B
KJIIOUEBBIX cucTemMax undopmarmontoit undpactpykrypsl (PCTIK Poccun, 2007 1.).
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2. Tlopsaaok omeHKM yrpo3 0e30nMacHOCTH HH(pOpMALNH

2.1. Onenka yrpo3 0€30MacHOCTH HMH(POPMAIMA  MPOBOJUTCS B IEJIAX
onpejieNeHuss yrpo3 Oe3omacHOCTH WH(MOpManuu, peanusanus (BO3HUKHOBEHUE)
KOTOPBIX BO3MOYKHA B CUCTEMAaX U CETAX C 3aJJaHHOW apXUTEKTYpOH U B YCIOBUSAX UX
(GYHKUIMOHUPOBAHUS — aKTYaJIbHBIX YIpo3 0€30MacCHOCTH UH(POPMALIUH.

2.2. OCHOBHBIMHM 33Ja4aMH, PELIAEMBIMH B XOJ€ OLUEHKH Yrpo3 0€30MacHOCTH
uH(pOpMaIuY, SIBISIOTCS:

a) OIpPE/ICIICHUE HETaTUBHBIX IIOCJICACTBHI, KOTOPBIC MOTYT HACTYIIHTh OT
peanu3anuu (BOZHUKHOBEHUS ) yrpo3 6e30MmacHoCT nHpopMaIuy;

0) MHBCHTAapU3alMsl CUCTEM M CCTCH W OIPEICIICHHE BO3MOKHBIX OOBCKTOB
BO3/ICICTBHS YIpO3 OC301IaCHOCTH HH(POpMAILIHH;

B) OIlpelicJicHHEe WCTOYHUKOB YIpo3 Oe30MacHOCTH WHGOPMAIlMM U OICHKA
BO3MO’KHOCTEI HAPYIIUTEIICH IO peaTN3alliK yIpo3 0€30MacHOCTH NHPOPMALIHH;

) OIICHKa CIOCOOOB peanu3anud (BOSHUKHOBCHHUA) Yrpo3 O€30IacHOCTH
uHbopmanuu;

1) OlleHKa BO3MOXKHOCTU peanu3aluu (BO3SHUKHOBEHHUsI) yrpo3 0e30MacHOCTH
uH(MOpMAaIUKU U ONIPEACICHUE aKTYaTbHOCTH Yrpo3 0€30MacHOCTU HH(OpMAIUK;

€) OllEHKa CIICHapuUeB peanu3aluu Yrpo3 0e30macHOCTH HHGOpMAaIun
B CUCTEMaXx U CeTsX.

2.3. UcxoaHbIMM JaHHBIMHM 1751 OLIGHKM YIpo3 0Oe30macHoCTH HHGOpManuu
SIBIISIFOTCS:

a) o0lMi TepedyeHb yrpo3 0€30MacHOCTU HHQpOpMaIuu, COAEpKAUIUNCA B
O0anke naHHbIX yrpo3 Oe3zomacHoctu uHPopmaruu OCTIK Poccum (bdu.fstec.ru),
MOJIEIU yrpo3 Oe3zomacHocTH HH(popmaiuu, paspadarsiBaecMbie ®CTOK Poccuu B
COOTBETCTBUM € NOANYHKTOM 4 myHkTa 8 Ilonoxenus o denepanbHoil ciayk0e 1o
TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIO, YTBEPKAEHHOro Ykaszom IIpesmnenra
Poccutickon ®enepanuu ot 16 aBrycra 2004 r. No 1085, a Takxke oTpacieBbie
(BEeZIOMCTBEHHBIC, KOPIIOPATUBHBIC) MOJICIIU YTpo3 6€301MacHOCTUA HH(DOpMAIUK;

0) ormMcaHus BEKTOPOB (MIAOIOHBI) KOMIBIOTEPHBIX aTak, CoJepKaluecs B
0a3ax JaHHBIX U UHBIX UCTOYHHUKAX, omyoaukoBaHHbIX B ceTH «MHTepHeT» (CAPEC,
ATT&CK, OWASP, STIX, WASC u 1p.);

B) JIOKYMCHTAIMSI HA CUCTEMBbI M CEeTH (2 MMCHHO: TEXHHUCCKOE 3aJ[aHWc Ha
CO3/IaHME CHCTEM M CETeW, YaCTHOE TEXHMYECKOEe 3a/laHHe Ha CO3J[aHUE CHUCTEMBI
3allUThl, TporpaMMHasi (KOHCTPYKTOPCKas) W OKCIUTyaTaimoHHas (PYKOBOJCTBA,
WHCTPYKIIMN) JOKYMEHTAIMs, COAEpiKallas CBEACHHMS O Ha3HA4YeHWM W (PYHKITUSX,
COCTaBC W apXUTCKTYpE CHUCTCM M CCTCH, O TPyMMax MOJb30BaTCICH U yPOBHE HX
MIOJIHOMOYHMH M THIAX JO0CTyIla, O BHCIIHUX W BHYTPCHHUX HHTEp(eiicax, a Takxke
UHBIC JOKYMCHTBI Ha CHCTEMBI M CCTH, pPa3pabdOTKa KOTOPBIX IPEIyCMOTPCHA
TpeboBaHusIMU 110 3amurTe uHpopmaruu (obecrieueHu0 O6€30MMaCHOCTH) HIIH
HALMOHAJIBHBIMU CTaHAAPTaAMH);

') AOTOBOPBI, COIJIALIEHHUsS] WM HWHBIE JOKYMEHTBI, COJAEpIKallUe YCIOBUS
UCIIOJIb30BaHUSl  HMH(OPMALMOHHO-TEIEKOMMYHUKALMOHHOM  HUH(PaCTPyKTYyphI
HeHTpa oOpabOTKM AaHHBIX WM O0Ja4HOM HH(PACTPYKTYphl MOCTABILMKA YCIYT
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(B cmyuae (GYyHKIMOHHPOBAHUS CHCTEM U CeTell Ha 0a3e HWH(POPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHON HWH(PACTPyKTyphl IIeHTpa OOpadOTKM MaHHBIX WIIK
o0nayHON HHPPACTPYKTYPHI);

J1) HOpMaTUBHBIE NIPaBOBbIe akThl Poccuiickoit denepanuu, B COOTBETCTBUU C
KOTOPBIMH CO3JIAIOTCA U (PYHKIMOHUPYIOT CUCTEMBI U CETU, COJAEpKAIIUe B TOM
yucje ONucaHue HazHadyeHus, 3anad (byHKIUN) CHUCTEM U CeTed, COCTaB
obOpabaTteiBaeMoit HHGOPMAIIUU U €€ MPABOBOU PEKUM;

€) TEXHOJIOTUYECKHE, TIPOU3BOJICTBEHHbIE KapThl WM HWHbBIE JOKYMEHTHI,
coJieprKallie ONMCAaHUE YIPABJICHUYCCKUX, OPraHU3aIllMOHHbIX, [IPON3BOJACTBEHHBIX U
WHBIX OCHOBHBIX TIpolieccoB (OM3HEC-TIPOIIECCOB) B paMKax BBITIOTHCHUS (DYHKIIHMA
(TI0JTHOMOYMH ) WITM OCYIIIECTBIICHHS BHJIOB JICSITCIIBHOCTH 00J1a1aTelisi HHPOPMAIIHH,
orieparopa (1ajnee — OCHOBHbIC (KpUTHYECKHUE) ITPOIICCCHI);

) pe3yJIbTaThl OIICHKM pHUCKOB (yimiepOa), TpOBEICHHOUW oO0JazaTeacM
nHpopmanuy u (WIM) ONEepaTopoM.

VKa3zaHHBIC UCXOIHBIC JAaHHBIC MOTYT YTOUHATHCS WIH JOMOIHATHCSA C yUETOM
0CcoOeHHOCTeH 001acTH NeATETbHOCTH, B KOTOPOM (PYHKITMOHUPYIOT CUCTEMBI U CETH.

2.4.0nenka  yrpo3  OezomacHOCTM  MHGOPMAIMK  JOJDKHA  HOCHUTH
CUCTEMATHUYECKUI XapaKTep M OCYIIECTBIATHCA KaK Ha dTale CO3JaHusl CUCTEM U
CeTel, TaK U B XOJ€ UX IKCIUTyaTallid, B TOM YHCIIe TPU Pa3BUTUU (MOJIEPHUBALINHN )
cucteM u cereil. CucTeMaTH4eCKHH IOAXOJ K OICHKE Yrpo3 0e30macHOCTH
uH(bOpMaAIMu TO3BOIUT TOIIEPKUBATh aACKBATHYI0O U O(PPEKTUBHYIO CHUCTEMY
3aIMTBI B YCIOBUAX HW3MEHEHHs Yrpo3 0e3omacHOCTHM UWH(popmauuu ©
MH(POPMAIIMOHHBIX PECYPCOB M KOMIIOHEHTOB CHUCTEM U CETEH. YUeT U3MEHEHUM
yrpo3 0€30macHOCTH HHPOpManuh OOECIEUUT CBOEBPEMEHHYIO  BBIPaOOTKY
aZIeKBAaTHBIX M S(PQPEKTHUBHBIX Mep Mo 3amure HHQopManuu (0OecrneyeHuro
0€30MacCHOCTH) B CUCTEMAX U CETSX.

2.5.Ha »srame co3manusi CUCTeM M CET€M olleHka yrpo3 0e30MacHOCTH
uH(OpMAIUK TIPOBOJUTCS HA OCHOBE WX TPEIINOJIaraeMbIX apXUTEKTYpPhl U YCIOBUI
(GYHKUMOHUPOBAHUS, OIPEJCICHHBIX IO pe3yjbTaTaM H3y4YCHUSI U aHajau3a
HCXOJIHBIX JIAaHHBIX Ha HUX. B X0/ dKCIuTyaTaliuu CUCTEM U CETCH, B TOM YHUCJIE TIPU
pa3BUTHU (MOJCPHHM3allMM) CHUCTEM U CeTed, OIlCHKa yIrpo3 Oe30MacHOCTU
MHbOpMaIUU MPOBOAUTCS ISl PCATbHOM apXUTCKTYPhl CUCTEM U CETCH U YCIOBHUM
X (QYHKIIMOHUPOBAHUS, MOJYUCHHBIX IO PE3yJibTaTaM aHaliu3a UCXOJHBIX JIAHHBIX,
WHBEHTapu3aluu HWHGOPMAIMOHHBIX PECYpCOB, aHalIM3a YsI3BUMOCTEH U (UIH)
TECTUPOBAHUS Ha MPOHUKHOBEHUWE CHUCTEM M CETeH, a Takke WHBIX METOOB
HCCJIE0OBAHUM YPOBHS 3aIMIIEHHOCTH CHCTEM U CETeH M COAEp KallelCsi B HHX
nHhopMaIuu.

2.6. Ilo pe3yibraram OIICHKH, IPOBCACHHOM B COOTBCTCTBHH C HACTOSILCH
MeToaukol, JOJDKHBI  OBITh  BBIABICHBI  aKTYaIbHBIC  YI'PO3bI  OC30IMACHOCTH
uHpopMaIum, peaim3anysi (BOZHUKHOBCHHE) KOTOPhIX MOKET IIPUBECTU K HAPYILICHHIO
Oe3omacHOCTH 00pabaThIBaGMOM B CHCTEMax M CeTsX HH(popManuy (HapyLIEHUIO
KOH(PUAEHIMAILHOCTH, LIEJIOCTHOCTH, JOCTYITHOCTH, HEOTKa3yeMOCTH, MOAOTYETHOCTH,
AyTEHTUYHOCTH U JJOCTOBEPHOCTH UH(POPMALIMKU U (W) CPEACTB €€ 00paboTKu) 1 (MIIN)
K HAPYIIEHUIO, MPEKPALIEHHUIO (PYHKIIMOHUPOBAHUS CUCTEM U CETEH.



Ha stame co3manus cuctem U ceTeil pe3ynbTaThl OIEHKH Yrpo3 0e301acHoCTH
uHhopManMu  JODKHBI  OBITH ~ HAmpaBIIGHBI Ha  OOOCHOBaHWE  BBIOOpA
OpPraHM3AIMOHHBIX W TEXHHUUYECKHX Mep Mo 3amuTe uHopMauu (00ecrnedeHnro
0e30macHOCTH), a Takke Ha BBIOOP CpPEACTB 3alllUThl HHPOPMAIMM U UX
(YHKIHMOHATIBHBIX BO3MOXKHOCTEH.

Ha »srame »skcrutyaranimm CUCTEM UM CETEM pPE3yNbTaTbl OLEHKU Yrpo3
0e3onacHOCTH MH(MOPMAIMU TOJKHBI ObITh HAMPAaBIIEHbI Ha OLIEHKY 3()(PEKTUBHOCTH
NPUHSITHIX TEXHUYECKHMX Mep, B TOM YHCJIE€ HCIOIb3YEMbIX CPEICTB 3allUThI
nHpopmarun.

2.7. Ornenka yrpo3 6e30MacHOCTH MHGOPMAITUN TIPOBOJUTCS T0Ipa3icIcHUCM
no 3amrte uHpopManuu  (OTICIBHBIMU  CIICUUAJIMCTAMU, Ha3HAYCHHBIMH
OTBCTCTBCHHBIMH  3a  oOccriedeHHEe  3amuTbhl  uHpopMamuu  (obecrieueHue
oc3omacHocTH)) obnajgatens WHQOpMaMM WIM  olepaTopa €  ydacTHEM
MOJPA3ICICHUN MM CHEIUAINCTOB, OTBETCTBCHHBIX 3a SKCIUIyaTaI[UI0 CHUCTEM H
cetei  (UT-cnmenmanucToB,  CHCHMAIWCTOB  ABTOMATU3HPOBAHHBIX  CHCTEM
YIOPaBJICHHUS, CTICHUATUCTOB CBSI3U U JP.), OCHOBHBIX (IPO(UIBHBIX) MOApa3aeACHHMI
oOnamartens wuH(popmanumm wuiam omnepatopa. g oleHku yrpo3 0€30macHOCTH
uHDopManuu MO peleHur0 oOnazartens WHPOpPMALMM WA Omeparopa B
COOTBETCTBHMM C 3aKOHOJATenbCTBOM Poccuiickon deaepaunu MOryT NPUBJIEKATHCS
CHELMATUCTI CTOPOHHUX OpPTraHu3aLui.

Jlna oueHku yrpo3 0€30macHOCTM MH(pOpMaluu PEKOMEHIYETCs MpPHUBIEKaTh
CTEIMATUCTOB, 00JaAAIOIINX CAEAYIOUUMHU 3HAHUSIMU U YMEHUSIMHU:

a) OCHOB OLIEHKA pPHCKOB, a TaKXKe€ OCHOBHBIX PHCKOB OT HapyILICHUS
(YHKIMOHUPOBAHUSI CUCTEM M CETEl M HapyIlleHHs] 0€30MacHOCTU 00padaThIBaEMOM
uH(popmanuu (anee — “HPOPMALMOHHBIE PUCKH);

0) yrpo3 0Oe3zomacHocTH uHpOpPMAIMM UM CIOCOOOB HX  peaau3aiuu
(BO3HMKHOBEHMS);

B) TAKTUK W TEXHHUK MPOBEICHHUS KOMMBIOTEPHBIX aTak (peanus3aiuu yrpos
0e30IacHOCTU HH(POPMAIIUH);

T') OCHOBHBIX  THUIIOB  KOMITBIOTCPHBIX  WHITUJACHTOB W  TIPUYHH WX
BO3HMKHOBCHUS;

1) OCHOBHBIX YSI3BUMOCTCH CHCTEM U CCTCH;

¢) HOPMAaTUBHBIX IPABOBBIX AKTOB IO CO3JaHUI0 U (HYHKIIMOHUPOBAHUIO
CUCTEeM U ceTeH, 3amwure uHpopMaruu (obecreueHno O€30MacHOCTH) B HUX,
OCHOBHBIX (KPUTHYECKHUX) TIpoIieccoB (OnM3HeC-mpoIieccoB) obnaaaTesss HHGOpMAIUH
u (unm) oneparopa;

) OLICHUBAaTh MH(GOPMAIIMOHHBIC PUCKH;

3) KiIacCH(pHUIMPOBATh U OIICHUBATH YIPO3bI OC301IACHOCTH HH(POPMAIIHH;

1) OLIPEICIATh CUCHAPUH (TAKTUKH, TEXHUKH) peaI3ali yrpo3 O€3011aCHOCTH
nHbopManuu;

K) OMPENENsiTh HMCTOYHMKM W TPUYHUHBI BO3HUKHOBEHHUS KOMITBIOTEPHBIX
WHIWJEHTOB;



9

J) IPOBOAUTh MHBEHTAPU3ALMIO CUCTEM M CETEH, aHalu3 YA3BHUMOCTEH,
TECTUPOBAHUE HA MPOHUKHOBEHHME CUCTEM M CETE€d C  HUCIOJIb30BAaHUEM
COOTBETCTBYIOIIUX aBTOMATU3UPOBAHHBIX CPEJICTB;

M) OIIEHKY YPORHS 3aIUIIIEHHOCTH (ay/UT) CUCTEM U CETEH U coJiepaiiencs B
HUX UH(POPMALIUH.

2.8.Onenka  yrpo3  0Oe30macHOCTM  MHPOPMALMU  TPOBOJUTCA  C
HCIIOJIb30BAaHUEM SKCMEPTHOTO MeToja. B uHTepecax CHMXEHHS CyObEeKTHUBHBIX
(haKTOpPOB TIPHU OLIEHKE YIPo3 0€30MacHOCTH UH(POPMAIIUN PEKOMEHIYETCSI CO3/1aBaTh
DKCIICPTHYIO Tpyliry. PekomeHmamuu 1o (pOpMHpPOBAHUIO SKCIICPTHOM TPYIIIBI H
MIPOBCJICHUIO KCIICPTHON OIIEHKU YTpo3 Oe3omacHoCTH MHGOpMAIMH IIPUBEICHBI B
HPUIIOKCHHUH 2 K HacToseH MeToauke.

2.9. Ilpu omeHke yrpo3 0e3011aCHOCTH HH(POPMAIMK MOT'YT HCIIOJIb30BAThCS
MIPOTPaMMHBIE CPEICTBA, MO3BOJISFONINEC aBTOMAaTU3UPOBATh JaHHYIO JICATCIBHOCTb.

Jis momydeHus: (YTOUHEHHs) OTICHBHBIX HMCXOMHBIX [AHHBIX (HAIpHUMep,
0OBEKTOB BO3JICUCTBUS U UX UHTEP(HEHCOB, YSI3BUMOCTEH) B UHTEPECAX OLIEHKHU YIpo3
Oe3onacHocTy MH(GOPMALIMK Ha dTaMe 3KCIUTyaTallMd CUCTEM U CeTeil MpUMEHSI0TCA
ABTOMATU3UPOBAHHbIE CPEACTBA WHBEHTApU3allMM CHUCTEM M CETeil, aHaiu3a
yS3BUMOCTEM, TECTUPOBAHMS HAa NPOHHKHOBEHUE CHCTEM M CETEH, a TaKKe HHbIC
CPEICTBA, HCIIONb3YyEMBbIE I MCCJIEAOBAHMM YPOBHS 3alUMUICHHOCTH CHCTEM U
ceTeil u coaepkaleiicss B HUX HHPOPMALUH.

2.10. B cnydae omeHkm yrpo3 0e30macHOCTH HWH(OpManwWu JIsi CHUCTEM U
ceTed, (QPYHKUMOHHPYIOIIMX Ha 0aze WH(YOPMALMOHHO-TEIEKOMMYHUKAIIMOHHOMN
MH(DPACTPYKTYphl LEHTpa OOpabOTKH [JaHHBIX WM OOJAYHOW HHPPACTPYKTYPHI,
YTPpO3bl 0€30MaCHOCTH UH(POPMALIMKM ONPENEIIOTCS KaK JJIg CAMUX CHCTEM U CETEM,
TaK U ISl UH(POPMALMOHHO-TEJIEKOMMYHUKALIMOHHON WH(PPACTPYKTYpPhI, HA KOTOPOH
OHM (PYHKLIMOHUPYIOT (PUCYHOK 1).
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Pucynok 1. Otienka yrpo3 6e3omacHocT nHMOpMauy B HHGOPMAITMOHHOM
uHpacTpyktype Ha 6aze 1eHTpa 00padOTKU JaHHBIX
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2.11.Ilpu pasMmemieHnd cuUcTeM H ceTed Ha 0Oa3e uWH(MOPMAITMOHHO-
TEeJICKOMMYHUKAIIMOHHOW HMH(PPACTPYKTYphl IIEHTpa OOpadOTKH MaHHBIX WIIA
o0nmayHON WHQPACTPYKTYphl, MPUHAJJIEKAINEH MOCTABIIUKY YCIYT, OIIEHKAa yIpo3
0e3onacHOCTH WH(MOpPMAIMU TMPOBOJUTCS ONEPATOPOM BO B3aUMOJIEUCTBUHM C
MOCTABIIUKOM YCITYT.

B cnyuwae pasmemienuss cucreM U cered Ha 0aze MH(OpMaMOHHO-
TEJIEKOMMYHUKALIMOHHON HMH(QPacTpyKTyphl I1eHTpa OO0pabOTKM HNaHHBIX WM
o0nmayHOM WMHQPACTPYKTYpPHI, JUIsl KOTOPOM IOCTABILIMK YCIYr HE OLIEHHJI yTPO3bI
oc3onacHocTH WH(DOpPMAIMW WM HE MPEJACTAaBUI Pe3yJbTaThl TAKOH OICHKH,
olepaTop TpHU OLIGHKEC yrpo3 0Oe30MacHOCTH HUHPOpMAIMM  HCXOAUT U3
IPCIIIOJIOKCHUSA, YTO WH(OPMALNOHHO-TCIICKOMMYHHKAIIMOHHA HUHPPACTPYKTYypa
IeHTpa 0OpabOTKK JIAHHBIX WM oOJjlauHas MHOPACTPYKTypa, SBISIOIIASICS CPEIOi
GYHKIITMOHUPOBAHUS JIJII €TO CHUCTEM UM ceTell, oJBep KeHa yrpo3aM Oe30MMacHOCTH
nHbopManuu (CKOMIPOMETHPOBAHA HAPYIIUTEIEM C MaKCUMAIBHBIM YpPOBHEM
BO3MOXKHOCTCH).

2.12. Pe3ynbTarhl OLEHKH Yrpo3 0e30macHOCTH MHGOPMAIMKU OTPAXKAIOTCAd B
MOJIEIM Yrpo3, KOTOpas MpelacTaBisieT co0Oil omucaHue cucteM M ceTedl U
aKTyaJbHBIX yrpo3 0ezonacHocTu uHpopmaunu. Pekomenayemas CTpyKTypa MOJEIH
yrpo3 Oe3omnacHocTd WHGOpPMALKMK MNpPHUBEIEHA B MNPWIOKEHUM 3 K HACTOALIEH
Meronuxe.

2.13. Ilo pemenuro obnagaTenss mHGOPMAUU WM ONEpPaTOpa MOJENb Yrpo3
0e3omnacHocTy MH(MOpPMaUMUKU pa3padaThIBAETCS KakK JJig OTIACIbHOW CHCTEMBI WU
CeTH, TaK U JJISI COBOKYIMHOCTH B3aMMOJCHUCTBYIOIIUX CHUCTEM U CETEH oIeparopa.
IIpn pa3paboTke ™momenu yrpo3 Oe€30mMacHOCTH HWH(OpMauuMu sl OTIEIBHOM
CUCTEMBI M CETH, OHA JOJDKHA COJAEpX aThb OMNHCAaHUE Yrpo3 Oe30MacHOCTU
uH(popManuy,  aKTyadbHBIX I MH(OPMALMOHHO-TEIEKOMMYHUKALIMOHHON
MH(pPACTPYKTYphl, HA Oa3e KOTOPOM 3Ta CUCTEMA UIIU CETh (PYHKLMOHUPYET, a TAKKE
yrpo3 6e3omnacnocTu uH(popMaIiu, CBsI3aHHbIX ¢ HHTEp(deiicaMy B3aUMOIEHCTBHS CO
CMEKHBIMH (B3aUMOICHCTBYIOIIMMH ) CUCTEMAMH U CCTSIMHU.

JlonyckaeTcsi pa3paboTka OJIHOM MOJeNU yrpo3 0e30MacHOCTH HMH(OpMaIuu
JUIsL  HECKOJIBKUX OJHOTHUIIHBIX CO3JIaBaCMbIX CHCTEM U ceTedl oOiajaTeins
HH(bOpMaIY WIK oIiepaTopa.

2.14. Monenb yrpo3 0e30MmacHOCTH WHGpOpMaIuu JTOJKHA TOJICPKUBATHCS B
aKTyaJIbHOM COCTOSIHUU B TIpoliecce (PYHKITMOHMPOBAHUS CUCTEM U CETEH.

Benenue monenu yrpo3 6e3omacHocTd WH(GOpMalMU U TOIACPKAHUE €€ B
AKTyaJlbHOM COCTOSIHUM MOET OCYIIECTBIISITbCS B BJEKTPOHHOM BHJE C YYETOM
NpUIOKECHUS 3 K HacTosield MeToauke.

W3menenne mozenu yrpo3 Oe3zonacHocTH HMHGOPMAIMHM OCYLICCTBISICTCS B
ciryqasix:

a) U3MEHCHUSI TPEOOBAHMI HOPMATHBHBIX IIPABOBBIX akTOB Poccuiickoil
@enepaunn, metonuueckux aokyMeHToB DPCTOK Poccum, periaMeHTHPYROMMX
BOIIPOCHI OLIEHKHU yrpo3 0€301acHOCTH HH(pOopMaLnu;
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0) u3MeHenuil apXUTEKTYPbl U YCIOBUHM (DYHKIIMOHUPOBAHUS CHCTEM U CETEH,
pexuMa o0paboTKM MH(POPMAIIMH, TPABOBOTO PeXMMa MH(POPMAIIMH, BIHASIONINX Ha
yTpo3bl 6€30MacHOCTH MH(pOpMaIy;

B) BBISIBJICHUS, B TOM YHCJIE [10 PE3YJIbTaTaM KOHTPOJIS YPOBHS 3alUIIICHHOCTH
CUCTEM W CeTeH M cojJepKamieiicss B HUX HHPOpMAIMK (aHanu3a YSI3BHMOCTEH,
TECTUPOBAaHWN HAa MPOHUKHOBEHHUE, ayJuTa), HOBBIX YIrpo3 0€30MacHOCTH
MH(GOPMaLMU WM HOBBIX CLIEHAPHEB PeaU3allui CYLIECTBYIOLIUX YTPO3;

T) BKJIOYEHUsT B 0aHK JaHHBIX yrpo3 0e30macHOCTH  MH(OpMauu
OCTIK Poccun  (bdu.fstec.ru) cBexgenuii 0 HOBBIX yrpo3ax 0e301acHOCTU
nHdopMaIuu, cricHapusix (TaKTUKaX, TCXHUKAX) UX pean3aliu.

2.15. Onenka yrpo3 Oe3omacHOCTH HMHGOPMAIMA BKJIIOYACT CIICAYFOIINC
DTAIIBI:

1) omnpesiesicHNE HETATUBHBIX TOCJICACTBUM, KOTOpPBIE MOTYT HACTYIUTh OT
peanu3anui (BOSHUKHOBEHHS ) yTpo3 0e301MacHOCTH NHMOpMAIIUH;

2) onpenielicHUE BO3MOXKHBIX OOBCKTOB BO3JCUCTBHUSL Yrpo3 0O€30M1acHOCTU
nHbopmanuu;

3) OIICHKY BO3MOXHOCTH peanu3anuy (BO3SHUKHOBEHHS) YIpo3 0€30MacHOCTH
nH(MOPMAIUKU U ONIPEJCIICHHE UX aKTYaIbHOCTH.

OOmass cxemMa MPOBEACHHUS OLEHKH Yyrpo3 ©Oe3omacHoCTH HWH}opManuu
[IPUBE/IEHA HA PUCYHKE 2.
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3. OmnpeneeHne HeraTUBHBIX MOCIEACTBUHH OT pean3aluu
(BO3HUKHOBEHHUA) YIpo3 0€30MacHOCTH HHpopMaun

3.1.B xone oneHku yrpo3 Oe3onacHOCTH UHGOPMAIUU JIOJKHBI  OBITh
OTIpeJIeNICHBl HETATUBHBIC TIOCIEACTBUSA, KOTOPhIE MOTYT HACTYIIUTh OT peali3arvu
(BO3BHUKHOBEHMS1) yTpo3 6€30MacHOCTH HH(OPMAIIUH.

3.2. UcXOAHBIMM JTAaHHBIMHU IS OTPEICICHUS HETaTUBHBIX TOCIEACTBUN OT
peanuzaiuu yrpo3 6€30macHOCTH UH(POPMALINK SBIISTFOTCS:

a) o0muii 1epedcHb yrpo3 0e3011acHOCTH MH(POPMALMH, COICPKAIIUICT B
O0anke JaHHBIX yrpo3 OesomacHocTH mHPopMaruu OCTOK Poccum (bdu.fstec.ru),
MoJieI yrpo3 Oe3zornacHoctn uHpopmanmu, paspadarsiBacmbie PCTOK Poccun B
COOTBETCTBUM € NOAIIYHKTOM 4 myHkra 8 Ilonoxenust o ®dejepaibHoil Ciry»)0e 110
TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIO, YTBep:KICHHOro Yka3oM llpesmmenta
Poccuniickoit ®eneparuu ot 16 aBrycra 2004 r. Ne 1085, a Takke oTpacicBbIC
(BeIOMCTBEHHbBIC, KOPIIOPATUBHBIC) MOJIETIU YIPO3 0€30MacHOCTU HH(pOpMaLuu;

0) HOpMaTUBHBIE TTPaBOBbIe akThl Poccuiickoit deaepaiuu, B COOTBETCTBUU C
KOTOPBIMU CO37AaI0TCA U (DYHKIIMOHMPYIOT CHUCTEMbl M CETH, COAEp’Kallie B TOM
4yCcle ONHMCaHWe Ha3HaueHus, 3anad (QyHKOuil) cucTeM U CeTei, COCTaB
oOpabaTbiBaeMoil MH(DOPMAIIUK U €€ TTPABOBOU PEXKUM;

B) JOKYMEHTAIlMsI Ha CETH U CHCTEMbl (B YaCTH CBEJCHHN O HAa3HAYCHUH U
(GYHKIHSIX CUCTEM U CETEH, O COCTaBe U apXUTEKTYPE CUCTEM U CETEH);

') TEXHOJIOTHUECKHE, TPOU3BOACTBEHHBIE KAapThl WA WHBIE JOKYMEHTHI,
cozepKalliye ONMHMCAHME OCHOBHBIX (KPUTHUYECKHX) MpPOLEcCOB (OM3HEC-MPOLECCOB)
obOnanaresns uHpopmaluu, onepaTopa;

1) pe3yJibTaThl OLIEHKH pHUCKOB (ymiepOa), MPOBEAEHHON obgagaTeaeM
MH(pOpMaALUU I ONIEPATOPOM.

VYkazaHHbBIE UCXOIHBIE JJAHHBIE MOTYT OBITh JTOTIOJHEHBI MHBIMU TOKYMEHTAMU
M CBEACHUAMH C Y4YETOM OCOOEHHOCTEH 0O0JacTu JesTeNbHOCTH, B KOTOPOU
(GYHKUIMOHUPYIOT CUCTEMBI U CETH.

3.3. Ha ocHoOBe aHanm3a HMCXOJHBIX JIAHHBIX OMPEJCHSIOTCS COOBITHEC WU
rpynna  coOBITHH, HACTYIUICHHE KOTOpPBIX B  pe3yJbTaTe  peald3aluu
(BO3HHMKHOBCHMS) YIpO3 0€30MacHOCTH MHGOPMAIIH MOKET IIPUBECTH K:

a) HaApYIICHUIO TIpaB TpaXk/aH;

0) BO3HUKHOBEHUIO yIiepba B 00JacTH oOecrnedeHus: OOOpPOHBI CTPaHbI,
0e30macHOCTH TOCYyJapCTBa MW TPABOMOPSAIKA, a TakkKe B  COIMAJIbHOM,
DKOHOMHYECKOH,  TOJUTHYECKOH,  OKOJIOTMYECKOM  cdepax  AeATENBHOCTH
roCcyAapcTBa;

B) BOBHUKHOBCHUIO (PMHAHCOBBIX, ITPOU3BOJICTBCHHBIX, PCHYTAIMOHHBIX HJIN
MHBIX PUCKOB (BUIOB yiep0a) mist 06aaareisi HHPOpMaIi, oIiepaTopa.

Co0bbITHE WK IrpylIa COOBITHI OIPEICISIFOTCS] IPUMEHUTEIIBHO K HAPYIICHUIO
OCHOBHBIX (KPUTHYECKHUX) MPOLECCOB (OM3HEC-MPOLIECCOB), BBHIMOJHEHHE KOTOPBIX
00ecrneynBalT CUCTEMBI U CETH, U NMPUMEHUTEIHLHO K HAPYIIEHUIO 0€30MacHOCTU
uH(pOpMaIUK, CoIepXKAILCHCs B CUCTEMaX U CETAX.
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3.4.B cnygae otrcyTcTBUA y oOnamarens WH(OpPMAIMU WIM OIepaTtopa
pEe3yNbTAaTOB OLIEHKH PHUCKOB (ymiepOa), BO3MOXHbIE HETAaTUBHBIE MOCIEICTBUS OT
peain3anuu yrpo3 6€30macHOCTH HHPOPMAITMH MOTYT OMPEIENsIThCS KaKk Ha OCHOBE
DKCIIEPTHON OIEHKU CHEIHATMCTOB, MPOBOSINUX OIEHKY Yrpo3 O0e30MacHOCTH
uH(bopManuu, Tak M Ha OCHOBE HHGOpPMALMM, MNPEACTaBISEeMON NPOGUIBLHBIMU
MOJIpa3IeNICHUsIMU WJIH CIISIUAIUCTAMU 00JiagaTelnss HHGOPMAaIMY WK OTepaTopa.

3.5. OnpenensieMble B XOZA€ OIEHKA Yrpo3 0Oe3zonmacHOCTH UHGOpMAIUH
HETaTUBHBIE TIOCJICACTBUS JOJOKHBI OBITh KOHKPETU3MPOBAHBI MPUMEHUTEIBHO K
00J1acTsIM ¥ 0COOCHHOCTSIM JeATEILHOCTH 00J1a1aTelist THGOPMAIMK UK OIIepaTopa.
His cucteM U ceTeil obnamarens MHPOpMAIMM WM ONCpaTopa MOMKET OBITh
OIIPCCICHO O/IHO JIM HECCKOJIBKO HETaTUBHBIX ITOCIICACTBHIA.

Ilpumep 1: 1) echu onepamop obpabamvléaem NEpCcoHAbHbIE OAHHbLE 2PANCOAH,
Komopwie 6 coomgemcmeuu ¢ Pedepanvuvim 3aKkoHoM «O nepcoHanIbHbLIX OAHHBIX»
noonesxcam 005A3amenvHOU  3awume, OOHUM U3  BO03MOJICHbIX — HE2AMUBHBIX
nocreocmeull om peanusayuu  yepos 0OeszonacHocmu  uH@oOpmayuu  AGIAEmcs
HapyweHue KOHQUOEHYUATbHOCMU NEPCOHANbHLIX  OAHHbLIX, 68 pe3yibmame
Komopozo 6yovm mnapywienvl npasa cybvekmos nepcoHaIbblX OAHHBIX U
coomeemcmayowue 3aKoOH00amebHble akmol, 2) eciu onepamop obecneyusaem
MPAHCROPMUPOBKY HeDMU, OOHUM U3 BOZMONCHBIX HE2AMUBHBIX NOCIeOCMBULL OM
peanuzayuu  yepo3 0e30nacHOCmu UH@POpMaAyuu AGNAEmcs pasius Hepmu u3
He(hmenposooa, NOGIeKWUL HACMYNIEHUEe IKON0SUHeCKo2o yulepoa, 3) eciu
onepamop npeodocmasinem Yciveu C8°A3uU, OOHUM U3 BO3MONCHBIX He2aMmuUGHbIX
HOCAeOCMEUIl OMm  peanusayuu  yepo3 0e30nacHocmu  uH@poOpMayuu A6IAemcs
HenpeoocmasieHue ycive cea3u abOHeHmam, noeieKuiee Hacmyniexue yujepoa 8
coyuanvhou cepe; 4) 01 onepamopa no nepesoody OCHEHCHbIX CPEOCME OOHUM U3
BO3MONCHBIX HE2AMUBHLIX NOCAeOCMEULL Om  peanu3ayuu yepo3 0e30nacHocmu
UHGOpMayUL A6TAeMCsl XUjeHue OEHEeHCHbIX CPeOCms, 8 pe3ylbmame KOmMopoco
BO3MONCHBL PUHAHCOBBLE U PENYMAYUOHHBLE PUCKU.

Bunel puckos (yumepOoB) WM THUIIOBblE HETraTUBHBIE MOCIEACTBHs, KOTOpbIE
MOTYT HACTYNUTb OT pealu3auud (BO3HUKHOBEHMs) yrpo3 0€30MacHOCTH
uH(OpMaIy, NPUBECHBI B PUIIOKEHUH 4 K HacTosimel MeToauke.
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4. Omnpenenenne BO3MOKHBIX 00bEKTOB BO3IeCTBHS YIPo3
0e3omacHoCTH HH(popMATUN

4.1.B xone oOlleHKA yrpo3 O€30MacHOCTH UWHMOpPMAIMKU JIOJKHBI OBITh
onpenesieHbl MHOOPMAIIMOHHBIE PECYpChl W KOMIIOHEHTBI CHCTEM U CETeM,
HECAHKIIMOHUPOBAHHBIA JIOCTYN K KOTOPBIM HJIM BO3JCHCTBHE HA KOTOPHIE B XOJIE
peanuzanuy (BO3HUKHOBEHUSI) YTpo3 0€30MacHOCTH UH(POPMAITUU MOXKET MPUBECTU K
HETaTUBHBIM TIOCIEACTBUSIM — OOBEKTHI BO3/ICHCTBHSI.

COBOKYITHOCTh OOBCKTOB BO3JICHCTBUS M HX HMHTCPQCHCOB ompenesser
TpaHUIIBI TIpOliecca OICHKH YTpo3 0e30MacHOCTH MHGOpMAITH U pa3paboTKH MOJICIH
yIrpo3 6e301acHoCTH HHPOpManuK (PUCYHOK 1, 3).

4.2. UcXoaHbIMU  JAHHBIMH  JUUISL  ONPEJCIICHUS BO3MOMKHBIX OOBECKTOB
BO3IICUCTBHS SIBJISIOTCS:

a) oOmuii TepedeHb yrpo3 Oe30MacHOCTH HWH(OpMalWH, coAcpsKaliciicss B
O0aHke maHHBIX yrpo3 OesomnacHoctd uHPopMmaniuu PCTIK Poccun (bdu.fstec.ru),
Mozenu yrpo3 OeszomacHoctu uHbopmanuu, paspadareiBaempie DCTOK Poccuu B
COOTBETCTBUM € MOANYHKTOM 4 myHKkTa 8 [lonoxenus o deaepanbHOl ciyx0e 1o
TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIO, YTBEp:kKAeHHoro Yka3om IIpe3uaenta
Poccuiickoit ®@enepanuu ot 16 aBrycrta 2004 r. Ne 1085, a Takxke oTpacieBbie
(BemOMCTBEHHbBIE, KOPIIOPATUBHBIE) MOJIENN YTrpo3 Oe30macHOCTH nH(popMaIuu;

0) onmucaHusi BEKTOPOB KOMIBIOTEPHBIX aTaK, coAeprKauuecs: B 0a3ax MaHHbBIX
U UHBIX UCTOUHMKAX, onmyOsnkoBaHHbIX B cetu «MHTepHe™» (CAPEC, ATT&CK,
OWASP, STIX, WASC u ap.);

B) JOKYMEHTAllMsl Ha CETH U CHUCTEMbl (B YacTH CBEIEHUHW O COCTaBE W
ApXUTEKTYype, O TPYyIIax IMOJb30BATEIEM M YpPOBHE UX IOJHOMOYUN W THUIAX
70CTyNa, BHENTHUX U BHYTPEHHUX HMHTEp(eiicax);

) IOTOBOPbI, COTJIALICHHUS] WJIM HMHBIE JIOKYMEHTBI, COJEpKalllue YCIOBUS
UCIIONIB30BaHUsl  WH(OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHOW  WH(PaCTPyKTYyphI
IIeHTpa OOpabOTKM JAaHHBIX WM OOJAaYHOU HMH(PPACTPYKTYpPHI MOCTABIIUKA YCIYT
(B ciyuae (QYHKIIMOHUPOBAHUS CHUCTEM M ceTeil Ha 0aze uHGOPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHON HH(QPACTpYKTyphl IIeHTpa OOpabOTKM JaHHBIX WIIU
ob6nauHoi HHPPACTPYKTYPHI);

J1) HETaTUBHBIC TIOCICJCTBUS OT pealu3aiuv  (BOZHUKHOBCHHUS) YTrpo3
Oe3omnacHocT  WHGOpPMAIIUM, ONPEJICICHHbIE B COOTBETCTBUU C  HACTOSIICH
MeToaukoi.

VkazaHHBIE UCXOIHbBIE JaHHBIE MOTYT OBITh JOTIOJHEHBI MHBIMU TOKYMEHTAMU
U CBCICHUAMH C YYCTOM OCOOCHHOCTCH 00JIACTH JCATCIBHOCTH, B KOTOPOM
(GYHKIHOHUPYIOT CUCTCMBI U CCTH.

4.3. Ha ocHOBe aHajm3a MCXOJHBIX JAaHHBIX M PC3yJIbTATOB MHBCHTAPH3AIUU
CHUCTEM W CETCH ONPEICIAIOTCS CICAYIOUINE IPYIIbl HHHOPMAIMOHHBIX PECYPCOB U
KOMITOHEHTOB CHUCTEM U CETEM, KOTOPBIE MOTYT SIBIISITHCSI OOBEKTAMU BO3ICUCTBUS:

a) nHopmalMs (JaHHBIE), COJEPIKALIAsCST B CUCTEMax U CETsX (B TOM 4uUCIe
3amuiaemMas uHpopMmalus, rnepcoHalibHbIe AaHHble, HH(opMaus 0 KOH(pUTypalruu
CUCTEM U CETEH, TaHHbIE TEIIEMETPHUHU, CBEICHH O COOBITUAX 0€30MaCHOCTH U JIp.);
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0) mporpamMMHO-anmapaTHbIE CpeACcTBa 00pabOTKM W XpaHeHUS HHOOPMALMH
(B TOM 4uHMCle aBTOMAaTH3MPOBAaHHBIE padouMe MecTa, CEepBEpPhI, BKIIOUYAS
MPOMBINIJICHHBIE, CPEJICTBA  OTOOpakeHHss HMHGOPMAIMK, TMPOrPaAMMUPYEMbIE
JIOTUYECKHE KOHTPOJUIEPHI, MPOU3BOJCTBEHHOE, TEXHOJOTMYECKOE OOOpYy/I0BaHME
(MCTIOJTHUTENBHBIE YCTPONCTBA));

B) MpOTPpaMMHBIE CpelCTBA (B TOM YHCJIE€ CHUCTEMHOE U MPUKIATHOE
nporpaMmMHoe oOecreueHre, BKJIYasi CepBephbl NPHIOKEHHH, BEO-IPUIIOKEHUH,
CUCTEMbI ynpaBjieHus 0a3aMM TAaHHBIX, CUCTEMbI BUPTYaJIU3aI1H );

I') MAIIMHHBIC HOCHTEINW WHQOpMAIuu, COJCpKaIlue Kak 3allulacMyro
nHbOopMaIio, Tak 1 ayTeHTUHUKAITMOHHYI0 HHMOPMAITHIO;

1) TEJICKOMMYHUKAIIMIOHHOE O00OpyAO0BaHue (B TOM 4YHCJE IIPOrpaMMHOE
oOecricdeHUe IS yIIPaBJICHHS TEJICKOMMYHUKAIIMOHHBIM 000pYI0BaHUECM );

€) cpeIcTBa 3alUThl HHPOpMAMK (B TOM 4YHCIIC IPOrpaMMHOE oOecIieucHne
IUTSI LICHTPAIN30BaHHOTO aIMUHUCTPUPOBAHUS CPEACTB 3aIUThl HHPOPMALINHN);

) IPUBWIICTUPOBAHHBIC W HENPUBWICTUPOBAHHBIC IIOJB30BATCIIA CHCTEM U
ceTel, a Takke uHTephenchl B3aUMOICUCTBUS C HUMM;

3) o0ecreurBarOIINe CUCTEMEL.

Ilpumep 2: K 0CHOBHBIM UHDOPMAUUOHHBIM PECYPCAM U KOMHOHEHMAM CUCTEM
U cemeti MO2ym OMHOCUMbBCA CUCMEMbl XPAHEHUs OAaHHLIX (0a3bl OAHHLIX),
cucmemvl ynpaenenus 6azamu OaHHbIX, 8eb-catim, No4mosblil cepgep, noUmosblii
KAUEHM, ABMOMAMUBUPOBAHHOE paboyee Mecmo NOAb308ameNs, cucmema
VApABNeHus u aAOMUHUCHPUPOBAHUS, KOHMPOIIEp O0OMEHAd, cemesble CAyHCObl,
NnpoBoOHbIE U HECNPOBOOHLIE KAHALL Nepeoadu OaHHbLLX, MeleKOMMYHUKAYUOHHOE
obopydosanue u m.o.

4.4. Ha sTare co3naHusi CUCTEM U ceTeil 00BEKThI BO3JCHCTBUSA OIIPEACISIIOTCS
Ha OCHOBE MPEANOIaracMbIX apXUTEKTYPhl U YCIOBUHN (YHKIIMOHUPOBAHUSI CUCTEM U
CETeH, OompeJIeJIEHHBIX Ha OCHOBE M3YYEHUS M aHaIM3a MCXOJHBIX JaHHBIX. B xoxe
HKCIUTyaTallii CUCTEM U CETEH, B TOM YHCIIC TIPU PA3BUTUU (MOJCPHHU3AIINN) CUCTCM
U ceTed, OOBCKTHI BO3JICHCTBUSA OIPEACIAIOTCS ISl PCAIbHBIX APXUTCKTYPHI U
yCcJIOBUM (PYHKIIMOHUPOBAHUSI CHUCTEM U CETEH, NOJYYEHHBIX [0 pe3ysbTaTam
aHaIM3a UCXOJHBIX TaHHBIX U MHBEHTAPU3ALMU CUCTEM U CETEH.

WNuBeHTapu3zamuss CUCTEM W CETEd NPOBOAUTCA C  HUCHOJIb30BAHUEM
ABTOMATU3UPOBAHHBIX CPENICTB, KOTOPbIE TMO3BOJISIOT OINPEACTUTh KOMIIOHEHTHI
CHCTEM M CCTCH, a TAK)KC BHCIITHUC U BHYTPCHHUEC MHTCP(CHCHI.

4.5. Jlnst onpelieiiCHHBIX HH(OPMAITMOHHBIX PECYPCOB I KOMIIOHCHTOB CHCTCM
U ceTeil JOJKHBI ObITh OIIPEHEIICHbl BUJIbl BO3ACHCTBUS HAa HUX, KOTOPbIC MOTYT
IPUBECTU K HEraTUBHBIM IOCIeACTBUSAM. OCHOBHBIMM BUJIAMH TAaKUX BO3JICHCTBUIA
SIBJISTFOTCSI:

a) yreuka (mepexBar) KOH(UIECHUMATBLHONM HMHPOPMALMU WM OTAEIbHBIX
NaHHBIX (HapyHmeHue KOH(PUIECHIHMATBLHOCTH);
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0) HeCAaHKIITMOHMPOBAHHBI  NOCTYM K  KOMIIOHEHTaM,  3alUIIaeMOu
nH(hOpPMAIKU, CUCTEMHBIM, KOH(PUTYPAITMOHHBIM, HHBIM CITY’KEOHBIM JTAHHBIM;

B) OTKa3 B 00OCIIy’KMBaHUHM KOMIIOHEHTOB (HapyIIE€HUE JOCTYITHOCTH);

I') HECAaHKIIMOHUPOBAHHAS MOIU(DUKAIINS, TTOMEHA, UCKAKECHHUE 3alUIIaeMOn
uH(hOpMAIMU, CHUCTEMHBIX, KOH(MUTYpPallMOHHBIX, WHBIX CIY)KEOHBIX JTaHHBIX
(HapylIeHHe 1EOCTHOCTH);

1) HECAHKIITMOHUPOBAHHOE UCTIOJIb30BAHHUE BHIYUCIUTEIBHBIX PECYPCOB CUCTEM
U CETEH B MHTEpECcaxX PEILICHUsI HECBOMCTBEHHBIX UM 3a1aY;

¢) HapyuicHHe  (yHKIUOHUPOBaHUS (pabOTOCIOCOOHOCTH)  IIPOrPaMMHO-
anmapaTHBIX CpeJICTB 00pabOTKH, TIEpelauu U XpaHCeHU HH(DOpMAaIUH.

4.6. OOBbEKTHI BO3ACHUCTBHUSA ONPCICISIIOTCS HA AalllapaTHOM, CHCTCMHOM H
IIPUKJIQJHOM YPOBHSX, HA YPOBHE CETEBON MOJCIM B3aUMOJCHUCTBUS, a TaKXKE Ha
YPOBHE TI0JIB30BaTeIeHl (pPUCYHOK 3).

["panHnua oueHkn yrpos
Ge3onacHocT
nHdopmaumm

Pucynok 3. YpOBHM apXUTEKTYpbI CUCTEM U CETEH, Ha KOTOPBIX
OTIPEICIISIFOTCSI OOBEKTHI BO3ICHCTRUS

4.7. B mporecce dKCIuTyaTaii CUCTEM U CeTe 00BEKTHI BO3ICHCTBHS W BUIBI
BO3/ICCTBHS HA HMX MOTYT JOIOJHATHCS U U3MEHATHCS OTHOCHTEIILHO MX COCTaBa M
BUJIOB BO3JICHCTBHS, OMPENEICHHBIX HA dTale CO3JaHUs JAHHBIX CHCTEM M CETeil.
B aroM ciywyae yder HM3MCHCHHI IOJDKCH IIPOBOJUTHCS B PAMKax pealli3arvu
MCPOIIPHUATHIA 110 YIPABICHUIO KOH(PHUTyparuell CUCTEM M CCTCH M aHan3y yrpos
Oc3omnacHoCTH HH(POPMAILUU B X0JI¢ UX IKCIUTyaTalluH.

4.8. Ilpu omenke yrpo3 0e€30MacHOCTH MHPOPMAIMU B CUCTEMAX U CETIX,
(GYHKIMOHUPYIOIIHUX Ha 0aze MH(OPMAITMOHHO-TEJIEKOMMYHUKAIMOHHOM
MHPpACTPYKTYphl LEHTpa OOpa0OTKH MaHHBIX WJIM OOJIaYHONW HHQPACTPYKTYpPHI,
OOBEKTHI BO3JEHUCTBUS OMPEACNAIOTCS C YYETOM COCTaBa U COJEpX aHUs YCIYT,
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MPEIOCTABIIEMbIX MMOCTABIIMKOM YCIyT (Hampumep, WHGpacTpyKTypa Kak yciyra,
mwiatdopma Kak CEpBHC, IPOrpaMMHOE 00ECIIEUCHUE KaK CEPBHLC).

ApeHJlyeMble HMJIM  UCTIOJB3yeMble Ha HWHOM  3aKOHHOM  OCHOBAHHH
POrpaMMHO-aIapaTHbIe CPEJICTBA U UX UHTEep(EiChl, KaHAIbI CBS3H, TPOIPAMMHOE
obecrieueHue (B TOM 4YHCJIE TMPOrpaMMHOE OOECleueHne BUPTyalu3alud |
MIOCTPOSHHBIX Ha €ro 0a3e¢ BUPTYAJIbHBIX MAIIUH, BUPTYAIBHBIX CEPBEPOB, CUCTEM
yIpaBICHUST BUPTyalH3alMel, BUPTYaJIbHBIX KaHAJIOB CBS3M W T.I.) OTHOCSTCS K
OoOBbEKTaM BO3ACUCTBHS, HAXOSAIMIMMCS B TPaHUIE OLEHKH Yrpo3 O€30MacHOCTH
uHbopmaruu  oreparopa. B OTHOHmICHWHM  OCTAILHOH  MH(MOPMAIIMOHHO-
TEJICKOMMYHUKALIMOHHON WHGPACTpyKTyphl ICHTpa OOpaOOTKM MaHHBIX WIIU
o0Jla4HOW HMH(PPACTPYKTYPBl YIPO3bl 0OE30IACHOCTH HHGOPMAIMH OIICHUBAIOTCS
MIOCTABIINKOM YCIIYT.

[Ipumep pacmpenencHuss TpaHUI] TPU  OICHKE Yrpo3 OE30M1acHOCTH
UHGOPMAIM  MCKIY OIEpaTOpOM U  TIOCTaBIIMKOM  YCIyT  TIPEICTaBJICH
Ha pUCYHKC 4.

[Iporpammuoe
UndpactpykTypa HudpactpykTypa IInargopma obecmeucHue
oreparopa Kak yciyra Kak yciayra KaK yciyra

Ipunoxenus Tpunoxenns TIpunoxenns

Tpunoxenus
Cpeaa BblnOIHEHUS

Cas3yroiee Casi3yrolee Casazyroliee
MIPOrpaMMHOE IpOrpaMMHOE TIporpaMMHOe
obecreueHue obecnieueHue ofecneueHue

Omnepanmonnas cucTeMa OnepauronHas cucTemMa
ITnatdopma
BUPTYaTH3aIHH

Annaparsas mwiathopma

CucreMa XpaHeHUs Cuctema XpaHeHHs.
JIAHHBIX JIAHHBIX

Jlanubie

JanHbie Jlanneie

Cpena BbIIONIHEHUs Cpeja BblIONHEeHMs Cpena BbLIONHEHUS

Caasyroree
TIPOTPAMMHOE
obecrneueHue

OneparmoHHas CHcTeMa Onepauuonas cuctema

IInatdopma
BUPTYaTH3ALAN

IInatdopma
BHPTYaTH3aLAN

TInardopma
BUPTYaIM3aLU1

Annaparnas niatdopma Annaparunas nnatpopma

ArmaparHas wiathopma

CucTteMa XpaHeHHs.
JIAHHBIX

Cucrema XxpaHeHus
JAHHBIX

CereBasg nHQpaCTPyKTYypa

Ceresas HHOpacTpyKTypa CereBast HHpacTpyKTypa

Ceresas HH(pacTpyKTypa

Mocrapu yenye

Pucynox 4. Ilpumep pacnpenenenus TpaHull Ipy OLEHKe Yrpo3 0€30acHOCTH
uH(pOpMaluu B THPOPMAMOHHON HH(PPACTPYyKType MOCTABLIMKA YCIyT

4.9. O0ObeKTbl BO3NEHCTBUS W BHABI BO3JACUCTBUS HAa HUX JOJDKHBI OBITH
KOHKPETU3UPOBAHBI MPUMEHUTEITHHO K apXUTEKType H YCJIOBUSIM
(GYHKUMOHUPOBAHUSI CHCTEM U CeTed, a Takke o0JacTsIM U OCOOEHHOCTSIM
TESATCIBHOCTH 00J1anaTesi HHPOPMAIIUK U OIIepaTopa.
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Ilpumep 3: 1) pazenawienue nepcoHarbHbIX OAHHLIX U (UAU) UX MOOUDUKAYUS
BO3MONCHBL 6 pe3yIbmame HeCAHKYUOHUPOBAHHO20 Oocmyna K Oaze OaHHbIX, 8
Komopot sma uHgopmayus xpawumcs, 2) paziué Hepmu u3 Heghmenposooa
B03MOJICEH 6 Pe3)bIname HeCAHKYUOHUPOBAHHOSO OOCMYNA K NPOSPAMMUDYEMOMY
JIOCUHEeCKOMY — KOHmpoJiepy, obecneuusaiowemy YaApagieHue 3a08UdICKAMU
He(hmenposooa, U NOOMEHbl XPAHAWUXCS 6 HeM  3HAYEHUl  YCMABOK,
3) Henpedocmasienue yciye ces3u aDOHEeHMAM BO3MONCHO 8 pe3yibmanie OmKa3d
8  O0OCIYHCUBAHUU — MAPWPYMU3AMOpA  Ypoeusi s0pa cemu, 4) napyuwenue
INEKMPOCHADIHCEHUSL nompeoumenei BO3MOHCHO 8 pe3yivmame
HEeCaHKYUOHUPOBAHHO2O ~ OOCMYNA K  NPOCDAMMUPYEMOMY  JIO2ULECKOMY
KOHMPOJLIEpy, YAPAsIsAOueMy SbLKII0OUAMeNeM, C Yeiblo HOOAYU JOHCHbIX KOMAHO
Ha e20 OmMKIoHeHue, 5) XuueHue OeHeNCHbIX CPeOCms Yy Onepamopa no nepesooy
OCHEJICHbIX CPedCm8 BO3MOJMCHO 8 pe3yibmame HnooMeHvl (Mooughukayuu)
uHgopmayuu, cooepricayeiics 68 HNeKMpPOHHbIX COOOUJCHUSIX.

ITpumeps1 onpenieneHusi 00LEKTOB BO3JEUCTBUS U BUJIOB BO3JICUCTBUS HA HUX
MPUBEJICHBI B IPUJIOKEHUH S K HACTOsEW MeToTuKe.
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5. OueHka BO3MOKHOCTH peaau3annu (BO3HUKHOBEHNSI) YIPo3
0e30nacHOCTH HHPOPMAIIMY U ONpeaesieHre UX AKTYAJIbHOCTH

5.1 OmnpenesieHue NCTOYHUKOB YrPo3 0e€30MACHOCTH HH(OPMALIUH

5.1.1.B xoue onecHkm yrpo3 Oc3omacHOCTH HWH(POpMAIUK JOIHKHBI OBITH
OIIPC/ICICHBl BO3MOXHBIC AHTPOIIOICHHBIC HCTOYHHKH yrpo3  O€301aCHOCTU
nHhopMaIMu, K KOTOPBIM OTHOCATCA Juna (Tpymnma JIMIl), OCYIICCTBIISIIOIINC
peanu3anuio yrpo3 0e3011aCHOCTH HMH(POPMAIUUA ITyTEeM HECAaHKIMOHUPOBAHHOTO
0CTyna v (MJIM) BO3ACUCTBUS HAa MH(OPMALIMOHHbBIE PECYPChl U (KMJIM) KOMITIOHEHTHI
CUCTEM M CETEM, — aKTyallbHble HAPYLIUTEIH.

5.1.2. UcXOOHBIMU JaHHBIMUA JJISI  ONPEAECIEHUS BO3MOXKHBIX aAKTYyaJbHBIX
HApYILIUTENEN SABIISAIOTCS:

a) oOumii mepedenb yrpo3 Oe3omacHOCTH HH(OpMAIUK, COAEpX AILUWCA B
Oanke maHHbIx yrpo3 OezonacnHoctu uHdopmauun OCTIK Poccun (bdu.fstec.ru),
Mozenu yrpo3 OeszonacHoctu uHpopmanuu, pazpadbarsiBaembie PCTIK Poccuu B
COOTBETCTBUM ¢ NMOANYHKTOM 4 myHkTa 8 Ilonoxenuss o denepanbHON ciayk0e 1o
TEXHUYECKOMY U DKCIIOPTHOMY KOHTPOIIIO, YTBEPKACHHOro YkaszoM Ilpe3uneHnra
Poccutickoit ®@enepanuu ot 16 aBrycra 2004 r. Ne 1085, a Takxke OTpacieBbie
(B€IOMCTBEHHBIE, KOPIIOPATUBHBIE) MOJIENIM YTP0o3 0€301acHOCTH HH(OpMaLUY;

0) onrMcaHusl BEKTOPOB KOMIBIOTEPHBIX aTaK, COJIEPKANIUXCS B 0a3aX JAHHBIX
U UHBIX UCTOUHMKaAxX, onyosukoBaHHbIX B cetu «UuTepHeT» (CAPEC, ATT&CK,
OWASP, STIX, WASC u 1p.);

B) HOpMAaTHUBHbBIC MpaBOBbIc aKkThl Poccuiickoiit denepanum, B COOTBETCTBUU C
KOTOPBIMHU CO37acTCsl U (DYHKIIMOHHPYET CHCTEMa WIIN CETh, COICPKAIUC OIMMCAHNC
Ha3HaueHUs, 3amad (GpyHKHUH) CcHCTeM MW ceTed, cocTaB oOpabaThiBacMOit
MH(MOPMAITNHU U €€ TIPABOBOU PEKUM;

') TOKYMCHTAIlMs Ha CETU M CHUCTEMbl (B YacCTH CBEACHUI O Ha3HAYCHUH U
(GYHKUMSIX, COCTaBE M apXUTEKType CUCTEM M CETCil, O Ipyliax MOoJb30BaTeiici U
YPOBHE MX TOJIHOMOYMMA M TUTIAaX JOCTYIMa, O BHCITHUX U BHYTPEHHUX HHTEp(deiicax);

1) IOTOBOPBI, COTJIALIEHHWS WM HWHBIE JOKYMEHTBI, COAEpXKAlllue YCIOBUA
WCIIONIB30BaHUsl  WH(MOPMAIIMOHHO-TEIIEKOMMYHHUKAIIMOHHOW  HWH(PaCcTPyKTYyphI
nenTpa oOpaboTKM MaHHBIX WM 00Ja4HON WHGPACTPYKTYPHI MOCTABIIHMKA YCIYT
(B yacTu mepcoHasa MOCTaBUINKA yCIYT, IMEIOIIET0 TOCTYH K 3TON HHPPACTPYKTYpE,
€ro mpaB 1 00sA3aHHOCTEH, YPOBHSI MOJTHOMOYHUH U THIOB JIOCTYIIA);

€) pe3yJibTaThl OLEHKU ymiepOa (PUCKOB), TMPOBEICHHOW oOyamaresnemM
MH(MOpPMAIUU U ONIEPATOPOM;

’K) HETaTUBHBIE TOCJIEACTBUS OT peanu3alud (BO3HUKHOBEHMS) YIrpo3
Oe3omacHocT  HWHGOPMALUM, OMPEIEICHHbIE B COOTBETCTBHM C HACTOSIICH
MeTtoaukoit;

3) OOBEKTHI BO3ACMCTBHsI yrpo3 Oe3omacHOCTH WHGOPMALUMU U BHJBI
BO3/ICHCTBUS HA HUX, OIPEICICHHbBIC B COOTBETCTBUU € HAcTOALEH MeTOIUKOM.

VYKa3aHHbIC UCXOJIHBIC JaHHBIC MOTYT OBITh TOTIOJIHCHBI MHBIMU TOKYMEHTaMHU
U CBEICHUAMH C YYETOM OCOOCHHOCTEH 005IacTh JeATEIbHOCTH, B KOTOPOM
(GYHKIMOHUPYIOT CUCTEMBI U CETH.
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5.1.3. Ha ocHOBe aHanu3a MCXOIHBIX JAHHBIX, a TAKXKe PE3yJbTaTOB OLIEHKHU
BO3MOXKHBIX 1€l peaau3aliy HAPYIIUTENIMH yrpo3 0e30MacHOCTH MH(POpMAaIH
OTIPEJIENSIOTCS BUJIBI HAPYITUTENEH, aKTYa IbHBIX JUIsl CHCTEM U CETEH.

OCHOBHBIMU BUJIJaMHU HapYUIUTENEH, MOJJIEKANUX OIEHKE, SIBISIFOTCS:

CIieUalbHbIE CITY>KObI HHOCTPAHHBIX TOCYJapCTB;

TEPPOPUCTHUECKHUE, IKCTPEMHUCTCKUE TPYIIITUPOBKY;

MPECTYIHLIE TPYNIbl (KPUMUHATIBHBIE CTPYKTYPHI);

OTJENbHbIE (PU3UYECKUE JIMLA (XaKepbl);

KOHKYPHUPYIOIIHNE OPTaHU3AIIH;

pPa3pabOTUNKK MPOTPAMMHBIX, IIPOTPAMMHO-AIITIAPATHBIX CPEJICTB;

JHIa, 00CCIICYNBAIONINE IOCTABKY IPOTrPAMMHBIX, MPOTPAMMHO-AIIIAPATHBIX
CPEICTB, 0OCCIICUNBAIOIINX CUCTCM;

MIOCTABIINKHU YCIIYT CBSI3H, BBIYUCIUTEIIBHBIX YCIYT;

JUIa,  [pUBJICKAEMbIE  JUISI ~ YCTAHOBKH,  HACTPOWKH,  HCHIBITAHUM,
IIyCKOHAIAI0YHBIX U UHBIX BUIOB padoT;

auna, obecneurBalomiie  (PYHKIMOHMPOBAHME CHCTEM M CeTell Wi
o0OecrneurBamIIMX CUCTEM OmepaTtopa (aAMUHUACTpAIUs, OXpaHa, YOOPIIUKA U Jp.);

ABTOPU30BAHHBIE MOJB30BATENIN CUCTEM U CETEH;

CUCTEMHBbIE a/IMUHUCTPATOPHI U aAMUHUCTPATOPbI OE€30MaCHOCTH;

ObIBIIME (YBOJIGHHBIC) PAOOTHUKHU (I10JB30BATEIIH ).

VKka3aHHble BHIbl HapylmuTenedl MoOryr ObITh JOMOJHEHbl HHBIMU
HapyLIUTENSIMA C YYE€TOM OCOOECHHOCTEH O00acTH AESTENbHOCTH, B KOTOPOM
(GYHKIMOHUPYIOT CUCTEMBI U ceTU. /{151 OHOM CUCTEMBI U CETH aKTyaJIbHBIMUA MOTYT
SBJIATHCS] HAPYILIUTEIN HECKOJIBKUX BUIOB.

5.1.4. Hapymarenu npu3HAIOTCA aKTyaldbHBIMU IJIsI CUCTEM M CETEW, Koraa
BO3MOJKHBIE LENMM pealv3alMi UMW yrpo3 0€30MacHOCTM HWH(pOpMauuMyh MOTYT
NPUBECTU K ONPEIEICHHBIM JJII CUCTEM W CETed HEraTHMBHBIM TMOCJEACTBUAM M
COOTBETCTBYIOIIMM pUCKaM (BHIaM yiepOa). Bo3moxiibie 1enu peanusanun yrpo3
oc3zonacHOCTH HWHGOPMAIIMM  HAPYIIUTENISIMU  MPUBCJACHBI B MPUIOKCHUU 6
K HacTosmien MeTtonuke.

[IpumMep coOTBeTCTBHS HapyIIUTENCH, BO3MOMKHBIX Il pealu3alud UMU
yIpo3 6e30MacHOCTH HHGOPMAIIUU U BO3MOKHBIX HETAaTUBHBIX MOCIICICTBUNA U BUIOB
puckoB (yimep6a) oT ux peanmu3anuu (BO3HUKHOBCHHMS) MPUBEJCH B MPUIIOKCHUU 7
K HacTtosie MeTtoauke.

5.1.5. Hapyuiurenu umMer0T pa3Hbie YPOBHM KOMIETEHTHOCTH, OCHAIIICHHOCTH
pecypcamMy W MOTHBallMM MAJIA peaju3aiuu yrpo3 0Oe3omacHocTd HWH(POpMAIH.
COBOKYITHOCTh  /IaHHBIX XapaKTEPUCTUK OMNPEJECISCT YPOBCHb BO3MOXHOCTEM
HAPYIIMTEIICH 110 peain3auu yrpo3 6e301macHoCTH HH(popMaLuu.

B 3aBucuMOCTH OT YpOBHSI BO3MOXXHOCTEH HApyLIMTENH 1OAPA3JCIAIOTCS Ha
HapyIIuTeICH, 00JIaIal0INX

0a30BbIMM  BO3MOJKHOCTSMM [0  peanus3alu  yrpo3  0e30macHOCTH
uHpopmanmu (H1);

0a30BbIMM  TIOBBIIIEHHBIMM ~ BO3MOXXHOCTSIMM 10 pealiu3allud  Yrpo3
oe3onacunoctu unpopmauuu (H2);
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CPEIHUMH  BO3MOXKHOCTAMH [0  peanu3aluu  yrpo3  0Oe30macHoOCTH
unhopmaruu (H3);

BBICOKUMH  BO3MOXHOCTSIMM ~ TI0  peaJM3aluu  yrpo3  0e30MacHOCTH
uHpopmaruu (H4).

JIns OHOM CHUCTEMBI WJIM CETH aKTyaJbHBIMU MOTYT SIBIASTHCS HAPYIIUTENH,
MMEIOIINE PA3HbIE YPOBHU BO3MOMXKHOCTEH.

YpoBHU BO3MOKHOCTEH HaApYIIUTENICH MO peayu3alu yrpo3 0e30MacHOCTH
uH(popmau npUBEAEHBI B MPUIIOKEHUHU § K HacTosIe Metoauke.

5.1.6. Jlnsg  akTyalbHBIX HapyLIUTCICH HOJDKHBI OBITh OIPCICIICHBI HUX
KaTETOpUU B 3aBUCUMOCTH OT UMCIONIUXCS MPaB U YCIOBUM MO JOCTYIY K CUCTEMaM
U CEeTAM, OOYCIIOBJICHHBIX apPXHUTCKTYPOH M YCIOBUSAMH (DYHKIIMOHHPOBAHUS 3THUX
CUCTEM M CETEH, a TAKXKE OT YCTAHOBIICHHBIX BO3MOXXHOCTEH Hapywwureneu. [Ipu
ATOM HApPYIIUTENN MOAPA3ACIAIOTCS Ha IBE KATEropuu (pUCYHOK 5, 6):

BHCIIHUE HApYLIUTEIX — HaApyLWIUTEId, HE HUMEIOIIUE IIpaB JOCTymla B
KOHTPOJIUPYEMYIO (OXpaHsSIEMyI0) 30HY (TEppUTOpHUI0) W (WIM) MOJHOMOYHUH 10
nocTyny K UWHGOPMAIMOHHBIM pecypcaM W KOMIIOHEHTaM CHCTEM U CeTeH,
TpeOYIOIIMM aBTOPU3ALINH;

BHYTPEHHHE HapYLIWTEIW — HaApYLIUTENH, HMMEIIINe [paBa [OCTyna B
KOHTPOJIMPYEMYIO0 (OXpaHsIeMyl0) 30HY (TeppUTOpHIO) WU (WJIM) TMOJHOMOYHS IO
ABTOMATU3UPOBAHHOMY JOCTYMy K HH(OPMAIIMOHHBIM pecypcaM U KOMIIOHEHTaM
CUCTEM U CETEM.
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Pucynok 6. BHyTpeHHNI HAPYIIUTENL IPU PEATU3ALNANA YIPO3
0e3onacHOCTU MH(OPMALTUU

BryTpennue HapymuTenn nepBoHauaaIbHO MOTYT UMETh Pa3HbId ypOBEHD NPaB
7IocTynma K WH(OPMAlMOHHBIM pecypcaM H KOMIIOHEHTaM CHCTEM U ceTei
(Hampumep, IOCTYN B JIMYHBIM KaOWHET Ha calTe, MCMOJHEHHE 00M3aHHOCTEW Ha
aBTOMATH3MPOBAHHOM paboyeM MecTe, aJIMUHUCTPUPOBAHME CHCTEM U CETeH).
K BHYTpeHHHM HapymIUTEISIM OTHOCSTCS  TOJIb30BATENH, WMCIOIIHE  Kak
HCIIPUBUJICTUPOBAHHBIC  (MOJB30BATEIbCKHC), TaK W  IPUBUICTUPOBAHHBIC
(aIMMHHCTpAaTUBHBIC) TMpaBa JocTylma K HWHGOOPMAIMOHHBIM pecypcaM H
KOMITOHCHTAM CHUCTECM U CCTCH.

5.1.7. BHemHue HapYIIUTEIN PeaTu3yoT Yyrpo3bl 0€30MacHOCTH UHGOpMAIIUH
npeHaMepeHHo  (TpeJlHaMepeHHbIe  yIpo3bl  0€30MacHOCTH  WH(OpPMAIIUH)
C WCIOJIB30BAHUEM IMPOTPAMMHBIX, IPOTPAMMHO-ANIMAPATHBIX CPEICTB WM 0e3
UCIIOJIb30BAaHUsl  TAKOBBIX. BHYTpeHHHME  HapylIUTENU  PEATU3YIOT  YIpO3bI
Oc3onacHOCTH ~ HMH(pOpMAIMM  IIPCIAHAMCPEHHO  (IIPCJHAMEPCHHbBIC  YIPO3bl
Oc3onacHOCTH HH(OpPMALMU) C HCIOJIb30BAHUEM IIPOIPAMMHBIX, IIPOIPAMMHO-
alrapaTHeIX CPEACTB HMJIM 0€3 HCIIOIb30BAHMS TAKOBBIX HIIM HEIPCAHAMECPCHHO
(HenpegHAMEpPEHHBIC yrpo3bl  Oc3omacHOCTH HMHGpOpMalun) 0€3 HCIO0JIb30BaHMS
[IPOIrPAMMHBIX, IPOIrPAMMHO-AIIAPATHBIX CPEICTB.
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Ilpumep 4: x HenpeoHamepeHHbIM Yepo3am 0e30NaACHOCU UHGDOpMAYUU MO2Ym
OMHOCUMbCAL:

1) Hapywenue (pyHKyuoHUposanus cucmemvl Yupagienus 6asvl OAHHbIX 3a cyent
66004a 6 NOJISL OAHHLIX UHGOpMAayUU, Npesbluiarouell O0NYCMUMbLL 00beM,

2) Hapyuienue YHKYUOHUPOBAHUS 8eD-pecypcd 3a cHen mo2o, Ymo CUCMEMHDI
AOMUHUCIPAMOP OONYCMUL OUUOKY NpU 8blOOpe KOHPUISYpayuoHHo2o gatiia
6eb-cepeepa.

5.1.8. B cayyae ecid K CHUCTEMaM U CETSIM MPEIbSBICHB TPeOOBAHUS
K YCTOMYMBOCTH M HAAECKHOCTH (PYHKIHMOHUPOBAHUA (B YacTU IEITOCTHOCTH W
JOCTYMTHOCTH WH(MOPMALMOHHBIX PECYpCOB M KOMIIOHEHTOB CHUCTEM U ceTei),
JIOTIOJIHUTENBHO K aHTPONOTE€HHBIM MCTOUYHMKAM Yrpo3 0e30MmacHOCTH MH(popMauuu
B KayecTBE aKTyaJbHBIX MOTYT OBITH ONpEAETeHbl TEXHOTeHHbIE HMCTOYHUKH
(pusuueckue  SABICHUS, MaTCpHAIbHBIE OOBCKTBHI). YTpO3bl  OC30IaCHOCTH
uH(OpPMaIlMH, CBS3aHHBIC C TEXHOTCHHBIMU HMCTOUYHWKAMH, BKIIIOUAIOTCS B MOJICIb
yrpo3 Oe3onacHocTd WHGOpMAIMU MO pelieHuto obnaaarenss UHPoOpMaIUH WU
orepaTopa CUCTEM U CETEeH.

OcHOBHBIMU (paKTOpaMU BO3HUKHOBEHUS yrpo3 0€30macHOCTH MH(QOpMallnu,
CBSI3aHHBIMU C TEXHOT€HHBIMU UCTOYHUKAMH, MOTYT SIBJISITHCSI:

a) HEJOCTaTKU  KadecTBa, HAAEKHOCTH  IPOrPaMMHOIO  oOecneveHus,
MPOrpaMMHO-AMIMAPATHBIX CPEACTB, OOECHeUYNBAIOMINX O00pabOTKy M XpaHEHHE
nH(pOpMaUu, NX JUHUHN CBA3H;

0) HegocTaTKu B pabOTE 00CCIICYMBAIOIINX CUCTEM;

B) HCJIOCTYIIHOCTh ~ CEPBHCOB  (YCIYyr), IPEHOCTABISCMBIX CTOPOHHHMH
OpraHU3AIMHSIMH.

B0o3MOXHOCTP BO3HMKHOBEHHS TaKHX Yrpo3 OMpEAeNseTcs Ha OCHOBE
CTaTHCTHKH MX BOSHMKHOBEHMS 3a MPOLUIbIE TOAbl. B ciydyae oTCyTCTBUA yKa3aHHOU
CTaTHCTUKH BO3MOXHO MCMOIb30BAHUE IKCIIEPTHOM OIICHKH.

BrisiBnenue TEXHOTEHHBIX MCTOYHHKOB JOJDKHO OCYIIECTBISATHCS C yUETOM
TpeOOBaHUN ¥ TMpaBWi, YCTAHOBJCHHLIX YMOJHOMOYEHHBIMH (enepaibHbIMU
OpraHaMy MCIIOJHHMTEIBHOM BIACTH, HAMOHAIBHBIMU CTaHIAPTAMHU', U HE BXOIUT
B 00J1aCTh AEUCTBUA JaHHOM METOIUKH.

5.1.9.Tlo pe3ynbraTtaM OMpEJCICHUsS WCTOYHUKOB YTrpo3 Oe30MacHOCTH
uH(MOpMAIUU JOJKHBI OBITH OMPE/ICIICHBI:

a) BUIBI aKTyaJbHBIX HApyIIUTEIeH W BO3MOJXKHBIE €I peaju3alud WMHU
yrpo3 0€30nacHOCTH MH(OpPMAITUH, a TAKKE UX BO3MOXKXHOCTH;

0) KaTeropu aKTyaJIbHBIX HAPYIIUTENIEH, KOTOPBIE MOTYT PEaIn30BHIBATH
yTpo3bl 6€30MacHOCTH HH(OPMALIMK, B TOM YKCIIE HEMPEIHAMEPEHHBIE YTPO3bI.

IIpu ompenencHUH HWCTOYHHKOB  yrpo3  Oe3onacHocTd  uHMopmauu
HCO0XO0/IMMO HCXOJIUTh W3 IPEIIIOI0KCHUS O HAJIMYUHU IOBBIIICHHON MOTHBALMH

! Hanpumep, TakuMu CTanapTaMu ABJISIIOTCS:

I'OCT P 22.0.05-2020 Bbe3onacHOCTb B Upe3BbIYaiHbIX CUTyaLUAX. TeXHOreHHbIe Upe3Bbluaiible CUTyaluu. TepMuHbl
1 OIpeJeNIeHUs;

I'OCT P 51901.1-2002 Mene/pkMEHT pucka. AHAIN3 pUCKa TEXHOJIOTHYECKUX cucTeM (¢ [lompaBkoii).
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BHEIIIHUX M BHYTPEHHUX HaPYILIUTENICH, NPEIHAMEPEHHO PEATU3YIOIMUX YIPO3bI
oe3omacHoct nHGopMaimu. Kpome Toro, Heo0X0IUMO YIUTHIBATH, YTO TaKUE BUIbI
HapylmuTeneil Kak  CHelUalbHble CIy)XObl HHOCTPaHHBIX TOCYJIapCTB |
TEPPOPUCTUYECKHE, DKCTPEMHUCTCKHE TPYNIMPOBKA MOTYT NPHUBJIEKATh (BXOIUTH
B CrOBOpP) BHYTPEHHUX  HapymuTened, B TOM uyuciae  oOJagarouiux
MIPUBWIETUPOBAHHBIMHA MpPAaBaMU JOCTyNa. B 3TOM ciydae ypOBEHb BO3MOXKHOCTEU
aKTyaJbHBIX HapyLIUTENEH OyHET OMNpEeneNsIThCS COBOKYIMHOCTHIO BO3MOXHOCTEN
HapyIIMUTENEH, BXOISIINX B CTOBOP.

[Ipumepsl onpencieHUss aKTYyaIbHBIX HAPYLIMTEIEH HPU PEAIH3ALUHU YIPO3
Oc30MacHOCT MH(POPMAIMM U COOTBETCTBYIOIINE WM BHIbl HapylIUTelIed M WX
BO3MOKHOCTH IIPUBEJICHBI B IIPUIIOKEHUH 9 K HacTosiield Meroauke.

5.2 Ouenka cnoco0oB peajau3aunu (BOSHUKHOBEHHS) YIPo3
0e30macHOCTH MH(pOPMALIMH

5.2.1.B xone oueHku yrpo3 0Oe30macHOCTH HH(POpPMAIMHU JOIKHBI OBITH
ONpENICNICHBl  BO3MOXHBIE  CMOCOOBI  peanu3aliii  (BOSHUKHOBEHUSI)  YIpo3
Oe3omacHOCTH HMH(POpPMAIUM, 3a CYET MCHOJIB30BAHUS KOTOPBIX AaKTyaJIbHBIMU
HapyIIUTENSIMA MOTYT OBITh pEaNM30BaHbl yTPO3bl 0€3011aCHOCTH HH(POpPMAIUU
B CHUCTEMax M CETAX, — aKTyaJbHbIe CIIOCOOBI peanu3anuu (BOSHUKHOBEHUS) YyIrpo3
0c3onacHocT HHDOpMALUN.

5.2.2. UCXOMHBIMU JMaHHBIMHA JJIA ONPEACTICHUS aKTyalbHBIX CIIOCOOOB
peanu3anuu (BOZHUKHOBEHUS) yrpo3 0€30mMacHOCTH HHMOPMAIH SBISIOTCS

a) o0l 11epedeHp yrpo3 0e301acHOCTH HMH(OpPMALMH, COACpKAIIUICs
B Oanke maHHbIX yrpo3 Oe3onacHoctu nHPopMannun GCTIK Poccun (bdu.fstec.ru),
MoJenu yrpo3 Oe3onacHoctd uHpopmanuu, paspadbarsiBaecmbie OCTOK Poccuu
B COOTBETCTBUM C MOAMYHKTOM 4 myHKTa § Ilonmoxenust o @enepanbHoit ciayx0e no
TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIO, YTBEPKAEHHOro Ykaszom Ilpesmnenra
Poccuiickon ®enepanuu ot 16 aBrycra 2004 r. No 1085, a Takxke oTpacieBbie
(B€OMCTBEHHBIE, KOPTIOPATUBHBIE) MOJIENIH yTrPpo3 Oe30macHOCTH HH(DOpMAITnK;

0) onmucaHusl BEKTOPOB KOMIBIOTEPHBIX aTaK, COAEPKAIIMXCA B 0a3ax JaHHBIX
U WHBIX UCTOuHUWKax, omyOnukoBanubix B cetu «Murepuer» (CAPEC, ATT&CK,
OWASP, STIX, WASC u np.);

B) IOKYMEHTAIlUsl Ha CHUCTEMBI U ceTU (B YacTU CBEJACHUM O COCTaBe U
apXUTEKType, O Trpynmax TMoJb30BaTeNel M WX TUIaX JOCTylla U YpOBHEH
MOJITHOMOYHH, O BHEIITHUX U BHYTPEHHUX UHTEpdeiicax);

T) HETaTUBHBIE  TIOCHEACTBUS OT  peav3aluid  (BO3HUKHOBEHHS)  yIrpo3
0e30macHOCTH HH(MOPMAIUH, OTIPEICTICHHBIE B COOTBETCTBUU C HACTOSIIEH MeTOANKOM;

1) OOBbCKTBI  BO3JACHCTBHS  yrpo3  Oe3omacHOCTH  MHGOPMAUHMH U
COOTBETCTBYIOIINE WM BHJIBI BO3JACHCTBHUS, OIPCICICHHBIC B COOTBECTCTBHU
¢ Hacrose MeToIuKOII;

€) BUAbl W KAaTeropuu AakTyalbHbIX HapylIUTEleil, KOTOpbIE MOTYT
pealin30BbIBATH  yrpo3bl  Oe3omacHocTd  uWHOpManmMM, B  TOM  YHCIC
HEIIpeIHAMEPECHHBIC YTPO3bl, U UX BO3MOXXHOCTH, ONPEIECICHHBIC B COOTBETCTBHH
¢ HacTosAmier MeToIuKOM.
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VYKkazaHHbIE UCXOIHbBIE JaHHBIE MOTYT OBITh JOTIOJHEHBI MHBIMU TOKYMEHTaMU
U CBEICHUAMH C Y4YETOM OCOOEHHOCTEeH 0O0JacTh JesATENbHOCTH, B KOTOPOM
(OYHKIIMOHUPYIOT CUCTEMBI U CETH.

5.2.3. Ha ocHOBe aHamu3a HCXOJHBIX JAHHBIX, a TakKXe BO3MOKHOCTEH
HapyIIUTENEH OMPEeAeNsIOTCS CIOCO0bhl  peanu3anuu  (BO3HUKHOBEHUS) Yrpo3
0e3omnacHoCcTU UH(GOPMAIIUU, aKTyaJIbHBIE JIJIS CHCTEM U CETEH.

OCHOBHBIMH CIOCO0aMU peanu3anuu (BOSHUKHOBEHUS) Yrpo3 0e30MacHOCTH
WH(MOpPMAIUU SIBIISTFOTCS:

1) ucrionp3oBanue  ys3BUMoOCTel  (ys3BHMOCTEH  Koja  (IIpOrpaMMHOIO
oOecrieucHNs), YSI3BUMOCTCH apXUTCKTypbl W KOH(MUTYpallMd CHUCTEM U CETeH,
a TaK)KC OPTaHU3AI[MOHHBIX U MHOTO(AKTOPHBIX YA3BUMOCTCH);

2) BHEJIpCHUE BPEAOHOCHOTO MPOIPAMMHOTO 00CCIICUCHHSI,;

3) UCIIOJIB30BAaHUE  HEJCKJIAPUPOBAHHBIX  BO3MOXKHOCTEH  MPOTPaMMHOTO
obecricueHuUs 1 (MM ) TPOTPAMMHO-AIIIAPATHBIX CPEACTB;

4) ycTaHOBKA MPOTPAMMHBIX M (WJIM) MPOTrpaMMHO-ANNapaTHBIX 3aKIIAJI0K
B IMporpamMMHoe obdecrieueHue 1 (Miam) mporpaMMHO-aImapaTHbie CPecTBa;

5) popMupoBaHKE W HCMOJB30BAHWE CKPBITHIX KaHAJIOB (MO BPEMEHHU, IO
naMATH) U1 iepeadr KOHPUASHIIMATbHBIX TaHHbBIX;

6) mepexBar (u3MepeHHe) NOOOYHBIX JJIEKTPOMATHUTHBIX M3IyYCHUH |
HAaBOAOK (Apyrux (u3W4YecKux TmoJyel) sl AocTyna K KOH(UIECHIIHAIBHOU
uH(MOpMaIUK, COEPXKAILICHCS B allllapaTHBIX CPEACTBAX ayTeHTU(DUKAINY;

7) U”HBAa3UBHBIE CHOCOOBI JIOCTYNMa K KOH(HUIECHUMATBHON WH()OpManuuy,
cozeprKalleicst B annapaTHbIX CPEACTBAX ayTEHTU(DUKALNN;

8) HapymieHue O€30MacHOCTH NPHU MOCTABKAX MPOrPaMMHBIX, MPOTrpaMMHO-
anmapaTHBIX CPEACTB W (WJIM) YCAYr IO YCTAaHOBKE, HACTPOWKE, HCIBITAHUSIM,
MyCKOHANaI0YHBbIM padoTaM (B TOM YHCII€ aIMUHUCTPUPOBAHUIO, OOCITYKUBAHHUIO);

9) ommbouHbIe NEHCTBHA B XO€ CO3AaHMs U SKCIUTyaTallii CUCTEM U CETEil, B TOM
YHCJIE TIPY YCTAaHOBKE, HACTPOUKE MPOrPaMMHBIX U MPOrpaMMHO-aIIAPaTHBIX CPECTB.

VKazaHHBIC CIOCOOBI pealu3aluu (BOSHUKHOBEHHUS) Yrpo3 0e30MacHOCTH
uHGOPMAITUK MOTYT OBITH JIOTIOJTHCHBI MHBIMU CIIOCOOAMHU C YYETOM OCOOCHHOCTCH
apXUTCKTYPHI U YCIOBUMA (PYHKITMOHUPOBAHUS CUCTEM U CETCH.

Cnoco6bl peanu3aiiid (BOSHUKHOBEHHUS) yrpo3 0e30macHOCTH UHOOpMAaIuu
OTPE/ICNSAIOTCS TPUMCHUTEIBPHO K OOBCKTAM BO3JICHCTBHS, OMNpPEACICHHBIM B
COOTBETCTBUM C HacTosmer Metoaukoir. CriocoObI SBISIOTCS aKTyaJIbHBIMH, KOT/IA
BO3MOKHOCTH HapPYIIUTENsl TO3BOJISIIOT WX HMCIOJB30BaTh I PEATU3alUd YIpo3
0€301acHOCTH U UMEIOTCS WJIA CO3/IaHbl YCIOBUS, MPU KOTOPBIX TaKas BO3MOXKHOCTb
MOCT OBITh pealii30BaHa B OTHOHICHWH OOBEKTOB BO3AcicTBHA. OaHa yrposa
0c3omacHOCTH HH(POPMAILIUKA MOKET OBITh Peajin30BaHa HECKOJIBKUMHU CITIOCOOAMU.

5.2.4. YcioBueM, 1O3BOJSIIOLIMM  HAPYIIMTEISIM HCIIOJIB30BaTh  CIIOCOOBI
peanu3auuu yrpo3 Oe3omacHoctd uWHGOpMAlUy, SBISETCS HAJIMYUEe y HHX
BO3MOXKHOCTH JIOCTYIIA K CJIEAYIOIKUM TUIIaM UHTep(elicoB 0ObEKTOB BO3IEHCTBUSI:

BHEILHUE CETEBbIE MHTEP(ENCHI, 00ECTIEUnBAIOLINE B3aUMOJIECUCTBUE C CETHIO
«IHTepHET», CMEXHBIMU (B3aUMOJCUCTBYIOIIMMH) CHUCTEMaMH WIHW CETAMHU
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(npoBoanble, OecmpoBOAHBIC, BeO-UHTEpPQENCh, HHTEPHENUCH  YIATCHHOTO
nocTyna u Jip.);

BHYTPEHHUE CETeBbIC MHTEPPEHCHI, 00ECIIeUnBaIOINE B3aUMO/ICHCTBUE (B TOM
qyclie 4Yepe3 MPOMEKYTOUHBIE KOMIIOHEHTBHI) C KOMIIOHEHTAMH CHUCTEM U CeTeH,
MMEIOIIMMH BHEIIHUE ceTeBbie HHTEp(ENCh (MPOBOAHBIE, OECTIPOBOAHBIE);

uHTepdeice TSt MOJB30BaTENIEN (TpOBOJIHEIE, OecrpoBOIHbBIE,
BeO-uHTEPPECh, UHTEPGhENCH YIAaTeHHOTO IOCTYMa U Ip.);

UHTEpPEUCH N1 UCIOJIb30BAHUS  ChEMHBIX  MAIIMHHBIX  HOCHUTEJCH
nHpopmanuu u nepudepuHOro 000PyI0BaHUS;

uHTepdeHCH I YCTAaHOBKH, HACTPONKM, WCIHBITAHWH, ITyCKOHAJIAIOYHBIX
pador (B TOM YHCJIC QJIMHHHCTPUPOBAHUS, YIPABICHUS, OOCIIY>KHBaHUS)
oOecricueHUs HYHKIMOHNUPOBAHUS KOMIIOHCHTOB CHCTEM U CCTCH;

BO3MOXHOCTh  JIOCTylla K  IIOCTaBISIEMbIM WM  HaxXoAUIUMCSH  Ha
00CITy’)KUBaHUM, PEMOHTE B CTOPOHHUX OPTaHHU3AIMAX KOMIIOHECHTAM CUCTEM M CETEH.

Hanuuue yka3zaHHbIX UHTEp(ENCOB OMpPENEIsAeTCA apXUTEKTYypOl, COCTaBOM U
YCIOBUAMHU (PYHKIIMOHUPOBAHUA CUCTEM M CETEW, TpymIamMu TMOojb30BaTenei, ux
TUMAMH JIOCTYNa W YPOBHSAMHU TOJHOMOYMM. B Xome aHanu3a 1oJKHBI ObITh
ONpeNeNeHbl KaK JIOTMYeCKHe, TaKk U (Qu3ndeckue WHTEpPeichl 00bEeKTOB
BO3/ICICTBUA, B TOM Uncie TpeOyronue pU3n4eckoro J0CTyna K HUM.

WNutepdeticel ompenensroTcs HAa anmapaTrHOM, CHUCTEMHOM W MPUKIATHOM
YPOBHSIX CHCTEM M CETEH, a TaKKe AJIA TeIEKOMMYHHUKAITMOHHOTO OO0OpYAOBaHUS.
BO3MOXHOCTP HX WCIOJIb30BaHMS HAa YKA3aHHBIX YPOBHSAX  OMpEIENseTcs
BO3MOKHOCTSIMU aKTyJTbHBIX HAPYIITUTEICH.

5.2.5.Ha »Tame co3maHusi CHUCTEM M CETel omnpeneseHue WHTEpPEncoB
OOBEKTOB BO3CHCTBHS, KOTOPHIE MOTYT HCIOJNB30BAThCS ISl peali3aluid yrpo3
0€30MacHOCTH, MPOBOIUTCS HA OCHOBE MPEANOIaraeMoil apXUTEKTYphl M YCIOBHIA
(YyHKIIMOHUPOBAHUS CUCTEM U CETEH, ONpeIeJIeHHbIX Ha OCHOBE MU3y4YEHUS U aHallu3a
MCXOJTHBIX JTAHHBIX O HUX.

Ha »rtame skcruiyarany CUCTEM M CETe JUisl ompeneicHust uHTepdeiico
OOBCKTOB BO3JICHCTBUS, KOTOPHIC MOTYT HCIOJNB30BAThCS IS pealld3allid yTpo3
0€30IacHOCTH, JAOMOJIHUTEIBHO K JOKYMCHTAIUU HA CETU U CUCTEMBI UCIIOJIb3YHOTCS
pe3ynbTaThl MHBCHTApHU3aIllMd CHUCTEM M CETCH, IMPOBEACHHOW C HCIOJb30BAaHUEM
ABTOMATHU3HPOBAHHBIX CPEJICTB.

5.2.6. 1o pe3ynbTaTam OIEHKM BO3MOXHBIX CHOCOOOB pean3aluu yrpo3
0e3onacHOCTH HH(POPMAIIUK JOJKHBI OBITH ONPEACIICHBI:

a) BUABI M KATeTOPMHM HapyIIUTEIeH, KOTOpblE WMEIT BO3MOXKHOCTh
HCITOJIB30BaHUS aKTYaJIbHBIX CITOCOOOB;

0) akTyaJbHBIC CIIOCOOBI peaM3aluy yYrpo3 0e30IacHOCTH WHMOpMaIuu Hu
TUIIBI UHTEPPEHCOB OOBCKTOB BO3JCHCTBHS, 332 CUCT KOTOPBHIX OHH MOTYT OBITH
pea30BaHbI.

IIpumepsr  ompeneneHus:  aKTyaJbHBIX  CHOCOOOB  peanu3allM  yrpo3
0e3onacHoCcTH WH(MOPMAIIMM U COOTBETCTBYIOIIME WM BHUILI HAPYLIUTEIEH U MX
BO3MOKHOCTH IIPUBEAEHHI B puiiokeHuun 10 k HacToswmen Meroauke.
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5.3 OmueHka aKTyaJbHOCTH YIpo3 0e30nacHocTH HHGOpMALNH

5.3.1.B xone oneHku yrpo3 0Oe30macHOCTH UHPOpMAIMU JIOIKHBI OBITH
ONpEJICNICHbl BO3MOXKHBIE YIpO3bl 0€30MacCHOCTH HWHMOpPMAIMM U OIICHEHAa UX
aKTyaJlbHOCTh JIJI1 CHUCTEM U CeTed — aKTyalbHble YIrpo3bl O€30MacHOCTH
uH(bopMauu.

5.3.2. UCXOIHBIMU JAHHBIMH ISl OLIEHKU aKTyaJbHOCTH Yrpo3 0€30MacHOCTH
WH(MOpPMAUU SBIISIOTCS:

a) o0muii 1epedcHb yrpo3 0e3011acHOCTH MH(POPMALMH, COICP)KAIIMUIC B
O0anke JaHHBIX yrpo3 OesomacHocTH mHPopMaruu OCTOK Poccum (bdu.fstec.ru),
MoJiei yrpo3 OesomacHoctd uHpopmaruu, paspabdbareiBacmbic PCTOK Poccun
B COOTBETCTBHUU C MOAITYHKTOM 4 1niyHKTa & [losoxenus o denepaibHoil Ciryx0e 110
TEXHUYECKOMY M SKCIIOPTHOMY KOHTpPOJIO, YTBepkKAcHHOro Ykaszom Illpesnmenta
Poccuiickoit ®eneparnuu ot 16 aBrycta 2004 r. Ne 1085, a Takke oTpacicBbIe
(BEIOMCTBEHHbBIC, KOPIIOPATUBHBIC) MOJIETIU YIPO3 0€30MacCHOCTH HHDOPMAIUK;

0) onmucanusi BEKTOPOB KOMIBIOTEPHBIX aTaK, COAEPKAIIMXCA B 0a3ax MaHHBIX
U WHBIX WH()OPMAIMOHHBIX HMCTOYHUKAX, OMYyOJIMKOBaHHbIX B ceTn «MHTepHET»
(CAPEC, ATT&CK, OWASP, STIX, WASC u ap.);

B) HETaTHBHbIE  TOCIEACTBUS OT peanu3ali  (BO3HUKHOBEHUS) Yyrpo3
0e3omacHOCTH HH(DOPMAIHH, ONPECIICHHbIE B COOTBETCTBUH C HACTOSAIICH MeTo UKo,

T') OOBEKTHI BO3JEHUCTBHSI yrpo3 0€30MacHOCTH WHOOpPMAIMU ©  BUIBI
BO3CHUCTBUN HA HUX, ONTPEJCICHHBIE B COOTBETCTBUY C HACTOSIEW METOAMKOM;

J) BUOBI W KATETOpPUM AaKTyaJbHBIX HAPYIIUTENEH, KOTOpPhIE MOTYT
peanu3oBBIBaTL  yIpo3bl  Oe3omacHocTH  wHGOpMaUWM, B  TOM  YHUCIE
HETPETHAMEPEHHBIE YTPO3bl, U UX BO3MOXKHOCTH, ONMPEACIICHHbIE B COOTBETCTBUU
¢ HacTosmeld MeToauKou;

€) aKTyaJbHbIE CHOCOOBI peanu3aiuu (BO3HUKHOBEHMS) yrpo3 0€30MacHOCTH
uH(pOpMaLnK.

5.3.3. Ha ocHOBe aHaliM3a UCXOAHBIX JIAaHHBIX OMPEICIAIOTCS BO3MOXKHbBIC IS
CUCTEM U CeTel yrpo3bl 0OC30MacHOCTH HWH(OpMaIMu, K KOTOPBIM OTHOCSATCS
OCYIICCTBJISICMbIC HApYIIUTEIEM BO3JCHCTBUS Ha HHGOPMAIIMOHHBIE PECYPChl U
KOMIIOHCHTBI CHUCTEM U ceTei (OOBEeKThl BO3JACHCTBHUS), B pe3yjbTaTe KOTOPHIX
BO3MOKHO HapyllieHHe Oe30omacHOCTH HH(opManuu W (WiIM) HapylicHUE WIH
npekpaiieHne GyHKIIMOHUPOBAHUS CUCTEM U CETEH.

VYrpo3a 6e3omacHocTH WH(DOPMAIIMKM BO3MO>KHA, €CIM UMEIOTCS HapYIIUTEIb
WM MHOM MCTOYHHUK Yrpo3bl, OOBEKT, Ha KOTOPBIH OCYLIECTBIISIFOTCS BO3JEHCTBUS,
CHOCOOBI pealn3aluu Yrpo3bl 0¢30macHOCTH WH(GOpMaILUU, a pealu3alus yrpo3bl
MOJKET IIPUBECTH K HETATUBHBIM 110CJICICTBHSIM:

YbU; = [napymuuresib (MCTOYHUK YIpO3bl); 00BEKThl BO3JIECHCTBUS; CIIOCOObBI
peanu3anuy yrpo3; HeraTUBHbBIE MTOCIEACTBUS |.
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5.3.4. AKTyanbHOCTh  BO3MOXHBIX yrpo3  Oe3omacHOCTH  MH(POPMAIHMH
OIIPEAENSAETCS HAIMYNEM CLIEHAPHEB MX Pean3alliu.

Cuenapuu peanuszaluu yrpo3 O€30MacHOCTH WH(OpMaIMu JIOHKHBI OBITh
ONpEJIENEeHBl JIJII COOTBETCTBYIOIIUX CIIOCOOOB peaiu3aliu yrpo3 0e30macHOCTU
nHpopMaluy, OIPEAEICHHbBIX B COOTBETCTBUM C HacTosield MeToaukon, u
IPUMEHUTEIBHO K OOBEKTaM BO3LCHCTBUS M BHJAM BO3LCHCTBUS Ha HUX.
OnpeneneHne CUEHApPUEB NPEIyCMAaTPUBACT YCTAHOBJIEHHUE IOCIIEN0BATEIBLHOCTH
BO3MOXKHBIX TaKTHK M COOTBETCTBYIOLIMX WM TEXHUK, NPUMEHEHHE KOTOPBIX
BO3MOXKHO  aKTyaJIbHBIM  HApPYIIMTEIIEM C  COOTBETCTBYIOIIUM  YPOBHEM
BO3MOXKHOCTEH, a TakKe JIOCTYIHOCTH HHTEep(PEcOoB Il  HCIIOIb30BaHUA
COOTBETCTBYIOIIMX CIIOCO0OB peain3aluu yrpo3 0€301acHOCTH HH(OPMAIUU.

ITepeueHb OCHOBHBIX TAKTHUK (TAaKTUYECKMX 3a7ad) U COOTBETCTBYIOIIMX UM
TUTIOBBIX TEXHUK, WCIOJIB3YCMBIX I MOCTPOCHUS CICHAPHUCB peald3alliil Yrpo3
Oe3onacHoCTH UHPOpMalUU, TPUBECH B priiokeHuu 11 k HacTosuieit Metoauke.

5.3.5. Ha srane co3manus CUCTEM U CETeH MOJKEH ObITh ONpeneseH XOTsA Obl
OJIMH CIIEHApUH KaXJO0ro crnocoba peanus3aliy BO3MOXKHOM Yrpo3bl 0€30MacHOCTH
uHpopMaruu. CrieHapuil ompesieNseTcs Il KaKIOro aKTyalbHOTO HApyIIUTENS |
UX YPOBHEU BO3MOXKHOCTEM.

ITpu Hanmuauu XOTs ObI OAHOTO CIIEHAPHUs YIPo3bl O€30macHOCTH HHpOpMaIuu
Takasi yrpo3a IpH3HACTCS aKTyaJIbHON JUISI CUCTEMBI M CCTH M BKIIFOYACTCS B MOJICITH
yrpo3 6€30MacHOCTH CUCTEM U ceTel AJ11 000CHOBaHUS BHIOOPA OPraHU3alMOHHBIX U
TEXHUUECKUX Mep MO 3amure nHpopManuu (oOecrieueHuIo0 0e30MacHOCTH), a TaKxkKe
BbIOOpA CPEICTB 3alUThl HH(pOpMauu (PUCYHOK 7).
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Ha »stame skcrmyatallum CUCTEM M CETEW JUISL KaXKIOW BO3MOYKHOW YIpO3bI
oe3onacHOCTH WHGOPMAIMK  ONPENIENAEeTCS MHOKECTBO BO3MOXHBIX CIICHAPUEB
€e pealr3aluy B MHTEpecax OLEHKH 3PPEKTUBHOCTH MPUHATHIX TEXHUYECKUX MEP
mo 3amure wuHpopMmanuu (oOecrmedeHHI0 O€30IAaCHOCTH), B TOM  4YHCIE
CpencTB 3amuThl MHPopManuu. [Ipu 3TOM MHOMXKECTBO CLIEHAPUEB OIpPEAEIIeTCS
IUISL  KaKIOTO  aKTyaJdbHOTO HApyIIUTENss M YpPOBHEH €ro BO3MOXKHOCTEH
B COOTBETCTBUM C IIOJYYCHHBIMHU pPE3yJbTaTaMU MHBEHTAPU3ALMHU CUCTEM U CETEil,
aHajiM3a ysI3BUMOCTEH M (WJIM) TECTUPOBAHHMS HA IIPOHMKHOBEHHUE, IPOBEJICHHBIX
C UCMOJIb30BAaHWEM aBTOMATU3UPOBAHHBIX CPEACTB (PUCYHOK 8).

5.3.6. Ha srane skcmyarauuu ONpeneneHue CLEHAPUEB peaM3alliyi yrPO3bl
BKJIIOYACT:

a) aHAJIN3 UCXOMIHBIX JAHHBIX HA CUCTEMY WM CETb, IpEIyCcMaTpPHUBAIOIINN B
TOM 4YHMCJIE aHAJIW3 JAOKYMEHTAllMM, MOJEIW yrpo3 0Oe30MmacHOCTM HH(popmMauuw,
NPUMEHAEMbIX CPEICTB 3alUThl MHPOPMALMHM, W OIpeNeseHHe IMIaHUPYEMbIX K
IIPUMEHEHUIO aBTOMATU3UPOBAHHBIX CPEJICTB;

0) MpoBe/iIcHWE WHBECHTApU3AllMM HMHQOPMAIIMOHHBIX CHUCTEM M CeTed |
onpeneneHne 00bEKTOB BO3ACUCTBYS U X HHTEPHENHCOB;

B) OIpe/eneHne BHENTHNX HHTEeP(eliCOB, KOTOPhIE MOTYT ObITh 33/1eHiCTBOBAHbI
IIPU peanu3aliny yrpo3 0€30MacHOCTH HHPOPMALIHH;

) ONIpe/ieJIEeHNEe  BHYTPEHHUX  HMHTEp(EcoB, KOTOphIE MOTIYyT  OBITh
3aJ1eliCTBOBaHbI PU peasin3alun yrpo3 0€301acHOCTH HHPOpMALIH;

1) BBISIBIICHUE YS3BHUMOCTEH OOBEKTOB BO3JICHCTBHUS, a TAKKE KOMIIOHEHTOB
CUCTEM U CE€TeH, MMEIOLIUX BHEUNIHUE HWHTEPPENCH, ¢ KOTOPBIMH IMOCPEACTBOM
BHYTPEHHUX UHTEP(HENCOB B3aUMOICUCTBYIOT O0BEKTHI BO3AEHCTBUS;

¢) IPOBCACHUE TCCTHUPOBAHWUS HA IIPOHUKHOBCHHE, ITOATBCPIKIIAIOIICTO
BO3MO>XHOCTh WCIIOJIb30BAHUS BBISIBJICHHBIX YA3BHMOCTEH WIIM BBISIBJICHUS HOBBIX
CIIEHApUEB peau3alry yrpo3bl 6e30macHocT HH(OpPMaLINY;

%) MOUCK MOCIEAOBATEIbBHOCTH TAKTUK W TEXHHUK, NPUMEHEHUE KOTOPBIX
MOET TIPUBECTH K pealM3alldd yrpo3bl Oe30MacHOCTH HMHGPOPMAIIUM, HCXOMIS
U3 YPOBHSI BO3MOKHOCTEH AaKTyallbHBIX HApYIIUTENCH, a TakKke pe3ylIbTaToOB
WHBEHTAPU3ALINM, aHATK3a YA3BUMOCTEN U TECTUPOBAHUA HA TPOHUKHOBEHUE;

3) COCTaBIIEHUE CIIEHApHUEB peajn3aliu yrpo3bl Oe3omacHocTH uHpOpManuu
IPUMEHUTENBHO K OOBEKTaM M BHJIaM BO3JCHCTBUS, a TaKKe CIOco0aM peasin3alvu
yrpo3 0e30nacHOCTH UHPOpMaIUH.
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[Tpunoxenune 1
K MeToinke OUeHKH yrpo3
Oe3omacHOCTH MH(pOPMAITIN

TepmMuHBI U ONIpeIeIeHUS,
MPUMEHSAECMBbIC UISl LEJICH HACTOAICTO MECTOAUYCCKOTO JOKYMEHTA

ApXHTEKTYypa CHCTEM M ceTeli: COBOKYITHOCTh OCHOBHBIX CTPYKTYPHO-
(YHKIIMOHAJBHBIX XapaKTePUCTUK, CBOMCTB, KOMIIOHEHTOB CHUCTEM M CETEH,
BOILIONMIEHHBIX B HWH(MOPMAIIMOHHBIX pecypcax M KOMIIOHEHTaX, MpaBUjaX HX
B3aMMOJECUCTBUS, pEXKUMAX 00pabOTKH UH(POPMALIUH.

B3anmoneiicTByomas (cMe:KHas) cCHCTeMAa: CUCTEMa WU CETh, KOTOpas B
paMKaxX YCTAHOBIICHHBIX ()YHKIIMI HMMEET B3aUMOJICHCTBHE MOCPEACTBOM CETEBBIX
uHTEp(delicoB ¢ CUCTEMONH M CEThIO OINEpaTopa M HE BKJIIOYCHA MM B TPaHUILY
IIpoIiecca OIEHKHU Yyrpo3 0e3011acCHOCTH HHGOPMAIIUH.

Bo3MOXKHOCTH HApymIMTEJNsI: Mepa YCWJIUN HapyUIUTeNs s peau3aluu
yTpo3bl 0€30MacHOCTH UHQOPMAIIUH, BHIpAKEHHAS B MOKA3aTENsIX KOMIIETEHTHOCTH,
OCHAII[EHHOCTH pecypcaMu U MOTHBAIIUN HAPYIITUTEIS.

I'panuna ounenku yrpo3 Oe3omacnocTu uHEGOPMANMHU: COBOKYMHOCTD
MH()OPMAIMOHHBIX PECYPCOB M KOMIOHEHTOB CHCTEM U CETEH, B Mpeaeniax KOTOPOu
obOecneunBaercs 3ammTa nHOOpMalmu (6€30MacCHOCTh) B COOTBETCTBUHU C €IMHBIMU
npaBUiIaMU M TPOLEAYpaMH, a TaKXe KOHTPOIb 3a peajn30BaHHBIMH MEpaMu
3amuThl HHpopManuu (00ecIecucHNs 0C301IaCHOCTH).

Nudopmanuonnsie pecypcbl: uH(pOpMaIus, JaHHBIC, MPCICTABICHHBIC B
dbopme, IpegHA3HAYCHHOM JIUISI XpaHEeHHsI 1 00pa0OTKH B CUCTEMAaX U CETSX.

KommnoHeHT (cHcTeMBI, ceTH): IPOrpaMMHOE, POTrpaMMHO-aNNapaTHOE WK
TEXHUUYECKOE CPEACTBO, BXOSIIEE B COCTAB CUCTEM H CETEH.

ObecneunBaroue CUCTEMBbI: MIKEHEPHBIE CUCTEMBbI, BKJIIOUAIOIINE CUCTEMBI
DIEKTPOCHAOKEHUSA, BEHTWIIAINW, OXJIAXKICHHS, KOHIWIIMOHUPOBAHUSA, OXPaHbl M
Ipyrue WHXEHEPHBIC CHCTEMbI, a TaKXKe€ CpeACTBA, KaHAIBI W CHCTEMBI,
npenHazHadyeHHble I OKa3aHWsl yCIOyr CBSI3U, JPYTUX YCAYT H CEPBHUCOB,
MPEIOCTAaBIAEMbIX ~ CTOPOHHUMH  OpPTaHM3AIlUsSIMHM, OT  KOTOPBIX  3aBHCHT
(YHKIIMOHUPOBAHUC CUCTCM M CCTCH.

Obaanareas nHopmanumn: U0, CAMOCTOSTEIHHO CO3/1aBIIee HHPOPMAIUIO
760 TOJydrBINIee HAa OCHOBAHWM 3aKOHA WJIM JIOTOBOpA IMPaBO paspeniaTh WM
OTPAaHUYUBATE HOCTYI K WH(OPMALINHU, OTIPEIETAEMOM MO KaKUM-THOO0 MPU3HAKAM.

Omneparop: U0, OCYIIECTBISIONIEE IEATENBHOCTE 110 IKCIUTYaTaIl[iH CUCTEM
U ceTel, B TOM yucie 1no o0paboTke coaepkaiieics B HUX HHMOpMaIIIH.

OcHoBHBIE (KpUTHYECKHE) NMpouecchl (Om3Hec-mpouecchl):
VIPABJICHYECKUE, OPraHU3alMOHHBIC, TEXHOJIOI'MYECKHUE, IIPOM3BOJICTBEHHBIC,
(GUHAHCOBO-DKOHOMHUYCCKIC M HWHBIC OCHOBHBIC IPOIECCHl (OM3HCC-TIPOIICCCHI),
BBIIIOJIHSACMBIC 00Ja1areieM HH(pOpMAMH, OIEPATOPOM B paMKax pCald3aliy
dbyHkImit  (MOJTHOMOYMII) WJIM OCYIICCTBICHUS OCHOBHBIX BHIOB JCSTEIBHOCTH,
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HapymeHue W (WiaM) TpEeKpalieHre KOTOPHIX MOXKET MPUBECTH K BO3HUKHOBEHUIO
puckoB (ymiepoy).

IMonb30BaTeNb: JUIO, KOTOPOMY Ppa3pelieHO BBINOJHATH HEKOTOPHIE
nevicteus  (omepanuu) Mo oOpaboTke wuWHGOpPMAIlUM B CHUCTEME WIM CETH H
UCIIOJIb3YIOIIEee Pe3yabTaThl €€ (PYHKIIMOHUPOBAHUSI.

[HocraBmuk yeiayr: Juno, OPeAoCTaBisiiollee oneparopy U (Wiaum)
o0nafaTesiro Ha OCHOBAHUHU JOTOBOpPA WJIM MHOM 3aKOHHOM OCHOBAaHHMH YCIYTH TIO
MCIIOJIb30BAHUIO CBOUX BBIYHCIUTEIBHBIX PECYPCOB, MPOTPAMMHOTO OOECTICUEHUSI,
CPCIICTB XpaHEHUS WIH Iiepeauu uHpopMaluu.

I[IporpamMmHoO-annmapaTHoe  CpeACTBO:  YCTPOWCTBO,  cOCTOsIIicE W3
anmaparHoro obOecriedeHUsT W (QYHKIHUOHMPYIOMIETO HAa HEM IMPOTPAMMHOIO
obecricycHuUs, yJacTByomee B GopMuUpoBaHUU, 00pabOTKe, mepegade Win MPHeMe
nHpopMarum.

Yrpo3a 6e3onacHocTd MH(OPMAIUK: COBOKYITHOCTh YCIOBUM U (aKTOPOB,
CO3JAI0IIUX MOTCHIUAIBHYIO WM PEAIbHO CYIICCTBYIOINIYIO OMACHOCTh HAPYIICHUS
Oe3omacHocT HHDOPMAIUH.

YS3BUMOCTB: HETOCTaTOK  (c1abocTh)  MporpaMMHOTO  (TIPOrpamMMHO-
TEXHUYECKOTO) CPEACTBA MM CUCTEMbI U CETH B IIE€JIOM, KOTOPHKIi(as) MOKeT ObITh
MCII0JIb30BaH(a) JJ1sl peanu3aiuy yrpo3 0€30MacHOCTH MHGOPMALIHH.
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[Tpunoxenue 2
K Metoauke oueHku yrpos
0e3omacHOCTH HHpOpMaIUU

Pexomenjanuu 1o popMupoBaHHIO
IKCHEPTHOU I'PyNIBI M MIPOBEJACHUIO IKCIEPTHON OLIEHKHU IIPH
OLleHKe yrpo3 0e3onacHocTu uHpopManuu

KaudecrBenHnoe popmupoBaHre SKCIECPTHON TPYIIIbI CIIOCOOCTBYET CHIKCHHIO
CyOBCKTUBHBIX (AaKTOPOB TIpHU OICHKE yrpo3 0Oe3omacHoCTH WHGOPMAIUH.
3aHmwkeHne (0caadlicHUEe) JKCIepTaMU IPOTHO30B M IIPCIIIOJIOKCHUN IIPU OIICHKE
yYI'PO3 MOXKET MOBJICYb HACTYIICHUE HEIPOTHO3UPYEMOro (HEOXKUAHHOI0) yiiepoa
B pe3ylbTaTe WX peajln3alldd. J3aBBIIICHHE O3KCIEPTaMH IPOTHO30B H
MIPEANOJIOKEHAN TPU MOJECIUPOBAHUM YIpo3 O€30MacCHOCTH HHGOPMAIMH MOXKET
IOBJICYb 3a COOOM HEONpaBJaHHBIC PACXOAbl HAa HEHUTpanu3aiuio (OJIOKHpOBaHHUE)
YTPO3, ABISAIOIIMXCA HEAKTYaJIbHbIMHU.

HesaBucumo ot pesynbrata GOopMUpOBaHMS IKCIEPTHON TPYMIbI MPU OIEHKE
yrpo3 Oe3omacHocTH HH(OpPMALMKU  CYIIECTBYIOT CyOBEKTUBHbIE (aKTOpHI,
CBSA3aHHBIC C TMCHUXOJIOTHEN MPUHATHS PEUICHH. JTO TAaKKe MOKET MPUBOIUTH Kak
K 3aHIKEHUI0 (OCHablieHHI0), TaK W K 3aBBIMICHUIO (YCUJIEHUIO) OSKCHEPTaAMH
IPOrHO30B U MPEANONIOKEHUN MPHU OLEHKE yrpo3 0e30macHOCTH MH(OpMAaLMU, YTO
B CBOIO OuY€pelb MOKET MPHUBECTH K MPOMYCKY OTIENBHBIX yrpo3 0e30MacHOCTH
uH(bOpPMallMK WM K HEOINpaBAaHHBIM 3aTpaTaM Ha HEUTPaIM3alMI0 HEAKTYyaIbHbBIX
yTpo3.

JIroboe penieHue, MPUHUMAEMOE SKCIIEPTaMH TPU OLIEHKE YyTpo3 0€30MacHOCTH
nHbOpMAIUK, J0KHO UCXOIUTh U3 TIPABWII, TPU KOTOPBIX HAPYIIUTETh HAXOIUTCS B
HAWIYYIIUX YCJOBHSX JUIA peaju3alid yrpo3bl  Oe30macHoCTH  (MPUHIIMIA
«rapaHTUPOBAHHOCTUY).

a) gopMHupoOBaHNeE IKCIEPTHON IPyNIbI

B cocTaB sKcIepTHO#M TPy A1 OLICHKH YTPo3 0€30MacHOCTH MH(OpMAIHH
PCKOMEHTyCTCSI BKJIFOUATh DJKCIEPTOB (HE3aBHCUMO OT TOTO, pPCATU3YIOTCS JIH
dbynknumn obnagaTens nHGopMaIu, 3aka3urKa U orepaTopa B paMKax OJTHOW WU
HECKOJIbKUX OpraHu3aliuii) oT:

nojapasaeneHuss mo 3ammure uHbopmaruu (odecnedeHus MHPOPMAIMOHHON
0C30IaCHOCTH);

HOAPA3JACICHUS,  OTBETCTBCHHOIO  3a  IU(POBYH  TpaHChHOPMAIIHUIO
(UT-ctieunasincTon);

110]Ipa3/eJICHUS, OTBETCTBCHHOTO 32 DKCILTyaTallli0 CETCH CBSI3H;

MO/Ipa3ieNIeHusl, OTBETCTBEHHOI'O 3a JKCILTyaTallMI0 aBTOMATU3UPOBAHHBIX
CUCTEM YTIPABJICHUS;

nojpasaeneHuit obnanarens MHGOPMaILMKU UM ONIEpaTopa, OTBETCTBEHHOIO 3a
BBITIOJTHEHUE OCHOBHBIX (KPUTHUECKHX ) MPOIIECCOB (OM3HEC-TTPOIIECCOB).
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CocTaB 3KCHEPTOB IO pEIICHHMIO 00yamaress WHGOPMAIMM WM OIepaTropa
MOET OBITh JOMOJHEH WJIM YTOYHEH C YYETOM OCOOeHHOCTeH obnacTu
NICATETBHOCTH, B KOTOPOH (DYHKIIMOHUPYIOT CUCTEMBI M CeTHU. B wacTHOCTH, s
OIICHKH yTpo3 0€30MacHOCTH WH(OpMAIH, pean3aIiis KOTOPBIX MOKET IIPUBECTH K
(DMHAHCOBBIM PHUCKaM, PEKOMEHIYETCS TPHUBJICKATH TOTOJHHUTEIHLHO CIEIIAATUCTOB
PKOHOMMUYECKUX ((DMHAHCOBBIX) TOApa3AeieHud obnanarens HHPOPMALUA WU
orepaTopa.

Jlnst opraHu3anuyd padOTHl AKCIIEPTHOW TPYMIIBI PEKOMEHIYETCS ONMPeaesTh
CreHHaiMcTa 10  3ammre uHpopManuu  (oOcecnedcHUO  MH(POPMAIMOHHOM
0e30MacHOCTH), UMCIOIICTO CTaK pabOT HE MEHee TpeX JIET M MPAKTHUUYCCKHUM OTBIT
OLICHKH HH()OPMAIIMOHHBIX PHCKOB. B 3KCIEpPTHYIO TpylIly JUIS OLICHKH YIpO3
Oc3ormacHocT MH(DOpPMAMH PECKOMCHJIYETCSI BKIIOYATh CIICIHAINCTOB, MMCIOLINX
ONBIT PabOTHl HE MCEHEE OJHOTO ToAa IO COOTBETCTBYIOUICMY HAIPaBJICHUIO
TEeSITeIbHOCTH, B KOTOPOM IIPOBOJIUTCS OLICHKA YIPO3 0€30MIaCHOCTH HH(POPMALIHH.

DKCHepThl JOHKHBI 00Ja7aTh HE3aBUCUMOCTBIO, OCHOBAHHOM Ha OTCYTCTBHH
KOMMEPYECKOTro U (pMHAHCOBOTO MHTEPECA WM APYIrOro NaBJIEHUS, KOTOPOE MOKET
OKa3aTh BJIMSHUE Ha NpuHUMaemble perieHus. He pexkomenmyercs hopmMupoBath
DKCIIEPTHYIO TPYIIMY M3 YYaCTHUKOB, HAXOASAMIMXCA B MPSIMOM MOJYMHEHWH, TaK KaK
BTO MOKET HEraTUBHbIM 00pa3oM MOBIMATH HAa PE3yJbTaT OMpPENENIeHUs YIrpo3
0e3onacHocTH HH(POPMAIIUH.

B cocraB skcniepTHOM rpynimbl JOKHBI BXOAUTH HE MEHEE TPEX IKCIEPTOB.

0) npoBeeHUe IKCIEPTHON OLIEHKH

ITpu mpoBeneHnH SKCIEPTHOM OIEHKH MPUHUMAIOTCSI MEPBI, HalpaBJIeHHbIC HA
CHU)KEHUE YPOBHA CYOBEKTUBHOCTH U HEONPEAEIEHHOCTH IIPH ONPEAEIICHUH KaXI0M
U3 yrpo3 0€301nacHOCTH UH(POPMALIMH.

OKCIEPTHYIO OLEHKY PEKOMEHIYETCs NPOBOJAUTH B OTHOIIEHWU CIEAYIOLIHUX
IapaMcTPOB:

a) HCTaTUBHOTO  MOCJCJACTBUS  OT  pealiu3alid  Yrpo3  Oe30MacHOCTH
nHpopmanuy;

0) LeNel HapyIIuTeIeH M0 pealn3aliy yIpo3 6€30IacHOCTH HHpOpMAaIIUH;

B) CIICHapus JICUCTBUU HApYIIUTENCH TpU peaiu3allud yrpo3 Oe30MacHOCTH
uH(bopMarmm.

OueHKy mnapamMeTpoB PEKOMEHIYETCsS MPOBOAUTH OMNPOCHBIM METOAO0M C
COCTaBJICHHMEM aHKEThI, B KOTOPOH YKa3bIBAIOTCS BOIIPOCHI M BO3MOKHBIE€ BapUAHTBI
OTBCTA B CAWHON MPUHATON IIKAJC MU3MCPCHUN («HU3KHI», «CPCIHUI, «BBICOKHID)
WIH «J12», «HCT» WJIW MHBIC IIKaJibl). [Ipyu 3TOM BOIIPOCH! JOJIKHBI ObITH YCTKHMH H
OJIHO3HAYHO TPAKTYEMbIMH, IIPEIII0JIAraTh OJIHO3HAYHbBIC OTBETHI.

Or1poc 3KCIEPTOB BKIOYACT CIICAYIOIIHE 3Tallbl:

KOKIBIM  JKCOEpT  MPOBOAMT  OLEHKY  OLIEHMBAEMOIro  Iapamerpa
(peKOMEHYETCS HE MEHE JBYX PAayHIOB OLIEHKH), PE3YJIbTaThl KOTOPOU 3aHOCATCS B
Tabnuuy;
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NOCJIC OLCHKH KaXIAbIM H3 OJKCIICPTOB OT6paCBIBaIOTCH MHUHHUMAJIBHBIEC U
MaKCUMAJIbHBIC 3HAYCHUA,

OnpeacIsICTCA CPCAHCC 3HAUCHUC OIICHUBACMOI'0 mapaMeTpa B KaXKJ10M payH/E,

OIIpCACIIACTCA UTOIOBOC CPCIHEEC 3HAYCHHUC OIICHUBACMOI'0 ITapaMETpa.

[IpuMep TabauIBI pe3yabTATOB OLIEHKU TAPAMETPOB

DKCIEPTHI 3Ha4YeHUE OLICHUBAEMOTO | 3HA4YEHUE OLIEHUBAEMOTO
napamerpa (paysn 1) napamerpa (paysn 2)
Oxcrepr 1
OxcnepT 2
JKcHepr n
Hrtorosoe 3HaueHuE
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[Tpunoxenue 3
K MeToauke OLeHKu yrpo3
Oe3omacHOCTH HHPOpPMAITUU

Pexomenjiyemasi CTpyKTYpa Mo/1eJIM YIPO3
0ezonacHocTu MHGPOPMAITUHA

YTBEPXIAIO

PyxoBoauress oprana
roCyIapCTBCHHON BIIACTU
(opraHu3aIyn) Wik HHOE

YIOJHOMOYCHHOEC JIUIIO

« » 20 T

Mogens yrpo3 6e30nacHoCTH HH(pOpMALUU

« »
HAUMCHOBAHHE CHCTEMBI B (HJIH) CETH
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1. O01me mo10xeHNsA

Paznen «O61mue momoKeHUsD) COACPKUT:

Ha3HAYCHUE U 00JIaCTh JCHCTBUS JJOKYMEHTA;

HOPMATHBHBIC TIPABOBBIC aKTHI, METOAMYECKHE TOKYMEHTBI, HAIIMOHAJLHBIC
CTaHAAPTHI, HWCIOJIb3yeMble JIS OIECHKH YIrpo3 Oe30macHOCTH WHMOpMaIruu u
pa3paboTKKU MOJIENU yTPO3;

HaMMEHOBaHUE o0Oiamarenst WHpOpMaIMK, 3aKa3duWKa, OmepaTropa CUCTEM U
ceTel;

no/ipasiesIicHus, JOHKHOCTHBIC JINIIA, OTBETCTBCHHBIC 3a 00CCIICUCHHE 3aIUThHI
nHpopmaruu (0e3011aCHOCTH) CUCTEM M CCTCH;

HAaMMCHOBAHUC OPTraHMU3AINH, IPHUBIICKACMON ISl pa3pabOTKU MOIECIH YIrpo3
oc3onacHocTH nHpOpMau (IpU HATHYINH).

2. OnucaHue cuUCTEeM M CeTell M HMX XapaKTePHUCTHKA KaK O0bEKTOB
3aLMThI

Paznen «Omnucanue cucteM MU ceTed M MX XapaKTEpUCTHKA KaK OOBEKTOB
3aLUTBD» COACPHKUT:

HaUMEHOBAHUE CUCTEM M CeTed, AN KOTOpbIX pa3pabdoTaHa MoOjeidb YIrpo3
0e3onacHocTu HH(pOpPMaALUK;

KJacC 3alIMILEHHOCTH, KaTeropus 3HAYMMOCTH CHCTEM U CeTel, ypOBEHb
3aIUIIEHHOCTH NIEPCOHATBHBIX TAHHBIX;

HOpMaTHBHBIE TPaBOBbIE aKkThl Poccuiickoit denepamuu, B COOTBETCTBUH C
KOTOPBIMH CO31at0TCA U (M) PYHKIIMOHUPYIOT CUCTEMBI M CETH;

Ha3HaueHue, 3aaauu ((QyHKLUHMHM) CHCTEM M CeTeM, cocTtaB o0padaTbiBaeMOil
uH(pOPMALIMU U €€ IIPaBOBOM PEKUM;

OCHOBHLIE  mpouecchl  (Ou3Hec-mpouecchl) obnaaarens  uH@popmaiuy,
orepaTopa, ans obecredenuss KOTOPbIX co3AaioTcd ((PYHKIMOHUPYIOT) CUCTEMBI U
CCTH;

COCTaB W apXUTEKTypy CHCTEM U CETeH, B TOM unciae HHTepEHch u
B3aMOCBSI3M KOMIIOHCHTOB CUCTEM U CETCH;

OMKCAaHWC TPYII BHCUIHUX W BHYTPCHHUX MOJB30BATENICH CUCTEM M CCTCH,
YpPOBHEH WX TOJTHOMOYMH W THUIIOB JOCTyma (B COCTaB TPYMN MOJIb30BaTelcH
BKJIFOYAIOTCS BCE MOJIB30BATENH, JIJISl KOTOPBIX TPEOYETCs aBTOpU3AIUS TPU JIOCTYTIE
K WH(GOPMAIMOHHBIM pecypcaM, W TMOJb30BAaTeNH, A KOTOPBIX HE TpeldyeTcs
aBTOpu3alus (Hampumep, MPENOCTaBI€H JOOCTYN K calTy 0e3 MpOoXOoXIAeHUs
aBTOPHU3AIINN);

ONMCAaHUC BHCUTHUX HHTCP(PCHCOB M B3aMMOJCHCTBHI CHUCTEM U CETCH C
110JIb30BATCISIMU (B TOM YHCIIC ITOCPCICTBOM MAIIMHHBIX HOCHUTEIICH MH(pOpMAaIHH,
CPCICTB BBOJIa-BbIBOJIAa, BCO-IIPHIJIOKCHUI), HWHBIMH CHUCTEMamMH W  CCTIMH,
o0ecneunBaroIIMMU CUCTEMaMHU, B TOM UHUCIIE C CEThbIO «MIHTepHET»;

uHpopMaLMioo O (QYHKUMOHMPOBAHUM CHCTEM M ceTell Ha  0aze
MH(pOPMALMOHHO-TEIEKOMMYHUKALMOHHON MHPPACTPYKTYpbl LEHTpa 00paboTKU
IaHHBIX WM OONa4yHOM  WHPPACTPYKTYpPHl, O MOJAEIH  IPEAOCTABIICHUS
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BBIYMCIIUTENBHBIX YCIYr, O pacnpeleNeHMd OTBETCTBEHHOCTH 33  3allUTy
uHhopMmarmu Mexay obiamateneM WH(OOpPMAIUU, OINEPATOPOM U IOCTABIIUKOM
BBIYUCIIUTENBHBIX  yCIyr, 00 YCJIOBUSX HCHOJB30BaHHUS  MHGOPMAIIMOHHO-
TEJIEKOMMYHUKAIIMIOHHOW HMHQPACTPYKTYphl II€eHTpa OOpabOTKM JAHHBIX WJIK
o0nayHON MHPPACTPYKTYPhI MOCTABIIMKA YCAYT (TPU HAJTUYUH).

K Mopenu yrpo3 6e3zonacHocTv MH(pOpPMAIMM MOTYT NPUIIAraThCsi CXEMbI U
PUCYHKH, WUTIOCTPUPYIOLIME COCTAB U apXUTEKTYPY CHUCTEM U CeTel, UHTepdenchl
B3aUMOJICUCTBUSI KOMIIOHEHTOB CHUCTEMBI M CETH, TPYMIbI OJb30BaTENeH, a TaKXKe
IPYTHE TOSICHSIONINE MAaTCPHAIIBI.

3. Bo3amoxkHbIe HeraTUBHbIE MOCJIeICTBHUS oT peanu3anmuu
(BO3HMKHOBEHHSsI) YIPo3 0e30macHoCcTH HHGOpMaLUU

Pasmen  «Bo3MokHbIe ~ HETaTHUBHBIC  TOCICACTBHS ~ OT  pcalM3alliu
(BO3HMKHOBEHMS1) yTpo3 0e30MacHOCTH HH(MOOPMALIMI COJICPHKUT:

OIIMCAaHHE BHUJOB PHUCKOB (ymiepOOB), aKTyaJbHBIX JUIsI  OOJagaTems
uHdopmanuu, omneparopa, KOTOpPble MOTYT HACTYNHTh OT HapyUIeHUS WIA
MPEKPAIIeHUs] OCHOBHBIX MPOIECCOB;

OMMCaHUE€ HEraTUBHBIX TMOCJEIACTBUN, HACTYIUICHHME KOTOPHIX B PpEe3yJbTaTe
peanu3anuy (BOSHUKHOBEHUs) yrpo3 0€30MacHOCTH WH(OpMAIIMKM MOXKET NIPUBECTU K
BO3HHKHOBEHHUIO PHCKOB (yIiepoa).

4. Bo3moskHbIe 00bEKTHI BO3/IeHCTBHS YIPO3 0€3011aCHOCTH HH(pOpMaIuu

Paznen  «Bo3MoxkHBIE  OOBEKTHI  BO3JIEUCTBUS  yrpo3  0€30MacHOCTH
MH(DOPMaALUN» COAEPIKUT:

HAaMMEHOBAaHUA W Ha3HAYE€HUE KOMIIOHEHTOB CHUCTEM M CETEH, KOTOpbIE
HETMOCPECTBEHHO YYaCTBYIOT B 00paO0OTKE U XpaHEHUU 3alluilaeMoi nH(popMaIluu,
Wi 00ecrneurBaroT peanu3alyio OCHOBHBIX MpoLieccOB obnaaaTens MHGpOpMaLH,
orneparopa;

OIMCAaHUE BHUJIOB BO3JCHCTBHS HAa KOMIIOHEHTHI CUCTEM U CETEW, pealn3alus
KOTOPBIX HAPYIIUTEIICM MOXKET MPUBECTH K HETATUBHBIM MOCIC/ICTBUSIM.

K Monenn yrpo3 6e3omacHocTH MHGOpMaluy MOXKET IPUIAraTbCsi cXeMa C
0TOOpaXeHHEM OOBEKTOB BO3JCHCTBHS M MX HA3HAUCHUS B COCTABE apXUTCKTYPHI
CHUCTEM U CETEMN.

5. UcTOUYHUKH YyTrpo3 0€30MaCHOCTH HH()OpMATUH

Paznen «McTounuku yrpo3 6e3omacHoCTH HHOOPMAITUN COASPKUT:

XapaKTCPUCTUKY HAPYILIUTEIICH, KOTOPHIC MOTYT SIBISITbCSI HCTOYHUKAMU YIPO3
Oc3omacHOCTH HMH(POPMANWKU, W BO3MOXHBIC ICIH pCaIM3allid HWMH yIPO3
Oc3omacHocTH HHpOpMALUK;

KaTeropuM  aKTYalbHbIX  HApyIIWUTEJEH, KOTOpPBIE  MOLYT  SIBJISIThCS
HMCTOYHHUKAMU yrpo3 0e30nmacHOCTH HHPOPMaIUY;

ONMCaHWE BO3MOXKHOCTEW HAapyHIMTENEH MO peanu3aluud UMH  yIrpo3
0€30MacHOCTY NPUMEHUTENILHO K HA3HAYEHWIO, COCTABY U ApPXUTEKTYPE CHCTEM H
ceTen.
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K monmenu yrpos Oe3omacHOCTH MH(POpPMAUKU MOTYT MIPHIIAraThCs PUCYHKH,
WJUTIOCTPUPYIOLIME BO3MOKHOCTH HAPYLIUTENEN, U APYTUE MOSICHSIIOIINE MaTEPUAJIBL.

6. Cnnocodb1  peasm3anum  (BOBHMKHOBEHHsI) Yrpo3 0e30macHoOCTH
uHdpopmManuu

Pazgen «CmnocoObl peanu3anu  (BOZHUKHOBEHHSI) Yrpo3 0€30M1acHOCTH
uH(MOpMAIUN» BKIIOYAET:

OMHCaHUE CHOCOOOB peann3alMM (BO3HUKHOBEHHUsI) Yrpo3 0e30MacHOCTH
nH(hopManuu, KOTOpble MOT'YT ObITh MCIIOJIb30BaHbl HAPYIIUTEISIMU PAa3HbIX BUIOB U
KaTEeTOpHIl;

onucaHue  HUHTEp(PeiicoB  OOBEKTOB  BO3JCHUCTBHS,  JIOCTYIHBIX  JUIS
HCIIOJIB30BAHUSl HAPYLIUTEIIMH  CIIOCOOOB  peaju3aluud yrpo3 0e301acHOCTH
nHpopmanun.

K Mozemu yrpo3 Oe3omacHOCTH MHPOpMAIUA MOKET MPHUIIAraThCs CXeMa C
OTOOPAKCHUEM  THUIOB  JIOTUYCCKUX, (U3UYECKUX HUHTEpPeiicoB  0OBEKTOB
BO3/ICHCTBHUA, B TOM YHUCIE TPeOYHOUMX (PU3UUECKOrOo NOCTyma K HUM, a TaKxKe
COOTBETCTBYIOIINE UM CITIOCOOBI peasn3aIuu yrpo3 6e30macHocTy nHbopmamm.

7. AKTyaJbHBIE YIPO3bI 0€3011aCHOCTH HH(pOPpMALIUHN

Pa3znen «AkryanbHble yrpo3bl 0€30macHOCTH HH(POPMAIIUNY BKIIFOYALT:

nepeyeHb BO3MOXHBIX (BEPOSTHBIX) Yrpo3 0e30macHOCTH WHGOpMauu i
COOTBETCTBYIOIIMX CIMOCOOOB WX peanu3allud U  YPOBHEH  BO3MOXKHOCTEH
HapyIIUTENEH;

ONMMCAaHWE BO3MOXKHBIX CIEHAPUEB peanu3anuu yrpo3 0e30macHOCTH
uH(pOpMaLnu;

BBIBO/IbI 00 aKTyaJIbHOCTHU YIpo3 0€30MacHOCTH HH(POPMALIHH.

K monenu yrpo3 6e3onmacHocTH MH(POpMALMM MOXET MPUIAraThCid CXeMa C
O0TOOpa’KeHUEM CLIEHAPUEB peau3aluy yrpo3 0€30macHOCTH UHPOPMALIUH.
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[Tpunoxenue 4
K Metoauke OLeHKH yrpo3
0e3omacHOCTH UHpOpMAIUU

Buabl puckos (ymep0a) 1 THIIOBbIE HETaTHBHbIE IIOCJIE/ACTBUA OT
peajm3anuu yrpo3 0e3onacHocT HH(pOPMALHH

Tabmmua 4.1
Ne Buanbl Bo3mo:kHbIC THIIOBBIC HETATHBHbIC
pucka (ymepoa) MOCJIeACTBUA
V1| Vmepb puzuueckomy JHILy YTrpo3a )KU3HU WIH 340POBBIO.
YHUKeHrEe JOCTOMHCTBA JIMYHOCTH.
Hapymenue CBOOOPI, JTUYHOU
HEIIPUKOCHOBEHHOCTH.
HapymeHnne HempuKOCHOBEHHOCTH YaCTHOU KU3HU.
Hapymienne nu4HOHM, ceMEHHOW TalHBI, yTpara
YECTH U 1I00pOro HMEHH.
Hapymenne  TaiiHbl  nepenuckd, — TenedOHHBIX
TIEPErOBOPOB, MHBIX COOOIICHHIA.
Hapywenne wuHbpIX npaB u cBOOOA TIpaxkIaHUHA,
3akperieHHbIX B KoHcTHTynmu Poccuiickoi
Denepanyn U QpenepaabHbIX 3aKOHAX.
®uUHAHCOBBLIM, HWHOM  MaTepUalbHBIK  yIIepo
dbusnueckomMy IHIly.
Hapymienue KOH(UICHIIMAILHOCTH (yreuxa)
MEPCOHABHBIX TAHHBIX.
«Tpasisp» rpaxaannna B cetu «MaTepHeT».
PasrinameHune nepcoHaNbHBIX TaHHBIX TPaXXIaH
Y2 | Pucku  HOpUAMYECKOMY  JIHILY, Hapymenue 3aKOHOJATENbCTBA Poccutickoit
VH/IUBHIYAIbHOMY ®enepanuu.

NpEANPUHUMATENIO, CBSI3aHHBIE
XO3UCTBEHHON JIEATEILHOCTLIO

(¢

[Totepst (xulIeHNE) NEHEKHBIX CPEICTB.

Henonomyuenne oxmmaeMor  (IpOTHO3HPYEMOi)
MpHUOBLITH.

HeobxoanmocTts JIOMOJTHUTEITbHBIX

(He3armIaHUPOBAaHHBIX) 3aTpaT Ha BBILIATHL TpadoB
(HEYCTOEK) T KOMITCHCAITHA.

Heob6xoxumocTs JIOTIOTHUTCIILHBIX
(He3arulaHMPOBAaHHBIX) 3aTpaT Ha 3aKYMKy TOBApOB,
pabor wmnu  ycayr (B TOM  YMCIC  3aKyIKa
MPOrpaMMHOTO OOCCIICUCHHS, TCXHUYCCKUX CPEJICTB,
BBHIIEIINX W3 CTPOS, 3aMeHa, HACTpPOHKa, PEMOHT
YKa3aHHBIX CPEJICTB).

Hapymienrne mratHOTO pekuma (pyHKITHOHUPOBAHHUS
aBTOMATU3MPOBAHHONW  CHUCTEMBI  YIPABICHUSI |
YIIpaBIIeMOro o0beKTa /UM Mpolecca.

CpbIB 3aIIaHUPOBAHHOM CJICIIKU C IAPTHEPOM.

HeobOxonumocTts JOTIOTHUTETbHBIX
(He3arulaHMPOBAaHHLIX) 3aTpaT Ha BOCCTAHOBIICHUC
NesTeTbHOCTH.
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[Iponomkenue Tadmumbl 4.1

Buansr

pucka (ymep6a)

Bo3Mo:kHBbIE THIIOBbIE HErATHBHLIE
NnoCJIE€ACTBUA

[ToTepst KTMEHTOB, MOCTABIIUKOB.

[ToTepss KOHKYPEHTHOTO MPEUMYILECTBA.

HeBo3zmoxxHOCTH 3aKJIIOYEHUS JIOTOBOPOB,
COTJIAIICHUIA.

Hapymienune jies0Boii perryramu.

CHIXEHHUE MPeCcTKA.

Juckpenuraiys paboTHUKOB.

YTpata goBepus.

[Ipuunnenue MMyIIeCTBEHHOIO yiepoa.

HecnocobHocTh BBIITOJIHEHHS JOTOBOPHBIX
00513aTeIILCTB.

HeBo3moxXHOCTE  pemreHus 3amad  (peanusalun
bynkuni) i cHMKeHUE 3((EKTUBHOCTH PCLICHUS
3anay (peanusanun (yHKITII).

Heo6xoxumocts WU3MEHEHUs (nepecrpoenusi)
BHYTPEHHUX TIpoLleyp s JOCTHXKEHMs Lenei,
peuienus 3a1a4 (peann3anuy QyHKIHH).

IIpuHsATHE HEMPABUIIBHBIX PEHICHUM.

IIpoctoit uHPpOPMALMOHHON CUCTEMBbI WJIN CETH.

IlyOnukanus HeAOCTOBEpHOM MHpOpMANMM  Ha
BeO-pecypcax OpraHu3aluy.

Ncnonb3oBanue BeO-pecypcoB sl
pacmpocTpaHeHHs M YIOpaBJIE€HUS  BPEIOHOCHBIM
IIPOIPaMMHBIM 00€CIIEYEHHEM.

Paccpuika  MH(MOpPMALMOHHBIX ~ COOOIIEHHH €
UCIIOJIb30BAHUEM  BBIYMCIUTEIBHBIX  MOIIHOCTEN
oreparopa u (WiIn) OT €ro HMEHH.

VYTeuka KOH(HICHIITATHLHON nHpOopMaIn
(KOMMEpYEeCKOH  TallHBI, CEKPETOB IPOM3BOICTBA

(HOy-Xay) M 1Ip.)

V3

Ymepd rocymapctBy B 001acTH

o0ecIcucHus
0e30macHOCTU
IIPABOIIOPSIIKA,
COILIMAITLHOM,
MOJIUTHYCCKOM,

00OpOHBI  CTpAaHEI,
rocyaapcTna u

a TaKke B
3KOHOMHMYECKOM,
3KOJIOTHYECKOM

chepax IeITeTbHOCTH

ITpuunHenne yiiep6a )KU3HH U 3/I0POBBIO JIFOZEH.

[Ipekpammenne uinn Hapymenne GyHKIHOHHPOBAHUS
00BEKTOB o0ecreyeHus KU3HEEATENbHOCTH
HACEJICHUSL.

Ipekparienne wim HapyieHne (yHKIIMOHUPOBAHUS
00BEKTOB TPAHCIIOPTHOW MHPPACTPYKTYPHI.

Ipekpatienue wim HapyiieHue GYyHKIIMOHUPOBAHUS
rOCylapCTBEHHOI'0 OpraHa B 4YacTH HEBBIIOJIHECHUS
BO3JI0’KCHHOM Ha HETO PYHKIIMU (TOTTHOMOYHS).

[pekpamenne unm HapyueHue (pyHKIIMOHUPOBAHUS
CEeTH CBS3H.

OTcyTcTBHE NOCTYNA K TOCYIapCTBEHHOHR YCIIyTe.

Hapyuienne ycnoBuil MeEXIyHapOJHOIO JIOrOBOpa
Poccuiickoit ®enepaunu, CpblB MNEPETOBOPOB WU
HOAIMCAHUS  IUIAHUPYEMOIO0 K 3aKJIIOYCHUIO
MEKIYHapOaHOTO noroBopa Pocculickoit @enepanuu.

CHmKeHHe ypOBHA  J0XOla T[OCYAapCTBEHHOM
KOPIOpAluK, TOCYIapCTBEHHOW OpraHu3aluy WIH
OpraHu3al|y ¢ TOCYAaPCTBEHHBIM yYaCTHEM.
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[Iponomkenue Tadmumbl 4.1

Ne Buani Bo3MokKHbIE THIIOBbIE HErATHBHbIC
pucka (ymep6a) MOCJIeACTBUA
Bo3nukHoBeHne ymepba Oromxeram Poccuiickoit

Penepanuu.

[Ipekpamienue  WaM ~ HaApyUICHUE  MPOBEACHUS
KJIMEeHTaMH orepaunii no 6aHKOBCKUM cYeTaM U (WJIN)
0e3 OTKpBLITUSI OAHKOBCKOI'O CHeTa WJIM Olepaluii B
CUCTEMHO 3HAa4yMMOH KpPEAUTHON  OpraHu3alluu,
OICPAaTOPOM  YCIIYT IUIATEKHOM WMHQPPACTPYKTYPHI
CHUCTEMHO U (MJIM) COLMAIbHO 3HAYMMBIX MJIATEKHBIX
CHCTEM, CHUCTEMHO 3HAUYUMOH WHQPACTPYKTYPHOU
opraHuzanyeid (PHHaHCOBOTO PBhIHKA.

Bpejinbie BO3eHCTBYS HA OKPYKAIONIYIO CPEY.

Ilpexpamienue uiaM HapyuieHue (yHKIHOHUPOBAHUS
ITyHKTA YIPABJICHUA (CUTYallMOHHOT'O LIEHTPA).

CHuxenue [IOKa3aresen rOCyapCTBEHHOIO
00OpOHHOTO 3aKa3a.

[Ipekpatienue uam HapyiieHue QyHKIIMOHUPOBAHMS
nHPOPMALMOHHON cHCTEMBI B 00J1acTH OOecIeHeHus
00OpOHBI CTpaHbl, 0O€30MAaCHOCTH TrocynapcTBa U
1IPaBOIIOPsIIKA.

Hapymenune 3aKOHO/1aTE/IbCTBA Poccuiickoit
®enepauuu.

[Iybnuxarus HETOCTOBEPHOM COIMANBHO 3HAYMMOM
uHpopMauun Ha BeO-pecypcax, KOTopash MOXET
IIPUBECTH K COIMAJIbHON HAUPSIKEHHOCTH, I1aHUKE
Cpelu HaceJIeH!s U Jp.

Hapymenune mratHoro pexuma (yHKIIMOHUPOBAHUS
aBTOMAaTH3MPOBAaHHOW  CHUCTEMBI  YIpPaBJICHHUS U
yIpaBIsIeMOro o0ObEKTa /WM TPOIecca, €CIH 3TO
BEJCT K BBIBOJY U3 CTPOS TEXHOJIOTHYECKUX OOBEKTOB,
MX KOMIIOHEHTOB.

Hapymenue 0O0IIECTBEHHOT O IIPaBOIIOPSIKA,
BO3MOXXHOCTh ~ MOTEPU WM  CHUXKEHHUS  YPOBHS
KOHTPOJIS 32 0OLIECTBEHHBIM IIPABOIIOPSIKOM.

Hapyenne Bei0opHOro mponecca.

OtrcyrcTBUE BO3MOKHOCTHU OIIEpaTUBHOIO
OTIOBEIIEHHsI HACEJIEHNSI O YPE3BbIUAHON CUTYaIUN.

Opranu3auuss NHKETOB, 3a0aCTOBOK, MUTHHIOB U
OPYruX aKIuu.

MaccoBble YBOTbHEHHUS.

VYBenuueHne  KonuuecTBa  kanmo® B OpraHsbl
TrOCyIapCTBEHHON BIACTH WJIH OpraHbl MECTHOTO
caMOyHpaBIICHHUSI.

[losiBnenue HETraTUBHBIX myOaukanuil B
OOIIEAOCTYIIHBIX UCTOYHUKAX.

Co3gaHne NpennocbUIOK K BHYTPUIIOJUTHYECKOMY
KpU3HUCY.
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Oxkonuanue Tadmuusl 4.1

Buansr
pucka (yuiep6a)

Bo3Mo:kHbIE THIIOBBbIE HErATHBHLIE
NnoCJaeACTBUA

Jloctyn K mNepcOHANBbHBIM JIAHHBIM COTPYJ/IHUKOB
OpraHoOB T'OCYIapCTBEHHON BIACTH, YIIOTHOMOYEHHBIX
B oOnactu obecreyeHuss 0OOpOHBI, OE30MacHOCTU U
IpaBOIMOPSIIKA,  BBICIIMX  JIOJDKHOCTHBIX  JIHI]
TroCy1apCTBCHHBIX OpraHos " JAPpyrux JIAIY
rOCyIapCTBEHHBIX OPTaHOB.

JlocTyll K CHCTEMaM M CeTSIM C 11€J1bI0 HE3aKOHHOI'O
HCIIOJIB30BAHUS BHIYMCIUTENbHBIX MOITHOCTEIA.

Hcnonp3oBanne BeO-pecypcoB  TOCYAAPCTBEHHBIX
OpPraHOB [l  paclHpOCTPaHEHHS ©  YIPaBIICHHS
BPCAOHOCHBIM IIPOTrpaMMHBIM o0ecreueHneM.

VYT1euka nHGOpPMAIMHA OTPAHUIEHHOTO JOCTYIIA.

Henpenocrasienue rocy 1apCTBEHHbBIX yCIyT

VKa3aHHBIC THUIIOBBIC HETATHUBHBIC MMOCJICACTBHUA OT pcalin3allud  yrpo3s

oe3onacHOoCcTH WHGOPMAIIUK MOJUIEKAT KOHKPETHU3AIMM U MOTYT JIOTIOJHSTHCS
JPYTMMH HETaTUBHBIMU MOCJEACTBUSIMU B 3aBUCUMOCTH OT OCOOEHHOCTEHM o0nactu
JIESITETBHOCTH, B KOTOPOH (DYHKIITMOHUPYET CUCTEMA M CETh.
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[Ipunoxenune 5
K MeTtonnke OLeHKH yrpo3
0e3omacHOCTH HHPOpPMAITUU

IIpumepsl onpeesienus 00bEKTOB BO3/1eiiCTBUA U BU/I0B
BO3/1efiCTBUA HA HUX

Tabmuma 5.1
HeraTusHsble O0BbeKTHI BO3/1€iiCTBHSA Buabl Bo3eiicTBuA
10CJICACTBUA
Pasrnamenune baza JAHHBIX | YTeUka  WACHTU(DHUKAIMOHHON  MHpOpMaNnu
IIEPCOHAIIBHBIX UHPOPMAIIMOHHOM rpaxaH u3 0a3bl JIAHHBIX
JAHHBIX TIpaXk[JaH | CUCTEMBI, COZAEprKalas
Y1) WJICHTH(QUKAIIMOHHYIO
UH(pOPMALIUIO FPaXaaH
VY nanennoe VYreuka nneHTHPUKALINOHHOM nHpOpMaLUK
aBTOMAaTU3UPOBAHHOE rpaxjaaH ¢ APM nons3oBaresns
pabouee mecto (APM)
MOJIh30BATEIS
Jluans  cBasu  Mexay | [lepexBat uHpopMmaium, coaepxkamniei
CEpPBEPOM OCHOBHOTO | UACHTU()UKAIMOHHYIO HH(POPMAIUIO TPaKIaH,
[CHTpa 00paboTKH | mepeaBacMoit MO JTUHUSIM CBSI3U
JAaHHBIX H  CEpBEPOM
pe3epBHOro IEHTpa
00pabOTKH JaHHBIX
Beb-npusnoxenue HecanknmonupoBaHHbIN JIOCTYIL K
uH(OPMaLIHOHHOK UACHTU(DUKAITMOHHON HMH(pOpMAIK TpaxiaH,
CHCTEMHEI, coJIepIKaIIecs B BEO-TIPUIIOKCHUH
oOpabaTeIBaromeit HH()OPMAITHOHHOW CHCTEMBI
UACHTH()HUKAITMOHHYIO
MH(}OPMALIKIO FPaXKaaH
Xwnnienne bank-knmenT HecanknnonnpoBaHHas Mo IMEeHa JaHHBIX,
JICHEKHBIX CPEICTB COJCPKALIMXCS B  PCKBH3UTAX  IUIATEKHOTO
co cyeTa NOpYUYEHUs
opranusamuy (Y2)
APM ¢unancosoro | HecankunonupoBanuas MoauduKams
JIUPEKTOpa uHDOpPMAINK B TUIATEKHBIX PACTOPSIKCHUSIX W

OTNPABKA HEIOCTOBCPHBIX PACHOPSDKEHUN OT
UMCHU (DMHAHCOBOTO JIMPEKTOPA

DNEeKTPOHHBIN MOYTOBBII

Monudukarus uHGOpMAUUA B IUIATEKHBIX

SIIITAK (DMHAHCOBOTO | paclopsDKeHUAX U OTIpaBKa HeJOCTOBEPHBIX

JIUpEeKTopa pacnopspkeHWii  OT  MMEHM  (PUHAHCOBOTO
TUPEKTOpa

APM riagHoro | [logmena JaHHBIX, cojiepKalllUX PEKBU3UTHI

Oyxranrtepa IUIAaTEXHBIX MOPYUYEHUH W APYrod TIUIaTeKHOU

unpopmanuu Ha APM riaBHoro Oyxrairepa
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Okonuanue Tadimmer 5.1

HeraTuBHbIe OO0BLEKTHI BO3aeliCTBUA Bujarel Bo3aelcTBUA
1ocJIe/ICTBUS
CpniB APM pykoBonutens | Mogudukauus  uHpopManuu W OTIIPaBKa
3aINTAHUPOBAHHON | OpraHM3aIUH JNEKTPOHHBIX ~ NHCEM C  HEIOCTOBEPHOU
CICTKH c uHbopMalMell  OT HUMEHHM  PYKOBOAUTENS
naptHepoM (Y2) OpraHu3au
DJNEeKTPOHHBIA 1OYTOBLIN | Mojudukanus uHbOpMauu W OTHpPaBKa
STUK PYKOBOJUTENS | SNEKTPOHHBIX ~ IHCEM € HEJOCTOBEPHOMU
OopraHu3anuu uHpOpMaIMCH  OT  WMCHU  PYKOBOJUTEIIS
OpraHU3aIIH
3arps3HeHus Kommyranmuonusii Hecanknunonuposannas Mo UK
OKpY’Karolen KOHTPOJLIEP sl | (M3MEHEHHUE) JIOTMKH paboThl MM  YCTABOK
cpefbl U BOJOEMOB | YIPaBJIECHUS KOMMYTALIUOHHOTO  KOHTpoJUlepa,  KOTopasd
B pe3yJsbTare | aBapuiiHbIMU IPUBOAUT K OTKPBITHIO (WJIM HE 3aKPLITHIO)
pasnuBa He(PTU W3 | 3aJBUKKAMHU B | aBapUIHON  3aJBWJKKM  IIPU  HapyUICHUH
Hedrenposoaa HedTeIpOBOIC TepPMETUYHOCTH HEPTEIIPOBOIA
(¥3) [Tporpammupyemslii HecankumnonuposanHas MoOJM(UKaLHs
JIOTMUCCKUI KOHTpOJLICp | (M3MEHEHUE) JOTUKH padoThl uiam ycraBok ITJIK,
(IUIK) pns ympaBieHMs | KOTOpass NPUBOAUT K BKIIOYEHUIO (MM HE
HAaCOCHBIMH CTAHIMAMH | OTKJIFOUEHUIO) HACOCHOM CTaHIMHU MPU 3aKpPBITOH
aBapUiHOM 3aJIBIKKE B HEQTEIIPOBOIC
APM oneparopa HecankunonupoBaHHass ~ OTIIpaBKa  KOMaHg,
OpuBOAALIas K HecpaOaTBIBAaHUIO  CPEICTB
aBapuiiHOM 3amuTbl W (WIM) K HW3MEHEHUIO
noruku 1JIK
Henpenocrasnenne | Be6-nipunoxkenne OTka3 B 00CITyKMBaHUN BEO-IIPUIOKCHHUS
rOCyJapCTBEHHBIX | HOpTaja
yeayr (Y3) TOCYJIaPCTBEHHBIX YCIyT

[Tonmena undopmaly Ha CTpaHULAX MOpTaia
Ha HEeJIOCTOBEPHYIO

Cucrema  ympaBieHUs
COIEPKUMBIM BeO-
HIPUIIOKECHUS (cafiTa)
nopraa
rOCyIapCTBEHHBIX YCIyT
CepBep  GamaHCUPOBKH
HArpy3KH Ha BeO-
MPUIIOKEHUE (caiiT)
nopraina

TOCYJJaPCTBEHHBIX YCIYyT

Otka3 B 00CTy>KWBaHNN BEO-MPUITONKEHUS

CepBep BeO-NPHUITOKCHUS
(caitTa) nopTaia
TOCYIAPCTBCHHBIX YCIIYT

OTka3 B 00CITy)KMBaHNUN BEO-TIPUITOKEHUS

CepBep  0a3
noprajua

rOCyJIapCTBEHHBIX yCIYT

JaHHBIX

Otka3 B OOCIY)XKMBaHMH cepBepa YIpaBIeHUSI
0a3amu JJaHHBIX

IMogmena wundopmamuu B 0a3ax JaHHBIX Ha
HEZIOCTOBEPHYIO

Vreuka I[ICPCOHAJIBHBIX NAHHBIX I'PAKIaH
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[Tpunoxenue 6
K MeToauke OEHKH yrpo3
0e3omacHOCTH HHpOpMaIUU

Bo3MoKHbBIE 11eJIN peajiu3anuu yrpo3 6e3onacuocru uudopmanuu

HAPYIIHUTEJIAMHU
Tabauma 6.1
Ne Buabi Kareropun Bo3moskHbI€ LIeJIH peajin3aluu yrpos
BH/IA HAPYUIUTEJS HAPYLIUTEJS 6e3onmacHocTy HHPOPMALIVH
1 CrnenuaibHbie  CITY)KOBI Brenmaui Hanecenue ymiepba rocyaapcTBy B obiactu
HHOCTPaHHBIX obOecrieueHuss OOOPOHBI, 0E30MACHOCTH H
rocymapcTB MIPaBOMOPAIKA, & Tak)Ke€ B MHBIX OTIEIbHBIX

o0JlacTsaX ero JIeATCIHLHOCTH WM CEKTOpax
SKOHOMHUKHM, B TOM YHCIIE IUCKPEIUTALIUS
WU JleCTaOMIIM3aLIHs JeATEIbHOCTH
OTACNBbHBIX  OpPraHOB  T'OCYJapCTBEHHOM
BJIACTH, OopraHu3aiui, HOJIyYCHHUE
KOHKYPEHTHBIX TMPEUMYIIECTB Ha YpPOBHE
rocyJapcTBa, CPBIB 3aKIIOUCHUS
MEXAYHAPOJHbIX  JOTOBOPOB,  CO3JIaHUE
BHYTPHUIIOJUTHYECKOTO KpHU3HUCA

2 Teppopuctudeckue, Brenmnwuit CoBepiieHUE  TEPPOPUCTUYECKUX  AKTOB,
3KCTPEMUCTCKHUE yIpo3a KU3HH IpaxkIaH.
TPYIIHPOBKH Hanecenne ymepba oTHenbHBIM —cepam
JICATEIBHOCTH WM CEKTOPaM HKOHOMHKH
rocynapcTBa.

JlecTabumm3anus oOmIecTa.
Jecrabmm3anust  JACSITEILHOCTA  OPraHOB
TOCY/IapCTBCHHOW BJIACTH, OPTaHW3AIUI

3 [IpectymnHbie CPYTIBI Brennuii [lonmyyenne  (uHAHCOBOM WM  HMHOU
(KpuMUHAIEHBIC MaTepuaibHON BBITOJbI.
CTPYKTYpBbI) Kenanue camopeanuzanuuu (IIOATBEPKIECHUE
cTaTtyca)
4 Otnenbuble  (hU3HYCCKHUC Bremmnwuit [Monyyenne  ¢uHAHCOBOM  WiIM  HHOH
auna (xakepsl) MaTepHaJIbHONU BBITOJIBI.
JIro6onbITCTBO 150 051 JKEIIaHHe
camopeanm3aium (MOATBEPXKICHHE CTaTyca)
5 Konkypupyromue Bremnuit [TomyuyeHnne KOHKYpEHTHBIX ITPEUMYILECTB.
OpraHu3anuu [lomyuenne  ¢uHAHCOBOM  WIM  HWHOMU
MaTepUATBHOUN BBITOJIBI
6 Pazpabotunku Bnyrpennuii | BHenpenue JOITOTHUTEIBHBIX
MIPOTPAMMHBIX, (b YHKIIMOHATLHBIX BO3MOKHOCTEH B
HIPOrpPaMMHO- IIpOrpaMMHEIE I IpOrpaMMHO-
annapaTHbIX CPEICTB anrnapaTHbIe CPeJCTBA Ha dTaIe pa3padOTKH.

[Tosryuenne KOHKYPEHTHBIX IIPEUMYIIECTB.
[lomyuenne ~ ¢uHAHCOBOM  WJIM  WHOWU
MaTepHAIbHOUN BBITOJIBI.
HenpennamepeHHble, HEOCTOPOXKHBIE WIH
HEKBAIM()UITMPOBAHHbIC JICHCTBUS
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Oxkonuanue Tadmuue! 6.1

Ne Buabl Kareropun Bo3MoskHBI€ LeJH peaTu3aluu yrpo3
BHIA HAPYLIUTEIS HAPYLIUTES 0e3onacHOCTH HH(POPMALNH
7 JInna, obecreunBaronue Bremuunii [Tonyuenue (buHaHCOBOI UIn AHOU
MIOCTaBKY IPOrPaMMHBIX, MaTepuanbHON BBITOJBI.
MIPOTpaMMHO- HenpennamepeHHbIE, HEOCTOPOXKHBIE WU
anmapaTHBIX  CPEJCTB, HEKBaTU(GUIIMPOBAHHBIC JICHCTBUSI.
o0ecreynBaromux IlomydyeHne KOHKYPEHTHBIX IPEUMYILECTB
CUCTEM
8 [TocTaBumku Buyrpennnii | [lonydenune — uHaHCOBOW ~ WM HMHOWU
BBIUHUCIUTENbHBIX YCIYT, MaTepuanbHON BBITOJBI.
YCIIYT CBA3H HenpennamepeHHble, HEOCTOPOXKHBIE WIH
HEKBAJTM(QHUITMPOBAHHBIC JICHCTBHSI.
IlosrydeHne KOHKYPEHTHBIX IIPEUMYIIECTB
9 | Jluna, npuBiiekaemble | BHyTrpennuit | llomyuenune — (uUHAHCOBOH  WIM  HHOH
UL YCTaHOBKH, MaTepUaibHOU BBIFOJIBI.
HAaCTPOMKH, MCIIBITAHUH, Henpennamepennele, HEOCTOPOXKHBIC WM
IIyCKOHAaJIaJI0YHbIX U HEeKBalIU()UUUPOBaHHbIE JEUCTBU.
VIHBIX BUJIOB paboT IToydeHre KOHKYPEHTHBIX TPEUMYIIECTB
10 |JIuma, o6ecneumBatomme | Bryrpennnii | [lomyuenne — guuancoBod — wim  HHOH
(D YHKIIMOHUPOBAHUE MaTepuanbHON BBITO/IBI.
CUCTEM U CeTe WM HenpennamepeHHble, HEOCTOPOXKHBIC WU
o0ecneYnBaroIue HEKBAIU()UIUPOBaHHbIE JEHCTBUSA
CUCTEMBI oreparopa
(aqMuHUCTpalus, OXpaHa,
yOOpIIMKY U T.1.)
11 | ABTOpHU30BaHHbIE Buyrpennnii | [lonyuyenne  ¢uHaHCOBOM  WIM  HHOU
1I0JIb30BATEIN CHUCTEM U MaTepuaibHON BBITOJIBI.
ceTen JIro60mBITCTBO WIH JKEJIaHHE
camMopeanu3alnuu (MOATBEPKACHUE CTaTyca).
MecTtsb 3a paHee COBEpIICHHBIC JICHCTBHS.
HenpennamepeHHbIE, HEOCTOPOXKHBIE MIIN
HEeKBaIU()UIMPOBaHHbIE NeMCTBUS
12 | Cucremusle Buyrpennnti | [lonydenne — guoancoBod  wim  HHOH
aJMUHHUCTPATOPHI u MaTepuaibHON BBITOJIbI.
aIMUHHUCTPATOPHI Jlro6ombITCTBO W KenaHne
0€3011aCHOCTH camopeam3anuu (II0ATBEPKICHUE CTaTyca).
MecTb 3a paHee COBEpIICHHBIEC JEHCTBHS.
HenpennamepeHHble, HEOCTOPOXHBIE WU
HEKBATM(GUIIMPOBAHHBIC ICHCTBUS
13 | boiBlue paboTHUKH Buewmnunit [Monyyenue  (UHAHCOBOH WM HMHOM
(Tmonb30BaTENN) MaTepUaAIbHOM BBITOJIBI.
MecTb 3a paHee COBEPIIICHHBIC JCHCTBUS
VYkazaHHblc  BO3MOJKHBIC  LICJIM  peaju3aluu  yrpo3  0e301aCHOCTH

UH(pOPMALNU TI0/JICKAT KOHKPETU3ALUU U MOTYT JIOIOJIHATHCS IPYTHMHU LEIISIMU
B 3aBHCUMOCTH OT OCOOCHHOCTEH 00JlacTH  JACATEIbHOCTH, B  KOTOpPOH
(YHKIMOHUPYIOT CUCTEMBI U CETH.

IIpu oLieHKe BO3MOKHOCTEN HapyIIUTENEH HEOOX0UMO UCXOAUTh U3 TOTO, YTO
JUTSL IOBBILLIEHUS] YPOBHSI CBOMX BO3MOXHOCTEM HapylIMTeau | BHOa MOryT BCTyHaTh
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B croBop ¢ mapymmutensimu S, 6, 7, 8, 9, 10, 11, 12 Bugos. Hapymurenu 2 Buga
MOTYT BCTynaTh B croBop ¢ Hapywmureasmu 10, 11, 12 Bunos. Hapymumrenu 3 Buna
MOT'YyT BCTynaTh B croBop ¢ Hapymmrensmu 10, 11, 12 Bunos. B cinydae npunsTus
TaKuX TMPEJNOJOKEHUN 1EeU U YPOBHU BO3MOXKHOCTEW HapyIIUTENICH TMOJIEeKAT
00BEINHEHHUIO.
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[Tpunoxenue 9

K MeTtoanke OLeHKH yrpo3
0e3omacHOCTH HHpOpMaIUU

IIpuMepsI pe3yJibTaTa onpe/ie/eHus aKTYyaJIbHbIX HAPYIIUTEIeH IPH

peajm3anuu yrpo3 6esonacuoctu nugopmManum u

COOTBETCTBYIOIIUME UM BO3MOKHOCTH

(st rocy1apcTrBeHHO HHGOPMALMOHHOM CUCTEMBI)

Tabmura 9.1
Ne | Buabl pucka (ymep6a) u Buabi Kareropus Yposennb
I/ | BO3MOKHbIE HeraTUBHbIE aAKTyaJbHOI0 HAPYIIUTeNAs | BO3MOXKHOCTeil
HOCJIEACTBHS HApYIIHTEasT HAPYLIMTEJIs]
1 VY1: IIpecrynnsie TpymIbI Buennuii H3
HapylleHHe (KpuMUHaIbHbIE
KOH(HICHIINAILHOCTH CTPYKTYPBbI) Buyrpenaui®**
TIEPCOHAJIBHBIX JAHHBIX OtnenbHbIE Bueunnii H2
TPAXKIAH; ¢dusnueckue Jymmna
HapyluieHue JUYHOM, (xakepsl)
CEMCHHOM TalHbl, yTpaTa Pa3paboruuku Buyrpennmuii H3
YECTU U A00POro UMEHHU; IPOTrPaMMHBIX,
(UHAHCOBBIN, UHON IPOrpaMMHO-
MaTepUaIIbHBIN yIiepo anmapaTHbIX CPE/ICTB
(Gu3MYECKUX M1 Cucremnsle Buyrpennuit H2
aJIMUHUCTPATOPbI U
aIIMUHHCTPATOPBI
Oe3onacHocTH
ABTOpPU30BaHHbBIC Buyrpennui H2
HOJb30BATENH CUCTEM
U cereu
2 V2: [IpectynHble rpynmbl Buennuii H3
HEBO3MOXXHOCTD (KpuMUHAITBHBIC
3aKITFOYESHUS JIOTOBOPOB, CTPYKTYPHI)
COTJIAILICHU; OtnenbHbIC Buyrpennuit H2
yTeuKa KOMMEepUYECKOn ¢dusnyeckue nuna
TalHBI; (xakepsl)
TOTEPS KITMEHTOB; Pa3zpabotunkn BHyTpeHHnit H3
HApYyIICHUE JCIIOBOM IPOTrPaMMHBIX,
penyTanuu; POTrpaMMHO-
HEAONOTYYCHUE annaparHblX CpeACTB
0XKHJIAEMOMU MPUOBLITH CucreMHbIC BHyTpcHHUiA H2
aJIMUHHCTPATOPbI U
aJIMUHUCTPATOPBI
0e301macHOCTH
3 VY3: CrenuanbHble Buemmuit H4
HapylIeHHne CI1yK0Obl HHOCTPaHHBIX
(G YHKIMOHMPOBAHMSI roCyJ1apCcTB Buyrpenanii***
roCyIapCTBEHHOTO OpraHa, Teppopuctuueckue, BHennwmii H3
JIICKPEIUTAIUS KCTPEMHUCTCKUE

ACATCIIbHOCTU OpraHa

OpraHu3anuun




61

Oxonuanue Tadmunes! 9.1

Ne | Buabl pucka (yuepoa) u Buabi Kareropus Yposenn
I/ | BO3MO:KHbIE HEraTUBHbIE AKTyaJbHOI0 HAPYLIMTENS] | BO3MOKHOCTEH
noC/IEACTBHS " napymureas’ HApYIIUTEIsl
COCYJIApCTBEHHOM BIIACTH; IIpectynHbie Tpynmbl Bremnnit H3
JIOCTYII K CUCTEMaM U CETsIM (KpMHHAILHBIC
C LENbI0 HE3aKOHHOTO CTPYKTYPBI) BryTtpeHHnii* **
UCIIOJIb30BaHUS v
CIIOIIE30 Pa3paborunku BHyTpenHnnit H3
BBIYHCIIHTENbHBIX HPOrPAMMHBIX,
MOIITHOCTEI;
OHIHOCTCH, IIpOorpaMMHO-
yTeuKa HHpopmann annapaTHbIX CPeJICTB
OPAHUUYEHHOTO JIOCTYIIA,; v
P jloctyna, CucreMHbIe Buytpennuii H3
OpraHu3alysi MUTHHIOB,
aJIMUHUCTPATOPbI U
3a0acTOBOK M3-3a
. aIMMUHHUCTPATOPbI
MyOIUKaIi
. 0e30MacHOCTH
HEI0CTOBEPHOMN
nH(opMaIH; ABTOpHU30BaHHbIE Buyrpennuit Hl
OTCYTCTBHEC 10CTYyIIa K MOJIB30BATENN CUCTEM
COIMAIIHO 3HAYMMBIM U ceTeii
roCyJapCTBEHHBIM YCIyram —
beiBiINE Buyrpennuit HI
(YBOJIEHHBIE)
paboTHUKHN
(Tonp30BaTENN)
" - mpuMEpbl  BO3MOXHBIX IICJICH  peayiM3alii  yrpo3  0e30I1acHOCTH

HH(OPMAIINU ¢ YICTOM O0JIaCTH JCATCIBHOCTH, B KOTOPOH ()YHKITHOHUPYIOT CHCTCMBI
1 CCTH, OIIPCACIICHHBIC C YUYCTOM IPHIOKCHUM 4 1 5 K HacTosieii MeToauke.

. IIpuMephl BHIOB aKTyaldbHBIX HApYIIHTENCH, ONpeIcicHHBIC C yYETOM
MIPUIIOKCHMM 6 1 7 K HacTosmie MeToauke.

CHUCTCMHBIMH

sk ok

aJMMHUCTPATOpPaMHU

OIIPCACICHHOM B IIPHUJIOKCHUHN 7 K HACTOSIIEH MeTOI[I/IKe.

- IIpU CrOBOPE MPECTYNHOW TPYNNUPOBKU (KPUMHHAIBHOM CTPYKTYpPBI) C
aAMMHHUCTpATOpaMu U

0e301macHOCTH,
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