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KAPTOYKA - Kog PUB

HudopManss o manHpyeMeIX MEPONPHATHAX 110 PRCKPLITHIO HuopMalHy 0 HHIMIEHTAX, CBA3AHHEIX ¢ HapylmenHeM Tpebosanuii Kk obecredenuio
3amMTE HHOOPMAKMH IPH OCYMECTBICHHH IIEPEBOIOB ICHEKHBIX CPEICTB, BKIKOYAd pasMemicHHe HHpoOpManmuH Ha o(HIManBHBIX caiitax B
HHGOPMAIHOHHO-TeIEKOMMYHHKAIIHOHHOMN ceTH «MHTepHeT», BEITYCK IIPecc-pe/IHioB H IPOBEIEHHE Npecc-KoHdeperIHii.

2. Obwue ceedenun, codeprcaquecs 6 Kapmoukax unyudenmos koda INT u EXT

e
Ne m\n | Copep:xanne IIpaMevanne —
1 Ha3panwue ygacTHHKa VkasplBaeTcd NonHoe 0QHIHANIEHOE HAHMEHOBAHHE YIACTHHEA ZP
undopManHoHHOTO 0DMEHA Crapt TexcT npoexTa
(mommoe)
2 KonrakTHEIe DaHHEIE Vxkaseisaercs (PHO, nomxnocts, HoMep Tenedona B opmare + } » E] [
OTBETCTBEHHLIX JIHII 3JIEKTPOHHOH I10YTEI
Y4aCTHHKA
HHd}OpMaI.IHDH]IDI‘O OﬁMcHa & ﬂaCﬂOpT HDDE'KTE. Ha gaHHoM 3Tane NpoBoAATCA OBLUECTBEHHEIE OOCYHAEHWA B
(065{33’1‘@1“10} o OTHOWEHW WM TEKCT2 NPOEKTa HODMETHBHOMD NpaBoBorg akTa W
3 Ilara M BpeMs BLISBICHHN INara yxasssaercs B hopmare [TTTMMIIL. Bpems yxkassisaeTy ranmenoBanve HE3ABHCHMAR AHTHKEDDYNLMOHKA 3KCNEPTH3A
uHopaentTa (obasaTensuo) B dopmare UTC+X (manpumep, nns Mockssr: UTC + 3) 06 yTaEoMaeH Y Mepeussl ¥HBODMALIY, NPEACT2BNSEMOR B
4 MecTo BEIABICHHA B cooteerctein ¢ O0mepoccriickiM kiaccHdukaTopoM o0LeK] FOCYIARCTBEHHYHD CHOTEMY OBHADYMEHYA, NDEYNDENIEHIA ¥ MHGopMaLY no sTany
(OEHBaTEJIHIO} {UKATO:} YHEA3bIBACTCAH nepmi YPOBCHE xnaccnc]}mcauﬂ.u B ¢I'O] NUKBKOAUWW NOCNEACTBMIA KOMMNBIITEPHBIX 8TaK Ha '
B cayuae suiaienns HRoHaenTa ¢ kogoMm (EXT)&(CBR), ct MHChopMaLUWoHHBIE pecypobl Poccuickoi Menepaunn v Nopagka
JCHEKHEIX CPEJICTE MOJIe He 3AN0AHIeTCH npegcTasneHna MHAOoPMaLUKMK B FOCYQapCTBEHHYI0 CUCTEMY ®  Bawwu npeancHeHus

OBHAPYHEH A, NPEOYNDEXAEHUA U NKKBUARLKK NOCNENCTaNEA
KOMMBITERHEIX T2 H2 WHMDODMELMOHHLIE PeCypCsl PocciickoR

1 Degepaymm E TeKCT NpOEKTa HOPMATHBHOIC NPABOBOrO axTa

He3zaBHCMMaA aHTMKOPPYNLKWOHHAR IKCNepTH3a

®  3kcnepTuaa
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MCTOYHUKMN OAaHHBbIX |

OuHUEPT SWIFT

&% OUHUEPT PC-V-BN-20180130-01

IBM X-Force AlienVault  Kaspersky ...

MpepynpexpaeHne! 3achukcuporaHa pacceinka BIMO!

1. KpaTtkoe onucaHue yrposbl

3admkcmpoBaHel  hakTel  pacnpocTpaHeHuss  MoaMMKauWKM  BpeaoHOCHOMo
nporpaMmMHoro obecnieyeHns «Dimnie» € nepeuyucneHHbIX HWXE agpecoB B CETH
WHTepHeT. MpepnonoxuTensHO, OCYWEeCTBASETCA aTaka Ha OpraHu3auMu KpeawTHO-
thmHaHcoBoW cepsl.

2. OCHOBHblE MHAWKATOPbLI KOMMPOMETaLHH

N2 | Tun IOC Cnucok
1 | URL-appeca v IP-appeca, Kk worldmed[.]bit
KOTOpbIM NPOM3BOAATCA ryhesheheghow[. Jonline
o6palueHus 54.236.38[.198
185.82.217[.]1244
2 | Agpeca v OMeHbl dir@vektor-mebel[.]com
OTNpaBMTENEA NUCEM

Huxe npueeaeHsl AaHHbIE NO M3BECTHBIM d}aﬁﬂah"l M3 pacCeIinKK.

WHudopmaumio 06 obHapyxeHun ainoB aHTHMBMPYCHLIMA  CPEACTBaMMW
pas’nuyHbIX NpOM3BOAMTENEH Bbl MOXETEe NOMY4YuTb, HanNpuMep, NO AaHHLIM CaWTa
virustotal.com, BeBegs B none noucka COOTBETCTBYOWME dainam xaw-cymmsl, nubo
oBpaTMBLUMCL B TEXHWYECKYHD MNOAAEPKKY BeHAOpa WCNOMb3YIOWEeroca B Ballei
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®uHUEPT SWITF  IBM X-Force | AlienVault | Kaspersky ...

Home : News & Events : News » SWIFT launches the ‘SWIFT Information Sharing and Analysis Centre’

15 May 2017

SWIFT launches the ‘SWIFT Information

& OUHLEPT ‘ PC-V-BN-2

Sharing and Analysis Centre’

MpepynpexpaeHne! 3adukc

1. KpaTtkoe onucaHue yrpo

3admKkcupoBaHsl  akTel  p
nporpaMmmHoro obecneyeHnsa «Dir
WHTepHet. [MpeanonoxuTensHo, o
thmHaHcoBoW cepsl.

The latest development on cyber-security information sharing is part of SWIFT’s
Customer Security Programme

2. OCHOBHBIE MHAMKATOPSI K SWIFT is pleased to announce.thel launch of .the ‘SWIFT Information Sharling and Analysis Centre’
(SWIFT ISAC) global portal which is now available to the SWIFT community.

N2 | Tun IOC The new SWIFT ISAC portal stores all the valuable information SWIFT has been sharing with the SWIFT

1 | URL-appeca v IP-appeca, Kk community through KB Tips in our existing Knowledge Base on swift.com. All the related and existing
KOTOPbLIM NPOM3BOAATCA intelligence bulletins will now be stored in the SWIFT ISAC portal, in a readily readable and searchable
06palLeHus format, aligned with standardised templates.

2 | Anpeca u ﬂo”ue“b' This information includes malware details such as file hashes and YARA rules, Indicators of
0TNpaBMTENEN NUCEM Compromise, as well as details on the Modus Operandi used by the cyber-criminals. The information,

which is particularly relevant to SWIFT customers, can also be downloaded as PDF reports or as
Huxe npueeaeHsl AaHHbIe Mt machine-readable files in OpenlOC format, an XML-based file format that is commonly used by the
cyber-security industry.
WHpopmaumio ob  obHap
PasnM4HbIX I'IpOl-"l.'iB()nHTe.l'IEIr"'l Bbl mMumeIe nwiyYnib, HallpynMep, 11U gaHHBIM  Lanid - -
virustotal.com, BBeas B mone nowcka COOTBETCTBYlOWME daiinaM x3w-cyMmmsl, nubo
oBpaTMBLUMCL B TEXHWYECKYHD MNOAAEPKKY BeHAOpa WCNOMb3YIOWEeroca B Ballei
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SWIFT launches the ‘SWIFT Information
WOMHUEPT | oo Sharing and Analysis Centre’

MpepynpexpaeHne! 3adukc

1. KpaTkoe onucaHue yrpos =  |IBM X-Force Exchange gy d‘ Create IBMid  Log n

3admkcmpoBaHel akTel  p
nporpaMmmHoro obecneyeHnsa «Dir
WHTepHet. [MpeanonoxuTensHo, o
thmHaHcoBoW cepsl.

The latest development on cybe Research, Collaborate and Act on threat intelligence
Customer Security Programme
Trending

: icatit il ¢ ...or Scan file
SWIFT is pleased to announce the lau Search by Application name, IP address, URL, Vulnerability, MD5, #Tag... a EI can i

2. OcHOBHbIE HHAWKATOPBI ¥ o
(SWIFT ISAC) global portal which is no

o
N2 | Tun IOC The new SWIFT ISAC portal stores all 1
1 | URL-agpeca v IP-appeca, k community through KB Tips in our exis
KOTOPbLIM NPOM3BOAATCA intelligence bulletins will now be stored
o6palLeHns format, aligned with standardised temy  D@shboard TR Y ©
2 | Anpeca W AOMeHBbI This information includes malware detz ~ Recent IBM X-Force Advisories Threat Activity Vulnerabilities
OTI'IpaBHTEJ'I'EF'I nucem Compromise as well as details on the Collections created by the IBM X-Force team Malicious IP addresses in the last hour The latest global security risks

which is particularly relevant to SWIFT

Huxe npuBeaeHsl AaHHLIE ¢ machine-readable files in OpenlOC for = :-"’E‘T;‘;f:;“"_ “?;”"1" With New Targets Total 1,165 sAP I'i:" Financials Information System privilege
. eb 15, 2018 - inciden escalation
" d}o o6 p cyber-security industry. Command and Control 19 Consequences: Gain Privileges
Hdhopmaumio obHap _ ‘
PasnM4HbIX npomaonwreneﬁ Bbl mMumeIe nHWIyYnib, Hallpmmep, 110 4 B Olympic Destroyer Spam 833

Feb 13, 2018 - malware

. ~ SAP Internet Graphics S GS) inf ti
virustotal.com, BBeAs B rone noucka CoOTBETCTBylOWME (aiinamM x3w- Malware 14 SAP imernet Graphics Server (158) information
06paTMBLIMCL B TEXHUYECKYIO NOAAEPXKKY BEHAOPA WCMOMb3YIOWEro

Consequences: Obtain Information
1 uminoszitvl ink Apbarently Dead Scannina an3
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CVE-2017-10271 Used to Deliver Cry,

1. KpaTkoe onucaHue yrpos = IBM X-Force Exchange

3acdukcupoBaHel  akTel  p 8 HOURS AGO by Allenvault | Public | TLP: | White -
aﬂ?r;ﬁ::mrrlgeﬂnmg;ﬁ:ﬁ; O«Dg The latest development on cybe G EEEER= S [ET LT CEN TN T ST R I ElTe r’:_"'LI: S | “ﬂ'—‘":f"""m ‘I e
) ! Customer Security Programme CVE-2017-10271 is a known inputvalidation vulnerap... 5

thmHaHcoBoW cepsl. A s
powershell, pingcastie, eternalblue, mimikatz, Pass-.
SWIFT is pleased to announce the lau Search by Application name, IP address, URL, Vulnerability, MDS5, #Tac

(SWIFT ISAC) global portal which is no

N | Tun I0C The new SWIFT ISAC portal stores all ‘ SamSam Ransomware Campaigns
1 | URL-agpeca v IP-appeca, K community through KB Tips in our exis @ g ;

2. OCHOBHblE MHAWKATOPBI k

KOTOPLIM NPOM3BOASTCS intelligence bulletins will now be stored EShE d [MODIF 1] 11 HOURS AGO by AllenVautt | Pubilic | TLP Whits
o6palLeH1s format, aligned with standardised temp. ashboar ElleHash-SHA: 3 | FlleHash-MDS: 3 | FileHash-SHA2SE: 3 4
SamSam (GOLD LOWELL) typically scans for and expl... ES
2 | Ampeca v AOMeHbI This information includes malware detz [ Recent IBM X-Force Advisories Ar
i3 . . Gollections created by the IBM X-Force team samsam, ransomware
0TNpaBMTENEN NUCEM Compromise, as well as details on the
which is particularly relevant to SWIFT
Huxe npuBeaeHsl AaHHLIE ¢ machine-readable files in OpenlOC for IS Lazarus Group Returns With New Targets Total

Mopawmo o6 obwap - corn Vulnerabilities in Apache CouchDB C

pasNUYHLIX MPOM3BOAWTENEA Bbl MuMEIE HUIYHMIb, HAlPpUMED, 11U gy ?:ﬂgicz?fs'r:?;‘r”me Spam
virustotal.com, BeBegs B none noucka COOTBETCTBYWOWME dainaMm xaw- Malwz

0BpaTMBLIMCE B TEXHWMYECKYID NOAAEDXKKY BEHAOpa WMCNONbL3YHOLWEro

n

13 HOURS AGOT by Allenvault | Public | TLR: White

URL: 34 | FlleHash-SHAZ56: 37 | CVE: 2 | Hostname: 2 4

1 uminoszitvl ink Apbarently Dead Scann
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