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[lpeaucnoBue

LlennunnpuHumnel ctTaHgapTusauum B Poccumnckon PegepaummyctaHoBneHbl PegepanbHbIM 3aKOHOM OT
27 nekadpst 2002 r. Ne 184-03 «O TeXHUYECKOM perynmpoBaHin», a npasuna NnpuMeHeHnst HauMoHanbHbIX
cTaHaapToB Poccunckon ®egepaumm —OCT P 1.0—2004 «CtaHpgaptusaumna B Poccuinckon Peagepauun.

OCHOBHbIE NONOXEHUA»
CBeneHNnAa o ctaHaapTe

1 PASPABOTAH ®eaepanbHbiM rocygapcTBeHHbLIM yupexaeHunem «I ocyaapcTBeHHbIN HayYHO-UCCTIe-
00oBaTENbCKUN UCNBbITATENBbHBIN UHCTUTYT NPobnem TeXHUYECKON 3aLluTbl MHGQopmMaL i GeaepanbHON CIyX-
Obl N0 TeXHUYeCcKkoMy KN akcnopTHOMY KoHTpono» (PryY «MrHUNKU MNMT3N ¢CTIK Poccuuny), OblectBoM ¢

orpaHU4YeHHOU OTBETCTBEeHHOCTbIO «HayuHo-npoussogcteeHHaa pupma «Kpuctann» (OO0 «HINP «Kpuc-
Tannm»)

2 BHECEH YnpasneHnem TexHn4ecKkoro perynmpoBaHua n ctaHgaptusaynm PegepanbHOro areHTCTBa
No TeXHNYECKOMY perynmpoBaHUo 1 MeTpOorn

3 YTBEPXXOEH W BBEAEH B OEWCTBUWE npukaszom defepansHoro areHTcTBa rno TeEXHNYECKOMY
perynupoBaHuto n metponorin ot 18 aekadbpst 2008 r. Ne 532-cT

4 BBEAEH BI'NEPBbBIE

VIHipbopmMmayuss o6 UBMEHEeHUSX K HacmosweMy cmaHoapmy rnybnuKkyemcs 8 eXe200H0 u3oasaeMoM
UHOpMalUUOHHOM yKa3amerie «HauuoHarnbHbie crmaHOapmbi», a mekcm UMeHeHUU U rorpasoK — 8 eXKeMe-
CAYHO U30asaeMbiX UHPOPMaUUOHHbLIX YyKazamernsax « HayuoHanbHbele cmaHOapmei». B criydyae riepecmompa
(3aMeHbl) Ui OMMeHbI Hacmoauw,e20 cmaHoapma coomeemcemesyrouiee yeeoomreHue byoem ornybnukogaHo
8 eXXKeEMECSYHO U30agaeMoM UHPOpMalUUOHHOM yKa3amerne « HayuoHaneHbeie cmaHOapmbh». Coomeemcmay-
rowas UHgbopmayus, yeeooMIieHUe U meKkcmaei pa3Melaromcs makxe 8 UHpopMalyUoHHOU cucmeme obuieao
ronb308aHuUss — Ha ogulyuanbHOM calime PedepallbHO20 a2eHmemea rno mexHU4ecKoMy pea2yrnupogaHuro U
MempoJsiozauu e cemu MIHmepHem

© CtaHgaptuHdopm, 2009

HacTtoawumn ctaHaapT He MoXeT ObITb NOMHOCTLIO UMM YacTUYHO BOCTNIPOU3BEAEH, TUPaXXNPOBaH U pac-
MpocTpaHeH B KayecTBe oduumanbHoro nsgaHmsa 6es paspeweHns PegepanbHOro areHTcTBa Mo TeEXHNYECKO-
MY PerynmpoBaHuo U MeTPOoorum
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BBenoeHue

YCcTaHOBMEHHbIe HACTOSAWUM CTaHOapTOM TEPMUHBI pacnofioXeHbl B CUCTEMaTU3UPOBAHHOM Mopsaake,
oTpaXkaroLwemM cUCTeEMY NOHATUIA B JaHHOMW obnacT 3HaHUS.

[ns Kaxxaoro noHATUSA YCTaHOBNEH OAWH CTaHOapTU3OBaAHHBIA TEPMUH.

Hanun4yne kBagpaTHbIX CKOBOK B TEPMUHOMOTMYECKOW CTaTbe 03HAYaeT, YTO B Hee BXOAAT ABa TepMuHa,
nMetoLnx obLme TepMuHoanemMeHThl. B andaBUTHOM ykaszaTene gaHHble TEPpMUHbI NPpUBeaeHbl OTAENBHO.

3aknoveHHasa B Kpyrible CKODKM YacTb TEPMUHA MOXKET BbITb OnyLleHa Npu UCNonb3oBaHUNA TEPMUHA B
OOKYMEHTaX Mo ctaHgapTU3aumn, Npm 3TOM He BXoAsiLas B Kpyrible CKOBKM YacTb TepMuHa obpasyeT ero Kkpat-
Kyto popmy. 3a cTaHOAapTU3OBAHHLIMW TEPMUHAMU NPUBEAEHbI OTAEMNEHHbIE TOUYKON C 3anATON UX KpaTKue
cbopMbl, NpeacTaBneHHble abbpeBnaTypon.

[MpnBeaeHHbIe onpeaeneHns MoOXHo NP HeobXoAUMOCTU M3MEHSATL, BBOASA B HAX NPOU3BOAHbLIE MPU3Ha-
KW, pacKpbIBas 3HAYEHUS UCMNONb3yEeMbIX B HAX TEPMUHOB, YKa3bIBasi OO bEKTHI, BXoAsSLWME B oObeM onpeaense-
MOTO MOHATUS.

N3MeHeHns1 He AOIMKHbI HAapyLlaTh 06beM U coagepXaHue NoHATUIW, onpegeneHHbIX B HACTOSILLEM CTaH-
aapre.

CTaHaapTU30oBaHHbIE TEPMUHBI HABpaHbI MONYKUPHBIM LLPUKDTOM, UX KpaTKue opMbl B TEKCTE U B anda-
BUTHOM yKa3aTene, B TOM Yncne abobpesnaTypbl, — CBETMbIM, 8 CUHOHUMblI — KYPCUBOM.

TepMuHbI N onpeaeneHns obLeTeXHUYECKNX NMOHATUA, Heobxoanmble ANl NTOHUMaHWUS TeKCTa OCHOBHOWN
YacTU HACTOSILLLEro cTaHagapTa, NpuBeaeHb B MPUoXKeHnn A.

IV
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HAUUWOHANBbHBILU CTAHOAPT POCCUUCKOWNW OGEOLEPAUUNMN

3awuTta uHcpopmauun
OBECNEYEHUE UH®OPMALIMOHHOWU BE3OMACHOCTU B OPrAHU3ALIUMK

OcCHOBHbIe TEPMUHBLI U onNpeneneHns

Protection of information. Information security provision in organization.
Basic terms and definitions

[laTta BBegeHuna — 2009—10—01

1 Obnactb NpMeHeHuUA

Hactoswmnn ctTaHgapT ycTaHaBNUMBAET OCHOBHbLIE TEPMUHLI, MPUMEHSAEMbIE NPU NpoBeaeHU paboT No
cTaHaapTusauun B obnactu obecneveHnsa MHpopMaLMoHHOW 6e30NacHOCT B opraHu3aumi.

TepMUHBI, YCTaHOBIMEHHbIE HACTOALLMM cTaHOapTOM, pekoMeHOyeTCd UCNONb30oBaTbh B HOPMAaTUBHbIX
OOKYMeHTax, NpaBoBOW, TEXHUYECKON N OpraHU3aLMOHHO-pacnopsaanTernbHON AoOKYMEeHTauUMm, Hay4HOW, y4eb-
HOW 1 CNpaBOYHOU NUTepaTtype.

Hactoawmn ctaHgapt npumeHsaeTca coBMmecTtHo ¢ [OCT 34.003, TOCT 19781, TOCT P 22.0.02,
[OCTP 51897, TOCTP 50922, TOCTP 51898, OCT P 52069.0,TOCTP 51275, TOCTPUNCO 9000,IOCTP
NMCO 9001, TOCTP NCO 14001, TOCT PUNCO/M3BK 27001, TOCT P NCO/M3K 13335-1, [1], [2].

TepMuUHbI, NpUBEeAEeHHbIE B HACTOALWEM cTaHgapTe, COOTBETCTBYIOT NONoXXeHnaM @egepanbHOro 3akoHa
Poccuinckon ®eagepaunnot2/ aekadbpa 2002 r. Ne184-P3 «O TexHn4eckoM perynmposaHuny» [3], PegepanbHo-
ro 3akoHa Poccumnckon ®epgepaunm ot 27 ntonga 2006 r. Ne149-03 «O06 nudpopmaymnmn, MHPOPMAaLIMOHHBIX TEX-
HONornax 1 sawnTte nHgopmauununy» (4], PepgepansHoro 3akoHa Poccunckon egepaunm ot 27 monga 2006 r.
Ne 152-P3 «O nepcoHanbHbIX AaHHbIX» [5], AoKTpuHbI MHDOPpMaLUMoHHON BesonacHocTn Poccuinckon egepa-
LK, ytBepxkageHHou lNpeangeHtom Poccuinckon ®eaepaunn ot 9 ceHTabpsa 2000 r. Mp -1895 [6].

2 HopMaTuBHbIE CCbINKN

B HacTodalemM cTaHOQapTe NCNONb30BaHbl CChINKX Ha cneayolwne cTaHaapThl:

[OCT P 22.0.02—94 be3onacHOCTb B Ype3BblibaHbIX cUTyauusx. TepMuHbl 1 onpeaeneHna 0CHOBHbIX
MOHATUN

[OCT P WNCO 9000—2001 Cuctembl MeHegkMeHTa KavyecTBa. OCHOBHbIE NONOXEHUA U CNoBapb

[OCT PUWNCO9001—2008 Cuctembl MeHepKMeHTa KavecTBa. TpeboBaHUS

[OCT P NCO 14001—2007 CucrtemMsbl 3KOMorn4eckoro MeHeaxmeHTa. TpedboBaHms U pyKoBOACTBO MO
NMPUMEHEHUIC

[OCT P MNCO/M3K 13335-1—2006 NHdopmaunoHHas TexHonornda. Metoasl u cpeactea obecneveHUs
besonacHocTu. YacTtb 1. KoHuenuma nmogenn meHeaxmeHTa 6esonacHoCTU MHPOPMAaLUOHHBIX N TENEKOMMY-
HUKALWUOHHBIX TEXHOOTNIA

[OCT P NCO/M3K 27001—2006 NHdopmaumnoHHaa TexHonormnsa. Metoabl n cpeactsa ocbecnevyeHus
besonacHocTU. CUCTEMBI MEHEeKMEHTA MHopMaLMOHHOW Be3onacHOCTU. TpedboBaHUS

[OCT P 50922—2006 3awmta nHigpopmauyum. OCHOBHbIE TEPMUHBI U onpeaeneHns

[OCT P51275—2006 3awunta nagpopmaummn. Oobekt nHdopmaTtmnsaunn. Paktopbl, BO3ASUACTBYOLLME
Ha MHopmMauunto. ObLLMe NONOXEeHUS

[OCT P 51897—2002 MeHeaXmMeHT pucka. TepMUHBbI M onpeaeneHus

U3paHune odbmumanbHoe
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[OCT P 51898—2003 AcnekTbl be3onacHocTu. [NpaBunna BKNOYEHNUA B cTaHaapThl

[OCT P 52069.0—2003 3awuta nugopmaumn. Cuctema ctaHgapto. OCHOBHbIE NONOXEHUS

[OCT 34.003—90 NHdopmMmaunoHHasa TexHonornd. KoMmnnekc ctaHaapToB Ha aBTOMaTU3NPOBaHHbIE
cUcTeMbl. ABTOMATU3NUPOBaHHbIE CUCTEMBI. TepMUHBI U onpeaeneHns

[OCT 19781—90 ObecneveHue cuctem obpaboTkm MHpopmaLnm nporpaMmmMmHoe. TepmMuHbl 1 onpene-
neHus

[TpumeyaHwune—lpn NONb30BaHUN HACTOALWMM CTAHAAPTOM LenecoobpasHo NPoOBEPUTb AEUCTBUE CCbINMOY-
HbIX CTAHAAPTOB B MHMOPMAUMOHHOWM cucteme obuwero nonb3oBaHus — Ha oduumanbHoM cante PepepanbHOro
areHTCTBa rNno TEXHUYECKOMY PEryNNPOBaHUIO N METPONOIMN B ceTn VIHTEpHET nnu no eXxerogHo n3gaBaeMmomy nHopma-
LMOHHOMY yKa3saTento « HaunoHanbHble CTaHAAPTLI», KOTOPbIN ONYDIMKOBAH N0 COCTOSAHMIO HA 1 SHBAPSA TEKYLLEro roga, u
NO COOTBETCTBYIOWMNM €XEMECAYHO U3JaBaeMblM MHDOPMALMOHHBIM yKa3aTensiM, onybriIMKOBaHHLIM B TEKYLLEM roay.
Ecnun cCbinoYHbIM cTaHAAPT 3aMeHEH (M3MEHEH ), TO NPWU NMONb30BaHUN HACTOALWMM CTAHAAPTOM CneayeT PyKOBOACTBO-
BaTbCH 3aMEHEHHbLIM (M3MEHEHHbBIM) CTaHAapTOM. Ecnn ccbinoYHbIn cTaHAAPT OTMEHEH Be3 3aMeHbl, TO NONOXEHUE, B
KOTOPOM AaHa CCbINKa Ha Hero, NPUMEHAETCH B HaCcTWu, HE 3aTparmBaloLWLEN 3TY CCbINKY.

3 TepMuUHbI N onpegeneHus

3.1 O6wme noHATURA
3.1.1

be3onacHocTb UHpoOpMaLuum [AaHHbIX]: CocTosAHME 3allULLEHHOCTU MHOPMaLMKX [AaHHBLIX], NPU KOTO-
poMm obecneveHsbl ee [nx] kKoHPUASHUNaNLHOCTb, AOCTYMHOCTb U LLeNTOCTHOCTL.
[FTOCT P 50922—20006, nyHKT 2.4.9]

3.1.2

6e3onacHoCTb MHPOPMALUMOHHOMN TexHonorun: CoctosiHMe 3alueHHOCTU MHPOPMaLMOHHOW TEXHO-
Nornn, Npru KOTopoM obecrnevnBaroTcsl besonacHoCTb MHOPMaLMK, Ang 0bpPaboTKN KOTOPOW OHa MPUMEHSI-
eTcs, U MHopMauMoHHaa 6e3onacHOCTb MHGQOPMALIMOHHOM CUCTEMBI, B KOTOPOW OHAa peann3oBaHa.

[P 50.1.056—2006, nyHKT 2.4.5]

3.1.3

nHgopmayuoHHaa cepa: COBOKYNHOCTb MHGopMaLUKN, NHPOPMALIMOHHON UHPPACTPYKTYPLI, CYyOBbEeK-
TOB, OCYLUECTBASAOLLMNX COOP, DOPMUPOBAHME, pacnpocTpaHeHne N UCNoNb3oBaHUe NHQOPMAaLIMK, a TaKKe
CUCTEMBI PEryNMPOBaHUSA BO3HUKAIOLLIMX MPWU 3TOM O0OLLIECTBEHHbIX OTHOLLEHWNA.

[ okTpuHa nHdopmaumnoHHon besonacHocTu Poccunckon @egepaunm ot 9 ceHTa6ps 2000 r. MNMp-1895]

3.1.4 unHdopmMmayuuoHHaa UHdpacTpykTypa: COBOKYNHOCTbL 0OBLEKTOB MHGOpMaTU3aL KN, obecneynBalto-
LLIass AOCTYN noTpebutenen K UHQOPMaLMOHHBIM pecypcam.
3.1.5

00BbeKT nHcpopmMmaTuszayumn: CoBOKYNMHOCTb MHOPMALIMOHHBIX PECYPCOB, CPEACTB U CUCTEM 0DPabOTKK
MHpopMaLUnM, UCNOoNb3yeMblX B COOTBETCTBUMM C 3adaHHOU MHPOPMaALMOHHOU TEeXHONOrmen, a Takke
cpeacTB nx obecrneveHus, NoMeLleHnn NN 0O bLEKTOB (34aHUN, COOPYKEHUA, TEXHNYECKUX CPEACTB), B KOTO-
PBIX 3TU CpeACTBAa U CUCTEMBbI YCTAHOBMEHbI, UM NOMELLEHWUA N ODBEKTOB, NpeaHa3sHauYeHHbIX AN BeAeHUS
KOHpMAeHUManbHbIX NEePeroBOPOB.

[FTOCT P 51275—2006, nyHKT 3.1}

3.1.6 akTuBbI opraHM3auumn: Bece, 4To MMeeT LeHHOCTb A9 OpraHusauum B MHTepecax JoOCTUXKEHUS Lenei
NeaTenbHOCTU M HaxXo4UTCS B ee pacnopsKeHUN.

[TpunmedyaHwmne— Kaktnmeam opraHmsaymm Moryt OTHOCUTBLCS:

- UHPOPMALUNOHHbIE aKTUBbI, B TOM YMCNE pasnnyHble BUAbl MHQOpMaUun, UMpKynvpyrowmne B MHHOpMaLnoHHON
cucteme (cnyxebHas, ynpasnsaowas, aHanuTuYeckas, aenoBas n T.4.) Ha BCEX aTanax XU3HEeHHOro unkna (reHepauums,
XpaHeHune, 0bpaboTka, nepegada, YHUHTOXEHUE);

- pecypcbl (PnHaHCOBLIE, NIOACKNE, BbIYUCITUTENBHbIE, UHDOPMALMNOHHbIE, TENEKOMMYHUKALWOHHbBIE N NPOYNE);

- npoueccbl (TEXHONoOrn4eckne, MUHPOPMaLNOHHBLIE M NP.);

- BblNycKaemasi npoaykuns n/nnm okasbiBaemMmble YCNyru.
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3.1.7

pecypc cucteMbl oopaboTkm uHdopmauumn: CpeactBo cuctemMbl 0bpaboTkm MHOPMaLIMN, KOTOpoe
MOXeT ObITb BblAeNeHo npoueccy obpaboTkn gaHHbIX HA onpeaeneHHbI UHTEPBar BpeMEHN.

[TpumeyaHune— OCHOBHbIMU pecypcammn SBNAKOTCH NPoLeccopbl, 0bnactn 0OCHOBHOW NaMATH, HAbOpPbI AaH-
HbIX, NEPUPEPUNHDBIE YCTPOUCTBA, NPOrpaMmmebil.

[FOCT 19781—90, nyHKT 93]

3.1.8 uHdopmaLUOHHbLIN Npouecc: [Npouecc cozgaHusi, cbopa, obpaboTKN, HAKOMMEeHUs, XpaHeHUs, MoUC-
Ka, pacnpocTpaHeHns N UCNoNb3oBaHUA MHOPpMaL NN,
3.1.9

nHcbopmMmaLunoHHaa TexHonorusa; VT: lNpoueccol, MeToabl NonUcka, cbopa, xpaHeHud, obpaboTKu, npe-
OOCTaBNEHUA, pacnpocTpaHeHns MHopMaL M M cnocobbl OCYLLIECTBNEHUS TaKMX NPOLLECCOB U METOOOB.
[PepepanbHbIn 3akoH Poccunckon @eagepaunn ot 27 aekabpsa 2002 r. Ne184-d3, ctaTtbsl 2, NYHKT 2)]

3.1.10

TeXHU4YeckKoe obecnevyeHme aBTOMaTU3INpPOBaHHOU CUCTEeMbI; TexHn4Yeckoe obecneveHne AC: CoOBOKYN-
HOCTb BCEX TEXHUYECKMX CpeaCTB, UCMOMb3yeMblX NpU PyHKUMOHUPpOoBaHUK AC.

[FOCT P 34.003—90, NyHKT 2.5]

3.1.11

nporpaMmMHoe obecrnevyeHme aBTOMaTU3UPOBAHHOW CUCTeMbI; NporpammHoe obecneveHne AC: CoBo-
KYMHOCTb NporpamMm Ha HOCUTENAX AaHHbIX U NMPorpaMMHbIX AOKYMEHTOB, NpeaHasHavYeHHbIX ANs OTrnagKu,
PYHKLMOHUPOBAHUS N NpoBepKM padboTocnocobHocTmn AC.

[TOCTP 34.003—90, nyHKT 2.7]

3.1.12

UHcopMmaLUOHHOEe obecnevyeHUe aBTOMaTU3IMpPOBaAHHOU cUcTeMbl; MHGOpMaLMOHHOE obecneveHune
AC: COBOKYNHOCTb pOpPM AOKYMEHTOB, KNnaccurkaTopoB, HOPpMaTUBHOMW Basbl U peann3oBaHHbIX peLlleHniA
no obvemam, pasmeLleHuo n dopmam cyLecTBoBaHUA MHopMaumun, npumeHsemon B AC npunee pyHKLKNO-
HUPOBaHUMN.

[FOCT P 34.003—90, nyHKT 2.8]

3.1.13 ycnyra; cepsuc: Pe3ynbTaTt AeaTeNbHOCTN NCMONHUTENS MO YAOBNETBOPEHUIo NOTPebHOCTU NoTpebu-
Tens.

[TpunmedyaHwune—B KadecTBe UCNonHUTeNs (NOTPedunTens) yenyrm MOXeT BbICTYNarb opraHn3aumns, dunanyec-
KOe N0 Unm npouecc.

3.1.14 ycnyrn uHgopMaLuMOHHbIX TexHonoruu, ycnyru T: CoBokynHOCTb (PYHKLUUOHANbHBLIX BO3MOXHOC-
Te UMHPOPMALUMOHHBLIX U, BO3MOXHO, HEUHPOPMALUMOHHBLIX TEXHOMNOornn, npegoctaBndemMasl KOHEYHbIM
NoNbL30OBaTENAM B Ka4YeCTBe YCIyru.

[TpumeyaHnwune—Illpumepamm ycnyr T moryt cnyxmtb nepegadva coodweHnmn, BU3Hec-npunoxXeHns, CEpBUCHI
QannoB U NnevyaTun, CETEBbIE CEPBUCHI U T.A.

3.1.15 KpUTU4YecKu BakHasl cucTeMa UH(oOpMaLUOHHOU UHPPACTPYKTYPbI; K/Tovesast cucmema UHQDOP-
MmayuoHHou uHppacmpykmypsl, KCUW: MHdopmaunoHHo-ynpasnawowasa nnm MHpopmMaLuMOoHHO-TENTEKOMMY -
HAKALUWMOHHAA CUCTeEMa, KOTOopas OCYLEeCTBNAET ynpaBneHne unn uWHgopmaunoHHoe obecnedeHune
KPUTNYECKNM ODBEKTOM UM NPOLECCOM, UM UCTMIONb3yeTcs ANd opuLmManbHOro UHPOPMUPOBAHMS 0DLLIECTBA
nrpaxgaH, HapyuweHue nnu npepbisaHne PyHKUMOHNPOBAHUA KOTOPOU (B pe3ynbTaTe AeCTPYKTUBHBIX UHJIOP-
MaLIMOHHBIX BO3AEUCTBUN, a TakKe COOEB UMM OTKA30B) MOXKET NPUBECTU K Ype3BbIMaNHOMN CUTYALIUN CO 3HAYUN-
TeNbHbIMW HErATUBHBLIMW NOCNEACTBUAMMN.

3.1.16 KputTnyeckum oobeKT: OOBLEKT UK NPoLLEeCC, HapyLLEHNE HENPEPbIBHOCTU (PYHKLMOHNPOBAHNSA KOTO-
POrC MOXET HAHECTU 3HAYUTENbHbIA yLLEPD.
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[TpnmeyaHune—Yuwepb vMoxeT ObITb HAHECEH UMYLLLEECTBY (PUBNHYECKUX UIMTN IOPUANYECKUX NNL, FOCYAAPCTBEH-
HOMY UMY MYHULUMMAanbHOMY UMYLLIECTBY, OKPY KaoLLEen cpeae, a Takke BblpaXaTbesl B MPUYUHEHUW BPEAa XXU3HU UM 300-
DOBbIO FPaXaaH.

3.1.17

MHpoOpMaLUMOHHaA CUCTeMa NnepcoHanbHbIX AaHHbIX: VIHQopMaLMOHHaA cucTtema, npeacTaBnsoLas
cODOW COBOKYMHOCTL NepcoHalnbHbIX AaHHbIX, CoOAepXalnxca B 6ase gaHHbIX, a Takke MHPOPMaLUOHHbIX
TEXHOMNOTNN U TEXHNYECKMX CPeaCTB, NO3BONAIOLWNX OCYLLIECTBMATL 0OPabOoTKy Taknx NnepcoHanbHbIX AaH-
HbIX C MICMONb3OBaHMEM cpeACcTB aBTOMAaTU3aLUN UM Be3 NCNOMb30OBaHUSA Taknx cpeaCcTB.

[PenepanbHbin 3akoH Poccunckon ®@egepaum o1 27 nwona 2006 r. Ne152-03, ctatba 3, NyHKT 9)]

3.1.18

nepcoHanbHble AaHHble: JTlobaa nHopMaLnsa, oTHocALWasACA K onpeaeneHHoMy Unu onpeaenseMomMy Ha
OCHOBaHWU Takou nHdopMaLumn onsndeckomy nuuy (CydobekTy nepcoHanbHbIX AaHHbIX), B TOM Y/Che ero
hamMmmnna, UMa, 0OTYECTBO, rod, Mecdll, AaTa U MeCcTO POXAEHUA, aapec, CeMenHoe, coumanbHoe, UMYLLECT-
BeHHOe NMonoXeHue, obpasoBaHue, npogeccud, goxoabl, gpyraa MHpopmMauuns.

[PepepanbHbIM 3akoH Poccunckon @egepaunm ot 27 niona 2006 r. Ne152-93, ctatesa 3, NYHKT 1)]

3.1.19 aBTOMaTusnpoBaHHada cucTemMa B 3allUulleHHOM ucnonHeHun, AC B 3allyeHHOM UCNOMHEHNN:
ABTOMaTU3NpOBaHHada cucTema, peanmsyrowad MHpopMaLMOHHYI0 TEXHONMOTUIO BEINONTHEHUA YCTAHOBMNEHHbIX
PYHKLUMN B COOTBETCTBMU C TPEDOBAHUAMN CTaHAAPTOB U/UMN HOPMATUBHBLIX AOKYMEHTOB Mo 3aluTe UHOpP-
MaLnn.

3.2 TepMUHBbI, OTHOCALLUECA K OO BEKTY 3aUTbl MHOpMaLun
3.2.1 uHpopMaLnoHHaa 6e3onacHocTb opraHusauuum; Vb opraHusaumn: CoctodHMe 3alULLEHHOCTHU
MHTEpPEeCcOoB opraH13aLnn B YCINOBUAX Yrpo3 B UHOpMaLMOHHOU cdpepe.

[TpumeyaHmne— 3aWUWLEHHOCTb AOCTUIAETCH 0becneyveHnemMm COBOKYINMHOCTU CBOMCTB MHPOPMAaLIMOHHOW De-
30MacHOCTN — KOHOUAEHUMANBbHOCTBIO, LENOCTHOCTBIO, AOCTYMNHOCTBIO MHPOPMALNOHHBIX aKTUBOB U MHADPACTPYKTYpPHI
opraHnsauun. [NpnopmnTeTHOCTL CBOUCTB MHDOPMAaLMOHHON BE30nacHOCTU onpeaensieTcss 3HAYNMMOCTbIO MHAPOPMALMOH-
HbIX aKTUBOB A1 UHTEPECOB (L enen) opraHn3auun.

3.2.2

001 eKT 3aluTbl UHdopmauuun: NHdbopmaunsa nnu HocuTenb MHGopMaLnn, N MHGQOPMaLMOHHBLIN NMPOo-
|lecc, KOTOpYH(bIM) HeObXoAMMO 3allMLLAaTh B COOTBETCTBUM C LIENbIO 3aLlLUUTLI UHOpMaL .

[FTOCT P 50922—2006, nyHKT 2.5.1]

3.2.3 3awuwaemMbin npouecc (MHpopMaLMoHHOU TexHonoruun): lNpouecc, CNonb3yembln B UHpOpMaLLK-
OHHOW TeXHOoMNornmM Ang obpadoTkn 3anaeMmon nHdopmMaunun ¢ TpebyeMblM YPOBHEM €€ 3aLLULLEHHOCTMH.
3.2.4 HapyweHue uHcdopmMmaumoHHoOn be3zonacHOCTU opraHunszauumn; Hapywenme b opraHuzauun: Cny-
YanHoe Unn npeaHamMmepeHHoe HenpaBoMepHoe AencTBUe Usndeckoro nuua (cybbekra, 0dbekra) B OTHOLLE-
HAW aKTUBOB opraHusaLnm, crneacTBUEM KOTOPLIX SIBASETCHA HapylleHne 6e3onacHocT MHopmMaL M Npu ee
0obpaboTke TeEXHUYECKUMU cpeacTBaMn B MHPOPMALMOHHBIX CUCTEMAX, Bbi3biBatoLLEEe HEraTUBHbLIE NOCNe-
cTBUS (ywepb/Bpen) Ansa opraHmsauunn.

3.2.5

Yype3BblYauHaa cutyauusn; HerpeosudeHHas cumyauus;, HYC: ObcTtaHoBKa Ha onpeaeneHHOU TeEPPUTOPUN
NN akBaTOPUK, CITOXUBLLUAACA B pe3ynbTaTe aBapun, OnacHOro npupoaHoro sisNeHud, katactpodbl, CTU-
XUAHOIO UMW UHOTO BeaCTBUS, KOTOPbIE MOTYT NOBNEYL UMK NOBNEKNN 3a cODOW YeNoBEeYEeCKNEe XepPTBHhI,
yliep6 300pO0OBbLIO NMOAEN UMK OKpYXKatoLlen NpupoaHou cpeae, 3HavyuTenbHble MaTepuanbHble NOTEPU U
HapyLleHne yCnoBUN XNIHeAeATENbHOCTU NMIoAen.

[TpnmedyaHune—PasnnyaloT YpesBbldanHblie CUTyaunmn Nno Xxapakrepy NCToYHUKa (NpupoaHble, TEXHOTEHHbIE,
bruonoro-counanbHble U BOEHHbIE) U MO MacwTabam (nokanbHble, MECTHbIE, TEPPUTOPUAanbHble, perMoHanbHble, heae-
panbHbl€ U TPAHCTPAHUYHBIE).

[FOCT P 22.0.02—94, cTaTha 2.1.1]
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3.2.6

onacHasi cutyauua: O6cToATeNbCTBA, B KOTOPLIX NMHOAU, UMYLLIECTBO UM OKPY>KatoLasa cpeaa noasepratoT-

CH OIdCHOCTI.
[FOCT P 51898—2003, nyHKT 3.6]

3.2.7

MHUMOeHT MHdopMaLuuoHHOW 6e3onacHocTU: Jltoboe HenpeaBnaeHHOE NN HexXenaTtenbHoe cobbiTue,
KOTOPOE MOXET HapyLWUTb AeATeNbHOCTb U MHPOPMaLUOHHY0 Be3onacHoCTb.

[TpumeyaHune—WVMHunaeHTamm MHPoOpMaLUOHHON BE30NacCHOCTU SAIBNSAOTCSA:
- yTpaTta ycnyr, obopyagoBaHus nnm ycTpoucTs;

- CUCTEMHbIE COON NN NEPETPY3KU;

- OWKUOKM Nonb3oBaTeneu;

- HecobnwaeHne NONUTUKN nNn pekomeHgaumm no b;

- HapyweHune PU3NYECKNX Mep 3aLlUnThI;

- HEKOHTPOINUPYEMbIE UBMEHEHNSA CUCTEM,

- cbom nporpamMmHOro obecnevyeHns n 0TKasbl TEXHUYECKUX CPEACTB;

- HapylleHune npaBun gocryna.

[TOCTPUNCO/MIK27001—2006, ctaTtbd 3.0]

3.2.8 cobbliTne: Bo3HNKHOBEHME NN Hann4mne onpeaeneHHoMN COBOKYNHOCTU 0BCTOATENLCTB.

[TpumevyaHwms

1 Xapakrep, BEPOATHOCTb 1 NocneacTBUs cobbITUS MOTyT ObITh HE NONTHOCTBLIO U3BECTHGI.

2 CobblTne MoXeT BO3HMKATb OAWH UITN HECKOBbKO pas.

3 BeposaTHOCTb, CBA3aHHAasA ¢ cObbITueM, MOXeT ObITb OLEHEHA.

4 CobblTne MOXeT COCTOATb N3 HEBO3HUKHOBEHUS OQHOIO UMM HECKOINbKUX ODCTOATENBLCTB.

5 Henpepackasyemoe cobbiTue MHOr4a Ha3bIBaOT «MHLUMOEHTOMY.

6 CobbiTMe, NP KOTOPOM HE MPOUCXOAUT HUKAKUX NOTEepb, MHOMAA Ha3bIBAOT NPEANOCLINKON K NPOUCLLECTBULO
[MHUMAEHTY], ONacHbLIM COCTOSIHMEM, OMACHbLIM CTEYEHUEM OBCTOATENBCTB U T.A.

3.2.9 puck: BnusHue HeonpeaeneHHOCTEN Ha NpoLecc AOCTWKEHUA NOCTaBNEHHBIX Leneun.

[TpumevyaHwms

1 Llenn moryt umeTtb pasnunyHble acnekTbl: OUHAHCOBbLIE, aCNeKTbl, CBA3aHHbIE CO 340P0OBbLEM, BE30MNACHOCTBIO U
BHELWLHEN CPEAON, N MOTYT YCTAHABITMBATBLCH HA Pa3HbIX YPOBHAX: HA CTPATENrMYeCKOM YPOBHE, B MacluTabax opraHm3auum,
Ha ypOBHE MPOEKTa, NPoayKTa n npouecca.

2 PurcKk4acTo xapakTepuayeTcs CCbINIKOM Ha NOTEHUMAarNbHblE COBbITUSA, NOCNEACTBUS UNN UX KOMOUMHALUNIO, a TaKXe
Ha TO, K&K OHU MOTyT BITUSTb HA AOCTUXEHNE LLENEN.

3 Puck vacTo BbipaxkaeTcsi B TEpMUMHaX KOMOMHaUmMm nocneactBum cobbiTsa nnn n3MeHeHust 06CTOATENBLCTB U UX
BEPOATHOCTM.

3.2.10

oLeHKa pucka: lNpouecc, obbeanHAWNA aeHTUMUKaLUIO pUcka, aHannus pucka n Ux KoNMYecTBEHHYIO
OLIEHKY.
[TOCTP UCO/M3K 13335-1—2006, nyHKT 2.21]

3.2.11 oueHka pucka nHcgpopmaLuMoHHON Be3onacHocTU (opraHmsauumn); oueHka pucka UMb (opraHmza-
Lnn): ObLwMA npouecc naeHTudurkaunum, aHanusa n onpeaeneHns npmemMmnemMocT ypoBHSA prUcka MHopMaLU-
OHHOM DEe30MNacHOCTN OpraHmn3aLmnn.

3.2.12 npeHTudukauua pucka: lNpoLecc cOHapyXeHus1, pacnosHaBaHUs U ONUCaAHUSA PUCKOB.

[TpumevyaHwmns

1 Npentndukaums pucka BKnodaeT B cebs ngeHTmdmnkaumnio NCTOMHUKOB PUCKA, CODBITU M UX NPUYXH, @ TAKKe UX
BO3MOXHbIX MOCNeacTBUMN.

2 Npentndurkaums pucka MoXeT BKNovaTbh B cebs cTatTucTnieckue gaHHble, TEOpeTUYECKMN aHann3, 000CHOBAaH-
Hbl€ TOYKU 3PEHUS U SKCNEPTHbIE 3aKNOYEeHUs U NOTPEDHOCTN 3anHTEPECOBAHHbLIX CTOPOH.
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3.2.13

aHanu3 pucka: CuctemaTnyeckoe MCnonb3oBaHUe MHoOpPpMaLUMK anga onpeaeneHna UCTOUYHUKOB pUCKa U
KONMMYeCTBEHHOW OLUEHKN pUCKa.

[FOCT P UICO/MAK 27001—20086, cTaTbs 3.11]

3.2.14 onpepeneHue NnpueMneMocTU YPOBHSA puUcka: NpoLecc cpaBHeHUs pe3ynbTaToB aHanmsa pucka ¢
KPUTEPUAMM PUCKA C Liefbto onpeaeneHnsa npruemMnemMocTi nn AonycTMMOCTU YPOBHS pUCKa.

[TpunmeyaHune—OnpegeneHne NPUEMNEMOCTU YPOBHS PUCKA MOMOFaeT NMPUHATL peweHns ob obpaboTtke
PUCKA.

3.2.15 obpadboTka pucka nHcopmaumoHHOU 6e3onacHOCTU opraHu3sauunmn; obpaboTtka pucka b opranm-
3auun: MNpouecc paspaboTkm n/unm otbopa 1 BHeaApeHUa Mep ynpas/ieHUsa pMckamm MHpopmMaunoHHoON 6e30-
MacHOCTU opraHunsaLnu.

[TpumevyaHms

1 ObpaboTka pucka MOXET BKIto4aTb B Cebds:

- na3bexaHume pucka nytTem NPUHATUS PELLEHNS HE HAYMHATb UMK HE NPOAoITKaTh AENCTBUSA, CO3aAatoWmMe yCroBUS
PUCKA;

- NOUCK BnaronpuATHOW BO3MOXHOCTU NYTEM MNPUHATUSA PELLEHUS HaYaTb UMK NPoAoIIXKaTh AENCTBUSA, MOTYLLNE
co3gaTtb UK YBENNYNTb PUCK;

- YCTpaHEeHMEe UCTOYHUKA PUCKA;

- U3MEHEHUE XapaKkrepa v BENNYUHbI PUCKA;

- U3AMEHEHUE NocneacTBUN;

- pasgeneHue pucka c gpyrov CTOpPOHOU Unm CTopoHamu,

- COXpaHeHWe PUCKa KaK B pe3ynbraTe CO3HATENBbHOIO PeLWeHns, TaK N «MoO YMOITHYaHUIO».

2 O6paboTKkm pucka ¢ HeEraTMBHbIMU NOCNEACTBUAMU MHOrAa HA3bIBAOT CMSAMMEHUEM, YCTPAHEHUEM, NPeaoTBPa-
LLLEHNE M, CHUXXEHUEM, NOAABNEHNEM U KOPPEKLMNEN PUCKA.

3.2.16 ynpaBneHue puckamu: KoopanHUpoBaHHbIe OEeUCTBUSA MO HanpaBneHUIo U KOHTPOMNIO Hag AeATenb-
HOCTbHO opraH1M3aLnn B CBSA3U C pUCKaAMMN.

3.2.17 NCTOYHUK pUcCKa MHhoOpMaLMOHHOU Be30NacHOCTU opraHu3auuun; UCTOUHUK pucka Vb opraHuza-
LUmn: OB beKT nnm gencteme, cnocobHoe Bbi3BaTh [cO3aaTb] PUCK.

[TpumevyaHwmns
1 PWUCKOTCYTCTBYET NPU OTCYTCTBUM B3aUMOAENCTBUA 0DBbEKTa, Nnua unv opraHmn3aumm ¢ UCTOHMHUKOM PUCKA.
2 VICTOYHUK pycKa MOXET ObiTb MaTepuanbHbIM MU HEMATEPUATNbHbIM.

3.2.18 nonutuka nHcdopmaumoHHon d6ezonacHocTu (opraHusauyun); nonutuka UMb (opranmnsauymmn): ®op-
MalnbHOe N3NOXeHWe nNpaBun NoBeaeHUs, npoueayp, NpakTuidecknx npruemMoB U pykoBoaALWMX NPUHLXMNOB B
obnactunHpopmaLnoHHON be30NacHOCTU, KOTOPLIMWN PYKOBOACTBYETCS OpraHn3aLns B CBOEN AEATENbHOCTN.

[TpumeyaHwune—TlonUTUKN OOMXHbI COAEPXKAaTb:

- npeamMeT, OCHOBHbIE Lenu U 3agavun nonuTmkn 6e3onacHoCTy;

- YCNOBUS MPUMEHEHUSA NONTUTUKN BE30NAaCHOCTU U BO3MOXHbIE OrPpaHUYEeHUS;

- OonucaHwe No3anummn pyKkoBoACcTBa opraHn3aumm B OTHOLWWEHUN BbIMONTHEHUSA MONUTUKN DE30NACHOCTU N OpraHn3a-
Lnn pexmma nHdopmMaUnoHHOM Be30nacHOCTU OpraHmn3aynm B LLenom;

- npaBa n obA3aHHOCTH, a TaKKe CTENEHb OTBETCTBEHHOCTU COTPYAHUKOB 3a BbINOIMHEHME MONUTUKN BE30NACHOCTH
opraHn3auunu;

- NOPSAOK AEUCTBUSA B YPE3BbIHaWHbIX CUTYaLUUAX B CNy4ae HapyLWeHUA NoNMTUKK 6e30nacHoOCTI.

3.2.19 uenb MHdopmaumoHHou beszonacHocTu (opraHmnsauumn); Lenbs Vb (opraHnsauun): 3apaHee Hame-
YeHHbIN pe3ynbTaT obecnevyeHnst HPOPMaLMOHHOW De3onacHOCTU opraHnsaL M B COOTBETCTBUN C YCTAHOB-
neHHbIMU TpeboBaHnsMK B nonutuke Ub (opraHmsaunn).

[1pnmeyaHune—Pesynstatom obecneveHns VIb moxeT bbITb NpeaoTBpalleHme ywepba obnagarento nHop-
MaLUMK U3-3a BO3IMOXHOW yTeUKM MHdopmMmaumm n (Unn) HECaHKUMOHUPOBAHHOIO U HENpeaHaAMEPEHHOIO BO3AENCTBUS HA

nHdopmaumio.

3.2.20 cuctema OOKYMEHTOB No uHcpopMayuuoHHON 6e30NacHOCTU B OpraHM3auuun; cuctemMa AoKyMeH-
ToB No Wb B opraHunsaumnn: Ob6begmnHeHHas LLeneBon HarnpaBneHHOCTbIO YopsaaovYeHHas COBOKYMHOCTb J0KY-
MEHTOB, B3aMMOCBSI3aHHbIX MO MNPU3HaKaM MNPOUCXOXOEHUA, Has3HavyeHusl, Buaa, cgepbl OesITENbHOCTN,
eaNHBIX TpeboBaHUN K X OPOPMIEHNIO U pernaMmeHTUpYoLWMX B opraHnsaunm AeaTenbHOCTb Mo obecneve-
HUKO UHPOPMALMOHHON BE30MaCHOCTMN.

6
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3.3 TepMUHBbI, OTHOCALLMECA K Yrpo3aM be3onacHoCcTU MHpopmMaLmin
3.3.1 yrpo3a uHcdopmMmauMoHHON Ge3onacHOCTU opraHusauum; yrposa b opraHnsaunn: CoBOKYMNHOCTb
hakToOpoOB 1 YCNOBUN, CcO3hatoLLIMX ONACHOCTb HapylleHnsa MHpopMaLNUoHHOMN Be30nacHOCTM opraHunsaLnm,
BbI3bIBAIOLLYIC U CNOCODHYIO BbI3BaTh HEraTUBHbIE NocneacTeus (yuwepd/Bpen) Anga opraHnsauun.

[TpumevyaHwms

1 dopmon peanusaumm (NposiBneHnst) yrpo3aol Vb ssBnsieTcs HacTynneHmne 0gHoro UM HECKONbKNX B3AaNMOCBSI3aH-
HbIX cobbiTn MIb n nHungertos Vb, npuBogawero(ux) K HapyweHuto CBOUCTB MHPOPMALMOHHON BE30MacHOCTU 0O BbEK-
Ta (OB) 3aWMUTbI OpraHmn3auum.

2 YTpo3a XxapakrepnayeTcs Hanm4mem o6 bekTa yrpoabl, UCTOMHUKA YIPO3bl U NMPOSABNEHUSA YTPO3bl.

3.3.2

yrposa (6ezonacHocTu nHdopmauumn): CoBOKYNHOCTb YCNOBUA N paKkTOpOB, co3aatolmx NoTeHUnanb-
HYHO UM peanbHO CYLLIECTBYOLL YO ONacHOCTb HapyLweHUda 6e3onacHoCTU MHOpMaL M.
[TOCT P 50922—2006, nyHKT 2.6.1]

3.3.3 Mopenb yrpo3s (bezonacHocTu uHpopmauuun): Pusmnyeckoe, MaTtemMaTU4eCcKkoe, onmcaTenbHoe npea-
CTaBneHmne CBOMNCTB UM XapaKTepPUCTUK yrpo3 6e3onacHoCTU MHopMaL .

[TpnmeyaHwne— Bnaom onucaTenbHOro NPeacTaBneHns CBONCTB UIMN XapaKTeEPUCTUK yrpo3 6e30nacHOCTU UH-
dhopmaummn MoXeT BbiTb cneynanbHbii HOPMATUBHBLIN JOKYMEHT.

3.3.4

VA3BUMOCTb (MH(pOpMaLUOHHON cUCcTeMbl); bpeus: CBONCTBO MHQOPMALIMOHHOMN CUCTEMBI, OOYCIOBIN-
BalOLLEEe BO3MOXHOCTb peanuaaLnmn yrpos beszonacHocT obpabaTtbiBaeMoin B Her MHpopMaLun.

[TpumevyaHwmns

1 YcnoBuem peanusaymm yrposbl be3onacHocTr, obpabaTtbiBaeMon B CUCTEME MHPOPMALMK, MOXET DbITb HEA,0C-
TaTOK UNn cnaboe mecTo B UHPOPMaALUNOHHOW CUCTEME.

2 Ecnu ysa3BMMOCTb COOTBETCTBYET YIpo3e, TO CYLLECTBYET PUCK.

[TOCT P 50922—2006, nyHKT 2.6.4]

3.3.5 HapywuTenb MHcpopMauMOHHOU Ge3onacHOCTU opraHusauuu; Hapywmtenb Wb opraHuzauyun:
Pusnveckoe nNULC UM Normiecknn obbLEKT, cnyvyanHo Unu npegHamMmepeHHo CoBepLUUBLUMA AEACTBUE, Clel-
CTBMEM KOTOPOTO SIBMSIETCA HApYyLUeHne MHpopMaLMOHHOW Be30nacHOCTU cpraHusaLmnm,

3.3.6 HecaHKUMOHUPOBaHHbLIU AgocTtyn. [locTyn K UHQOopMauuM Unm K pecypcam aBTOMaTU3IUPOBaAHHOW
MHPOPMALMOHHON CUCTEMBI, OCYLLIECTBIIAEMbIN C HApYLWEeHMEeM YCTaHOBMEHHbIX NpaB 1 (MNn) NpaBsun gocTyna.

[TpumevyaHwms

1 HeCcaHKUMOHMPOBAHHbLIWM AOCTYN MOXET ObiTb OCYLWECTBNEH NPeAHAMEPEHHO NN HENPEAHAMEPEHHO.

2 [lpaBa v npaBuna gocryna K uHQopmMaunum n pecypcam MHQOPMaUNOHHON CUCTEMbI YyCTaHaABIMMBAKOTCH AMA NPO-
LueccoB 06paboTkm nHhopmauumn, ob6CnyXMBaHUs aBToOMaTU3NPOBAHHOW MHPOPMALUNOHHON CUCTEMbBI, NBMEHEHUS NPO-
rPaMMHbIX, TEXHUYECKNX U MHPOPMALMOHHBLIX PECYPCOB, a TakKXe NoNy4YeHns MHPOPMaLUnn O HUX.

3.3.7 ceTeBad aTtaka: [1enCTBUA C NpUMeHeHUeM NporpaMmMHbIX U (MNK) TEXHUYECKUX CpeaCTB U C UCNONb30-
BaHWEM CeTeBOro npoToKona, HanpaeleHHble Ha peanu3auuilo yrpos HecaHKUMOHUPOBAHHOMO AocTyna K
MHPOPMaL N, BO3OENCTBUA HA Hee UM Ha pecypcChbl aBTOMaTU3UPOBaHHOW MHpOPMaLUOHHOWN CUCTEMBI.

[TpnmedaHwune— CeTeBON NPOTOKON — COBOKYIMHOCTb CEMAHTUYECKNX N CUHTaKCUYECKUX MNpaBwnsl, onpeaernsi-
IO MX B3aMMO4eNCTBUE MNporpamMmm yrpaerneHns CeTbio, Haxogsauwencs B ogHon 9BM, ¢ ogHOMMEHHbIMUY NporpaMmmvamMm, Ha-
xogsawmmmncs B gpyron IBM.

3.3.8 6nokupoBaHue goctyna (K uHdpopmauun): lNpekpalleHne nnn saTpyaHeHne goctyna K MnHopmaLmn
NnL, UMeroLMX Ha 3TO NpaBo (3akoHHbLIX NoNb3oBaTenen).

3.3.9 aTaka «0TKa3 B obcnyxuBaHumn»: CeteBagd ataka, npusoasllas K 0nokMpoBaHU0 MHPOPMaLUOHHBIX
NPOLECCOB B aBTOMaTU3NPOBaAHHOW CUCTEME.

3.3.10 yTeuka MHhopMaLuuun: HeKOHTPONMPYeMOe pacnpocTpaHeH e 3aluiaeMon MHopMaL i B pe3yib-
TaTe ee pasrnalleHuns, HecaHKUUOHUPOBaHHOIO AoCTyna K MHpopMaLunun 1 NonyveHuns sawmaemMomn MHQop-
MaLnn MHOCTPaHHbIMN pa3BegKaMu.

3.3.11 pasrnaweHue uHdopmauun: HecaHKUMOHNPOBAHHOE AOBedeHMe 3alluaeMon MHpopMaunum ao
Nnnu, He UMersLLMX NpaBa AocTyna K 3ToU MHdpopMaLuni.
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3.3.12

nepexsat (MHdopMaLuumn): HenpaBomepHoe nonyyveHne nHpopmaLmm ¢ UCNoMb3oBaHNUEM TEXHUYECKOTO
cpeiCTBa, OCYLUEeCTBNsOLWEro obHapyxeHue, npuem n obpabdboTKy MHPOPMaTUBHBLIX CUTHAMNOB.

[P 50.1.053—2005, nyHKT 3.2.5]

3.3.13

MHopMaTUBHLIN curHan: Curdan, no napameTpam KOTOpOoro MoXeT ObITb onpegerneHa saluiaemas
MHJOpPMaLILA.
[P 50.1.053—2005, nyHKT 3.2.06]

3.3.14 HeaeKknapupoBaHHble BO3MOXHOCTU: PYHKLMOHANbHbIE BO3SMOXHOCTU CPeaACTB BbIMUCIIUTENLHON
TEXHUKU U NporpaMmmMHoOro obecnevyeHus, He onMcaHHbIe UM HE COOTBETCTBRYHOLLIME ONMUCAHHBLIM B IOKYMEHTa-
LI, KOTOPbIE MOTYT NPUBECTU K CHMXKEHUIO UMM HApYLLEHUIO CBOUCTB Be3onacHOCTU MHdopMaLIUN.
3.3.15 noboYHbIe INEKTPOMarHMTHbIe U3NTYYeHUA U HaBOAKU: DNEKTPOMarHUTHbIE N3NTyYEHUA TEXHNYEC-
KX cpencTB obpaboTKn MHpopMaLnmn, BO3HUKaOLWME Kak NobovHoe sAiBreHne 1 Bbl3BaHHbIE 3N1eKTPUYeCKMMA
cUrHanamu, 4eUCTBYIOLLMMU B UX SMEKTPUYECKUX M MarHUTHBIX Lienax, a Takke 3NeKTpoMarHUTHble HaBOOKN
3TUX CUTHAIOB Ha TOKONpoBoAALLUME NMMHUN, KOHCTPYKUUX U LLen NUTaHUS.

3.4 TepMUHLI, OTHOCALUMECA K MEHEAXMEHTY UHpOpMaLMOHHON 6e30NacHOCTU OpraHusauuu
3.4.1 MeHepXXMeHTUHdOopMaLUOHHON be3onacHOCTU opraHu3auun; meHemxkmeHT Vb opraHusaumn: Cko-
OpPAUHNPOBAHHLIE AENCTBUS MO PYKOBOACTBY U YNpaBleHUo opraHusaumen B Yactn obecneveHnsa ee MHPOpP-
MaLWUOHHON 6e30NacHOCTU B COOTBETCTBUNA C USMEHSAIOLLIMMAUCH YCNOBUAMM BHYTPEHHEN N BHELUHEN cpeabl
opraHusauunn.
3.4.2 MeHeOQ)XMeHT pucka nicpopmMmaLMoHHOU 6e30NacHOCTU opraHnusauuu; meHeakMmeHT pucka Vb opra-
HM3auun: CkoopaAnHMPOBaHHbIE AeNCTBUA MO PYKOBOACTBY U yNpaBneHUIo opraH1isaunen B OTHOLWEHMN PpUCKa
b ¢ uenbio ero MUHUMn3auunn.

[1TpwnmeyaHwue— OCHOBHbIMM NpOLECCaMN MEHEMKMEHTA PUCKA ABMNAIOTCH YCTAHOBNEHNE KOHTEKCTA, OLEHKa
pucka, obpaboTka n NPUHATUE PUCKA, MOHUTOPWUHT U NEPECMOTP PUCKA.

3.4.3

cUcTeMa MeHea)XMeHTa uHpopMaLuuoHHo 6e3zonacHocTU; CMUB: HacTb obLlen cucteMbl MEHEAKMEH-
Ta, OCHOBAHHad Ha UCNOMb30BaHUN METOA0B OLEHKN DU3HEC-PUCKOB ANA pa3paboTku, BHeApeHUSs, PYHKLN-
OHUPOBAHUSA, MOHUTOPUHIA, aHanu1sa, NoaaepPXkn n ynydweH1usa tHopmauMoHHOU 6e30nacHOCTH.

[TpumMmedaHune—Cucrtema MeEHeKMEHTa BKIOYaeT B ceba opraHn3auMuMoHHYI0 CTPYKTYPY, NOMUTUKW, Oesi-
TENBHOCTB MO MNaHWPOBaHUIO, pacrnpeaeneHne OTBETCTBEHHOCTU, MPaKTUYECKYI0 AeATENBHOCTb, NPpoLeaypbl, NpoLec-
Cbl U PECYPCHI.

[FTOCT P NCO/M3K 27001—2006, nyHKT 3.7]

3.4.4 ponb MHhOpMaLMOHHOU Ge3o0nNacHOCTU B opraHusauuu; ponb b B oprannsaumn: CoBOKYNHOCTL
onpegeneHHbIX PyHKUKUA 1 3agad obecneveHnsa MHpopMaLMoHHON Be30NacHOCTU opraHusaLmn, yctaHaBK-
BalOLLIMX AONYCTUMOE B3aUMOAENCTBUE MeXay CYOBEKTOM U 0O BEKTOM B OpraHmnsaLuu.

[TpumevyaHwmns

1 K cybbektam OTHOCATCSH Nuua u3 Yncna pykoBoauTenen opraHn3aumm, ee NepcoHan unm MHMUUMpyemsble OT uX
MMEHW NPOLECCHI MO BbINONTHEHUIO AENCTBUW HAZ, 0O bEeKTaMu.

2 Ob6bekTamm MoryTt BbiTb TEXHUYECKOE, NPOrpaMmmMHOe, NPOrpaMmMHO-TEXHUYECKOE CpeaCTBO, MHPOPMALNOHHbLIN
pecypc, Hag KOTOPbIMU BbINOTHAOTCSH AENCTBUS.

3.4.5 cnyx6aunHdopmayuuoHHon 6e3onacHOCTU opraHmn3auumn: OpraHn3aLUnoHHO-TEXHUYECKAA CTPYKTYpA
CUCTEMBI MeHeKMeHTa MHOPMAaLIMOHHON Be30NacHOCTU opraH1u3aunn, peanuayrollas pelleHmne onpege-
NEeHHOWN 3aJa4vn, HanpaBneHHON Ha NPOTUBOAENCTBUE yrpos3amM UHDPOPMAaLUMOHHON De30MacHOCTU OpraHu-
3auun.

3.5 TepMUHBbI, OTHOCALLMECA K KOHTPONK U OLeHKe UuHdpopmMauMOHHOU Oe30nacHoOCTHU
opraHnsauun
3.5.1 KOHTpOnNnb obecnevyeHua UHhopMaLUOHHON De30NacHOCTU opraHu3aLunu; KOHTPONb cbecrnevyeHus
B opraHusauunn: NpoBepka cooTBETCTBUA obecneveHnss HopmMaLnoHHOW De30nNacHOCT B opraHusaunn,
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HanM4yms n cogepXaHnusa AOKYMEHTOB TPeOOBaHUAM HOPMAaTUBHBIX AOKYMEHTOB, TEXHUYECKOW, NPaBOBOW Opra-
HUA3aLNOHHO-pacnopsanuTeNIbHOM AOKYMeHTaL M B obnact MHpopMaLUoHHON Be30MacHOCTU.

3.5.2 MOHUTOPUHT UHPOPMALIMOHHOUN Be3onacHOCTU opraHuzauunu; moHUTopuHr b opraHmnsavumm: lNoc-
TOSIHHOE HabntogeHue 3a npoueccom obecnevyeHnss MHPopMaLNOHHON Be3onacHOCTU B opraHn3aLnny ¢ Lenbio
YCTAHOBWUTL €ro COOTBETCTBUE TpeboBaHUAM NO MHPOPMaLUOHHON BEe30MNacHOCTMN.

3.5.3 ayauT uHcpopmMmaLunuoHHOU Be3zonacHOCTU opraHusauuu; ayamnt Vb opraHmnsauun: CuctemMaTuveckunn,
He3aBUCUMBbIA N AOKYMEHTUPYEMbBIN NPOLLECC NONYYEHUSA CBMASTENLCTB AEATENBHOCTU OpraHu3aumnum no obec-
nevyeHuno MHPopPMaLMOHHON 6e30NacHOCTU M YCTAaHOBNEHUIO CTENEHW BbINONMHEHUS B OpraHmn3alnn Kputepmes
MHOPMaLMOHHOW DEe30NAaCHOCTU, a TakKe AonycKatoLWnn BOSMOXXHOCTb (POpMUPOBaHNS NpodpeCcCnMoHanbLHo-
ro aygUTOPCKOro CyXXAeHnsl 0 COCTOSIHUU MHGOpMaLUMOHHOW De3onacHOCTU opraHmn3aLun.

3.5.4 cBuUaeTenbCcTBa (AOKa3aTenbCcTBa) ayauta nHcpopMaLUMOHHON 6e30NacHOCTU opraHn3auumn; ceu-
netenectBa ayauta Vb opraHnsauunmn: 3anmcu, nsnoxeHue oakTtoB Unu gpyrad MHQopMaLns, KOTopble MMeIoT
OTHOLLEHUE K KpUTepusam ayamTta MHopmMmaLnoHHOW 6e3onacHOCTU opraHusaLmm n MoryT ObiTb MPOBEPEHHI.

[TpnmeyaHune—CBunagerenscrea ayguta MHQOPMaLNOHHON Be30NacHOCTN MOIYT BbITb KA4YE€CTBEHHLIMU UNN
KONMUYECTBEHHbLIMM.

3.5.5 oueHKa cooTBeTCTBUA UH(OpMaLUOHHOU Be30NacHOCTU OpraHu3auum ycTaHOBMEeHHbIM Tpebo-
BaHUAM; oLieHKa cooTBeTCTBUS Ib opraHusaumnm yctaHoBNEHHBIM TpeboBaHUSAM: [leATeNnbHOCTb, CBSI3aHHANA C
NPAMBIM UM KOCBEHHBIM onpeaeneHnem BbINONHEeHUS UM HEBLINONHEHNA B opraHmn3aln yCTaHOBIEHHbIX
TpeboBaHUN MHOPMaLIMOHHOM BesonacHOCTMW.

3.5.6 Kputepumn ayauta uHcopmaumoHHon bezonacHoCTU opraHunsauumn; kKputepun ayamuta VIb opraHmaa-
LnKn: COBOKYMHOCTb NPUHLIMMNOB, NMONOXEHWUNA, TPEDOBAHUN N NoKa3aTenen ASUCTBYIIOLWLNX HOPMATUBHBLIX AOKY-
MEHTOB, OTHOCSALLUXCA K AeATENbHOCTU opraHmnsaunm B obnactm MHgpopmMauMoHHOW 6e30nacHOCT!.

[TpunmeyaHwmne—Kputepumn ayanta MHQOpMayMoHHOM 6e30nNacHOCTU NCNONb3YIOT 4151 CONOCTABMEHUS C HUMMW
CBMAETENBLCTB ayanTa MHOoOpMayMoHHOM 6E30NacHOCTW.

3.5./ atTecTauua aBTOMaTU3IMpPoOBaHHOU CUCTEMbI B 3allULLEHHOM UCNONHeHUN: [poLiecc KOMNNEeKCHOW
MNPOBEPKN BbINOMHEHUA 3adaHHbIX PYHKUMWA aBTOMaTU3NPOBAHHOW CUCTEMBLI Mo 0bpaboTke 3almuiaeMon
MHpOopPMaLMM HA COOTBETCTBUE TPEeDOBAHNAM CTaHAAPTOB U/UNM HOPMATUBHBIX AOKYMEHTOB B 00NacTu 3aLlm-
Tbl UHpOPMaL U U OPOPMNEHNA AOKYMEHTOB O €€ COOTBETCTBUM BbINONHEHUIO PYHKLMK MO 00paboTKe 3aLLlun-
LLIaeMOW MHPpOPMaLIMN Ha KOHKPETHOM 0B beKkTe MHpopmMmaTmU3aLnn.
3.5.8 kKputepuu obecnevyeHua MHpopmMmaLUOHHOU Be30NacCHOCTU OpraHn3auumn; Kputepuin cbecrneveHUs
b opraHunsaunu: NokasaTenb, Ha OCHOBaAHUM KOTOPOro oLUeHUBaeTCcd cTeneHb AOCTMXKEeHUA Lenu (Lenen)
MHdopMaLIMOHHON BEe30NacHOCTU opraHMu3aLni.
3.5.9 adbekTMBHOCTL 0OecnevyeHna HcpopmauMoHHOM 6e3onacHoOCcTU; 3P PEKTUBHOCTL 0becrneyeHus
NB: CBA3b MexXay AOCTUMHYTBIM Pe3yibTaTOM U UCMONb30BaHHBIMU pecypcamMun anst obecneveHns 3agaHHoOro
YPOBHS1 UH(POPMaLUOHHON De30MacHOCTK.

3.6 TepMUuHBbI, OTHOCALWMECA K cpeacTtBaM obecnevyeHua WMHpoOpMaUMOHHON 6e30MacHOCTU
opraHunsauun
3.6.1 obecneyvyeHune nMHcpopMaLMOHHON Be3onacHOCTU opraHusauuu; obecneveHmne Wb opraHuzaymnm:
[deaTtenbHOCTL, HanNpaBneHHad Ha ycTpaHeHue (HenTpanusauuio, napupoBaHne ) BHYTPEHHUX U BHELHUX YTrpo3
MHOPMaLMOHHOWN BEe30NacHOCTU opraHnusalmm Unn Ha MMHUMN3auno yulepda oT BO3MOXHOW peanunsaunu
TaKNX Yrpos.
3.6.2 Mepa be3zonacHocTU; Mepa obecriedeHus beszonacHocmu: CNOXUBLIAACA NpakTUKa, npoueaypa unn
MeXaHn3M obpaboTKM pUcka.
3.6.3 Mepbl obecnevyeHna nHpopmMmayuuoHHON Ge3onacHocTU; Mepbl obecneveHna Ub: CoBOKYNHOCTL
OENCTBUN, HANpPaBNeHHbIX Ha pa3paboTKy U/Unn npakTuyeckoe NpumMeHeHne cnocoboB U cpeacTB obecneve-
HUA MHOPMAaLMOHHOW Be3onNacHOCTI.
3.6.4 opraHusauunoHHble Mepbl obecnevyeHUAa UHpOPMaLUOHHOU Be30NacHOCTU; opraHM3alMOHHbIE
Mepbl obecneveHna Mb: Mepbl obecneveHns nHgpopmMaLUoHHOW Be3onacHOCTKU, NpeaycMaTpuBatoLlme ycra-
HOBMEHWNE BPEMEHHLIX, TEPPUTOPUANBHBLIX, NPOCTPAHCTBEHHbIX, MPABOBLIX, METOANYECKUX N UHBLIX OrpaHn4e-
HUAW HAa YCNOBUSA UCMNONb30BaHUA U peEXXMMBI paboTbl 00bekTa MHpopMaTU3aLLnn.
3.6.5 TexHU4YecKoe cpencTBo obecnevyeHnsa MHpopMaLMOHHON Be30NacHOCTU; TEXHUYECKOEe CpeaCcTBO
obecneveHusa UIb: ObopyaoBaHue, ncnonbdyemoe Angd obecneyvyeHuns MHpopmMmaLnoHHOM De30nNacHOCTU opra-
HU3aUnU HekpunTorpauieCcKumMmm MeTogamu.

[1pwmeyaHwmne— Takoe 000pyaoBaHNE MOXET DbITb NPeACTaBNEHO TEXHUHECKMMN N NPOrPaMMHO-TEXHUHECKU-
MW CPeAcTBaMU, BCTPOEHHbIMU B OOBbEKT 3aWmTbl W/unn PyHKUMOHUPYIOWMMN aBTOHOMHO (HE3aBUCUMO OT 00beKTa 3a-

LLNTBI).
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3.6.6 cpencTBO OOHapyXeHUA BTOPXeHUU, chedcmeo obHapyxeHuUs amak: [NporpamMmmHoe U1 nporpam-
MHO-TEXHUYECKOEe CPeACTBO, KOTOPOE aBTOMATU3UPYET NMPOLLECC KOHTPONSA CODLITUN, NPOTEKAOLLMX B KOMIMbHO-
TEPHOW CUCTEME WU CETU, a TakKe CaMOCTOATENbLHO aHaNU3UPYeT 3TU CODbITUS B MOMUCKaX MNPU3HaKOB
MHUKMAEHTa MHOPMaLMOHHON Be3onNacHOCTI.

3.6./ cpeAcCTBO 3allUTbl OT HeCaHKUMOHUPOBaAHHOIo gocrtyna: [lporpaMmMHoe, TeEXHUYEeCcKoe UMK Npo-
rpaMMHO-TEXHUYECKOEe CpeacTBO, NpeaHa3HavYeHHoe ANnd NpeaoTBpalleHUs U CyLLeCTBEHHOIO 3aTpyaHe-
HUSA HECAHKLUIMOHUPOBAHHOMO AOCTyNA.
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AndaBUTHbLIN YKa3aTellb TEPMUHOB

AKTUBbI OpPraHu3aumnm 3.1.6
aHanwus3 puckKa 3.2.13
AC B 3alWwmweHHOM UCNONMHEHNN 3.1.19
aTakKa «0TKa3 B 00CnyXXnBaHnn» 3.3.9
aTakKa ceTeBas 3.3.7
aTrecTaumd aBTOMaTU3NPOBAHHOWN CNCTEMbI B 3aLUULLEHHOM UCIMOJTIHEHUN 3.5.7
ayaut Vb opraHnsaumm 3.5.3
ayantT nHdopmaunoHHON 6e30NacHOCTH OpraHmn3aumm 3.5.3
be3o0nacHoOCTb [AaHHbIX] 3.1.1
be3onacHoOCTb MHOpMaLnN 3.1.1
be3onacHOCTb MHQOPMALNOHHON TEXHONMOIMN 3.1.2
be3onacHoOCTb opraHn3aunv NHpoOpPpMaLNOHHAA 3.2.1
bnoknpoBaHune gocTtyna (K vHdopmaunm) 3.3.8
bpeuus 3.3.4
BO3MOXHOCTHW HeAeKnapupoBaHHbIe 3.3.14
AaHHbIe NepCcoHarnbHbIe 3.1.18
AOCTYN HECAHKUMOHUPOBAHHbIN 3.3.6
b opranmnsauum 3.2.1
naeHTndunkKkaumsa puckKa 3.2.12
MHpaACTPYKTYPA MHPOPMALNOHHASA 3.1.4
MHUMAOEHT MHpoOPpMAaLMOHHON De30NacHOCTMH 3.2.7
NcTouHUK pucka b opranmnsaumm 3.2.17
MCTOYHMK PUCKa MHPOPMALMOHHON De30NacHOCTU OPraHn3aumnm 3.2.17
NT 3.1.9
KOHTponb obecneveHus VIb opraHmnsaymm 3.5.1
KOHTpOnNb obecneveHna NHPOPMALMOHHON 0e30MacHOCTN OpPraHn3aunm 3.5.1
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Kputepnn obecneveHns nHpopmMaLNOHHON 0e30MacHOCTU OpraHn3aumnm 3.5.8
KCNW 3.1.15
MeHeKMeHT Wb opranmnsauum 3.4.1
MeHeOXMEeHT MHpopMaLNOHHON De30MacHOCTU OpraHn3aumm 3.4.1
MeHeKMeHT pucka b opranmnsaumm 3.4.2
MEeHeAXXMeHT pucKa MHpoOpMaALMOHHOWN De30NacHOCTU OpPraHN3aumnm 3.4.2
Mepa be30nacHoOCTH 3.6.2
Mepa obecrieyeHus bezonacHocmu 3.6.2
mepbl obecnevenus Vb 3.6.3
mepbl obecnevenus VIb opraHmn3aynoHHbIE 3.6.4
Mepbl obecneveHn MHPOPMALMOHHOWN De30MacHOCTH 3.6.3
Mepbl obecneveHns NHPOPMALMOHHON De30MacHOCTHN OPraHU3aLNoOHHbIE 3.4.6
Moaenb yrpo3 (besonacHocTtn nHpopmauun) 3.3.3
MoHUTOPUMHI b opranmnsauunm 3.5.2
MOHUTOPWHI MHOOPMALMOHHON De30NacHOCTU OPraHn3aumnm 3.5.2
HapyweHune b opraHnsaumm 3.2.4
HapyweHne nHdopmMmauMoOHHON De30NacHOCTU OpraHn3aunm 3.2.4
HapywwnTtenb b opraHnsaumm 3.3.5
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obecnevyeHne aBTOMaAaTU3IUPOBAHHON CUCTEMbI MHOPMALMOHHOE 3.1.12
obecnevyeHne aBTOMaTU3INPOBAHHON CUCTEMbI NPOrpaMmmMHoOe 3.1.11
obecnevyeHne aBTOMaTU3INPOBAHHOWN CUCTEMbI TEXHUYECKOEe 3.1.10
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obpaboTtka pucka b opranmnsaumm 3.2.15
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obpaboTKa pucka MHpopMaLNOHHON De30MacHOCTU OpraHn3aunm 3.2.15
00 BbEeKT 3alWnTbl MHDOPMALINK 3.2.2
00BbEeKT NHopmMaTn3Iaumn 3.1.5
OO BEKT KPUTUYECKNN 3.1.16
onpeaeneHne NpUeMnemMmocT YPOBHSA PUCKA 3.2.14
OLEeHKa pnckKa 3.2.10
oueHka pucka b (oprannsaumnmn) 3.2.11
OueHKa puckKka uHdpopMmauMoHHON be3onacHOCTU (opraHn3auvn) 3.2.11
oueHka cooTBeTcTBUS Vb opraHnsaymm yctaHoBNEHHbIM TPEBOBaHUAM 3.5.5
OLUEeHKa CoOOTBEeTCTBMA MHPOPMALNOHHON De30NacHOCTH OpraHn3aumm yCTaHOBMNEHHbIM TPeboOBaHUAM 3.5.5
nepexsat (MHpopmayunn) 3.3.12
nonutuka b (opranmsaumum) 3.2.18
NoNnMTUKa HpopMaLuMoHHON De3onacHoOCTHU (OpraHn3aunn) 3.2.18
npouecc (MHPOPMALNOHHON TEXHONOINMM) 3alMLiaeMbIN 3.2.3
npouecc NHPOPMALNOHHLIN 3.1.8
pa3rnaweHve nHdopmMmaunn 3.3.11
pecypc cuctembl 00padboTkmn nHhopmaumnn 3.1.7
PUCK 3.2.9
ponb Vb B opraHnsaumnm 3.4.4
ponb MHpOPMALMOHHON De30MacHOCTU B OpraHn3auvm 3.4.4
cBuaeTenbcTBa (gokasarenscrtea) ayauta Vb opranmsaymm 3.54
cBuaeTenbCcTBa (QOKasaTenbcTBa) ayanta nHdpopmaunmoHHON 6€30NacHOCTM OpraHM3auum 3.54
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CUrHan MHOPMAaTUBHbLIN 3.3.13
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cucTemMa MeHeaAXMeHTa MHopMaLuMOHHON 6e30NacHOCTMH 3.4.3
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cnyx6a nvHdpopmMmaunoHHON 0e30NacCHOCTN opraHM3ayunm 3.4.6
CMUB 3.4.3
codbbiTHE 3.2.8
CpeAcTBO 3alWMTbl OT HECAHKUMOHMPOBAHHOIO A4OCTYNa 3.0.7
cpeacteo obecneveHns MIb texHn4veckoe 3.6.5
cpeacTBo obecneveHna MHPOPMALMOHHON De30NacCHOCTU TEXHUYEeCKoe 3.6.5
cpedcmeaeo obHapyXeHuUsa amak 3.6.6
cpeacTBO OOHApPYXeHUSl BTOPXEHUWN 3.6.6
cchepa nHpopmMaLNOHHAA 3.1.3
TeXHONOrna MHpopMmaLOHHAaA 3.1.9
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adbdeKTNMBHOCTL obecneveHNa MHPOPMaALMOHHON 6e30NacHOCTMH 3.5.9
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[MpnnoxeHwve A
(cnpaBo4HOe)

TepMUHbI N onpeaeneHnsa obweTexHNYeCKUX NOHATUN

A.1

opraHmsaumsa: [ pynna paboTHMKOB N HEOBXOAMMbBIX CPEACTB C pacnpeaeneHnem OTBETCTBEHHOCTU, MONTHOMOYNA W
B3aMMOOTHOLLEHUMWN.

[TOCT P NCO 9000—2001, nyHkKT 3.3.1]

[TpumevyaHwms

1 K opraHmsaumm OTHOCATCA: KOMNaHUA, Kopropauusi, dupma, npeanpusatue, ydpexaeHmne, bnarotBoputenbHas
opraHm3auus, npeanpusaTne po3HMYHOW TOProBIin, accoumaymnsl, a TakKke nx nogpasgeneHns unm KoMmomHaumsi N3 HuX.

2 PacnpepeneHune 06bl4HO BbIBAET yNOPSA0YEHHbIM.

3 OpraHmsaumnsa MoXxeT bbITb rocyaapCcTBEHHON NN YaCTHOMN.

A.2 Bu3Hec: SKoHOMUYECKas AeATEeNbHOCTb, Aalowas Npubbinb; Nodon Bua AeATeNbHOCTU, NPUHOCALLMN A0X0A, SBNSH0-
LN CH NCTOYMHUKOM ODoraweHums.

A.3 busHec-npouecc: [lpoueccol, NCNOoNb3yeMble B 3KOHOMUYECKOWN OAEATENBHOCTN OpraHn3auum.
A.4

nHdbopmauymna: CeeageHunst (CoobLEHNS, JaHHbIE) HE3AaBUCUMO OT (DOPMbI UX NPEACTaBIEHNS.
[PepepanbHbiv 3akoH Poccunckon ®egepaumnm ot 27 nonsa 2006 r. Ne 149-03, ctaTtea 2, nyHKT 1)]

A.5

aKTUBbLI: Bce, YTo meeT UeHHOCTb AJ15 OpraHm3auun.
[FTOCT P NCO/MBK 13335-1—2006, nyHKT 2.2]

A.6 pecypchbl: AKTUBbI (OpraHmsaynm), KOTopble UCMONb3YHTCH UK NOTPEBNATCH B X04€ BbINOMHEHUS MpoLecca.

[TpumevyaHwmns

1 Pecypcbl MOryT BKItovaTh B cebsl Takme pasHoobpasHble 00bEeKThI, Kak nepcoHarn, obopyaoBaHne, OCHOBHbIE
CpeAcTBa, UHCTPYMEHTHI, 8 TAKXKE KOMMYHAIbHbIE YCIYTU. SHEPTUIO, BOAY, TOMMNMUBO N MHDPACTPYKTYPY CETEN CBS3MN.

2 Pecypcbl MOryT BbITb MHOFOKPaTHO UCMOSb3YEMbIMU, BO30OOHOBNSIEMbBIMU UITU PACXOQYEMbBIMM.

A.7 onacHocTb: CBONCTBO 0ObLEKTA, XapaKkTepU3yLee ero cnoCobHOCTb HAHOCUTBL YWLEPD nnn Bpea Apyrmm obbLekTam.
A.8 4dpe3BbivanHoe cobbiTne: CobbiTne, NPMBOASILLEE K YPE3BbIHYAUHON CUTYaLNN.

A.9 ywepob: Pnsnveckoe NoBpexXaeHNE UNN HAHECEHWE BPEaa 340POBbI0 Ntoaen NMbo HaHeCeHWE Bpeaa UMY LLECTBY UK
OKpY>XaloLWen cpege.

A.10 yrpo3sa: COBOKYNHOCTb YCINOBUWN N (PAKTOPOB, KOTOPLIE MOTYT CTaTb MNPUYNHON HAPYLLEHWA LENOCTHOCTN, 4OCTYNHOC-
TWU, KOHPUAEHUMNANBHOCTMW.

A.11 yazBumocTtb: BHyTpeHHME cBONCTBA 0ObEKTa, co3aawme BOCNPUNMHUYUBOCTD K BO3AENCTBUIO NCTOYHUKA PUCKA,
KOTOPOE MOXET NPUBECTU K KAKOMY-NTMOO NocneacTBUIO.

A.12 ataka: [lonbiTka npeogoneHns CUCTEMbI 3aWUTbI MUHPOPMaALMOHHOUN CUCTEMBI.
[TpnmedaHwuna— CTeneHb «ycnexa» artakum 3aBUCUT OT YA3IBUMOCTU U 3O EKTUBHOCTU CUCTEMbI 3ALLUNTDI.

A.13 meHeaXMeHT: CKOOpAMHNPOBaAHHASA AEATENBHOCTL MO PYKOBOACTBY M yrNpaBliEHUIO OpraHn3auuen.
A.14 meHeaXMeHT (HenpepbIBHOCTU) OM3Heca: CKOOpAMHNPOBaAHHAaA OeATENbHOCTb NO PYKOBOACTBY U yrpaBneHuto
BuaHec-npoueccamm opraHn3auun.

A.15 ponb:3apaHee onpegeneHHasi COBOKYNHOCTb NPaBu N npoueayp AesaTenbHOCTU OpraHn3aunm, yeTaHaBMBAo LWLNX
OONyCTUMOE B3aMMOJENCTBUE MEXAY CYOBEKTOM U 0O BEKTOM AEATENBHOCTH.

A.16

obnapnaTtenb nHdopmaumm: Jlnuo, camocToATENBHO co3aaBliee MHpopmauno NMMbo NONyYnBLLEE HA OCHOBAHUN
3aKOHa UnNmn 4oroBopa nNpaso paspeLwarb UNn orpaHnymMBaTh 4OCTYN KMHDOPMAaLKK, onpeaense Mon No KAaKMmM-nmndo npum-
3HaKam.

[PepepanbHbin 3akoH Poccunckon @egepaunm ot 27 nons 2006 r. Ne 149-03, ctaTtba 2, NyHKT 5)]
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A.17

nHdpacTpykTypa: COBOKYNHOCTb 34aHUN, 060pyaoBaHua n cnyxbd obecneveHns, Heobxognmeblx ans QyHKUNOHNPOBA-
HUS1 OpraHn3auunm.

[TOCT P MCO 9000—2001, nyHkKT 3.3.3]

A.18 ayauT: CucrtemaTtu4eCkum HE3aBUCUMBbIN N OKYMEHTUPOBAHHbLIN MPOLECC NONYyYEHNS CBUAETENBCTB ayguta n 0ob-
EKTUBHOIO X OLLEHNBAHWA C LUENb0 YCTAHOBNEHUS CTENEHN BbINONTHEHUS COMMacoOBaHHbIX KPUTEPUEB ayauTa.

[TpumevyaHwmns

1 BHyTpEeHHMEe ayanTbl, HAa3biBaeMble ayanTamMmmn nepBov CTOPOHbI, MPOBOANUT ANA BHYTPEHHUX LEernen cama opraHm-
3auns Unu OT ee MEHN gpyras opraHnsauus. PesynbrtaTtbl BHYTPEHHENO ayanTta MOryT CIy>XUTb OCHOBaHWEM OS5 AeKnapa-
UMM O COOTBETCTBMM. BO MHOrMx cnydasx, OoCODEHHO Ha ManbiX NPeanpusiTuax, ayauT OOIMKEeH MNPOBOAUTBLCS
cneunanucTamm (NabMu, He HECYLWMMIN OTBETCTBEHHOCTU 3a MPOBEPSEMYIO AEATENBHOCTD ).

2 BHelwHne ayauTbl BKNIOYAKT ayanThl, HA3biBaeMble ayantaMmm BTOPOU CTOPOHbI M ayanTamMmun TPETbEN CTOPOHbI.

AyanTbl BTOPOW CTOPOHbI MPOBOAAT CTOPOHbLI, 3aMHTEPECOBAHHbIE B OEATENBHOCTU NPEeanpusaTUs, Hanpumep,
noTpeduTenu nnu gpyrme nnua ot X UMeHn. AyanTbl TPETbEW CTOPOHLI NPOBOASAT BHELLHUE HE3AaBUCUMbIE OpraHmn3auunn.
STV opraHm3aumm NpoBoaAsAT cepTudrKaUmio v perncTpaumnto Ha COoTBETCTBUE TpeboBaHusaAM, Hanpumep, TpeboBaHUAM
[OCT P HNCO2001mnlTOCT P INCO 14001.

3 AyauTt cUCTEM MEHEPKMEHTA KA4eCTBAa N 3KOJTOMTMYECKOro MEHEQXMEHTA, NPOBOANMbIN OAHOBPEMEHHO, HA3bIBa-
10T K KOMIMITEKCHbIM ayanTOM».

4 Ecnn ayguT npoBepsieMon opraHunsauum npoBoasatT OQHOBPEMEHHO HECKOMbKO opraHu3aumn, 10 Takon ayauTt
Ha3bIBAOT K COBMECTHLIM aygnTom».

A.19 MOHMTOPMHI: CnucrtemaTtnyeckoe nnm HenpepbiBHOE HabntogeHne 3a o6bEeKTOM ¢ obecneveHmnem KOHTPONs n/mnu
N3MEPEHUNS €ro NapamMeTpoB, a TaKKe NPoBeJeHNe aHanunaa ¢ uenbto npeackasaHns UaMeHYMBOCTU NapamMeTPoOB U NPUHS-
TUS PeLEHNNA 0 HEOBXOAMMOCTU N COCTaBE KOPPEKTUPYIOLWMX U Npeaynpexaatowmnx 4eNCTBUN.

A.20

AeKnapunposaHue cooTBeTCcTBMA: Popma NoaTBEPXKAEHUS COOTBETCTBUSA NPOAYKLUUN TPEDOBAHNAM TEXHUYECKUX PEr-
NamMeHTOB.
[®epepanbHbiv 3akoH Poccunckon ®epepaumm ot 27 aekabps 2002 r. Ne 184-03, ctatbs 2]

A.21 TexHonorua: Cucrema B3aMMOCBA3aHHbIX METOA0B, CNOCODOB, NPUEMOB NPeaMETHOW AEATENbHOCTM.
A.22

AOKYMEeHT: 3adduKCpOBaHHas Ha MateprnanbHOM HOCUTENe NHpopmMauns C peEKBN3NTaAMMU, NO3BOSAIOWNMN €€ NOEHTU-
PULUNPOBATD.
[TOCT P 52069.0—2003, nyHKT 3.18]

A.23 obpaboTka nHdopmaunmn: CoBOKYNnHOCTb onepaunn cbopa, HakonneHus, BBOAA, BbiBOAA, NPpUemMa, nepegaqu,
3anncun, XpaHeHus, pernctTpaunmn, YHUHTOXEHUS, NpeobpasoBaHus, 0TODpaXXeHus, OCYLLECTBNSEMbIX HA4 MHPOPpMaLMEN.
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[MpunoxeHve b
(cnpaBo4HOe€)

B3anmMocBA3b OCHOBHbLIX MOHATUU B oO6nacTu obecnevdeHus
UHcpopMmaLMoOHHON 6Ge3onacHOCTU B opraHnsauun

B3anmoCBA3b OCHOBHbIX NMOHATUM NpuBegeHa Ha pucyHke b.1.

e HdopMaLKMOoHHaA 6e30NacHOCTL
e30nacHocTb Poccuiickoii dPeaepaunm

B OpraHn3alun

Nonutuka b
opraHM3aLum

Cnyx6a Ub

opraHM3auum Ayaut VB

opraHM3auum
[JoKymeHTaLOHHOoe
Mepbl obecneyeHue Vb
Oe3onacHoOCTH opraHusauuu

Yrpo3a b
KCUI

NHdopMaLMOHHBIE pecypchl
(aKTUBbI) OpraHU3aLuK
JaluuwaemMas nHdpopmauus

B OpraHn3auumu

CBuUaeTenbCcTBO

OObeKT [1pouecchl ayourta
3aluThl MeHepkmeHTa b Cucrtema B opraHnsaumm

AOKYMEeHTauun
b opraHnsauun

ObbekT ayguta b
OpraHusaLuu
[Mpouecchl AT

PUCYHOK b.1 — B3anmocBsA3b OCHOBHbIX MOHATUN
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