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B3rndaA B bYAVLUIEE

2024 — OnemeHTbl KOMNbIOTEPHOTO UHTENIEKTA

CTaHYT 06A3aTe/IbHbIMM B aBTOMOOUAAX.

Jlloasam 3anpeTaT caguTbCa 3a py/Zib aBTomobuns,

He 060pyA0BaHHOIrO KOMMbIOTEPHbIMM MOMOLLIHUKAMMU

2025 — lNoaBneHmne maccoBOro pbiHKa
raaXetoB-MMMNJIaHTaToOB

© PIXABAY
- )

2038 — NMNoasneHue pob60TN3INPOBAHHDIX NOAEN, MPOAYKTOB TPAHCITYMAHUCTUYHbBIX TEXHO/IOTUNA.
OHu 6yayT 060pya0BaHbl AOMNO/IHUTENbHBIM UHTENNEKTOM (HanpMMep, OPUEHTUPOBAHHbIM Ha
KOHKPETHYIO Y3KYt0 chepy 3HaHMM, MNOJIHOCTbIO OXBAaTUTb KOTOPYO YEeNOBEYECKUN MO3T He
cnocobeH) n pazHoobpasHbIMKU ONUUAMU-MMNAAHTAHTAMKU — OT F1a3-Kamep
A0 AOMNONHUTENbHbIX PYK-NPOTE308.

Pau KypuBenn, Google



TEHOEHUWA NO1 TexHoOs02UU YCAOHCHAIOMCA U

passusaromcs. Jlloou - Hem

BUT WHY IS
THERE A SKILLS
SHORTAGE?

* HecooTtBetrcTBUE OGpHBOBaHVIﬂ U TeXHO/I0MMM! 34.5%
lack of security expertise

 HepocTtaToK KBannpuumMpoBaHHbIX KaapoB

e «lMepuop nonypacnapga» TeXHONOrUYECKUX
3HaHui1 B cdpepax UT/Ub oueHnsaetca L LU
qualifications are most
cneumanuctramm B 1,5 — 3 rona important wher |
e Ob6bem MHd)OpMaU,MM VS. CKOPOCTb NPUHATUA T1% say education programs

t
pelweHuns "




TERAERHL WA NO2

TeKyyKa nepcoHana

OmnacHoe BMeCTO

BaHKOBCKUE CHEIUATUCTHI 110 KHOep3aluTe MacCOBO YBOJIBHSAIOTCS

o W wfyY a0

* Jliopeit nepemaHMBaloT s o 7290 7
(nopo# uenbimm KomaHgamm) |

* Cneuuanucrol BbIroOpaloT

* PbIHOK CTaHOBMUTCA «PbIHKOM
COUCKaTena»

®oto: Amir Cohen / Reuters

Pe3ko Bo3spocluue 3a nocnegHum rog TpeéoBanus LUB k nHdopmaumoHHom
6e30MacHOCTM NPUBENY K OTTOKY CMeLuanucToB B 3Toi cchepe u3 6aHKOB B
apyrue otpacnu. Takaa cuTyauus YpeBaTa puckaMu Ansi 6aHKOB U UX
K/TMEHTOB, YKa3bIBalT 3KCNepPThl: Xakepbl, koTopble B 2019 rogy
nepeopueHTUPOBarnu aTakm ¢ 6aHKOB Ha rocy4pexaeHUs U NPOMbILINIEHHbIe
KOMMNaHuu, ellie MOTyT BepPHYThLCS.



TEROERL WA N°3

0,
e
The fear of getting something wrong
Keeping up with internal and regulatory compliance audits

Research Report: The Life and Times of Cybersecurity Professionals 2018 ( )



KAK BOPOTbCH

AsTomaTtusauusa (SOAR)



SOAR (by Gartner)

bbino:

SOAR - security operations, analytics and
reporting.

SOAR platform uses “machine-readable and stateful security data
to provide reporting, analysis and management capabilities to
support operational security teams.”

The three primary SOAR technologies are:

*Threat and vulnerability management, which supports the
remediation of vulnerabilities across their lifecycle and provides
formalized workflow, reporting and collaboration capabilities.

*Security incident response, which supports how an organization
plans, manages, tracks, and coordinates the response to a security
incident.

*Security operations automation, which enables the automation and
orchestration of workflows, processes, policy execution and reporting.

Crano:

SOAR refers to technologies that enable
organizations to collect inputs monitored by the
security operations team.

For example, alerts from the SIEM system and other
security technologies — where incident analysis and
triage can be performed by leveraging a
combination of human and machine power — help
define, prioritize and drive standardized incident
response activities.

SOAR tools allow an organization to define incident
analysis and response procedures in a digital
workflow format.



YPOBHW ABTOMATU3ALUN

1 | ba3oBbin: «IK30cKeneT»




YPOBHW ABTOMATU3ALUN

2 | MpoaBUHYTbLIN: K ABTONMUNOTY

1 | ba3oBbin: «IK30cKeneT»



YPOBHN ABTOMATU3ALUN

3 | MepcneKTUBHbIN: «PO6OT»
P | MpoaBUHYTLIU: KABTONUNOT»

1 | ba3oBbin: «IK30cKeneT»




AHTPONMOJIONMYECKOE UCCNEAOBAHMUE
NMOBLIWEHNA SOPEKTUBHOCTU SOC

June 2017
An Anthropological Study of Security Operations
Centers to Improve Operational EPﬁciency

Sathya Chandran Sundaramurthy
University of South Florida, sathya.chandran3@gmail.com

https://tinyurl.com/y35ajsk4




AHTPONMOJIONMYECKOE UCCNEAOBAHMUE
NMOBLIWEHNA SOPEKTUBHOCTU SOC

Figure 5.1: Human Capital Cycle Figure 5.3: Automation



MNoAXO4bl K ABTOMATU3ALNK

Asemomamusayus e4yepa

9dPeKTUBHOE ynpasieHNne akTuBaMmu n bubanoteKkom AOKymeHTOB

OnpeneneHne anropntmoB 06paboTKU TUNOBbLIX CUTYaLLUN

HaBeaeHue nopAgKa B npoLeccax BbiABAEHUA U pearuposaHus
Ha UHLMUAEHTDI



MNoAXO4bl K ABTOMATU3ALNK

Asmomamu3ayus ce200HA

ABTOMaTM3aLMA MOHUTOPUHIa / NoncKa paKToB KOMNpPoMeTaLUK

Kenc: TIP + SOAR + Honeypot



MNoAXO4bl K ABTOMATU3ALNK

Asmomamu3ayus ce200HA

ABTOMaTM3aLMA MOHUTOPUHIa / NoncKa paKToB KOMNpPoMeTaLUK

ABTomaTtusauma npouecco Ub (He TonbKo pearnposaHus)

Kewc: AKTuBbl | YassumocTtu | Pucku



MNoAXO4bl K ABTOMATU3ALNK

Asmomamu3ayus ce200HA

ABTOMaTM3aLMA MOHUTOPUHIa / NoncKa paKToB KOMNpPoMeTaLUK

ABTomaTtusauma npouecco Ub (He TonbKo pearnposaHus)

ABTomatusauma Compliance-KoHTpons

Keunc: aBTomaTtnyeckum TeXHU4YeCKuin ayauT



MNoAXO4bl K ABTOMATU3ALNK

byodywee aemomamusayuu

ABTOMATU3aLMA MEXOoTpacneBaa n mexaucumnamHapHasa (RPA)
«JloBepbca MHe, 1 mawnHal»

ABTomaTtusauusa by design

UHKancynauma v noammopodusm gna astomatmsauum Ub

ABTOMAaTU3aLMA NpoLecca aBToOMaTU3aL MM



MNoAXO4bl K ABTOMATU3ALNK

Byepa, ce2co0HA u 3aempa

ABTOMAaTM3aLMA NPOLLECCOB — KaK KyabTypa komnaHuu, KPI, 06pa3 mbican.

Hapaay c umdposusaumen, LeanbSigma, BPM, etc.



METPUKHN

I CpenHee Bpema 06paboTKkm MHUMAEHTA

I Konuuectso / TpeHAabl 3apUKCUPOBaAHHDbIX
WHUUAEHTOB VS. 06paboTtaHHbIX no SLA

I MpoueHT nHUMAEeHToB, 06paboTaHHbIX
aBTOMaTUUYECKMU




BbIBO/bl

ABTOMAaTMU3aLUA pa3BUBAET U MOTUBUPYET NEePCOHanN,
a TaK)XXe HUBeNUpPYeT PUCKU, CBA3AHHbIE C TEKYYKOMN,
HeAOCTaTKOM KOMMEeTEeHUMU U olunbKamm

OcHoBa: CMCTEMHbIN NOAXOA,

CtpaTterusa: ABu»XeHue oT 6a30BOro ypoBHs
K NepcnekTMBHOMY

PoKyC Ha 3P PEKTUBHOCTU U PE3YyNIbTaTUBHOCTU




bnarogapto 3a BHMMaHume!
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