PykoBoasuii JOKyMeHT
3amura uHpopManMH
CrnenuajbHble 32a1IMTHBIE 3HAKH
Kaaccupukanus u o61ue TpedoBanust

YTBepaxaeHo pemieHueM npeacenaresis ['ocyqapcTBeHHOM TeXHUYECKOM
komuccuu npu Ilpesunenre Poccuiickoit @enepanun ot 25 uroas 1997 r.

1. O01mue moJj10KeHUA

1.1. HacTosmuii pyKOBOIAIIMN JOKYMEHT yCTaHABIMBAET KJIACCU(DUKALUIO IO
KJIaccaM 3allUThl CHELUAIBHBIX 3alIUTHBIX 3HAKOB, IIPEAHA3HAYECHHBIX JUIA
KOHTPOJISL TOCTyIa K OOBEKTaM 3aIlMThl, a TAKXKE JUIS 3alUThl JOKYMEHTOB OT
MO JIETIKH.

1.2. OCHOBHBIMH OOBEKTAMU 3AIUTHI, 111 KOTOPBIX MOT'YT IPUMEHSATHCS
CIIEHUAJIBHBIC 3AIIUTHBIE 3HAKH, SIBIITFOTCS:
- TOKyMEHTUpOBaHHasi HH(GOpMALHs HAa MAaTEpUaIbHOM HOCUTETIE;
- CHEUAJIbHBIE TTOYTOBBIE OTIIPABIICHHUS;
- CIIeLIMAJIbHBIE U3IEIHS], TEXHUYECKHE CPEACTBA U MPUOOPHI (B TOM YHUCIIE
peryiaupyeMble 1 KpUTHYHBIE K YCTAHOBKE), TOBAPHI HAPOJAHOTO MOTPEOIICHNUS,
IIOJIEKAILME OIEYATHIBAHUIO U KOHTPOJIIO;
- IPOAYKLHS CIELMAIBHOIO HA3HAYEHHUsI, KOHTEHHEPHI, BATOHBI, EMKOCTH IIPH UX
IIEPEBO3KE U XPaHEHNUH;
- IOMeIeHus, cei(bl, 3aaCHbIE BHIXO/IbI, ABapHITHBIE YCTPOHCTBA.

1.3. JlokyMeHTaMH, 3alUIIAEMBbIMU C TOMOUIIBIO CHENUAIBHBIX 3alIUTHBIX
3HAKOB, SBJISIIOTCS  JIOKYMEHTBI, YJIOCTOBEPSIOIIME JIMYHOCTb, IMPOMYyCKa
COTPYJHUKOB OpraHu3aluii W YUYpPEKIEHUW, JIUIEH3UU, MNaTEHThI, KPEAUTHBIC
KapTOYKH, [ICHHbIC OyMary v T.II.

1.4. CneunanbHble 3alIUTHBIE 3HAKH PEATU3YIOTCS B BUJE PHUCYHKA, METKH,
MaTepuaia, BEIeCTBa, OO0JOXKKH, JaMUHATA, CAMOKJICSIIENUCS JEHThI, OTIEIbHBIX
HaKJIEEK, CAMOKJICIOIIUXCS TIIOMO UM IPYroro MpOAyKTa, CO3JaHHOTO Ha OCHOBE
(U3UKO-XUMHUUECKUX TEXHOJIOTUH JJIsl KOHTPOJIS JOCTYIa K 0OBEKTaM 3alllUThHI, a
TaKXke JJIsl 3alUThl JOKYMEHTOB OT MOJIJIEIIKH.

1.5. Hacrosimmii TOKyMEHT oOmpenensieT TpeOoBaHMS K CIENUATBHBIM
3alllUTHBIM 3HaKaMm Tpu ux ceprudukanuu B Cucreme cepTH(PUKAIMKA CPEACTB

3amuThl nHpOpMaluu mo TpedoBanusM Oe3omacHoctu uHGopmarmu (POOC RU
0001.016M00).

1.6. Hacrosiuiuidi JOKYMEHT SBJISETCS PYKOBOISIIUM JIOKYMEHTOM IS
3aKa34YMKOB CHEIUABbHBIX 3allIUTHBIX 3HAKOB W HCMBITATENIBHBIX J1AO0OpaTOpUH,



MPOBOSALIUX CepTU(UKAIIMOHHBIE HcTibITaHus B CucteMe cepTU(UKALIMKA CPEICTB
3amUThl HKHGOPMAIIMH 110 TPEOOBAHUAM 0€301TaCHOCTH MH(GOPMAIIHH.

2. TepmuHbI U onpeaeIeHUst

Cnenuanbubiii  3amutHbelii  3Hak  (C33) - cepruduuupoBaHHOE U
3apEruCTPUPOBAHHOE B YCTAHOBJIEHHOM TOPSJKE M37eNINe, MpeAHa3HAYCHHOE IS
KOHTPOJISI HECAHKIMOHUPOBAHHOTO JIOCTYNMa K OOBEKTaM 3allUThl IyTeM
OnpeesIeHUs] TOJJIMHHOCTH U 1enocTHOCTH C33 myTemM CpaBHEHHMSI CaMOro 3HaKa
iy KoMno3uuu «C33 - MOoI0kKKa» MO KPUTEPUSIM COOTBETCTBUSL XapaKTEPHBIM
MpU3HaKaM BU3YyaJbHBIMU, HHCTPYMEHTAIBHBIMUA U JPYTUMHU METO/IAMH.

HecaHKIMOHUPOBaHHBII AOCTYII (HCO) - HapylLICHUE
PErJIaMEeHTUPOBAHHOTO IOCTYyNAa K OOBEKTY 3alUTHI.

Cnocod wusroroBiienus C33 - TeXHOJNOTrMYECKUE MpoOLECChl (MPUEMBI U
omepaliy,  XapaKTepu3yeMble, TJIABHBIM  00pa3oM,  TEXHOJOTHYECKHUMHU
MpU3HAKaMHU - TIOCJIEIOBATECILHOCTRIO JCHCTBUHA W TIPHEMOB, HX XapaKTEPOM,
MIPUMEHSEMBIMU PSKUMaMH, TTapaMeTpaMy, HHCTPYMEHTAMH U Jp.) ¥ MaTepHaIbl
(cocTaBbl M KOMITO3HIIMH, MTACTHI, TUIACTMACCHI, JIAKH, KPACKA U T.J., B TOM YHCJIC
MOJIYYCHHBIC XHMHYCCKHUM IIyTEM), WCIIONb3yeMbIe IS HW3TOTOBIICHUS U
npou3sBojictBa C33.

HOY-XAY TexHoJa0rusl - COBOKYNHOCTb pa3JIUYHBIX TEXHUYECKHX,
KOMMEpPYECKUX U JAPYTHX CBeACHUH, OQGOPMIECHHBIX B BHUAE TEXHUYECKOU
JIOKyMEHTAIIMU, a TaK)K€ HABBIKOB M MPOU3BOJCTBEHHOTO OMBITa, HEOOXOIUMBIX
JUIE  OCBOCHHS TEXHOJOTMH W MeTonoB co3nanusa (33, mnpuMeHseMbIX B
JEATEIIbHOCTH MPEANPUSITHUS WU B POo(hecCuOHATBHON AEATETbHOCTH, TOCTYITHBIX
ompeAeaeHHOMY Kpyry Jmn. Pacmpoctpanenue cBenennit o HOVY-XAY
TexHOJOTUsAX TmpousBoAcTBa (C33 10KHO OBITh OrPaHUYEHO COOJIIOICHUEM
COOTBETCTBYIOIIUX PEKMUMHBIX MEP.

Nnentudpurkanua C33 - onpeneneHrve noMMHHOCTH U nenoctHoctd C33 no
€ro XapakTepHbIM IpPU3HAKaM, a TaKKe€ OTCYTCTBHUS M3MEHEHUN B PaCOJIOKEHUU
C33 na oOBeKTe 3allMThl WA JOKYMEHTE IMyTEM BHU3YaJIbHOTO OCMOTpa WU C
MOMOIIBI0 TEXHUYECKUX CPEICTB OOIIEro MpPUMEHEHUSs, CIEeIHUaTN3uPOBaHHBIX
TEXHUYECKUX CPEJICTB C UCIOJIb30BAaHUEM WUJIM 0€3 MCIOJb30BAHUS CIEIUATbHBIX
METO/TUK.

CroiikocTh 3amuTHBIX cBoiicTB C33 - crnocoOHOCTh K 00pa3OBaHHIO
KOMIUIEKCa YCTOWYUBBIX MPU3HAKOB, CUTHAIM3UPYIOMINX O (akTax BO3JEHCTBUS
Ha C33 wiM NOmBITKE J0CTynma K OOBEKTY 3alllUThl, a TaKXke CIOCOOHOCTh
COXPAaHATh BEChb KOMIUIEKC XapaKTEPHbIX MPU3HAKOB MOAJIMHHOCTU U II€IOCTHOCTH
C33 npu ero periiaMeHTUPOBAHHOM HCIOJIb30BAHUH.



IHopamanocte C33 - coorBercTBHME BHemHEro Buaa W Hamudue B (C33
COBOKYITHOCTH XapaKTEPHBbIX IMPHU3HAKOB, IPEAYCMOTPECHHBIX TEXHUYCCKUMHU
YCJIOBUSIMH.

HenoctHocts C33 - HensmeHHOCTh BHemiHero Bujga C33 M COBOKYIHOCTH
XapaKTePHBIX MPU3HAKOB, IPEAYCMOTPEHHBIX TEXHUYECKUMHU YCIOBUSMHU.

3. K.]IaCCI/I(l)I/IKaHI/Iﬂ ClIeIUAJIBHBIX 3allIMTHBIX 3HAKOB U oﬁmne Tp@ﬁOBaHHH

3.1. Bce C33 nensarca Ha 18 kmaccoB. Knaccudpukamus C33 ocyuiecTBisieTcs
Ha OCHOBE OLIEHKM HUX OCHOBHBIX IapaMETPOB: BO3MOXXHOCTH TOJJIEIIKH,
UACHTU(DULIMPYEMOCTH U CTOMKOCTHU 3alIUTHBIX CBOMCTB.

Knacc C33 3amuiieHHOCTH

XapaKTepuCTUK | Bo3MOKHOCTE CroikoCcTh

MOACIIKU nenruduuupyemocts 3aIUTHBIX CBOMCTB

1 Al Bl Cl

2 Al B2 Cl

3 Al B3 Cl

4 Al Bl C2

5 Al B2 C2

6 Al B3 C2

7 A2 Bl Cl

8 A2 B2 Cl

9 A2 B3 Cl

10 A2 Bl C2

11 A2 B2 C2

12 A2 B3 C2

13 A3 Bl Cl

14 A3 B2 Cl

15 A3 B3 Cl

16 A3 Bl C2

17 A3 B2 C2

18 A3 B3 C2
3.2. BO3MOXHOCTb MOJAEIKN ONpPEAENsieTCs TeXHOoIorueu nzrotosienuss C33:
-Al - C33 wusroroBiieH ¢ wuCHoiab30BaHuEM oOTedecTBeHHbIX HOVY-XAY

TEXHOJIOTUH;

- A2 - C33 usroToBiieH ¢ ucnoib3oBanueM 3apyoexxusix HOY-XAY texHomorui;
- A3 - C33 usroronnen 0e3 ucnoaszoBanust HOY-XAY TexHonaorui.



3.3. UneHTuUIMpyeMOCTh OIpEAeNaeTcs YPOBHEM CIOKHOCTH CHUTHAJIbHOM
uHbopMauu B 3HaKe:
- B1 - nenoctaocts ¥ nogimuHHOCTh C33 MOTYT OBITh OJIHO3HAYHO ONPEEICHBI C
MIPUMEHEHUEM CHELUAIBbHBIX TEXHUUYECKUX CPENICTB KOHTPOJIS WM C HOMOIIBIO
pUOOPOB WM YCTPOMCTB C JONOJHUTEIBHON (ONTUYECKOW, KOMIBIOTEPHOU U T.
11.) 00pabOTKOM CHUTHAJIA TIO CHEIUATBLHOM METOIUKE, OCHOBAHHOW HA TEXHOJIOTHH
W3TrOTOBJICHUS C33;
- B2 - nenoctHOCTh M mOoAMHHOCTH C33 MOTYT OBITH OJTHO3HAYHO OTPEICTICHBI HAa
OCHOBAHHMH CIIEHUAJIbHBIX METOJUK KOHTPOJII O€3 MPUMEHEHHS] TEXHHUYECKUX
CPEIICTB KOHTPOJS MJIM C UCHOJIb30BAHUEM CEPUIMHO-BBITYCKAEMbIX TEXHHUYECKHX
CPEICTB;

- B3 - nenoctHocth M nogmMHHOCTH C33 MOTYT OBITh OJJHO3HAYHO OIPEJEICHBI
BU3YaJlbHO 0€3 NPUMEHEHUS TEXHUYECKHUX CPEICTB M CHELHMAIBHBIX METOIUK
KOHTPOJIS.

3.4. Ilo cToMKOCTH 3alMTHBIX CBOMCTB C33 moapa3faesnsroTcss Ha JBE TPYIIIIbI:
- C1 - B Texanueckux ycnoBusax Ha C33 3a1aHO U3MEHEHUE €r0 BHEIIHETO BUIA U
XOTs OBl OJHOTO XapakTEpHOro0 NpPHU3HAKA NPU HECAHKIIMOHUPOBAHHBIX
Bo3aeucTBuaX Ha C33 wiaM  HapymIeHHH YCJIOBUM €ro  JKCIULyaTallWH;
- C2 - B TexHnueckux ycnoBusax Ha C33 3a1aHO U3MEHEHHUE TOJIBKO €r0 BHEIIHETO
BHJIa NP HECAHKLIMOHUPOBAHHBIX BO3AEHCTBUAX Ha (33 wninm HapyumieHUu
YCJIOBUH €0 3KCILTyaTalyu.

3.5. Jlns 3ammThl “”HPOpPMaLUKU, OTHECEHHOM K IOCYIapCTBEHHOM TailHe, U
3aIUThl TEXHUYECKUX CPEJICTB KATETOPUPOBAHHBIX 0OBEKTOB UCIIOJIb3YIOTCS
tonbko C33, cepTuduiimpoBaHHbIe 1O KJIACCy HE HUXKE 6:

- 110 KJjaccaM | u 2 - 1715 3a1uThl 00bEKTOB | KaTeropuu 1 HHPOpMaLUU
COOTBETCTBYIOILIEH CTEIIEHU CEKPETHOCTH;
- 110 KJj1accaM 3 u 4 - 17151 3a1UThl 00BEKTOB 2 KaTErOpUH U MHPOpMaluu
COOTBETCTBYIOILIEH CTEIIEHH CEKPETHOCTH;
- 10 Ki1accaM S U 6 - 711 3a1uThl OOBEKTOB 3 KaTeropuu U nHpopMaluu
COOTBETCTBYIOILIEH CTETIEHU CEKPETHOCTH.

Ucnonb3oBanue C33, cepTu@UIIMPOBAHHBIX MO Kiaccam 7 - 12, momyckaeTcs
TOJBKO JJIsI 3alIUThl O0OBEKTOB 3 KaTeropuu M WHGOPMAIMU COOTBETCTBYIOIIETO
YPOBHSI CEKPETHOCTH TpHU OOECIEUCHUH JIOMOJIHUTEIbHBIX OpraHU3aIllMOHHO-
TEXHUYECKUX MEP 3allMUTHI, COrJacoBaHHbIX ¢ ['ocTexkomuccuen Poccun.

3.6. Tlpu HapymieHMHM peXHMa COXPaHEHHS HHPOPMAIHUHU O MPUMEHIEMOU
HOVY-XAY TexHonoruu, U3MEHEHUHU YCJIOBUM TPOU3BOJCTBA M T. II
ucnosb3zoBanue C33 3ampeniaercs, paHee BbIIaHHBINA CEPTUPUKAT aHHYJIUPYETCS.



