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MpeaucnoBue

1 PASPABOTAH ®eaepanbHoi crny>60oi no TEXHMYECKOMY U 3KCMOPTHOMY KOHTponto (PCTIK Poccun),
3aKpbITbiM aKLMOHEPHbIM 06LecTBOM «Anaaaud P1.» (BAO «AnagauH P.1.») n OBLLECTBOM C OrpaHMYEHHON
OTBETCTBEHHOCTbIO «HayuHo-npoussoacTeeHHan pupma « KPUCTAI» (OO0 «HIMd «KPUCTANT»)

2 BHECEH TexHuueckum KOMUTETOM NO cTaHaaptusauum TK 362 «3awmrta uicopmaumm» u TexHude-
CKMM KOMUTETOM No cTanaaptusauun TK 26 «Kpunrorpaduyeckas sawmra undopmauum»

3 YTBEPX/EH W BBEJEH B IEMCTBWE Mpukasom denepansHOro areHTcTea no TEXHUYECKOMY pe-
rynuposaHuio u metponorum ot 10 anpens 2020 r. Ne 159-ct

4 BBEJJEH BMNEPBBIE

lNpasuna npumeHeHUs Hacmosweao cmaHdapma ycmaHosrneHbl 8 cmambee 26 ®edeparnbHoz20 3aKoHa
om 29 uioHs 2015 2. Ne 162-©3 «O cmaHdapmu3sayuu 8 Pocculickoli ®edepayuu». UHpopmauusi 06 u3-
MEHEHUSX K HacmosueMy cmaHoapmy rnybriukyemces 6 exeeo0HoM (110 cocmosiHUIo Ha 1 sHeapsi meKyuweao
200a) uUHOPMaUUOHHOM yKasamerne «HayuoHabHble cmaH0apmbly, a ohuyuanbHbIl MeKem Uu3MeHeHuUll
U 11onpasoK — 8 E€XeMeCAYHOM UHOPMaUUOHHOM yKka3amerne «HayuoHanbHble crmaHdapmbl». B cnyyae
rnepecmompa (3aMeHbl) unu OmMMeHbi Hacmosuweeo cmaHlapma coomeememeyiouwiee yeedomneHue bydem
onybuKkoeaHo 6 bnuxalilueM 6bilyCKe EXeMeCsYHO20 UHOPMayUOHHO20 ykasamens «HayuoHanbHble
cmaHOapmbly. Coomeememeyroujasl UHgopmayus, yeedoOMIIeHUe U MEeKCMbl PasMewyaromes makxe e UH-
¢opmavuoHHOU cucmeme o6uie20 nob30saHuUs — Ha oguyuanbHoM catime ®edeparnbHo20 azeHmoemea rno
MEeXHUYEeCKOMY peaynupoeaHuio u Memposoauu e cemu ViIHmepHem (www.gost.ru)

© CraHaaptuHdgopm, odhopmneHue, 2020

Hacroswmii ctaHgapT He MOXeT BbITb NOMHOCTLIO UM YaCTUYHO BOCNPOU3BEAEH, TUPAXAPOBAH U pac-
MPOCTPaHEH B Ka4ecTBe ohmumMansHoro nsgaqus 6es paspelueHms deaepanbHOro areHTCTBa no TEXHUYECKO-
MY PerynmpoBaHu1io u METPOTOrnK
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BBeneHue

OnHOM 13 rmaBHbIX 3aa4 3aLnUTbl MHOPMAaLMK NPU ee aBTOMAaTM3MPOBAHHON (aBTOMAaTUYECKOW) 0Opa-
00TKe ABNAETCA ynpaeneHue focTynom. PelieHue o npeaocTasneHnn 4ocTyna anst UCnonb30BaHus HAop-
MaLMOHHBIX U BbIMUCIIUTENBHBIX PECYPCOB CPEACTB BbIYMCITUTENbHON TEXHUKK, @ Takke PecypcoB aBTOMATU3M-
pPOBaHHbIX (MHPOPMALMUOHHBIX) CUCTEM, OCHOBLIBAETCA HA pedynbraTax MAEHTUMUKALUKN U ayTeHTUdMKaLUK.

Mpu aBTOMaTU3MpoOBaHHOW 06paboTke MHGOPMaUunM pu3n4eckoMy nuuy Kak cyObekTy AOCTyna CooT-
BETCTBYIOT BblYMCIIUTESbHBIE NMPOLECCHI, BbINOMHAOLWME Oonepaunn ¢ JaHHbIMU. 3TO CO34aeT PUCKU HEOOHO-
3HAQYHOrO COMOCTABMEHUS BbIYUCIUTENBHBLIX NPOLECCOB C KOHKPETHbIM (PU3NYECKUM NMLOM. AHaNOrMYHbIE
PUCKK CYLLECTBYIOT U Npu aBTOMarn4eckon obpaborke nudopmaumn. Kpome T0ro, yaaneHHoe nHopMaLmoH-
HOe B3auMOAENCTBME AOMNONMHUTENBHO MOPOXAAET PUCK OLLUMOOYHOW UAEHTUUKALUMUN YAANeHHOro cybbekTa
JOCTyna u, crnefoBaTensHO, PUCK NPEeAOCTaBnNeHns AOCTyNa 3noyMbILUNEeHHUKY. Hapsay ¢ 9TUM CyLecTByIOT
PUCKM TOTO, YTO BBIYUCIIMTENbHbIA NPOLECC, AENCTBYIOLLMI B MHTEPECaX 3MOYMbILUIIEHHUKA, MOXET UMUTUPO-
BaTb 00BLEKTHI (CyObekThl) AOCTYNA, (PYHKUMOHMPYIOLLIME KaK NapannenbHo C NeranbHbIMU, TaK U CYLLUECTBYIO-
LLMe HE3aBUCUMO OT HUX.

YcraHaBnueas npaeuna ynpaeneHus 4OCTYNoM k uHcpopmaumm n cepeucam, obecneymsaroLimm ee o6-
paboTKy, ANA pasnuU4YHbIX KaTteropuit CyObLekToB AOCTyna HEOOXOAUMO YYUTbIBATL HE TONMLKO KOHMPUAEHLM-
anbHOCTb 3aLumLiaemMon MHAOPMaLUK, HO U yKa3aHHble PUCKK. NS CHUKEHUS PUCKOB AOMKHbI NPUMEHSAT b-
Csl COOTBETCTBYIOLLME METOAbI MAEHTUMMKALMUM U ayTeHTUdUKaLUK, KOTOPble 0OecnevmBatoT yBEPEHHOCTL B
NOANMHHOCTU CTOPOH, Y4aCTBYIOLUMX B MHAOPMALIMOHHOM B3aUMOZAENCTBUM, BKIIOYAsA U CyObeKTbl 4OCTYyNa, U
06bekTbl AOCTYNa. ATO0 0COBEHHO BOCTPEOOBAHO B TOM Crnyvae, Korga B3aumogencTBYIOLLME CTOPOHbI UMEIOT
AednuUT B3aUMHOTO A0BEPUS, 0OYCMOBNEHHbIN, HANPUMEP, UCMONb30BAHMEM HEDE30MaCHO cpeabl PYHKLM-
OHWUpOBaHUSA.

Ons NMOHMMaHUA NOMNOXEHUI HACTOALLEro CTaHaapTa HeOOXOAMMbl 3HAHUS OCHOB MHAOPMALMOHHBIX
TEXHONOrNM, a TaKkxke cnocoboB 3aLUTbl MHhOpMaLMK.
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HAUMWOHANBbHBIN CTAHOLAPT POCCUNCKON GEQLEPALUUMU

3awumra uugopmauumn
UWAEHTUOUKALIUA U AYTEHTUOUKALIUA
OO0wWwume nonoxeHun

Information protection. Identification and authentication. General

Oara BBepeHua — 2020—05—01

1 O6nacTb NpUMeHeHuns

Hacroawuin cTaHgapT yctaHaBnuBaeT egMHOOOpasHy opraHuM3aumio nNpoLeccoB MAeHTUdUKaLUN K
ayTeHTMdMKaLum B CpeacTBax 3aluTbl MHCPOPMAaLMK, B TOM YUCIE peanu3yrowmx Kpuntorpaduyeckyto 3a-
LUMTY, CPEACTBAX BbIMUCIUTESNBHON TEXHWUKM W aBTOMaTU3MPOBaHHbLIX (MHPOPMALMOHHBIX) CUCTEMAX, @ TaKkKe
onpegenset obLime npasuna NPpUMEHEHUA METOAOB MAEHTUDMKaLMK 1 ayTeHTudukaumm, obecnevnBaoLLmx
HeobXx0aMMYI0 YBEPEHHOCTb B pesynbraTax.

Mono)eHus HaCTOSALLEro craHAapTa He MUCKMoYatoT NPMMEHeHUe KpunTorpadm4eckux u BuomeTpuye-
CKMX METOAOB (anropuTMOB) NpU MAEHTUUKALUM N ayTEHTUGUKALMK, HO HE YCTaHABNMBAIOT TpeGoBaHuA no
UX peanusauuu.

HacToswmii ctTaHaapt onpegensieT CoCTaB y4aCTHUKOB U OCHOBHOE COAEpXaHWe NPoLEeCcCoB uaeHTudu-
Kauum v ayTeHTudukaumm, pekoMeHayemoe K peanusauum npu paspaborke, BHEAPEHUU U COBEPLLEHCTBOBA-
HWUK NpaBun, MEXaHU3MOB W TEXHOMOIMI ynpaBneHus A0CTynoM. MNonoxeHa HaCToALWEro craHaapTa MoryT
MCNOMb30BaTLCA NPU YNPaBMEHUU AOCTYNOM K MH(OPMALMOHHLIM peCcypcaMm, BbIMUCAUTENBHBIM pecypcamM
CPEeACTB BbIYMCIUTENBHON TEXHUKU, PECYpCaM aBTOMAaTU3MPOBAHHbLIX (MHPOPMALMOHHLIX) CUCTEM, Cpea-
CTBaM BbIMUCIIUTENbHON TEXHUKUA U aBTOMaTU3MPOBaHHLIM (MH(POPMALMOHHbLIM) CUCTEMAM B LENOM.

2 HopmaTuBHbIE CCbISIKN

B HacTosiiem ctaHaapTe UCNOonb30BaHbl HOPMATUBHBIE CCbINIKM HA Crieayilolme CTaHaapThl:

[OCT P 50922 3awuta uHpopmarymm. OCHOBHbIE TEPMUHbI U ONpeaeneHns

FOCT P 56939 3awura nndgopmauum. Paspabortka 6esonacHoro nporpammHoro obecneveHus. O6uiue
TpeboBaHus

FOCT P UCO 704 TepmuHonornyeckas pabora. MpuHUMMbI U METOAbI

FOCT P NCO 10241-1 TepmuHonornyeckme cratbM B cTaHgaprax. Yactb 1. Obwme TpeboBaHus U npu-
Mepbl NpeacTaBneHus

FOCT P UICO/M3K 27005 UndopmaumoHHasa TexHonorusi. Metoabl u cpeacrea obecneveHus 6esonac-
HocTu. MeHeaiMeHT pucka uHdopMaLuoHHON 6e3onacHoCTU

MpumMmeyaHue — Npu NONbL3OBAHNU HACTOSLLUM CTAHAAPTOM LierecooGpa3Ho NpoBepUTL AeACTBUE CChINOY-
HbIX CTaHAapPTOB B UH(OPMaLMOHHOW cucTeMe OOLLEro Nornb3oBaHUsl — Ha ocuLuanbHoM caiiTe deflepanbHOro areHT-
CTBa M0 TEXHUYECKOMY PEryriupoBaHMIoO U METPOSIOMMU B CETU MHTEPHET MU MO eXeroAHoMy UHGOPMaLMOHHOMY yKasa-
Tento «HaumoHanbHble cTaHAapThI», KOTOpLI ONyGIMKOBaH Mo COCTOSIHUIO Ha 1 SIHBaps TeKyLUero roga, U rno Bbinyckam
€XeMeCsIHHOro MHOPMaLMOHHOTO yKasaTena «HaumoHarnbHble CTaHAapThi» 3a TEKYLLUiA rof. ECniv 3aMeHeH CChINTOYHbIN
CTaHAapT, Ha KOTOpbIiA AaHa HefaTUpoBaHHAA CChISIKa, TO PEKOMEHAYETCS MCMOSb30BaTh AENCTBYIOLYIO BEPCUIO 3TOrO
cTaHpapTa ¢ yYeTOM BCeX BHECEHHBIX B JaHHYI0 BEPCUIO U3MeHeHUiA. Ecnn 3aMeHeH CCbINOYHBIA CTaHAapT, Ha KOTOopbIi

M3paHue ocpbuumansbHoe
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AaHa [aTupoBaHHas Cebirka, TO peKOMEHAYETCS UCMOMNb3oBaTk BEPCHIO 3TOMO CTaHAapTa C ykasaHHLIM BhILLE FO40M YT-
BEPXAEHUs (NPUHATKS). Ecnn nocre yTBepXAEHWS HacTOALLEro cTaHfapTa B CCbIOYHLIA CTaHAapT, Ha KOTOphIA faHa
AaTupoBaHHas CChiNKa, BHECEHO M3MEHeHWe, 3aTparBaroLee NonoXeHne, Ha KOTopoe AaHa CChifika, TO 3TO NOoToXeHue
pekoMeHayeTcs MPUMEHsTE 6e3 ydeTa [aHHOro M3MeHeHMs. ECru CChINOYHLIA CTaHAapT oTMeHeH 6e3 3aMeHbl, TO noso-
XeHue, B KOTOPOM AaHa cchifika Ha Hero, peKoMeHAYeTCs MPUMEHSITL B HacTu, He 3aTparmBarolLeil 3Ty CChInky.

3 TepMUHbI U onpeneneHus

B HacTosawem ctaHgapte npuMmeHeHbl TepMuHbl o FOCT P 50922, a Taoke criegyrowme TEPMUHBI C CO-
OTBETCTBYIOLLMMU OMNpeaeneHnsIMu:

3.1 aHOHUMHBIN CYOBLEKT AocTyNna (aHOHUM): CybbLekT AOCTYNa, NepBUYHAs MASHTUMMKALMS KOTOPO-
ro BbIMOSIHEHA B KOHKPETHOI cpeae PYHKLMOHMPOBAHMUS, HO MPW 3TOM €ro UAEHTU(MPUKALNOHHBLIE JaHHbIE HE
COOTBETCTBYIOT TPeOOBAHMAM K MEPBUYHON MAEHTUUKALMK UMW HE NOATBEPXAANUCH.

3.2 aTpubyT cy6bekTa (06bekTa) goctyna [arpubyT]: MNpusHak nnu CBOINCTBO CyObEkTa AOCTYNa UMK
obbekTa gocryna.

3.3 ayTeHTU(pUKaumoHHaa nudopmaums: MHgopmaums, ncnonbdyemas npu ayreHTudukaummn cyonb-
eKTa gocryna unu obbekTa gocTyna.

34

ayTeHTUdUKauua: [eiiCTBUA N0 NPOBEPKE NOANMHHOCTM cybGbekTa AocTyna u/unu odbbekta gocryna,
a TaKke No NpoBepKke NPUHAANEXHOCTU CybbekTy 4oCTyna u/munm o6beKkTy AOCTYNa NpeabsBIeHHOrO UAEH-
TudUKaTopa goctyna u ayTeHTUPMKaLMOHHOW MHCpopmaLmun.

[AnantuposaHo u3 [1], ctatbs 3.3.8]

MpumMeyaHune — AyTeHTUPUKALMUS paccMaTpUBAETCA NMPUMEHUTENEHO K KOHKPETHOMY CyObeKTy oCTyna u/unm
KOHKpeTHoMy oGbekTy AocTyna.

3.5 ayTeHTu(MKaLmus aHOHUMHOrO Cy6beKTa AOCTyNna, aHOHUMHaRA ayTeHTUdUKaLma: AyTeHTudu-
Kauus, ucnonb3yemasi Ans noaTeepXaeHus NoaMHHOCTM aHOHUMHOTO cyObekTa goctyna.

36

61UoMeTpUYeCKUe NepcoHanbHble AaHHbIe: CBeAeHUs!, KOTOPble XapakTepu3syloT Pu3nonornieckmue
n Guonornyeckme 0COGEHHOCTU YENOBEKA, HA OCHOBAHUW KOTOPbIX MOXHO YCTAHOBUTL €ro NMUYHOCTb.
[ [2], craTbs 11]

3.7 Bepuchukarop naeHtuduxaummn: [1oBepeHHbIi 0OBLEKT, BbIMOMHAIOLMIA BTOPUYHYIO naeHTUdmnka-
umio cybbekra gocryna npu gocryne.

3.8 BepucpukaTop ayreHTucpukaumm: [loBepeHHblii 0GbEKT, BbINOMHAOLMIA ayTeHTUUKaLmMIo cyobek-
Ta AocTyna npu gocryne.

3.9 Bepudmkauma: MNpouecc npoBepku MHMOPMALMKU MYyTEM COMOCTaBNEHUS NPEAOCTaBNEHHON WH-
dopmayum ¢ paHee NoATBEPXKAEHHOW MH(pOPMaLIMEN.

3.10 B3auMHana ayteHTudukauua: O6oloaHasa ayteHTUdMKaums, obecnevmBaioLLan ana Kaxaoro u3
Y4YaCTHUKOB npouecca ayTeHTudukauum, n cybbekTy AoCTyna, u 06beKTy AOCTYNa, YBEPEHHOCTb B TOM, YTO
ZAPYroi y4acTHUK npouecca ayTeHTudukaumm SBnsieTcs TeM, 3a KOro cedst Bbigaer.

3.1

BUPTyanbHbIA: OnpeaeneHue, xapakTepusyioLlee npoLecc UM ycTpoiicTBO B cucteme o6pabotkm
MHPOPMALIMM KAXKYLLMXCA pearnbHO CyLLEeCTBYIOLIMMMU, NOCKOSIbKY BCE MX (DYHKLMM peanun3yloTca Kakumu-
nm6o apyrumm cpeacTeamu.

[FOCT 33707—2016, ctatbsa 4.151]

3.12 BropuyHaa ugeHtuduxkaumsa: [eincTeusi no npoBepke CyLeCTBOBAHUS (HAnuuusa) naeHTudmka-
Topa, NpeabsBNEHHOr0 CyOLEKTOM AOCTYNa Npu A0CTyne, B NepeyHe uaeHTudukaropos J0OCTyna, KOTopble
Gbinu NPUCBOEHBI cyGbekTaM AocTyna u o6bekTaMm A0CTyna Npyu NepBUYHON MAEHTUDMKALIMK.

NMpumeyaHue — BropuuHas uaeHTUDUKALMS paccMaTpUBaETCsl NPUMEHUTENBHO K KOHKPETHOMY CyGbekTy
Joctyna.
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3.13

BblYMCIIUTESIbHbIE pecypchbl: TexHuyeckue cpeacrtea OBM, B TOM yucne npoueccop, o0beMbI One-
paTMBHOW U BHELUHEN NamsATW, BPems, B TEYEHME KOTOPOro nporpaMma 3aHMMaeT 9TU cpeficTsa B XO04e
BbINONHEHUS.

[FTOCT 28195—89, npunoxeHue 1]

3.14 poBepeHHbIN 00BLeKT: OOLEKT, KOTOPLIN ByaeT AeliCTBOBATL B NOIHOM COOTBETCTBUM C OXuUAa-
HUAMK 1 cyDbekTa gocryna, u obbekTa 4ocTyna unu noboro U3 HUX, NPKU 3TOM BbIMOMHASA TO, YTO OH JOIDKEH
Aenartb, U HE BbIMNOMHSASA TO, YTO OH HE AOMXKEH AenaThb.

MpumevyaHue — ApantupoaHo u3 [3].

3.15 poBepeHHan TPeTbA CTOPOHA: YYACTHUK npouecca ayTeHTuukaumm, npeaocTasnsaowmii OauH
unu Gonee cepBuCOB B 00NacTW 3almTbl MHPOPMALIMU, KOTOPOMY AOBEPSAIOT ApYrMe y4acTHUKKU nmpoLecca
ayTeHTUUKaLMM Kak NOCTaBLUMKY AaHHbIX YCNYT.

MpuMevyaHusa

1 Mpwu ayTeHTUDUKaLUN JOBEPEHHON TPETLER CTOPOHE [OBEPAIOT U CYOLEKT [OCTyNa N 06LEKT JocTyna.

2 B KkadecTBe AOBEPEHHOW TpeTbei CTOPOHbLI MOTyT paccMaTpuBaTbCA: opraHuaaumsa (HanpuMmep, ocyllecTsns-
olas yHKUUM yOOCTOBEPSALIEro LeHTpa), agMUHUCTpaTop aBTOMaTU3upoBaHHON (MHMOPMAaLMOHHOW) CUCTEMBI,
YCTPOWACTBO.

3 [loBepeHHas TpeTbs CTOPOHa ABNSAETCA [OBEPEHHEIM 06BLEKTOM.

3.16

goBepue (assurance): BeinonHeHWe COOTBETCTBYIOLLMX AEWCTBUA UNu npoueayp Ans obecnevyeHus
YBEPEHHOCTU B TOM, YTO OLIEHWBaEMbIl 0OBLEKT COOTBETCTBYET CBOMM LiensiM 6€30NacHOCTHU.
[FOCT P 54581—2011/ISO/IEC/TR 15443-1:2005, nyHKT 2.4]

MpuMevyaHUe — PesynbraThl, Nony4YaeMble B pamkax 06ecrneveHusl JOBEPUsl, pacCMaTpUBaloTCsl B KavecTBe
OCHOBaHUi AN yBEPEHHOCTM.

3.17 pocTtyn: MonyyeHue 0aHOW CTOPOHON UH(POPMALIMOHHOTO B3aUMOAENCTBUS BO3MOXHOCTU NCNOSb-
30BaHWA PECYPCOB APYroi CTOPOHbI MH(POPMALNMOHHOIO B3aUMOAENCTBUA.

MpumevyaHus

1 B ka4ecTBe pecypcoB CTOPOHbI UHPOPMAaLMOHHOTO B3aUMOAEWCTBUSA, KOTOPLIE MOXET UCNONb30BaTh Apyras CTo-
pOHa UHMOPMaLMOHHOIO B3aUMOAEWCTBUSA, paccMaTpUBaloTC UHAPOPMaLUOHHBIE PECYpPChl, BEIMUCAUTENBHBIE pecypchl
CPEACTB BbIMUCITUTENBHOK TEXHUKN U peCYPChl aBTOMaTM3MPOBaHHLIX (MHOPMALMOHHBLIX) CUCTEM, a TaKKe CPEACTBa Bbl-
YUCAWUTENBHOW TEXHUKU M aBTOMaTU3NpoBaHHbIE (MHPOPMALIMOHHbIE) CUCTEMBI B LIENOM.

2 [locTyn K MHOpMaLMKN — BO3MOXHOCTb NOMy4YeHUs UHpopMaLn 1 ee Ucnonb3oBaHusa (cM. [4]).

3.18 3akpbITbil KIHOY: Knioy n3 coctaBa aCMMMETPUYHON Napbl Knioven, chopMmpoBaHHbIX Ansa 06b-
€KTa, KOTOPbI A0MKeH ObITb NCNOMB30BaH TOSNbKO 3TUM OOLEKTOM.

MpumevyaHus

1 AganTtupoBsaHo 13 [5].

2 3akpbIThIN Kitod He siBnAeTcA o6weaocTynHeIM (cM. [5]).

3 Knio4 aneKkTpoHHO nognucn SBNAETCA NPUMEPOM 3aKphITOro Krtova (cM. [6]).

3.19 3aKpbITbIi K04 Hen3BneKaeMblii: 3aKpbIThbIi KIMOY, KOTOPbIN NpU €ro hopMUpPOBaHUN U XpaHe-
HUW HEBO3MOXHO M3BIEYb U3 YCTPOUCTBA ayTeHTUUKALMU, B KOTOPOM OH Obin CO3aaH.

MpumeyaHue — HensBnekaeMoCTb 3aKPLITOTO Kitova 3akiodaeTcsl B OTCYTCTBUW BO3MOXHOCTM €ro U3Breve-
HUS1 U3 YCTPOIACTBA ayTeHTUUKALMK, B KOTOPOM OH ObiNl CO3AaH, LTATHLIMU CPEACTBAMMU, NPEAOCTABNSEMbIMUA AaHHBIM
YCTPOWCTBOM ayTeHTUhbUKaLmu. HenssnekaeMocTb 3aKpLITOrO Kiioda B YCTPOWCTBax ayTeHTUdUKauun, Kak npasuro,
obecrneumBaeTcst NPUMEHAEMBIMU CXEMOTEXHUMECKUMU PELLEHUAMMN U rapaHTUPYETCS NPOU3BOAUTENAMM YCTPOMCTB.

3.20 upenTudukaTop gocryna [cy6bekra (o6bekra) goctynal, [maentudpukarop]: MpusHak cybn-
eKTa goctyna unu obbekra AocTyna B BUAE CTPOKM 3HAKOB (CMMBOJIOB), KOTOPbIA UCNONL3YETCs NpuU MAeH-
TUMKaLUKN U 0AHO3HAYHO onpeaensaeT (YyKasbiBaeT) COOTHECEHHYIO C HUMU MAEHTU(PUKALUMOHHYIO nHdOpMa-
umio.

3.21 npgenTudukaunoHHan uipopmauma: CoBOKYNHOCTb 3HAYEHUI MAESHTU(PUKALMOHHBIX aTpUbyTOB,
KOTOpas CBsA3aHa C KOHKPETHbIM CyObeKTOM AOCTYNa UNW KOHKPETHLIM 00bLEKTOM A0CTYyNA.
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3.22 naeHTUMKALMUOHHBbIE AaHHble: COBOKYNHOCTb MAEHTUMPUKALMOHHBIX aTPUOYTOB U UX 3HAYEHUA,
KOTOpas CBA3aHAa C KOHKPETHLIM CyObLEKTOM JOCTYNa UMM KOHKPETHLIM 0GbEKTOM JOCTyna.

MpuMedaHue — lMpK NEPBUYHON NASHTUDUKALN ULEHTU(DUKALIMOHHBIE AaHHble, KaK NpaBuo, NpesocTae-
nstoTeA cyGLEKTOM JOCTyNa, acCOLMUPOBaHHLIM C OU3NYECKUM JIULIOM, UMK MOMyYakoTcst BO3MOXHBEIM (ZOCTYMHBIM) cro-
co6oM oT cybbekTa JOCTyna, accoLMMpoBaHHOTO C PecypcoM, U obbekTa focTyna. YkasaHHbIE WAeHTUDUKaLMOHHbIE
AaHHble CUMTAIOTCA MAEHTUPUKALMOHHLEIMU AaHHBIMK, 3asBMNeHHBIMUA CYELeKTOM (0BLeKTOM) JOCTyna (3asBreHHLIMM
MAEHTUDUKALMOHHBIMU AaHHBIMK).

3.23 naeHTU(DUKALUUOHHBIN aTPUOYT: ATPMOYT, KOTOPbLIN XapakTepuayeT CyObekT 4OCTyna unm oobekT
JocTyna u MoXeT ObITb MCNONb30BaH ANS ero pacno3HaBaHus.

3.24

vaeHTudunKkauma: JeicTBusi No nNpuCBOEHMIO CyObekTaMm u obbektam focTyna MAeHTUUKaTOpPOB
W/UnNK NO CPaBHEHUIO NPEABABNSEMOrO MAEHTUDUKATOPA C NEPEYHEM NPUCBOEHHLIX UAEHTUUKATOPOB.
[[1], cratbs 3.3.9]

3.25

MH(OPMALIMOHHLIE pecypcbl: OTaenbHbIE AOKYMEHTBI U OTAENbHbIE MACCUBbLI AOKYMEHTOB, AOKY-
MEHTbI U MacCHBbl IOKYMEHTOB B MHGOPMaLMOHHBLIX cucteMax (Bubnuorekax, apxueax, coHaax, 6aHkax
ZaHHbIX, APYIMX MHPOPMALIMOHHBIX CUCTEMAX).

[FOCT P 43.0.2—2006, ctatba 11]

3.26

kmoy (key): MameHsieMblii napameTp B BUAE NOCNEA0BaTENIbHOCTU CUMBOJIOB, ONpeaensoLwunii Kpun-
Torpadhuyeckoe npeobpasoBaHue.
[FTOCT P 34.12—2015, nyHkT 2.1.8]

3.27 meToa ayteHTudMKauum: Peanumayemoe npu ayteHTudukalum npegonpeaeneHHoe coveraHue
dakTopoB, opraHusaumm obmeHa n 06paboTkn ayTEHTUMDPUKALMOHHOW MHOPMaLIMK, a TaKkke COOTBETCTBYIO-
LLMX J@HHOMY COMETAHUIO NPOTOKOMOB ayTeHTUdUKALIMN.

3.28

MeToa oGecneveHus goeepusa (assurance method): O6wenpusHaHHaa cneuudukaumsa nonyv4eHns
BOCMPOU3BOAUMbIX pe3ynbratoB o6ecneyeHnst 4OBEpUs.
[FOCT P 54581—2011/ISO/IEC/TR 15443-1:2005, nyHKkT 2.11]

3.29 mHorogakTopHasa ayTeHTugukauma: AyteHTudukaumsi, Npu BbINOSIHEHUM KOTOPON UCTONbL3YeT-
Cs1 He MeHee [IByX pa3nuyHbiX hakTOpoB ayTeHTudmKaLum.

3.30 mHorowaroBasa ugeHTUdPuUkauma U ayteHTudukauma: MaeHtudukauua n ayteHTUuduKaums,
ocyliecTensieMas npu gocryne cyGbekTa A4oCTyna k 00bekTy AOCTYNa U COCTOSALLAsA M3 NOCNEA0BaTeNnbHOCTH
NpPOLIECCOB (KLLIAroB») uaeHTUdUKaLmM n ayTeHTudukaumn.

MpumMmeyaHusa

1 B pamkax nocrieoBaTeflsHOCTW MPOLECCOB («LaroBy») WAEHTUMUKaLMA N ayTeHTUdUKaLUK OCyLLeCTBNSAETCS
BTOPUYHasA WLeHTUdUKaLmsa cybbekTa gocTyna.

2 B paMKax nocrefoBaTeNbHOCTU NPOLECCOB («LUIAroB») MAEHTUUKALMU 1 ayTeHTUDUKaLUN MOTyT UCMOMnb3o-
BaTbCS pasfiMyHble UM OAWHAKOBbLIE BUAbI @yTEHTUMMKALMU: NPOCTas ayTeHTUdKaLms, yCUneHHasa ayTeHTUhuKaums,
cTporasi ayTeHTUUKaLms.

3.31

HeCaHKLMOHUPOBaHHbLIN AocTyn: JocTyn cybbekra 4OCTyna k 06bEeKTy A0CTYNa, HapyLUaowum npa-
BUI1a ynpaBreHUs 4OCTYMNOM.
[AaanTuposaHo u3 [1], crarba 3.2.10]
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3.32

obnapatenb uidopmaumn: fNiuuLo, cCaMoCTOATENLHO co3aasLuee UHGopMaLmio NMBOo nonyymnBLLEE HA
OCHOBaHWW 3aKOHA UMK 10roBOpa NPaBo paspeLlaTb UK OrpaHUuMBaTh AOCTYN kK MHOpMaLuu, onpeaens-
€MOW NO KakUM-NUOOo NpU3HaKaMm.

[ [4], ctatba 2]

3.33 06bekT goctyna: OgHa U3 CTOPOH UH(POPMALIMOHHOIO B3aUMOAEICTBIUS, NPeAOCTaBNAIOLWAA A0-
cTyn.

3.34

06BLEeKTUBHOE CBMAETENbLCTBO: [laHHble, NOATBEPKAIOLLME HANNYME UKW UCTUHHOCTL Yero-nu6o.

MpumeyaHne — OBLEKTUBHOE CBUAETENLCTBO MOXET ObiTh NOMYYEHO NyTeM HabMOAEHUs], U3MEPEHUS, C-
MbITaHUS UK APYrM CNOCOGOM.

[AaanTuposaHo u3 FOCT P MCO 9000—2015, nyHkT 3.8.3].

3.35 ogHopa3oBbIi naponb: OAHOKPATHO UCMOSb3YEeMbIi Naponb.

MpumMmevaHne — Bo3MOXHOCTb UCMOML3OBaHUA AN ayTEHTUUKALMU OfHOPA30BOrO NApons NpekpaLjaeTcs
(McKkniovaeTca) NpyM HacTynneHun coBLITUA NOMyYeHs JOCTyMa cyGLEeKTOM A0CTyNa UK cobbITUS oTKasa CyGLeKTOM J0-
cTyna 1 NofnyYeHns JOCTyna, Unu cobbiTUs oTkasa 06bLEKTOM AOCTYNa B NPeAOCTaBEHUN A0CTyna.

3.36 ogHOCTOPOHHAA ayTeHTU(ukauma: AyteHtudukauus, obecneumsaoLas ToNbKO NULWb ANA O4-
HOro M3 Y4aCTHUKOB npoLiecca ayTeHTudukaLmmn (06bekTa 40CTyNa) yBEPEHHOCTb B TOM, YTO APYroW y4acTHUK
npouecca ayTeHTudukaumn (CyGbekT AOCTYNa) ABMSAETCH TeM, 3a Koro cebs BbigaeT NpeabsABNeHHbIM MAEH-

TUUKATOPOM A0CTYNA.
3.37 ogHodpakTOpHan ayteHTUdUKaumna: AyreHTudukaums, npu BbINONHEHUN KOTOPOW MCNONMb3YyeTCs

OOWH (pakTop ayTEeHTUdUKaLMK.
3.38

oneparop aBTOMaTU3MPOBaHHOW (MHGOPMALIMOHHOW) cucTembl, onepatop: Pusmuyeckoe unu
IOPUANYECKOE NULIO, OCYLLECTBAIOWME AEATENLHOCTL MO 3KCNMyaTaLumMn aBTOMaTu3npoBaHHoN (MHpopMma-
LIMOHHOI) CMCTEMBI, B TOM YKcne no 06paboTke nHdopmauun, cogepxatleincs B ee 6asax gaHHbIX.
[AmnanTupoBaHo u3 [4], ctaTtbs 2]

3.39 OTKpbITLIA KNoY: Knioy u3 cocraBa aCUMMETPUYHON Napbl Kno4ein, chopMUpPOBaHHbIX ANA 00b-
eKTa, KOTOPbIN MOXET ObITb 06LLEAOCTYMHBIM.

MpumedaHus
1 AgantupoBaHo u3 [5].
2 Krtod NpoBepKy 3NEeKTPOHHO NonucK SBNSeTCa NpUMEepOM OTKPLITOro Kritoda (eM. [6]).

3.40

naponb: KoHduaeHumanbHas ayTeHTUUKALMOHHAA UHdopmauumsi, OBbIMHO COCTOSALLAs M3 CTPOKM

3HAKOB.
[FOCT P NCO 7498-2—99, nyHkT 3.3.39]

3.41 nepBuyHan ngeHTudukauma: JeincrTeums no popmMnpoBaHuUto U perucTpauum uipopmaumm o cyon-
eKTe AocTyna unm oobekTe JOCTYNa, a TaKKe AENCTBUA NO NPUCBOEHUIO MABHTUdMKATOPa AOCTYNa CYyObLEKTY
Aocryna unm o0bekTy 4OCTYNa U €ro perucTpaumyn B NepeYHe NpUCBOEHHbIX MAEHTU(UKATOPOB AOCTYNA.

NMpumedyaHmne — MNepBuuHan ngeHTUdUKaLMa paccMaTpuBaeTCs NMPUMEHUTENBHO K KOHKPETHOMY CcyGLekTy fo-
CTyna W/unu KoHKpeTHoMY 0GbeKTY AoCTyna.

3.42

noanuHHocTb (authenticity): CBONCTBO, rapaHTupyioLlee, YTo CyObEKT Unn pecypc MAEHTUYEH 3asB-
NEeHHOMY.
[FOCT P UICO/M3K 27000—2012, nyHKT 2.6]
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3.43 noareepxaarowan nipopmauusa: Mudopmaumsa, cobpaHHas M UCNONbL3OBAHHAA ANSA NOATBEPX-
OEeHNA AEHTUDUKALUMOHHDBIX AaHHbIX B COOTBETCTBMM C YCTAHOBMNEHHbIMU TPEOOBAHUSIM K NEPBUYHON UAEH-
Tudukauyun.

3.44 nonb3oBatenb: dusnyeckoe nUUo, NEpPBUYHAA UAEHTUAUKALIMA KOTOPOrO BbINOSIHEHA B KOHKPET-
HOW cpeae PYHKLUMOHNPOBAHUS.

MpumMmevyaHue — Hanpumep, nonb3oBateneM aBTOMaTU3MPOBaHHOW (MHGOPMALIMOHHOIA) cUCTEMBI ABMSETCA
duandeckoe nuuo, NepeUYHan UAEHTUPMKaALMA KOTOPOro BLIMONHEHaA B KOHKPETHOW aBTOMaTu3npoBaHHON (MHdopMa-
LU1oHHOW) cucteme. lNMocne ycnewHon BTOPUYHON WAEHTUMUKALMKU U ayTeHTUUKaLUM Mnonb3oBaTenb (BbIMUCIUTENb-
HbIl Mpouecc OT ero UMeHW) nony4YaeT JOCTYN K pecypcaM aBTOMaTM3MpoBaHHOW (MH(OPMaLMOHHOMR) CUCTeMBI AN UX
MCNonNb30BaHNUA.

3.45

npaeuna ynpaesneHua goctynom: MNpaeuna, pernameHTupyloLme ycrioBua Aoctyna cybbekTos Ao-
cTyna k o6bekTam A0CTyna Ha OCHOBE Npas AOCTyNa.
[AganTuposaHo u3 [1], ctatba 3.3.7]

MpumMmevaHusa

1 MNpaBa gocTyna cy6beKkToB AOCTYNa ONPeAensAtoT NepevyeHb BO3MOXHBIX ASACTBUIA, KOTOpble CyBbeKTbl focTyna
MOrYT BbINOMHATL Hag 06bekTaMmn JOCTyNa B KOHKPETHON cpefie (hyHKLUMOHUPOBaHWS.

2 YcnoBua focTyna onpeaensior nepedeHb AeNCTBYIOLUX NpaB AocTyna cybbeKkToB AOCTYNa (NepeYeHb paspeLleH-
HbIX U 3anpeLyeHHbIX AeNcTBUIA CyGbekToB AOCTYNa Hag 0bbeKkTamu focTyna), B KOHKPETHOW cpeae pyHKUMOHMPOBAHUA.

3 MpaBuna ynpaBneHua 4oCTyNOM MOTYT yCTaHaBNUBaTbCA HOPMATUBHBIMU NPaBOBLIMKY akTaMu, obnaaarenem uH-
cdopmMaLm Unn onepaTopom.

3.46 npocTtas ayTeHTU(PUKaLuma: AyTeHTUUKALMA C NPUMEHEHMEM METOAA 0AHOMAKTOPHON OAHOCTO-
POHHEN ayTeHTMPUKaLuM N COOTBETCTBYIOLLMX AAHHOMY METOAY NPOTOKOSIOB ayTeHTUdUKaLmm.

3.47 npotokon ayteHTudukaumum: MpoTokon, NO3BONSAIOWMI y4aCTHUKaAM npouecca ayTeHTudukaLum
OCYLLECTBIATL ayTeHTUdMKaLMIO.

MpumeyvaHue — MpoToKoN peannayeT anroputm (NpaBuna), B paMkax KOToporo cyGbeKT focTyna n o6bekT 4o-
CTyna nocnefoBaTefibHO BbINONTHAKT onpefeneHHble ,qeﬁCTBVIFI 1 obMeHuBaloTCA COO6LquMHMM.

3.48

npouecc (process): COBOKYNHOCTb B3aUMOCBSA3aHHbLIX W/UNU B3auMOAENCTBYIOLLUMX BMAOB AeATENb-
HOCTU, NCMONb3YIOLLMX BXOAbI ANS MOMy4YeHUs HAMEYEHHOTO pe3yneraTa.
[FTOCT P NCO 9000—2015, nyHkT 3.4.1]

3.49

pecypcbl (MHOPMALMOHHOMU cucTeMbl): CpeacTea, UCMONb3YIOWUecs B MHPOPMALMOHHON cucre-
Me, npuBnekaemble ansa o6paboTku uHpopmaumm (Hanpumep, MHPOPMaLUNOHHBIE, NPOrPaMMHBIE, TEXHU-
YecKue, NMMHIBUCTUYECKUE).

[ [7], nynkT A.20]

3.50

CaHKLMOHMpPOBaHUe [OCTyna, aBTopusauua: Npegocrasnenne cybbekTy AOCTyna npas AOCTyna, a
TaKkKe NpegocTaBneHue A0CTyNa B COOTBETCTBUM C YCTAHOBIIEHHbLIMU NPaBUaMu yNpasneHns 4OCTYNoM.
[AnanTupoBaHo u3 [7], cratbs 3.5.10]

NMpumMmeuyaHue — MonoxuTenbHbIA pesynsraT ugeHTUdUKaLMn U ayTeHTUUKALIMN SBNSIETCSA OAHUM U3 OCHOBA-
HUI NSt aBTOpU3aLuK cyGbekTa AocTyna.

3.51 caHKUMOHMPOBAHHbLINA gocTyn: [loctyn cyGbekTa AocTyna Kk 06bekTy AOCTYNa, HE HapyLIaoLWUN
npaBuna ynpasneHust O0CTYNOM.

3.52 cBuOeTenbCTBO MAEHTUYHOCTU [cBMAaeTenbCTBO]: OOLEKTMBHOE CBUAETENbLCTBO, 00ecneymnsa-
IOLEee B TOM, YTO UAEHTU(UKALMOHHBLIE AaHHbLIE AEWCTBUTENBHO COOTBETCTBYIOT (NpMHAANeXar) cyObekTy
AocTyna unu o6LeKTy A0CTyna, KOTOPLIA WX 3aABUII.
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MpumedyaHne — B Ka4yecTBe CBUAETENLCTB ULEHTUMHOCTM MOFYT PaccMaTpuBaThCsl, HanpuMep, pesyneTarhl
BepUdUKaLMK 3asBMNEHHLIX ASHTUMUKALNOHHBIX AaHHbIX, AOKYMeHTanbHble NOATBEepXAeHNUs (opuumanbHble Jo0KyMeH-
Thl), MpefCcTaBneHHbIe CyGBEKTOM AOCTYMa, a Takke Apyras NoaTeepXAatowas MHpopmaLusi.

3.53 cpepa dyHkunoHupoBaHua: Cpega ¢ npegonpeaeneHHbIMU (YCTaHOBAEHHbIMU) FPaHUYHLIMK
YyCNoOBUSAMM, B KOTOPOW CYLLECTBYIOT (PYHKLMOHWPYIOT) U B3aMMOAENCTBYIOT CyObeKTbl 40CTYNna u 06beKThI
gocryna.

MpumedaHus

1 Ob6nacTb [eicTBMA MpaBWn YynpasneHus [LOCTYNOM pacCMaTpUBAETCA KaK rpaHW4HOe ycnosue cpefbl
PYHKLMOHNPOBAHMS.

2 MpaHn4Hble ycroBUsa cpeabl YHKLUMOHUPOBaHUS MOTYT OMNpeaenaTbes, HanpuMep, HOpMaTUBHLIMUA NPaBOBLIMU
foKyMeHTamu, obnagatenemM WHdopMaLun M onepaTopom.

3.54 cTporaa ayteHTUUKaUmnsa: AyTeHTUUKaUMA C MPUMEHEHUEM TOMBKO METOAA MHOrOHaKTOPHOM
B3aWMHOW ayTEeHTUPUKALMKU N UCTIONB3OBAHMEM KPUNTOrpaduyeckux NPOToOKONOB ayTeHTUUKauuu.

3.55 cyowekT goctyna: OaHa U3 CTOPOH MHAOPMALMOHHOTO B3aMMOAENCTBUA, KOTOPAA UHULIMUPYET
nony4eHne n nony4yaeT JOCTyn.

MpumMedaHue — CyGbekTamm AocTyna MOryT ABNATLCS Kak huandeckue nuua (nonb3oBaTenu), Tak U pecypesl
CTOPOHbI MHPOPMALIMOHHOTO B3aMMOZAECTBUS, @ Takke BbIYUCIUTENBHbIE NPOLIECCH, UHULMUPYIOLLME NOMYYEHWe U NOSTY-
YatolLme [OCTYN OT UX MMEHM.

3.56

yBepeHHOCTb (confidence): Y6exxaeHHOCTb B TOM, YTO OUeHuBaeMbit 06bekT GyaeT PyHKLMOHMPO-
BaTb B COOTBETCTBMU C 384aHHbLIM MU YCTAHOBIEHHbLIM NOPSAKOM (TO €CTb KOPPEKTHO, HagexHo, addek-
TUBHO, B COOTBETCTBUM C NMONUTUKON BE30MacHOCTH).

[FOCT P 54581—2011/ISO/IEC/TR 15443-1:2005, nyHkT 2.18]

3.57

ynpaBrieHue aoctynom: [pefoCcTaBneHme CaHKLUMOHUPOBAHHOMO U NPEAOoTBPALLEHUE HECAHKLIMOHK-
pOBaHHOrO AOCTYNA.
[ApantuposaHo u3 FOCT P MICO/M3IK TO 10032—2007, nyHkT 2.1]

3.58

ypoBeHb anoBepusi (assurance level): CteneHb AOBepusi, COOTBETCTBYIOLLAA CneumanbHOW Lukane,
npuMeHsIeMOi B MeToe 0becneyeHuss 4oBepuUsl.

MpumevaHus
1 YpoBeHb JOBEPUSA HE U3MEPSETCA KOMUYECTBEHHBIMU NoKazaTenaMu.
2 CTeneHb foBepUA OOLIMHO OMpeAenaeTcs YCUNUAMM, 3aTpadyeHHbIMU Ha BbINOTHEHWE onpeAeneHHbIX AeACTBUNA.

[FTOCT P 54581—2011/ISO/IEC/TR 15443-1:2005, nyukr 2.10]

3.59 ycuneHHasa ayteHTudukauma: AyteHTudukaumsa ¢ NpUMEHeHUeM MeToaa MHOropakTOpHOW 0A-
HOCTOPOHHEN UM B3aMMHOW ayTeHTUUKALUM U COOTBETCTBYIOLMX AAHHOMY METOAY NPOTOKOMOB ayTEeHTK-
dukauuu.

3.60

ycTpoucTBO ayreHTudukaumm: TexHuueckoe (annapatHoe) Unu BUPTYarnbHOE YCTPOWCTBO, COAep-
xawee nHcpopmaumio o ero obnaaarene, KOTopast MOXXET UCMONb30BATLCA NPU UAEHTUUKaLun uw/nnu ay-
TeHTUdMKayuu.

[AnanTuposano u3 FOCT P MICO/M3K 24713-2—2011, nyHkT 4.31].

3.61 dakrop: Bua (popma) cyluecTsoBaHusA uHpopMauumn, UCNONL3YEMOW NPU naeHTuduKauum n ay-
TEeHTUduKayuu.

NMpuMedvaHne — [onyckaercsl YTOUHATb TEPMUH COOGPa3’HO ero KOHKPETHOMY MConb3oBaHuio. Hanpumep,
NPUMEHUTENBHO K ayTeHTUUKALUK AOMyCKaeTCsA UCTIONb30BaTh TEPMUH «DaKTOp ayTeHTUDMKaLMn».
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3.62 anekTpoHHOe yaocToBepeHue: COBOKYNHOCTb MAEHTU(PUKALMOHHON UHGOPMALUN N ayTEeHTU-
dukaUMOHHON MHOpMaLuKU (MM NPAMOTro yKasaHus ee CyLLeCTBOBaHMS)) cyObekra goctyna unu obbekra
[0CTyna, NOANMHHOCTbL KOTOPOW NOATBEPXKAEHA AOBEPEHHON TPETLEN CTOPOHOMN.

MpumevaHus

1 OneKTpOHHOE YA0CTOBEPEHUE MOXET BbINYCKaTLCA J0BEPEHHOR TPETbell CTOPOHON C BO3MOXHOCTLIO NPOBEPKU
ero AelcTBUTENBLHOCTU (CM. [8]) HAa MOMEHT NpefoCTaBeHUA AOCTYMNa KOHKPETHOMY CcyObeKkTy AocCTyna K KOHKPETHOMY
obbeKTy gocTyna.

2 OneKTPOHHOE YAOCTOBEPEHUe MOXET NpeacTaBnATe coboi: B NpocTeiilleM cnyvae uaeHTudukatop goctyna u
naponb; B APYrux cny4asx — COBOKYNHOCTb MAeHTUdUKaTOpa AOCTYNA, OTKPLITOrO KNo4a U Apyroi MHgopmaumu.

3 Mopspok n Npasuna hopMUPOBaHUA U NPUMEHEHNA ANEKTPOHHBIX YA0CTOBEPEHWIA ONPEAENnsTCA COOTBETCTBY-
IOLWMMWU HOPMATUBHBIMU NPABOBLIMW JOKYMEHTaMU U JOKYMEHTaMU NO cTaHAapTU3aLmu.

B3anmocsA3b TEPMUHOB, KOTOPLIE BXOAAT B rPYNMbI, OTHOCALUMECH K NOHATUAM «MAEHTUMKaLma» 1
«ayTeHTudukauuma», u ee rpaduyeckoe npeacrasneHne NpuseaeHbl B NPUOXeHn A.

4 O6wune nonoxeHus

4.1 Uenblo naeHtucdukaumm u ayteHtudmkaumm npu aoctyne cybbekta gocryna K obbekTy gocryna
AIBMSIETCA OMoO3HaBaHMe cyObekTa focTyna ¢ He06X0AUMON YBEPEHHOCTBIO B TOM, YTO OH SIBNSIETCA UMEHHO
TeM, 3a Koro cebs Bbiaaer. Mpu 3ToM cTeneHb AOCTWXEHUA Lenu naeHtudukaumm u ayreHtudukaumum onpe-
JensaeTca ypoBHEM A0OBEPUS K pe3ynbratam naeHTudukaumm n ayteHtndukaumu.

4.2 B o6wwemM cnyyae naeHtudukaums n ayTeHTudmkaumsa 0xXsaTbiBatoT:

- MEepPBUYHYIO UAEHTUMUKALMIO, BKIIOYAIOLYIO NOATOTOBKY, (hOPMUPOBAHUE U permcTpaumio nHdopma-
uum o cybbekTe (06beKTE) AOCTYNA, a Takke NPUCBOEHNe cybbekTy (00bekTy) AocTyna uaeHTudukaropa ao-
CTyna u ero perucTpayuo B nepevHe NpUCBOEHHbIX UAEHTU(PUKATOPOB;

- XpaHeHue U NojJep>kaHue akTyanbHOro coctosiHna (06HoBNEHME) UaEHTU(MPUKALMOHHON U ayTEeHTH-
dukaumMoHHON nHopmauun cyobekta (06bekTa) 40CTyna B COOTBETCTBMM C YCTAHOBIIEHHBIMU NPasunamu,

- BTOPUYHYIO naeHTUdMKaLMIO, koTopas o6ecnednBaeT ono3HaBaHue cybbekra AOCTyna, 3anpocusLue-
ro 4OCTyn K 0ObEKTY 4OCTYyNa, N0 NPeAbABNIEHHOMY UAESHTUMDUKATOPY;

- ayTeHTUAUKALUMIO, BKIIOYAIOLLYIO MPOBEPKY NOANUHHOCTU CyObekTa (00bekTa) 4OCTYNa U NPUHaANex-
HOCTU eMy NpeabsBNEeHHbIX naeHTUUKaTopa U ayTeHTUUKaALMOHHON MHAOPMaLUKU.

MpumedyaHune — MpuMeHUTENBHO K 06bEKTY AOCTYNa NpoBepka NOANIMHHOCTY OCYLLECTBNAETCA MPU B3aUMHOM
ayTeHTUduKaymm.

4.3 Nnentudukauus u ayteHTudMKaLus OCyLLECTBNAIOTCS B 00nacTu AeWCTBUSA €AUHbIX NpaBun ynpas-
NeHns JOCTYMNOM.

MpumMmeyvaHuns

1 MNpaBuna ynpasneHWs 4OCTYNOM (efWHble MpaBuna ynpasieHns AOCTYNoM) MOryT ObiTb peanu3oBaHbl, Harnpu-
Mep, B rpaHuLax: 04HOro UK HECKOMBbKUX BbIYUCIUTENBHBLIX MPOLIECCOB; OAHOIO UNU HECKOMBKUX CPEACTB BblYUCUTENb-
HOW TEXHUKW; OQHOM UIN HECKOIbKUX aBTOMaTU3NPOBaHHbLIX (MHPOPMALIMOHHBIX) CUCTEM.

2 NpeHTudunkaums n ayTeHTUDUKALMA MOMYT OCYLLECTBRATLCS, Hanpumep, B rpaHuLax OAHOW aBToMaTu3npo-
BaHHOW (MH(OpMaLUMoHHOR) cucTeMbl (0BnacTu AeWCTBUS MpaBur ynpableHUs JOCTYMOM), B rpaHuLax HecKONbKUX
aBTOMaTU3UPOBaHHBIX (MHPOPMALMOHHBIX) CUCTEM, HAXOAALLUXCA Moj yrpaBneHUueM O4HOro oneparopa, Npyu ycrnosuu
pacnpoCcTpaHeHUss Ha HUX eAUHLIX MPaBWUn YNpaereHWs AOCTYMNOM, UMK B rpaHuLaX HeCKOMbKUX aBTOMaTU3nMpoBaHHbIX
(MHOPMaLMOHHEIX) CUCTEM, HaXOAALWMUXCS NOA yNpaBneHnem pasfndHbIX oneparopos, Npu yCrnoBUU cornacosaHus npa-
BWI yNpaBIieHUs AOCTYMNOM ornepaTtopamu faHHbIX aBTOMaTU3NPOBaHHLIX (MHOPMALIMOHHBIX) CUCTEM.

3 Ans uaeHTMdMKaumm 1 ayTeHTUdUKaLUu MOryT MCMONb30BaTbCA BHELLUHWE MO OTHOLLUEHWIO K 06nacTu AeicTBus
€AVHbIX NpaBuN yNpasneHust 4OCTYNOM CEPBUCEI, NPpefocTaBnsemMble, Hanpumep, 40BEPEHHOR TPETbei CTOPOHOIA.

4.4 Mpu pgoctyne k obbekTy JocTyna uaeHTudukauus u ayteHtudukaumsa cybbekta JocTyna MOoXxer
OCYLLECTBMNATLCSA KaK B pamMKkax OfgHOro npouecca naeHtudukaummn u ayTeHTudukaumm, Tak u BbINONHATLCA B
paMkax nocrnefoBaTeribHOCTU NPoLEeCCOB MASHTUMMKALMKN U ayTEHTUdMKaLMKM (MHOroLuarosas naeHTuduka-
UmMa 1 ayTeHTudukauus).

MpumeyvaHuna

1 Mpwn MHoOrowwaroBoi uaeHTUMKaLUM U ayTeHTUdUKaLMKN NOCne NONOXUTENLHOMO pesynsraTta NPoBepkn UaeH-
TUdWMKaTopa AOCTyNa M ayTeHTUUKALWOHHON MHOPMaLMK Ha OfHOM «Luare» MpefocTaBnseTcss AOCTYN K NpoBepke
uaeHTUcKaTopa JoCTyna U ayTeHTUUKALUOHHON MHGOPMaLIMK CreaytoLLero «Lara». PeaynsraT NPoBEPKU Ha KaXaom
«lware» goBoguTcs cybbekTy AoCTyna, a nocre NooXWTENbHOro pesynsrata NPoBepKM Ha nocriefHeM «Liare» npefo-
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CTaBMnseTca ROCTYN K 06bekTy AocTyna. Mpu oTpuLaTensHOM pesynsrate NpoBepPKU Ha Mobom U3 «Lwaros» AanbHenwas
nocrneaoBaTenbHOCTL NPOLIECCOB MASHTUPUKALNKN N ayTEHTUDUKALIMN HE BLINOMHAETCA.

2 MNpyn MHOroLWaroBoi naeHTUdUKaUUKU U ayTeHTUdUKaLMK ANSA NPoBepKU naeHTudukaTopa 4ocTyna n ayTeHTudm-
KaLMOHHOMW MHpopMaymMn B pamkax nocrefoBaTenbHO 0CYLLEeCTBSIEMbIX MPOLECCOB UAEHTUdUKaLMN N ayTeHTUdnKaLmm
(«WwaroB») MOryT UCNONbL30BaTLCS pasfYHbIe YCTPOWCTBA, CPEACTBa BLIMUCIUTENBHON TEXHUKN W/WNIN aBTOMaTU3UPO-
BaHHble (MH(OPMaLMOHHBIE) CUCTEMBI, @ TaKXe CEepBUCHI, BHELLUHWE MO OTHOLLEHMIO K y4acTHUKaM WAeHTUMhNKaLuumn n
ayTeHTUUKaLmK.

4.5 MNpu gocTyne y4acTHUKM NpoLeccoB naeHTMdUKaLMm n ayTeHTudukalum nmMeioT cneayioLuee hyHk-
LUMOHanbHOe HasHa4eHne (PyHKUMOHANLHBLIE PONK):

- CTOpPOHa, UHUUMupyoLwas goctyn. OCHOBHON 3aja4ei CTOPOHbI, MHULIMMPYIOLLEN A0CTYN, ABNSAETCA
3anpoc AocTyna 1 nocneaytollee NnpefocTaBneHne nHopmaLum, Heo6XxoaMMOoNn ApyruM CTOPOHaM;

- peructpupytoLlas cropoHa. OCHOBHOW 3ajadvell PerucTpupyowwenn CTOPOHbI SBAAETCA NPUCBOEHUE
cyGbekTy (06bekTy) AocTyna naeHTudukaTopa 4octyna u, npu HEOOXOAMMOCTU, ayTEHTUMUKALMOHHON NH-
dopmaumu, UX peErucTpaumsa u noanepXKaHne B akTyanbHOM COCTOSHUM (OOHOBMEHME), a Takke dukcauus
CBA3W UAEHTUdUKATOpPa U ayTEHTUUKALMOHHOW MHpOPMAaLMU C KOHKPETHLIM CYyObLEKTOM (0OBLEKTOM) AO-
cTyna;

- posepsioLlas ctopoHa. OCHOBHOM 3ajayeil JOBEPSAIOLLEN CTOPOHbI IBASIETCA ONo3HaBaHue cybbekTa
[0CTyNa Mo NpeabsABNEHHOMY MAEHTUUKATOPY M NPOBEPKa €ro NOANMHHOCTK;

- npoeepsiowan cropoHa. OCHOBHOW 3aJa4ven NPOBEpPsIOLLEe CTOPOHbI ABMAETCA NpoBepKa npuHaa-
NEXHOCTM CyObeKTy A4ocTyna naeHTudukaropa 4oCTyna U ayTeHTuuKkaLmoHHon nHpopmasuu, KotTopble 3a-
OUKCMPOBAHbI 3@ HUM PErMCTPUPYIOLLIEN CTOPOHOMN.

4.6 OtaenbHble PyHKUMOHANbHbIE PONM MOTYT GbiTb 06bEAVHEHBI U/MNKU HAa3HAYeHbl y4aCTHMKAM Mpo-
LeCCOB uaeHTUdUKaUuM n ayTeHtTudmkaumu.

MpumMedaHune — [JoBepeHHasn TpeTbs CTOPOHA, HANpPUMep, MOXET 06beIUHATL (BLINOMHATL) (DYHKLMOHAnNbHbIe
PONKM perucTpupyoLLeil U NpoBepsitoLLieit CTOPOH, 06BEKT AOCTYNa — PyHKLMOHANEHLIE PONKU perncTpupyloLLei, npose-
psIOLLE N foBepstoLLell CTOPOH, a CyObeKT [0CTyNa — PYHKLMOHaNbHbIE PONK CTOPOHBI, MHULUUPYIOLWE JoCTyn, Npo-
BepsitoLLeit 1 [oBepsIOLLE CTOPOH (Npu B3anMHON ayTeHTUdUKaLMK).

4.7 Y4aCTHUKM NpOLECCOB UAEHTUMMKALMKU U ayTEHTUdUKALMK [OIDKHBI oBecneynsaTrb 6e30MacHOCTb
MCNONb3yeMOi MAEHTUUKALMOHHOW U ayTeHTUdUKaLMOHHOR uHpopmauun. MNpu 3TOM COCTaB U coaepXxaHune
Mep 3aLlnTbl B KOHKPETHOMN cpeae (PYHKLUMOHMPOBAHUA AOMMKHbLI ONPeAensiTbCA B COOTBETCTBUU C HOPMATUB-
HbIMM NPABOBbLIMU aKTaMW U AOKYMEHTamu No CTaHAapTM3aLuu.

5 OcHOBbI uaeHTUPUKauUnn

5.1 MNpouecc naeHTMdUMKaAUMKU AOIMKEH BKIoYaTbL B cebsi AelcTBUA NO NoArotoBke, hOpMUPOBAHUIO
naeHTudukaLuoHHo uigopMauumn cybbvekta (06bekra) AocTyna, npucBoeHuio cybbekTy (06bekTy) gocTyna
naeHTucukaropa U ux nocneayioLlei perucTpauuu, a npu gocryne cybbekra 4octyna k 06bekTy goctyna —
NEeNCTBUA N0 NPOBEpPKe CyLLUECTBOBaHUA (Hanuuusl) uaeHtudukatopa, npeabsBneHHoro cy6bekTtoM A0CTyna,
B NepeyvHe NpUCBOEHHbIX MAEHTUDUKATOPOB.

5.2 NpenTudmkauuns pasgensercs Ha NepBuYHyI0 uaeHTMduUKaLuio, OCyLEecTBAAEMYI0 NpU perncrpa-
UMUK peErnCTpupyloLlein CTopoHoN HOBOro cybnbekTa (06bekTa) 4OCTYna, U BTOPUYHYIO MAEHTUdMKALMIO, pery-
NAPHO NOBTOPAIOLLYIOCA NPU KaXKA0M 3anpoce cybbekTa JocTyna Ha A4oCTyn.

[Ona noaaep>xaHna akTyanbHOro COCTosiHUS (0OHOBNEHUS) AeHTUPUKALUMOHHON HpopMaLun 3aperun-
CTpUpPOBaHHOrO cyGbekTa (06bekTa) AOCTYNa NEpBUYHAsA UAEHTUMUKALUA MOXET NOBTOPATLCA C YCTAHOBMEH-
HON NEePUOANYHOCTLIO UNN NO Mepe HEOBXOAMMOCTH, a TaKkke BbIMOMHATLCA NO 3anpocy cybbekTa (06bekTa)
aocryna. BropuuHas naeHtudmkauus cybbekra 4oCTyna MOXET BbINOMHATLCA OQHOKPATHO UK, Npu HEOOX0-
AUMOCTH, C YCTAHOBMEHHOW NEPUOAUYHOCTLIO B TEYEHME BCET0 MH(POPMALMOHHOTO B3aUMOAENCTBUA MEXAY
cyObeKkToM AocTtyna u 06bEKTOM AOCTYNA.

O6wan xapakrepucTuka TUNOBOro NpoLecca naeHTudukaLmm npuseaeHa B npunoxexun b.

5.3 Llenbio nepeu4HON uaeHTUMUKALMKN ABNSIETCA pacno3HaBaHne cybbekTa (o6bekTa) focTyna nyTem
yCTaHOBNEHUA (NOATBEPXAEHWUSA) COOTBETCTBUA MEXAY CyObekToM (00bEKTOM) AOCTYNa U 3aABNEHHBIMU UM
NAEHTUPUKALUUOHHBIMU JaHHBIMMU.

5.4 [10 nepBUYHON UAEHTUDUKALMU PETMCTPUPYIOLLENR CTOPOHON LOIMKHBI ObITh YCTAHOBMNEHLI TpeboBa-
HUSI K NEPBUYHON MAEHTUDMKALUM, KOTOPbIE, B OGLLEM Criy4ae, onpeaenstotT 06beM, COCTaB U 00513aTenbHOCTb
aEHTUPUKALUUOHHBIX aTpubyToB cybbekTa (00bekTa) 4OCTYNA, UCMONbL3YEMbIX ANA (POPMUPOBAHUSA UAEHTU-
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dMKaLMOHHON MHDOPMaLIMK, A TaKKEe YCTaHaBNMBAIOT HEOBX0ANMOCTb, NOPSIAOK U NpaBuna NOATBEPKAEHUSA
3asBMIeHHbIX CYyObEeKTOM (0OBbEKTOM) 4OCTYNA MAEHTUMDUKALMOHHBIX AAHHbIX.

B koHkpeTHON cpede DYHKUMOHMPOBAHUSA KaKabli CyObekT (00bekT) AOCTyna AOMMKEH UMETb €AWH-
CTBEHHbIN HAOOP 3HAYEHUI MAEHTUDMKALUOHHBIX aTpUBYTOB, CBA3aHHLIN C MAEHTUUKATOPOM AOCTYNA, YTO
obecneunBaeT OHO3HAYHYIO naeHTUKUKaumio AaHHoro cybbekTa (06bekTa) gocTyna.

5.5 Mpu NnepBUYHON MABHTUDMUKALMIN PErMCTPUPYIOLLEH CTOPOHE HeoBX0aAUMO NOAroTOBUTbL U OLEHWUTb
UAEHTUPUKALIMOHHBIE AaHHbIE, 3asBNEeHHbIE CYObekToM (00BbEKTOM) OCTYNA, HA COOTBETCTBUE YCTAHOBIEH-
HbIM TPEO0OBaHUSAM, & TaKKe YCTAHOBUTL W NOATBEPAUTb COOTBETCTBUE MeXAY CYyObeKTOM (06EKTOM) AOCTY-
na v ero UAEHTUMUKALIMOHHBIMW AaHHbIMK. [nsa 3TOro:

- NPW OLEHKE 3asBMEHHbIX MAEHTUPUKALUOHHBIX AaHHbIX, KaK MUHUMYM, HAANEXUT NPOBEPUTL Hamnu-
yune y perucTpupyowen CTOpOoHbl UAEHTUIUKALUOHHON MHOPMALIMM, CBA3AHHON C CYOBEKTOM (06BLEKTOM)
[0CTyNa, ee YHUKaNbHOCTb W aKTyanbHOCTb, 8 Takke OnpeaenuTb, AOCTAaTOYHO N1 NPEAbABNEHO MAEHTUDU-
KaLWOHHbIX aTpMByTOB AN OAHO3HAYHOTO pacno3HaBaHus cybbekTa (06bekTa) 4oCTyNa;

- MU NOATBEPXKAEHUN 3aABNEHHbIX UAESHTUMDUKALIMOHHBIX AaHHbIX, KAK MUHUMYM, HAANEXUT NMPOBEPUTL
UX CYLLECTBOBAHME NyTeM BepudUKaumMm U NONy4YeHns CBUAETENbCTB, & TaKKe YCTAHOBUTb CBA3b (OCyLue-
CTBUTb NPUBA3KY) Mexay cyObekTom (06bEKTOM) AOCTYNA U 3aABNEHHbIMU MAEHTUUKALNOHHLIMU A aHHBIMU.

MpumMmevyarHus

1 MNpu BepudmKkaLmn perncTpmpyroLias cTopoHa MOXET MCMoMb3oBaTb COOCTBEHHYIO NOATBEPXAatoLLyo UHAOP-
MaLuio, NoATBepXAatoLLyto UHdopMaLMto, KoTopasi NpefocTaBneHa cyGbekToM (0GLEKTOM) AOCTYNA, @ TakKe MOXET Uc-
nomnb30BaTh BHELIHME (MO OTHOLLEHWIO K PEerucTpupyroLLiei CTOPOHE) CepBuChl, NpelocTaBNAeMble, HanpuMep, JoBepeH-
HOW TpeTbEN CTOPOHOMN.

2 CsupeTenbcTBa ABMNATCA Pe3ynsTaToM BepudukaLnmn 3assreHHbIX UAEHTUDNKALMOHHBIX AaHHbLIX C UCMONb3o-
BaHMeM, KaK rnpaBurio (HO He TOMBKO), BHELUHWUX CEPBUCOB, B TOM YUCIe UMEIOLLMX BO3SMOXHOCTL OhULMansHoro nog-
TBEPXAESHUA NOEHTUDUKALUOHHBIX JaHHbIX.

5.6 Mo pesynbratam NEPBUYHON naeHTUdMKaLUN CyObekTy (06BEKTY) LOCTYNA AOKEH NPUCBaAUBATLCA
YHUKanNbHbIA MAEHTUdUKATOP AOCTYNA, ONPEAENAIOLLMUA COOTHECEHHYIO C HUM UAEHTUMUKALMOHHYIO MHAOP-
mMauuio cybbekta (06bekTa) goctyna. YHUMKanbHOCTb uaeHTudukatopa gocryna gospkHa obecnevmBarbesl B
obnactu 4eiCTBUA e4uHbIX MPaBun yrnpaeneHus 4OCTYNOM.

MaeHTudukatop goctyna MOXET Ha3HavyaTbCa CybObekTy (00beKkTy) AOCTyna perucTtpupytowen CTtopo-
HOWM MNK CAMOCTONATENbLHO CO34aBaTbCsA CyObEKTOM AOCTYNAa B COOTBETCTBUM C YCTAHOBIMEHHBIMU NPaBUNAMMU.

5.7 MMHUMANbLHO A0CTaTOUHbIN 06BEM U YHUKANBHOCTb MAEHTUMUKALIMOHHON MHOPMALIMU, CBA3AHHON
€ cybbekToM (0O6BEKTOM) AOCTYNA, a TaKkKe OLeHKa U NOATBEPXKAEHUE PErucTpupyloLen CTOPOHON MAEHTH-
(PUKALMOHHBIX AAHHbLIX MO YCTAHOBMEHHBIM NPaBUNam AOMKHbI 06ecneunTb HEOOXOAMMYIO YBEPEHHOCTL B
TOM, YTO 3a5BMNEHHbIE MAEHTUMDUKALNOHHBIE AAHHbIE AE€HCTBUTENLHO COOTBETCTBYIOT (MPMHAANEXAT) AaHHO-
My cybbekTy (06bekTy) gocTyna.

5.8 MNepBu4Haa mgeHtTudukauma cybbekta (06bekTa) AOCTyna AODKHA 3aBepLuatbCl perucrpaumen
AEHTUMUKALMOHHOW UHAOPMaLUMN U NPUCBOEHHOIO CyObekTy (00bEeKTy) AOCTYNa YHUKANbHOTO UAEeHTUdU-
KaTopa JocTyna unu o6ocHoBaHHbIM OTka3oM. OCHOBaHWEM ANA 0TKa3a B perucrpauum MoxeT ObiTb HECO-
OTBETCTBME 3aSABNEHHbIX NAEHTUDUKALUOHHbBIX AAHHBLIX TPEOOBAHUSIM K NEPBUYHON UAEHTUUKALUN UNU HE-
BO3MOXHOCTb UX NOATBEPKAEHUS B YCTAHOBIIEHHOM NOpPsiJKe.

MpumMmedaHune — B KayecTBe OCHOBaHWIA NS OTKa3a, HanNpuMep, MOryT paccMaTpuBaThCsl HEAOCTATOUHbIA 06b-
eM UAEHTUDUKALNOHHEIX AaHHBIX, NPeACcTaBMeHHbIX Cy6bekToM (06bEeKTOM) LOCTyNa, OTpULATENbHLIN PesynsTaT ux Be-
pucbMKaLMK UMK OTCYTCTBUE HEOBXOAUMOI NOATBEPXAALOLLEH MHOPMaLMU.

Mo peLueHnto perncTpupytowen CToOpOHbI BO3MOXHA perucrpauus cybbekra gocryna, naeHtudukaum-
OHHbl€ AaHHbIE KOTOPOrO HE COOTBETCTBYIOT TPEOOBAHUSIM K MEPBUYHON uaeHTUdMKaum unu He Gbinu noa-
TBEPXKAEHBI. [pK 3TOM CyObEKTY A0CTyna NPUCBAMBAETCH YHUKANbHbIA uaeHTudukaTop, cybbekT agoctyna
onpeaenseTcsa Kak aHOHMMHBIN CyGbekT A0CTyna (AHOHMM) U HET HUKAKOW YBEPEHHOCTU TOM, YTO 3aABNEHHbIE
UAEHTUUKALMOHHBIE AaHHbIE AEWCTBUTENBHO COOTBETCTBYIOT (MPUHAANEXaT) AaHHOMY cybbekTy gocTyna.

5.9 MepBuyHas naeHTUdUKaLUA A0MHKHA ABNATLCS HEOTHEMIEMON YacCTLIO Kak npouecca naeHTudu-
Kauuu, He NpeaycMaTpuBaloOLLIErO NOCAeAYIoWMIn A0CTYN CyObekTa A0CTyNa, Tak U YacTbio NpoLecca nAEHTU-
dukauuu, npegnonararoLero nocneayowmn 4octyn cydbekra 4oCTyna u, COOTBETCTBEHHO, €ro ayTeHTudu-
Kauumio.

MpumevyaHue — lMpumMepoM NepBUYHON MAEHTUDUKALMKU, HE MpeaycMaTpuBaloLei nocneayoLwwmnii goctyn,
MOXET CUNTATLCA BHECEHWE WA EeHTUDUKALUOHHOW UHOpMaLMK DU3NYECKUX NUL, B aBTOMATU3UPOBaHHY0 (MH(bopMa-
LIMOHHYI0) CMCTEMY, KOTOpasi UCMONbL3YETCA ANA NPeaocTaBfieHUs faHHOW WAEHTUdUKaALMOHHOA UHopMaLMKU [pyrum
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aBTOMaTU3UPOBaHHbIM (MHPOPMALUMOHHBIM) cucTeMaM. Pusndeckne nuua He ABNAIOTCS NoMb3oBaTeNsAMMU JaHHOW aBTo-
MaTU3UpoBaHHOW (MHPOPMALIMOHHOR) CUCTEMBI.

5.10 Lenbio BTOpUYHON uAEHTUDMKALUM ABNSIETCA ONO3HaBaHMe cyObekTa AOCTyna, 3anpoCUBLLETO
Jocryn K o6bekTy gocryna. Mpyu 3TOM AOIDKHA BLIMOSHATLCA NPOBEpKa CyLEeCTBOBAHUA uaeHTudukaropa
[OCTYNa, NpeAbsBNEHHOro CybbekToM A0CTYNa, B NepeyHe NPUCBOEHHBbIX AEHTUGUKATOPOB. MNpu Hannuum
npeabABNEHHOro naeHTUuKaTopa 40CTyna B nepeyHe NPUCBOEHHbLIX UASHTUUKATOPOB NPOLIECC BTOPUYHOM
naeHTuuKaLMmn 4OMMKEH CYUTATLCA YCNELUHO NPOWAEHHbIM.

MpumeyaHue — lNpoBepka CyLECTBOBaHNSA (HAaNWYKA) uAeHTUdUKaTOpa AoCTyna, NPEeAbABIEHHOMO CyGbek-
TOM OCTYNa, B NepeyHe NPUCBOEHHBIX WAEHTU(DUKATOPOB OCYLLECTBAAETCA NO NPeaonpefeNieHHOMY anropuTMy U MOXET
BBINOSTHATLCS, B TOM YUCIIE, MyTEM CPaBHEHUS.

5.11 MNpouecc naeHTudnKaLMm, He npeaycMaTpuBalowwmii nocneayowmin AocTyn, B 06LeM Buae aon-
XKEH BKMIOYaTh:

- NpeacTaBneHne PUaM4eckuM NULOM UMK NMOoNy4eHne OT pecypca WASHTUMUKALMOHHBIX AAHHBIX, HE-
06Xx0AMMBIX AMA NePBUYHON naeHTUdUKaLmMK;

- OLEHKY BO3MOXHOCTM perucrpaumu naeHTupukaumoHHON UHGopMaumMmn perucTpupyioLien CTopoHoM
U NOATBEPXAEHUE COOTBETCTBUA MEXAY PU3NYECKUM NULOM (PECYPCOM) U €ro MAEHTUUKALMOHHLIMKU AaH-
HbIMU;

- MPUHATME PErUCTPUPYIOLLE CTOPOHOWN PELUEHMs O pesynbrarte NepBUYHON uaeHTUdUKaLmm, B TOM
yucne perucTpauus MAeHTUPUKALUMOHHON WMHOPMALUMKU U MPUCBOEHHOTO chuanueckoMmy nuuy (pecypcy)
naeHtTudukaropa, unu 060CHOBaHHLIN OTKA3 B PErMCTpaLuy;

- XpaHeHWe M NoaaepKaHue NAEeHTUMUKALMOHHOW UHAOPMAaLMK B aKTyanbHOM COCTOSHUM (OOHOBNE-
HWE) PerncTpupyloLLlei CTOPOHOI U, Npu HeOBX0AMMOCTM, NPEAOCTaBNEHME €€ NO 3anpOCaM.

5.12 MNpouecc naeHTMduKkaumm, npeaycMmarpuBatoLmin nocneayowme ayteHTudukaumio, asTopusauuio
1 AOCTYN, B 0OLUEM BUAE JOIMKEH BKNIOYATh:

- hopMupoBaHMe 3anpoca Ha peructpauuto cybbekrta (06bekTa) 4ocTyna u nocneayioulee npeacras-
neHve NAEHTUMUKALMOHHBIX AAHHbIX, HE0OXOAUMBIX ANSA NEPBUYHON MAEHTUMKALMK;

- OLEHKY PEermcTpupyoLLein CTOPOHOW BO3MOXHOCTU pernctpauum naeHTuukaLumoHHon nHdopmaumm
U NoATBEpPXAeHNe COOTBETCTBUS Mexay CybbekTom (06bLEKTOM) AOCTYNa 1 ero nAeHTUUKALUOHHBIMU AaH-
HbIMU;

- MPUHATUE PETUCTPUPYIOLLEN CTOPOHOW PEeLLeHUs O pe3ynbrare NepBUYHOW uAeHTUdUKaumu, B TOM
yucne perucTpaunst MaeHTUUKaUUOHHOW MHOPMaLMK U MPUCBOEHHOIO Cy6bekTy (00bEKTY) A0CTYNa UaeH-
TudmkaTopa 4OCTyna unm 06O0CHOBAHHbIA OTKa3 B pErucrpaumu;

- XpaHeHWe u nojaepXkaHue B akTyanbHOM COCTOsiHUM (OOHOBMEHWe) maeHTudukatopa aoctyna u
UAEHTUPUKALNOHHON MHDOPMaLUK PETMCTPUPYIOLLIEN CTOPOHOMN;

- npeabsiBNeHUe LoBepstoLLIei CTOpOHe CybbekToM AoCTyna uaeHTudukaropa ans BTOPUYHON UAEHTU-
dukauum npu 3anpoce AocTyna k 06bekTy AOCTYyna;

- MPOBEPKY AOBEPSIOLLEN CTOPOHOW CyLLEeCTBOBAHMA (Hanuuus)) waeHtudukaropa, npeabssneHHoOro
cy6GbekToM A0CTYNa, B NepeyHe NMPUCBOEHHbIX UAEHTU(UKATOPOB;

- KOHTPOnb NPOBEPAIOLLEN CTOPOHON NPUHAANEXHOCTU CyOLEeKTy AocTyna uaeHtTudukaropa gocryna,
BKIHOYas NPOBEPKY aKTyanbHOCTU (L eCTBUTENBHOCTHU) U MPOBEPKY CBA3U uaeHTUdukaTopa goctyna ¢ cyonb-
€KTOM JoCTyna;

- MPUHATUE peLleHns AOBEPSAIOLLEN CTOPOHOM O pesynbrarte BTOPUYHOW naeHtudukauum u nocneayio-
LeM nNpoBeAeHUN ayTeHTUumkaumum.

6 OcHoBbI ayTeHTUMKauun

6.1 MNpouecc ayteHTuduKaumm npu goctyne cybbekra AocTyna K 00bekTy A0CTyna AOMKEH BKNOYaTh B
cebna aencTeua No Nnpoeepke NOANMHHOCTM cyGbekTa 0CTyNa, a Takke NPUHAANEXHOCTH CyObeKTy AoCcTyna
NPeAbABNEHHOro uaeHTudukaropa u ayreHTupmMkaLuoHHon nuHcpopmaumn.

NpuMedaHmne — [deiAcTBUSA NO NpoBepKe NOAIMHHOCTH, a Takke NPUHAANEXHOCTHU NpeabABNEHHOro WAEHTUDM-
KaTopa n ayTeHTU(PUKALMOHHON MHCPOPMaLMKM OCYLLECTBISIIOTCS JOBEpSIIOLLEi U NPOBEPSIOLLEA CTOPOHAMU.

6.2 Llenbio ayTeHTUdmkaumm sisnsiercs hopMmupoBaHue HeobxoauMol yBepeHHOCTU B TOM, YTO CyObeKT
(06bekT) gocTyna AeNCTBUTENBHO SIBISIETCA TEM 3aperMcTpupoBaHHbiM cybbekTom (06bekToM) AocTyna, 3a
Koro ce6s BblAaeT NpeabsBNEeHHbIM UAEHTUUKATOPOM A0CTYyNA.

1
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6.3 Mpu gocTyne Aoka3aTenbCTBO NOANMHHOCTU CyObekTa 4OCTYNa J0SHKHO OCHOBLIBATLCA Ha NPOBEpKe
COOTBETCTBUA ayTEHTUUKALMOHHOW MHDOPMAaLMK, NpeabABNEHHONW CyOLEKTOM A0CTyna, ayTeHTudukaum-
OHHOW MHOpPMAaLMK, KOTOpPas acCOLMMPOBaHA C NpeabsBNEeHHbIM MASHTUMUKATOPOM AOCTYNa Yy A0BEpsIo-
Len CTOpoHbI. [loka3aTenbLCTBO NPUHAANEXHOCTM CyObekTy uaeHTudukaropa u ayreHTUOPUKaLMOHHON UH-
dopMmaymm OMKHO OCHOBLIBATLCA HA MPOBEPKE aKTyanbHOCTN (A€NCTBUTENbHOCTN) ayTeHTUUKALIMOHHON
uHdOpMaUuM U NpoBepKe CBA3M uaeHTudukaTtopa u ayTeHTMPUKALIMOHHON MHpopMaumn ¢ CyObLEKTOM J10-
cTyna.

O6uwas xapakrepucTuka TMNOBOIO NpoLecca ayreHTuukauumn npuseeHa B npunoxeHun b.

6.4 Mpu goctyne aomkHa oBecneunmBaTbCsl HEM3MEHHOCTL CyObeKTa AocTyna u obvekta goctyna. B
npouecce ayTeHTucukauum (oo ee 3aBepLueHus) U cybbekT goctyna, n 06bekT gocryna (M TpeTbsl 4OBEPEH-
Hasi CTOpOHA, NPU HeO0BXO0AUMOCTM) AOIDKHBI UMETb BO3MOXHOCTb YAOCTOBEPUTLCA (YOEAUTLCA) B MX HEU3-
MEHHOCTH.

6.5 B npouecce ayTeHTM(MKaLMKU NPUMEHSIIOTCA crneayowme akTopbl:

- hbakTop 3HaHUSA: CyOBLEKT AOCTYNA JAOIDKEH 3HATb OnpeaeneHHylo nHopmaumio.

Mpumevanne — Mpu ayTeHTUUKALMN C NPUMEHEHNEM aKTOPa 3HAHUS MOXET MCTONL30BATLCS KaK ayTeH-
TUdUKALNOHHAA HOPMALMA, HEeNOCPECTBEHHO U3BECTHAs MOML30BaTeNIo, HanpUMep Naposik, FpacuIeckuii Napons,
nsobpaxeHune, Tak U UHGOPMALNS, NO3BONSIOLLAA NOMYYUTL AOCTYN K ayTeHTU(MKALMOHHOMH MHOpMaLuK, HanpuMep
onHopa3sosbiit naponk unu PIN-kog D;

- hakTop BnageHus: cybbekT AocTyna fomkeH obnagate onpeaeneHHbIM NpeaMeToM, coaepXailum
ayTEHTUPUKALMOHHYIO MHOPMALMIO.

MpumevyaHue — MNpu ayTeHTUDMKALMUKN C MPUMEHEHUEM akTopa BraeHNUst MOXET UCNONb30BaTLCSA, Hanpu-
Mep, YCTPOCTBO ayTeHTU(MKALMKU UM MeXaHU3M, NpUcnocobneHune, Belb, KOTopble CopepXaT ayTeHTU(UKALUOHHYO
UHgopMaLuio;

- BuomeTpuyeckmii hakTop: cybbekTy AocTyna AomKeH ObiTb CBOWCTBEHEH ONpeaeneHHbIn Npu3Hak
(xapakTepucTuka), MHOPMaLusa 0 KOTOPOM (KOTOPOI) UCNONBL3YETCA NPU ayTeHTUUKaLUK.

MpumedaHuns

1 BUOMETpUYeCKkUid hakTop NPUMEHSETCA NpW ayTeHTUdUKaLUKM cyOLEeKToB AOCTYNA, aCCOLMUPOBAHHLIX ¢ DU3M-
YecKUMM nuLami.

2 Mpu ayTeHTUdMKaLMKU C NPUMEHeHEM BUOMETPUYECKoro akTopa MoryT UCTONbB3oBaTLCA, Hanpumep, Guome-
Tpuyeckue faHHble (M3N4eckoro nuua unu WabnoH ero nosefeHus.

6.6 Mpun gocryne Kk 06bEKTY AOCTYyNa ANa ayTeHTuduKauum cybbekra AocTyna Heobxoaumo MCnonb-
30BaTb OAMH hakTop (OAHOMAKTOPHAsA ayTeHTMUKaUMsa) Unm HeCKonbko dakTopos (MHOrod)akTopHas ay-
TeHTuduKauums). Npu MHOrohakTOpHOW ayTeHTMduKaLUn 0SMKHbI COBMECTHO NMPUMEHATLCA HE MEHEee ABYX
pasnuyHbix chakTopos. JocTyn Kk 06bEKTY AOCTYna nNpu MHOrochakTOpHON ayTeHTuukaumum fosmkeH npeao-
CTaBMATLCA NOCNE YCNELHON BTOPUYHOW naeHTudmkaumumn cybbekta 4ocTyna u nonoXUTENbLHOIO pesynsrara
NPOBEPKN ayTEeHTUPUKALMOHHOW MHAOPMALIMM, COOTBETCTBYIOLLIEH BCEM COBMECTHO UCNOMb3yeMbiM PaKTO-
pam, 6e3 aoBeneHust CyGbLeKTY AOCTyNa pe3ynsTaTtoB NPOBEPKU MO Kaxaomy dakropy.

MpuMevyaHus

1 MpuMepoM 0fHODAKTOPHOW ayTeHTUUKaLMn nons3oBaTensa ABNAETCA UCMONb3OBaHWe ANs ayTeHTudgurkaLmum
dakTopa 3HaHUA C NPMMEHEHWEM B KayecTBe ayTeHTuduKaLnoHHoi nHopmarum napons, PIN-koga nnv oteeta Ha Bo-
npoc, KoTopble 3HaeT NnonbL3oBaTerb.

2 MpuMepoM MHOrohaKTOPHON ayTeHTUMKaLMK NoNb3oBaTens ABMSETCA COBMECTHOE NPUMEHEHNe ANA ayTeHTU-
ukaumn akTopa BrageHus (Hanpumep, nonbsoBaTent BlajeeT ayTeHTUMUKALIMOHHOA HPOPMaLel, XpaHaLeiicsa B
YCTpOWCTBE ayTeHTUUKaLMKN) U hbaKTopa 3HaHUs (Hanpumep, Nonb3osBaTenb 3HaeT Naposb, NO3BOMSAOLWMIA NCMONB30BATE
ayTeHTUMMKALMOHHYIO MHPOPMaLMIO, COAEpPXKaLLYOCs B YCTPOWCTBE ayTeHTudukauum). [JocTyn Kk pecypcam asTomMaTu-
31pOBaHHOW (MHPOPMAaLIMOHHON) CUCTEMbI NPEOCTaBMAETCA MONb30BATENto Mocne ero YCnewHon BTOPUYHOR naeHTuH-
uUKaLMK 1 NONOXUTENBHOrO pesyrnsraTa NPOoBepKN ayTeHTUMUKALMOHHOR MHOpMaLNK, COOTBETCTBYIOWEN U haKkTopy
BnageHus, 1 aKkTopy 3HaHus.

3 [pu MHOroLWaroBoi naeHTUUKaLMn U ayTeHTUUKaLUN B paMKaX OTAENbHLIX NPOLIeCCoB («LaroBy) uaeHTudu-
KaLun 1 ayTeHTUdUKaLMM MOryT NCMOMb30BaTLCSA Kak 04HOMaKTopHas, Tak U MHorodakTopHas ayTeHTUdMKaLum.

4 AyTeHTUMKaLMS YCIOBHO cHMTaETCA MHOrODakTOpPHOW NpU UHOPMaLMOHHOM B3auMOAENCTBUN MexXAY cybbek-
TOM AOCTyna U 06LEKTOM AOCTYNa, KOTOpble COOTBETCTBYIOT BLIYMCIINTENBHLIM NpoLieccam [CpeacTBam BbIUUCIUTENLHOI

) PIN-kog (Personal Identification Number) — nepcoHanbHelit MaeHTUbUKaLMOHHBIR HOMep.
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TEXHUKW, aBTOMATU3NPOBaHHLIM (MHDOPMALMOHHbLIM) cUCTeMam U T. N.], PYHKLUUOHUPYIOLNM B aBTOMaTUYECKOM pexnme.
Mpn 3TOM faHHble BbIYUC/IUTE/IbHbIE MPOLECChI HE acCoLMUPYIOTCA C (hU3NYECKUM JIUL,OM.

6.7 BuOMeTpUYECKWii hakTop [O/KEH MCMNOMb30BATLCA TOMIbKO COBMECTHO C ApyruMu dhaktopamu, B
TOM uyucfe ANs NoATBEPXAeHUs hakTopa BnageHusi. MNpyu 3TOM NpUMeEHeHVWEe GMOMETpUYecKoro hakTopa B
kayecTBe eAVHCTBEHHOro hakTopa Npy OAHOGaKTOPHOW ayTeHTUdUKaLmMn He gonyckaeTcs.

MpuMeyaHne — [lopsiAOK U NpaBuia NPUMeEHeHNs1 BUOMEeTPUYECKOro hakTopa Npu ayTeHTUgMKaLum onpeae-
NATCA COOTBETCTBYIOLWMUMN HOPMATUBHLIMU NPABOBLIMU LOKYMEHTaMU U JOKYMEHTaMW MO CTaHAapTU3auum.

6.8 B obuiem cnyyae npy ayTeHTUMKaLMM OBMEH ayTeHTU(UKALMOHHON MHopMaLmein n apyrumm
JaHHbIMY, HEO06X0AMMbBIMU ANS ayTEHTUMMKAL MK, OCYLLECTBAETCA MeXAy Cy6beKToM J0CTyna, 4OBEPEHHOM
TpeTbeli CTOPOHOl M 06BEKTOM AOCTyNa C y4EeTOM MX (PYHKLMOHA/bHbIX pofieil. B 3aBMCUMOCTH OT opraHusa-
umn obMeHa ayTeHTUMKALUOHHOM MHopMaLmel N MCNONb3yeMbIX NpY 3TOM NPOTOKONOB ayTeHTUmKaumum
Heo6x04VMMO pas3nnyaTb OLHOCTOPOHHIO 1 B3aUMHYH0 ayTeHTUduKaumum.

B 0AHOCTOpPOHHEN ayTeHTUduKauum y4acTByOT Cy6beKT AOCTYNa U 06BbEKT J0CTyna, KOTOPbIA cuutaeT-
¢ foBepsitoLLeli CTOPOHONM (Npy HeobxoAMMOCTU — AOBepsowWwein n nposepstoLLeli). OAHOCTOPOHHSASA ayTeH-
Tucpnkauus obecneumBaeT yBepeHHOCTb B NOAIMHHOCTU Cy6bekTa AOCTyna TO/bKO Y A0BEPAIOLLEN CTOPOHbI.
Mpn 3TOM cy6bEeKT focTyna nofaraeT, YTo A0BepsIoLLas CTOpoHa SABASETCA NOL/IMHHON.

B npouecce B3aMMHOI ayTeHTUdMKaLMN Cy6BEKT OCTyna M 06bEKT AOCTYNa NONepeMeHHO BbIMOSHAIOT
(hYHKLUMOHA/TbHYI0 PO/ib AOBEPSIHOLLE CTOPOHLI (NMpy HE06X0AMMOCTM — A0Bepsiloleli 1 npoBepsitoLeit). Mpu
3TOM B3auMHas ayTeHTUdUKaunus obecneyrBaeT yBepeHHOCTb B MOAIMHHOCTY APYrOi CTOPOHbI 1Y cy6bekTa
fJocTyna, uy obbekTa gocTtyna.

6.9 Mpouecc ayTeHTUdMKaLMM MOXET GbiTb OpraHM30BaH Kak C y4acTMeM AOBEPEHHOW TpeTbell CTopo-
Hbl, TakK 1 6e3 Hee. Mpy OAHOCTOPOHHEN OA4HOAKTOPHON ayTeHTMdMKaLMM NO Naponto ycnyrn AOBEPEHHON
TpeTbell CTOPOHbI HE NCMOML3YITCA, a perucTpupytollas, npoBepstoLas u AoBepsaoLwas CTOPoHblI 06beanHe-
Hbl B OBEPSIOLLYI0 CTOPOHY U ee (PYHKLMWN BbINONHAET 06bEKT AOCTyna (CM. PUCYHOK 1).

n r >
vTempemas Aesmumauonsas C e
MHdopMaLms L VHCpopMaLWs nHhopmauma n
y
O6beKT gocTyna
Cy6bekT gocTyna (npoBepsitoLLLan CTOPOHa,
(CTOpOHa, MHULMPYHOLLAS AOCTYM) pervcTpUpytoLLas CTOPOHa,

[oBEpsioLLas CTOPOHA)

PucyHok 1 — OpraHusaums nepegaqn ayTeHTU(UKALMOHHONR nHopmMaLm
NPy OAHOCTOPOHHEN 0AHO(AKTOPHO ayTeHTUMKaLMM Mo Naposio

6.10 Mpn “cnonb3oBaHUM yCNyr AOBEPEHHON TpeTbel CTOPOHbI NPOLECC ayTeHTUMKaLUN MOXET BKIIHO-
yaTb B ce6s1 OHY AOBEPEHHYH TPETb0 CTOPOHY WM MX Lenouky. BBefeHne AONOAHUTENbHBIX eAVNHUL, fOBE-
PEHHbIX TPETbUX CTOPOH 0b6ecneunBaeT ayTeHTU(UKaLMI0 B cpeae, BkIvatoLeli 60/1bLloe YNCN0 CyObeKToB
[OCTyna, rae Kaxaas 13 JOBEPEeHHbIX TPeTbUX CTOPOH 06C/YXMBAET TOIbKO YacTb CyObLEKTOB JOCTyNa.

Mpy obmeHe ayTeHTUbMKaLMOHHOW MHGOPMaLMell AOBEPeHHas TpeTbs CTOPOHA, Kak npoBepstoLias
CTOPOHA, MOXET OblTb NOCPEeSHNKOM MexXAay Cy6bekToM AocTyna v 06bekToM AocTyna (CM. PUCYHOK 2).

> r
MpepbsBnseman e N f Piposepka [ G —— X MposepeHHas A
ayTeHTU(UKaLUMOHHas AyTeHTUpUKaLNOHHASA ayTEeHTUPMKALMOHHON AyTEHTUDVKAUMOHHAA ayTeHTU(UKaLUMoHHas
vHcbopmauus VHchopmauna MHchopmaL M VHbopmaums vHthopmaLust
Cy6beKT goctyna EE—— AosepeHHas TpeTbA CTopoHa 06beKT goctyna

(npoBepsioLLas CTOPOHa,

(cTopoHa, NHUUMMpyoLWwas focTyn) PErMCTpUpYIoLLas CTOPOHA)

(moBepstoLLan CTOPOHA)

PucyHok 2 — OpraHusauusi obMeHa ayTeHTU(UKaLMOHHON MHpopmaLmeii ¢ JOBEPEHHON
TpeTbeli CTOPOHOI B kayecTBe NnocpefHuka
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[loBepeHHasa TpeTbs CTOPOHA, Kak MPOBEPSOWAas CTOPOHA, MOXET He ABMSATbCA NPAMbIM YYacTHUKOM
obMeHa Mexay CyObeKTOM JoCTyna M 06bEKTOM AO0CTyna, HO obecneumBaTtb UX JaHHbIMU, HEOBXOAVMMbIMU
ANA ayTeHTUduKaumm (CM. pucyHok 3).

S —— \ [ \
JaHHble, JaHHble,
HeobxoAnMble ANs [laHHble, Heo6xoaMble ANs ﬂ Heo6xoAnMble ANs
ayTeHTuuKayum ayTeHTudunkayum ayTeHTuukayum

V . \%

[loBepeHHas TpeTbsA CTOPOHa
(npoBepsitoWwan cTopoHa,
peructpupytolias ctopoHa)

PrcyHok 3 — OpraHusaumns obmeHa ayTeHTU(VKALMOHHON nHdopmauveid n gpyrumm
[aHHbIMU, Heo6XoAUMbIMU ANS ayTeHTUdukauum, 6e3 NPAMOoro y4acTusi JOBepeHHO! TpeTbeil CTOPOHbI

Mpn ayTeHTUdMKaLMn B YC/I0BUSAX BPEMEHHOIO OTCYTCTBUS B3aMMOAEWCTBUS C AOBEPEHHON TpeTbeit
CTOPOHOI (CM. pUCYHOK 4), Kak NPOBepsIoLLLEl CTOPOHON, 06BEKT AOCTYNa, Kak AoBepstolas CToOpoHa, MOXeT
MCNONb30BaTb CMNUCKAU ,D,eVICTBVITeﬂbeIX N aHHYTMPOBaHHbIX 3/TEKTPOHHbIX y,lJ,OCTOBQpEHVIVI nnn gpyrme Meto-
bl NPOBEPKN ayTEHTUMKALNOHHON UHGOPMaLLUK.

r N
Mpeavasnaemas AyTEHTU(MKALMOHHAS MposepsiemMas
ayTeHTU(hMKaLnoHHas MHhopmaLms ayTeHTUUKauoHHas
MHopmauus / nHchopmaums /
Cy6bekT goctyna O6bekT gocTtyna
(cTopoHa, nHUuyMupytoLas AocTyn) (nosepsoLWan CTopoHa)
[aHHble,
Heo6XxoANMble Ans [laHHble, Heo6XxouMble Ans
ayTeHTuukaumm ayTeHTuuKaLumm

JloBepeHHas TpeTbsA CTOPOHAa
(npoBepstoLwWwan cTopoHa,
perncTpupyroujas cCTopoHa)

PucyHok 4 — OpraHusauus obMeHa ayTeHTUhMKaLMoHHO MHpopmaumein v ApyruMu JaHHbIMU,
Heob6xoAMMbIMK AN ayTeHTUUKaumm, B yCI0BMAX BPEMEHHOrO OTCYTCTBMSA B3anMOAENCTBNA 06bekTa
[ocTyna ¢ JOBEepPeHHON TpeTbell CTOPOHOI

6.11 Mpouecc ayTeHTUdmKaumm, ¢ y4etTom AeNCTBUIA, BbINOAHAEMbIX NpU MAeHTUdMKaummn, B obLuem
BUAe AO/MKEH BKOYaTb:

- thopmypoBaHue u peructpaumio ayTeHTUMKaLMOHHOW nHopMmauun cybbekta (06bekTa) goctyna
npu NepBuYHON naeHTUdVKaumn. MNpu 3ToM ayTeHTUuKaumoHHas VHpopMaLna MOXeT HasHayaTbCa perv-
CTpUpyOLLeli CTOPOHOI MM camoCTOSATENTbHO (HOPMUPOBATLCSA Cy6BEKTOM [OCTyna B COOTBETCTBUM C yCTa-
HOBJ/IEHHbIMW NpaBwIamu;
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- XpaHeHue W noaaepXxaHue B akTyasibHOM COCTOSHUM (0BHOBNEHNE) ayTeHTU(NKALIMOHHON UHOpMa-
LUK perucTpupyoLlei CTOpoHoM U CyGLeKToM A0CTYNa;

- npeabsiBNeHne CyGLEKTOM A0CTYNAa AOBEPSIOLLEN CTOPOHE nAEHTMMUKATOPa U ayTeHTU(MUKALIMOHHON
uHdopmaLm Npu 3anpoce A40CTyna kK 00bekTy A0CTyNa;

- MPOBEepKy NOANMHHOCTU CyObeKTa A0CTyna AOBEPAIOLLEH CTOPOHON B paMkax obmeHa ayTeHTuduka-
LMOHHOV uHcbopMauuen u ApyruMu JaHHbIMK, HeoOGX0AUMBIMU AN ayTeHTuduKauum;

- MPOBEPKY MPUHAANEXHOCTU CYyObEKTY A0CTYNA NpeabABNEHHbIX uaeHTudnKaTopa n ayteHtndukauu-
OHHOW MHbOpMaLIMKU NPOBEPSAIOLLEN CTOPOHOIA, BKNOYAn NPOBEPKY aKTyanbHOCTU (4€ACTBUTENLHOCTH) ayTeH-
TUUKALMOHHON NHGOPMAaLIMK 1 NPOBEPKY CBA3M MAeHTUdUKaTopa 1 ayTeHTMdUKaLMoHHON UHopMaLmm ¢
cyObekToMm J0CTYyna;

- NMPUHATUE AOBEPSIOLLE CTOPOHON peLueHUn O pesynbrare ayTeHTudukauuu n nocneayowem npo-
BEJEHMUN aBTOpU3aLmm.

6.12 MNpwu opraHusauum JocTyna JoSHKeH UCMOMb30BaTbCA OAMH U3 BUAOB ayTEHTUAUKALMK: NPOCTas,
ycuneHHas unu crporas. Kaxxabivi u3 BuaoB ayTeHTUdUKaLum onpeaensiercsa ucnosib3yembim MeTo40M ayTeH-
Tudmkaumm.

6.13 Mpu npocToi ayTeHTUdMKALMKU JOIMKHA NPUMEHATLCA OAHOMAaKTOPHAA OJHOCTOPOHHAN ayTEeHTHU-
cukaumsl ¢ opraHusauuen nepesayn ayTeHTUUKALMOHHOM MHdopMaLumn oT cybbekTa A0CTyna K 00bekTy
gocryna. B npouecce npocToii ayTeHTUduKaumn HeobxoaMmo 1Cnosb30BaTb NPOTOKONbI ayTeHTUuduKauum,
COOTBETCTBYIOLLME AAHHOW OpraHn3auun nepeaaymn ayTeHTuUKaLuuMoHHON UHOpMaLIMK, B TOM YMCAE U Kpun-
Torpaduyeckue.

MpumedaHue — MpuMepom NPOCTo ayTeHTUDUKALIMN ABNSETCSA UCNONb30BaHne B Ka4yecTBe ayTeHTUdukaymn-
OHHOW MHOPMaLMK Naporns, KOTOPLIA 3HAeT Nonb3oBaTenNb.

6.14 Mpun yCcuneHHon ayTeHTUdUKaLn gomkHa NPUMEHATLCA MHOro)akTopHasa OAHOCTOPOHHAA ayTeH-
TudmMKaLmsa ¢ opraHusauuen nepegadun ayreHTucukaunoHHon nicopmaumm ot cybbekta gocryna k o6bekTy
Joctyna unu MHorochakTopHas B3aumHasi ayTeHTUukaumsa ¢ opraHusaumen oomeHa ayteHTudmKkaLuoHHON
uHdopMauuein mexay cybbektom goctyna n o6bekTom goctyna. B npouecce ycuneHHon ayteHtudukaLum
HeoBX0AMMO UCMONb30BaTh NPOTOKONbI ayTEHTUMUKAL MK, COOTBETCTBYIOLLME JaHHON OpraHu3auum nepeaayum
(o6meHa) ayTeHTUDUKALMOHHON MHAOpMAaLMK, B TOM YACAE U KpunTorpaduyeckue.

MpumedaHue

1 MpuMepom ycuneHHon ayTeHTUDKUKaLMK SBNSETCA NCMONb3oBaHWe NP MHOroakTopHOW OAHOCTOPOHHENR ayTeH-
TUdMKaLMK None3oBaTens Napons, KOTopblil 3HaeT Nonb3oBaTenb, U OAHOPA30BOro NApOIs, CO3AaBaEMOro ¢ NPUMEHEHU-
€M YCTPOWCTBa ayTeHTUUKaLMW, HaXoAALLerocs BO BNajeHnn JaHHoro Nonb3oBaTens.

2 TMp1UMepoM YCUIEHHO! ayTeHTUdUKaLMKU SBNSETCA UCNONb3oBaHNe ayTeHTUUKALMOHHON WHgopMauun npu
MHOrOaKTOPHOW B3aUMHON ayTeHTUUKaLMN BbIMUCIIUTENBHBIX NPOLIECCOB, PECYPCOB U T. N.

6.15 Mpwu cTporoii ayTeHTMduKaLmm JOIMKHA NPUMEHATLCSE MHOTODAKTOpHas B3auMHas ayTeHTuduka-
Uusi C opraHu3auuei oByXCTOPOHHEro, Mexy CyObeKkTOM A0oCTyna u 06bEKTOM AOCTYNa, UM MHOTOCTOPOH-
Hero (Mpu UCNONb30BaHWM TPETLEN AOBEPEHHOW CTOPOHBLI) 0OMeHa ayTeHTUMUKALMOHHON uHdopmauumein. B
npouecce CTPOron ayTeHTUuKaummn AOMKHbI UCMONb30BaTLCA KpunTorpadMyeckme NnpoToKosbl ayTeHTudu-
Kauuu, COOTBETCTBYIOLME AAHHON OpraHu3auum oOMEHa W BKIIOYAIOLME pasnuyHbie MOCNeaoBaTensHOCTU
obMeHa coobLeHnsaMmn (AByX- U MHOTONPOXOAHBIE) MEXAY Y4aCTHMKaMK npoLiecca ayTeHTUudukaLmm.

NMpuMmedvaHne —MpUMepOM CTPOroii ayTEHTUDUKALMU SIBIISIETCH COBMECTHOE MCTIONb30BaHWe NpU ayTEHTUDU-
KaLuK 3aKpbITOro Knio4a U COOTBETCTBYHOLLIETO €My 3IIEKTPOHHOIO Y10CTOBEPEHUS], COEPXKaLLEero OTKPLITHIA KiltoY. Snek-
TPOHHOE YAOCTOBEPEHWE MOXET (hOPMUPOBATLCA AOBEPEHHON TPETHEH CTOPOHOW. 3aKPLITHIA KoY U COOTBETCTBYIOLEE
€My 3MeKTpPOHHOe YA0CTOBEPEHUE, coaepiKalliee OTKPLITHINA KiltoY, XpaHsATCs, Kak NpaBuro, ¢ NpUMeHeHWeM YCTpoicTBa
ayTeHTUDMKaUUKM, HaxoAsLeroca Bo BNafeHuu nornb3osatens. MNpu aToM nonb3osartenb 3HaeT napons unu PIN-koa, no-
3BONSAIOLLMIA MCNONL30BaTL AaHHYH ayTeHTUdUKALMOHHYIO UHbOpMaLMio.

6.16 AyteHTudukauusa noboro Buaa, ucnonb3yemas aAns NoATBEPKAEHUS NOANIMHHOCTM CyObekTa ao-
CTyna, KOTOPbI MAEHTUULMPOBAH KaK aHOHUMHBIN CYOBLEKT AOCTYyNa (QHOHUM), CUNTAETCH aHOHUMHOW ay-
TeHTudukauuen.

MpumevaHune — Kak npaBuno, npu ayTeHTUUKALMM aHOHUMHOTO cybbeKkTa AOCTyNna UCNONb3yeTca NpocTas
ayTeHTUdUKaLusA.

6.17 Mpu BbIGOpe BuAaA ayTeHTUdMUKALUN, NPUMEHSIEMOTO B KOHKPETHOW cpeae (hyHKUMOHMPOBAHUS,
OOSDKHbI YYUTLIBATLCA PUCKM UHGpOPMALIMOHHON 6€30NacHOCTU, CBSI3aHHbIE KaK CO Cpeaoi 0OMeHa ayTeHTu-
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PUKALMOHHBIMU COOBLLUEHMAMU (MNK cpeaon (OYHKLMOHUPOBAHUS), Tak U C AONYCTUMBLIM XapakTepom Aew-
CTBUIA cyObekTa 4OCTyna, CreayoLmX 3a NosoKUTENbHLIM PE3ynNLTaTtoM ero ayTeHTuduKaLmu.

6.18 B 3aBUCMMOCTHM OT UCMONbL3YEMOro METOAA ayTeHTUMKaumm a4na popMupoBaHus /UM XpaHeHus
ayTEeHTUMUKALMOHHON MHAOPMALMKU MOTYT NMPUMEHATLCA COOTBETCTBYIOLLIME TEXHMYECKUE (annapaTtHbIe) unm
BUpPTyarbHble YCTponcTea. [pu 3TOM UCNONb3yeMble YCTPOWCTBA ayTEHTUUKALMN HE AOIDKHBI BXOAUTb B CO-
ctaB obbekTa AocTyna.

MpnmMmevyaHne — B KadyecTBe yCTPOICTB ayTeHTUdDUKALMW MOTYT NMPUMEHSATLCH, Hanpumep, TOKEHbI, OTAENeH-
Hble OT aBTOMaTU3UPOBaHHOW (MHOPMAaLIMOHHON) CUCTEMBI, K KOTOPOW OCYLLECTBASETCA AOCTYM.

[ns xpaHeHUsi aNeKTPOHHOTO YAOCTOBEPEHUSA, KOTOPOE UCMONbL3YeTCA ANsl uaeHTuduMKaumm, n gopmu-
pPOBaHUSA COOTBETCTBYIOLLErO 3aKPbITOrO KMo4a, KOTOPLIA MCNONb3yeTCs NPpU ayTEHTU(PUKALMU, PEKOMEHAYET-
CSl NPUMEHSATL YCTPOMCTBA ayTEHTUMUKALUMN C HEN3BEKAEMbIM 3aKPbITbIM KIHOYOM.

Mpumepbl yCTPOWCTB, MPUMEHSAEMBIX MPU Pa3NIUYHbIX BUAAX ayTeHTUdUKaLUK, NPpUBEAEHbI B NPUNOXe-
Huu B.

7 YpoBHU goBepus K pe3ynsratam unaeHTudmnkaumum u ayreHTudukaumm

7.1 YpoBeHb foBepuUsa K pesynbrataM UAEHTUDUKALUN ONpeaensaeT JOCTUTHYTYIO YBEPEHHOCTb B TOM,
4yTO CyObEeKT (00beKT) AoCTyna AENCTBUTENBHO COOTBETCTBYET 3aperucTpupoBaHHON MAEHTUPUKALNMOHHOMN
nHdopMaLmn.

MpumMeyvyaHune — YpoBeHb A0BEpUS K pesynkTaTtaM naeHTUdukaLum aAnsa obbekra JocTyna onpeaenser yBepeH-
HOCTb, JOCTUrHYTYIO MPU NEpBUYHOI uaeHTUdMKaLMn obbekTa AOCTyna. YpoBeHb [0BepUst K pesynsratam naeHTudgu-

Kauun Ans cyGbekTa JocTyna onpefenseT yBepeHHOCTb, AOCTUMHYTYIO NpU NepBUYHON WAEeHTUdhUKALUUK, U 3aBUCUT OT
pesyneTaToB €ro BTOPUYHON UAeHTUdUKaLNY.

YcTaHaBnmBalTCA TPU YPOBHS JOBEPUSI K pe3ynbTaTam uaeHTudukauum:

- HU3KUI YPOBEHb A0BEPUSA. Ha HM3KOM ypOBHE AOBEPUA K pedynbraram uaeHTUdUKaLMmM UMEeTca He-
KOTOpas YBEPEHHOCTb B TOM, YTO CyOBLEKT AOCTyna, 3aperucTpMpOBaHHbIN B NpoLeCce NEPBUHHON MAEHTU-
drKaLuM U YCNELHO NpoLUeLLnA BTOPUYHYIO uaeHTUUKaUMIO, AENCTBUTENBLHO COOTBETCTBYET UASHTUDU-
KaLMOHHOI nHpopMaLMm, KOTopas 0AHO3HAYHO ONpeaEnseTca NPeAbABNEeHHbIM UAEHTUdUKATOPOM AOCTYNA;

- cpefHuii YpoBEHb AoBepusn. Ha cpeaHem ypoBHe AOBEpUA K pesyneratam naeHTudmkauum nossns-
€TCs yMepeHHasi yBEPEHHOCTb B TOM, YTO CyObLEKT AOCTyna, 3aperucTpUpoBaHHbIA B NPOLIECCE NEPBUYHON
naeHTUUKaLMm 1 yCNeLwWwHo NPoLLEALINMIA BTOPUYHYIO naeHTUuduKaumio, 4eNCTBUTENBHO COOTBETCTBYET U EH-
TUdmkaumoHHON nHopmaLmm, KOTOpas 0AHO3HAYHO onpeaensieTca NpeabABNeHHbIM UAEHTUUKATOPOM J0-
cTyna;

- BbICOKMI YpOBEHb A0BepuUsi. Ha BbICOKOM YPOBHE fIOBEPUA K pe3ynbrataM uaeHTudukaLum cyLiecTsy-
€T 3HaunTernbHas YBEPEHHOCTb B TOM, YTO CyObeKT A0CTyna, 3aperMCTpMpOBaHHbI B NPOLIECCE NEPBUYHON
UAEHTUMKALMM 1 YyCNELLHO NPOLLEALUNIA BTOPUYHYIO MAEHTU(UKaLMIO, AENCTBUTENBHO COOTBETCTBYET MAEH-
TUMKALMOHHOI MHGOPMAaLIUK, KOTOPAA OAHO3HAYHO ONpeaenseTca NPeabABNEeHHbIM MAEHTUMDNKATOPOM J0-
cTyna.

Ecnu cybbekT goctyna uaeHTMOUUMPOBaH Kak aHOHUMHbIN CyObeKT A4oCTyna (QHOHUM), TO HET HUKAKOW
YBEPEHHOCTU B TOM, UYTO OH AEUCTBUTENbHO COOTBETCTBYET 3apEerucTpupoBaHHON MASHTU(NKALIMOHHOW WH-
dopmauuu, koTopas onpeaenserca NpeabABNEHHbIM MAEHTUGhUKATOPOM A0CTYna.

OO0uwaa xapakTepucTuka ypoBHEN A0BepUs K pesynsratam uaeHTuukaumnm npueseaeHa B Npuroxe-
Huu I (tabnuua I.1).

7.2 YpoBeHb A0BEpUSA K pe3ynbTatam ayTeHTudukauum onpeaenser AOCTUrHYTYIO YBEPEHHOCTb B TOM,
4YTO CyOBLEKT AOCTYNa AENCTBUTENBHO ABNAETCA TEM 3aperncTpupoBaHHbIM CyObEKTOM AOCTYNA, 3a Koro cebs
BblAAET NPEAbABNEHHbIM UAEHTUUKATOPOM AOCTYNA.

YpoBeHb AoBepuUs K pesynsratam ayTeHTudpukaumm 3aBucuT OT Buaa ayTeHtudukaLmm npy ycnosum co-
6nioaeHUn KOPPEKTHOCTU peanu3aummn COOTBETCTBYIOLUX METOAOB U NPOTOKOSMOB ayTeHTU(UKaLmu.

YcTaHaBnuBAalOTCA TPU YPOBHSA A0BEPUA K pesynsratam ayTeHTudukaumu:

- HU3KWUI YPOBEHb AoBepus. [pu ncnonb3osaHuM NPOCTON ayTeHTU(UKALMKU JOCTUrAETCH HU3KUI YpO-
BEHb [I0BEpUS, TO €CTb UMEETCS HEKOTOPAsA YBEPEHHOCTb B TOM, YTO CyObEKT AOCTYNa AENCTBUTENBLHO SABNS-
€TCsl TEeM 3apErUCTPUPOBaHHLIM CyGLEKTOM A0CTYNA, 3a KOro cebs BblaaeT NpeAbsaBIEHHbIM MAEHTUMDUKATO-
pom AocTyna;
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- cpeaHuii ypoBeHb AoBepUuA. Npu UCNONb30BAHWUM YCUITEHHOW ayTeHTUpuKaLmMm 4OCTUraeTca CpeaHuin
YPOBEHb JOBEPUS, TO ECTb MOABNAETCA YMEPEHHASA YBEPEHHOCTb B TOM, YTO CyOLEKT A0CTYNa AEHCTBUTENBHO
ABMNAETCA TEM 3aPErMCTPUPOBAHHbIM CyOBEKTOM A0CTYNA, 3a KOro cebs BblAaeT NpeabsABNEHHbIM U AEHTUDU-
KaTopoM J0CTYna;

- BbICOKMUI ypoBeHb AoBepus. [1pu UCNonbL30BaHUM CTPOroW ayTeHTUpMKkaumm 4OCTUraeTcs BbICOKUIA
YPOBEHb AOBEPUS, TO €CThb CYLLECTBYET 3HAYUTENbHASA YBEPEHHOCTEL B TOM, UTO U CyObLEKT OCTYyNa, U 00beKT
JOCTyna AeWCTBUTENbHO ABNSIOTCA TEMU 3aperMcTpUpoOBaHHbIMKU CybbekTaMu (06bekTamm) 4OCTyna, 3a KOro
cebs BbIAAET NPeAbABNEHHBIM MAEHTUMUKATOPOM KaKIBIA U3 HUX.

Mpu ayTeHTUdMKALMM aHOHUMHOIO CybbekTa AocTyna (aHOHUMHOIN ayTeHTUdMKaumm) ypoBeHb AOBe-
pusi K pesynbratam ayteHTudukauum onpeaensieTcs ucnonb3yemMbiM BUAOM ayTeHTuduKkaumm, Ho npyu 3ToM
HET HUKaKOW YBEPEHHOCTU B TOM, YTO CyOBLEKT A0CTYNna AEWCTBUTENBLHO ABMSETCA TEM, 3a KOro cebs BbliaaeT
npeabsaBNEHHbIM UAEHTUPUKATOPOM AOCTyna.

OOLas xapakTepucTuka YpOBHEN AOBEPUSA K pedynkratam ayTeHTuduKaumm NnpuBeAeHa B Npumioxe-
Hun I (Tabnuua I.2).

7.3 YpoBeHb A0BepUA K pe3ynsrataMm uaeHTuduKkaumum n ayTeHTudukayumn onpeaensaercs ypoBHEM Ao-
Bepus K pesynsrataMm uaeHTudmKaumm u ypoBHEM AOBEPUS K pedynbratam ayTeHTudmkauum (cm. Tabnuuy 1).

Tabnuya 1 — OnpegeneHne ypoBHs AOBEPUA K pesynsrataMm MAeHTUdUKaLUun n ayTeHTudnkaymnm

YpoBeHb A0BepUs K pesynsratam ngeHTudrkaumum

YpoBeHb JoBepus K pesyrbra-
Tam ayTeHTUUKaLMK HU3KMIA ypOBEeHb AOBEPUS K CpefiHUIi ypoBeHb AoBepUs K BbICOKMI ypoBeHb A0BEPUS K
pesyrnbTataM UAEHTUGMKALMN | pesynbTaTam uaeHTUdUKaLUn | pesynstaTtaM uaeHTUdbMKaLmm

Hu3kuii ypoBeHb goBepusa K | HWU3KuMii ypoBeHb foBepus Hwn3kuin ypoBeHb foBepus HuW3kuii ypoBeHb foBepus
pesynsrataM ayTeHTUduKa-

Lun

CpefHuii ypoBeHb AoBepusa | Huskuit ypoBeHb JoBepus CpepHuii ypoBeHb pfoBe- | CpedHUA YypoOBeHb [oOBe-
K pesynerataM ayTeHTUdm- pus pusi

Kaumu

Beicoknin ypoBeHb foBepusi | HWU3KWiA ypoBeHb JoBepus CpepHuii ypoBeHb [foBe- | Belcokuid ypoBeHb [poBe-
K pesynsrataM ayTeHTUdm- pusi pusi
Kaumu

YpoBeHb AOBEPUA K pe3ynbratam UAEHTUAUKALUMN U ayTEHTUAUKALMMW, KOTOPbIA A0MKEH BbITb AOCTUT-
HYT B KOHKPETHOW cpene (PYHKLUMOHUPOBAHUSA, AOMKEH YCTaHaBNUBAaTbLCA B COOTBETCTBUN C HOPMATUBHbLIMU
NpaBOBbIMU AOKYMEHTAMU U/UINKU HA OCHOBE Pe3ynbTaToOB aHanu3a pUCKOB MHAOPMALIMOHHON 6e30NacHOCTH,
BbINnonHaemMoro B cooreetcTemmn ¢ FOCT P MICO/MO3K 27005.
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Mpunoxexune A
(cnpaBouHoe)

B3aMMOCBA3b TEPMUHOB, BXOAAWMX B FPYMMbl, OTHOCAWMECS K NOHATUAM
«MAGHTUMUKALMA» N «ayTeHTUDUKALUA»

A.1 B3auMocBA3b TEpMUHOB, BXOAALLMX B rPYNbl, OTHOCALLMECH K NOHATUAM «UAeHTUDUKaLNUA» U «ayTeHTUdKKa-
uusA», npeacraeneHa Ha pucyHkax A.1 n A.2. ObosHayeHne CBA3eH MeXIY TePMUHAMU COOTBETCTBYET YCTaHOBMEHHLIM
cornatleHusam no FOCT P NCO 704.

HacToawwmid ctaHgapT He sensieTcs TepMuHonorudeckum (em. FOCT P UCO 10241-1), noaToMy rpynnel, OTHOCSALLN-
€CH K NOHATUAM «MAEHTUPUKALMA» U «ayTEHTUUKALMA», HE BbIAENeHbl B OTAeNbHbIE NOApasaentl B cocTase pasaena 3.

ATpmbyT

NpeHTU(PUKALMOHHbIN
aTpmubyT

UpeHTMdMKaLUMOHHAA
uHdopmaLusa

UpeHTtudpukarop

Wpenmdukauun

MepBuunHan BropuuHas
uaeHMdMKaUmA uaeHTMhMKaUun

PucyHok A.1 — CxeMa B3aMMOCBS3U TEPMUHOB, BXOASLLMX B FpynNy, OTHOCALLYyHOCA
K MOHATUIO «MAeHTUUKaLmsa»
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AyteHTndmkaunsa AyTteHTM(MKALMOHHas
| nHpopmMaums
I 1 |
OAHOCTOPOHHARA B3aumHas ®dakTop
ayTteHTMdMKaumna ayTeHTU(MKauma ayTeHTUDUKaLUn
| ] I |
MHorocpakTopHas OpHodpakTopHasa
ayTeHTMMKaums ayTeHTMdMKauma
n M I
poTokon eTon
ayTeHTUMKaLMU ayTeHTU(UKauum
I |
Mpocrasn YcuneHHan Crporas
ayTeHTUMKauma ayTeHTUUKALMA ayTeHTUdUKaUUA
Maponb OnHopa3oBbIf AnekTpoHHOe 3aKpbITbIA KMNIOY

naponb yAocTosepeHne

PucyHok A.2 — CxeMa B3aMMOCBS3U TEPMUHOB, BXOASILLWX B rPYNy, OTHOCALLYOCS
K MOHATUIO «ayTEHTUUKALUS»
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MpunoxeHue
(cnpaBouHoe)

O6wan xapaKrepucTuka TUNOBbIX NPOLIECCOB UAeHTU(Kauum n ayTeHTUnKaumm

B.1 [ns Toro, YToBkl cTopoHa B npu MH(pOPMaLMOHHOM B3aUMOAENCTBUI NpefocTaBuia AOCTyn CTopoHe A, 3a-
npocuBLUei LOCTYN, CHa4ana NpoBOLUTCS MPOLECC BTOPUYHOI uaeHTUdMKkaumn. CTopoHa A npeabsBnsaeT ctopoHe B
UL eHTUUKaTop AOCTYNa, @ CTOpoHa B BLIMOMHAET NPOBEPKY C UCMONb30BaHWeM Bepudukatopa (cM. pucyHok B.1).

CtopoHa A CropoHa B

Wpentucukatop  Bepudpukarop
goctyna aoctyna

PucyHok B.1 — OB6Lwan cxema NpoBepku NASHTUDNKALUMOHHOR HdopmMaLmm

HasHa4eHue BepudukaTopa ngeHTMdukaLmm CoOCTouT B peanusauunn AByx ¢pyHKUWIA:

- Ono3HaBaHWe CTOPOHLI A MyTeM NPOBEpPKU CYLLECTBOBAHUA (HaNW4nUA) NpeabsBlEeHHOro naeHTudgukaTopa B ne-
peyHe 3aperucTpyupoBaHHbIX MPW NepBUYHOK MAEHTUUKaLUN,

- NpoBepKa NPUHAANEXHOCTU ngeHTUdMKaTopa CTOpoHe A, B TOM YACNE ero akTyarnbHOCTU ([eACTBUTENbHOCTH).

B cny4ae nonoXuTenbHOro pesynsrarta NpoBEPKU 3a NPOLECCOM MaeHTUdUKaLMKM ocyLLiecTBsIETCA ayTeHTUdMKa-
LS cTopoHbl A. B npolecce ayTeHTUdMKaLUM CTOpoHa A NpeabaBnaeT cTopoHe B ayTeHTUdUKaLMOHHYI0 UHOpMaLMIO.
[nsi ee npoBepku CTOpoHa B AomkHa UMETb A0BEPEHHbI ANA 06enX CTOPOH BepudukaTop ayTeHTUdUKaLMK (CM. PUCYHOK
B.2).

CtopoHa A CtopoHa B

AyteHtudukaumoHHas Bepudukarop
uHgopmauma ayTeHTumMKaLmm

PucyHok B.2 — ObLyas cxema NpoBepku ayTeHTUUKaLMOHHOIR nHopMaLmm

HasHadeHue BepudukaTopa ayTeHTUdUKaUMn COCTOUT B peanusauumn AByX yHKLUA:

- MpoBepka NOANUHHOCTU CTOPOHLI A ¢ NOMOLLIbIO ayTeHTUDUKALMOHHOR nHopMaLuu;

- NpoBepka NPpUHaLMNEXHOCTU ayTeHTUdUKaLUMOHHON MHGOpMaLMK CTOPOHE A, B TOM YUCHIE ee akTyanbHOCTK (Aei-
CTBUTENBLHOCTW).

B cnyyae nonoxuTenbHOro pesynsrata NPoBepk NpoLece ayTeHTUdUKaLM CHUTAETCA YCMELHO NPORAEHHbIM.

YnpolueHHas cxema TUNOBOro npoLiecca NepBUYHON MAEHTUMMKaLMK CybbekTa focTyna NpeAcTaBrieHa Ha pUCyHke
B.3.

YnpolleHHas cxema TUMOBLIX NPOLIECCOB BTOPUYHOW MAEHTUdUKaLMN 1 ayTeHTUdUKaLmMmn cybbekTa focTyna, Ko-
TopbIi ABNAETCA Mofb3oBaTeneM, rnpefcraeneHa Ha pucyHke b.4, a cxema npoueccoB BTOPUYHON nAeHTUdUKaLUK 1
ayTeHTUdMKaLMn cybbeKTa JoCTyna, KOTopbIiA ABISETCS PecypcoM, npeacTaBneHa Ha pucyHke b.5.

B.2 MNpvBeaeHHbIe cxeMbl MOryT paccMaTpuBaTbes Kak 6asnc 4ns NocTpoeHUs NMpoLeccoB naeHTUdUKaLum n ay-
TeHTUdMKaLMn. HenocpeacTBeHHan ux peanusauns B cpefcTsax 3alluTbl OT HeCaHKLMOHUPOBaAHHOIo AocTyna, cpea-
CTBax BbIMUCIUTENBHON TEXHUKA N aBTOMaTU3MPOBaHHbIX (MHPOPMaLMOHHBIX) CUCTEMaX [OIMKHa OCYLLECTBNATLCH B CO-
OTBETCTBUM C TpeBOBaHUAMU HOPMATUBHBIX MPaBOBLIX @KTOB W [OKYMEHTOB MO CTaHAapTu3aLuu, a Taioke y4uThiBaTb
nonoxeHua FOCT P 56939.
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PucyHok 5.3 — YnpoujeHHas cxema TUNoBOro npoiecca nepBUYHON naeHTUdMKaLmum
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MaeHTndomkaTop
fJoctyna

AyTeHTUUKaLNoHHas
nHdopmaLms

3anpoc goctyna
1 npeabsBeHne
naeHTuukaTopa gocryna

MpeabsABNEHHbIN
naeHtTudmrkaTop
cylecTByeT
B NnepeyHe
3aperucTprpoBaHHbI)

Ja

[MpeabsaBnexHne
ayTeHTUMKALMOHHO
WHhopMaummn

MpenbsasneHHas
ayTeHTUMKaLMoHHasA
MHdopMaums
cosnana
.C 3aperncTpupoBaHHol

Mpasuno ynpasnieHus
[OCTYynoM:
AonycTrMoe 4ncso
nonbITOK

[MpeBbiweHo
YMCNO MNOMbITOK?

Ja Het

OTka3 B fjocTyne, OTkas B ocTyne,

CuUrHasmsaums curHanusaums
0 CcobbITUN, 0 COob6bITUN,
BpPEMEHHas yBeAoM/IeHne
6,10KMpOBKa 06 owmnbke

PucyHok B.4 — YnpoLieHHas cxema TUNOBbIX MNPOLECCOB BTOPUYHOW nAEHTUGMUKaLMM U ayTeHTUdmkaymm
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PucyHok B.5 — YnpouieHHasa cxemMa TUMOBbIX NPOLLECCOB BTOPUYHON uaeHTudmKaLmm
M ayTeHTUMKaLMM cybbekTa ocTyna, KOTOpbIi ABNSETCS pecypcoM
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MpunoxeHue B
(cnpaBouHoe)

MpumMepbl YCTPOCTE, NPUMEHSIEMbIX NPY PasNUYHbIX BUAAX ayTeHTUDUKALIUM

B.1 YcrpoiictBa ayTeHTUDUKALMN, MPUMEHAEMEIE NPU NPOCTONR ayTeHTUMKaLUu:

- u3genusa knacca « Touch memory» unu aHanory,

- KapTbl C MarHUTHOW NONOCOM;

- reHepaTop ofHOpa30BbIX Naponei;

- dnew-HakonuTenw.

B.2 YcrpoiicTtBa ayTeHTUUKALIMKN, MPUMEHAEMbIE NPU YCUNEHHOI ayTeHTUdUKaLUnu:

- CKpeTyY-KapTbl C NPeAyCTaHOBMEHHbLIM CNy4aiHbIM YNCOM,

- reHepartop ofjHOpa3oBbIX Naponeii, 4OCTYN K PYHKUUAM KOTOPOro MOXET ObITb 3aLyMLLEH C Ucnonb3oBaHUuem 6uo-
METPUYECKUX TEXHOIOTNIA,

- TokeHbl popm-takTopa «CmapT-kapTa» unu «USB-kntoq», A0CTYN K PyHKLUMSM KOTOPbIX MOXET 6bITh 3aLLMLLEH C
ncnonb3oBaHUeM BUOMETPUHECKUX TEXHOMOTUIA.

B.3 YcrpoiictBa ayTeHTUDUKALIMKW, NPUMEHAEMbIE NPU CTPOroii ayTeHTUdMKaLuu:

- ToKeHbl popm-pakTopa «CmapT-KapTa» unn « USB-knto4» ¢ BO3MOXHOCTBIO XPaHEHUA 3aKPbITOrO KNioYa BHYTPU
ycTpoiictBa. MamaTb ycTpoicTBa 3awuileHa naponeM, PIN-kogoM unu ¢ ucnonb3oBaHnemM GMOMETPUHECKUX TEXHONOTUI;

- TOKeHbl popM-akTopa «CMapT-kapTa» unu « USB-kniou» ¢ BO3MOXHOCTbIO reHepaLun KNiodeBoil napbl BHyTPU
ycTpoiicTa. [MaMsiTb yCTpoiicTBa 3awmileHa naponem, PIN-kogoM unu ¢ ncnons3oBaHnem GMOMETPUYECKUX TEXHONOTUIA.

MpuMeyaHusa

1 B cocTaB ycTpONCTB ayTeHTUdUKaLm MOryT ObiTb BKNIOYEHBI KOMMOHEHTbLI, UCMOonNb3yowue GUOMETpUHECKMii
dhakTop AnA noATBEPXAEHUA hakTopa BnajeHusi yCTpONCTBOM.

2 B nepedHe ycTpoiicTBa ayTeHTUdMKaLMW NpUBEAEHbI NO 3aLMLEHHOCTU OT KINOHUPOBAaHMUSI YCTpPOUCTBa (U CO-
Jepxalleiics B HeM ayTeHTUDUKALUOHHOW MHOpMaLMK), a Takke BO3MOXHOCTM KOMMNPOMETaLMM 3aKpbITOro KntoMa, uc-
nosib3yeMoro Ans ayTeHTUUKaLmu.

3 lMepeyeHb NPUMEPOB He ABMAETCA UCHEPMLIBAIOLWUM U, B CBA3WU C Pa3BUTUEM TEXHOMOIUMN, MOXET U3MEHSATLCA.
[Opyrue, He BKNIOYEHHbIE B NepeveHb, YCTPONCTBA MOTYT UMETb Kak 66NbLUYIO, Tak U MEHbLUYIO 3aLWMLWEHHOCTb OT KIOHU-
poBaHus YCTpoicTBa (M cofepxalleica B HeM ayTeHTUPUKaLUOHHOA MHOpMaLUK), a Takke BOIMOXHOCTU MO NpeaoT-
BpaLLeHWIo KOMNPOMETaLMM 3aKPLITOro KIoYa, MCNONBL3YeMOoro Npu ayTeHTUdUKaLmu.
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MpunoxeHue I
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OO6wan xapakrepucTuKa ypoBHel A0BepuA K pesynsrataMm uaeHTudukaumm n ayTeHTudnkauum

Ta6nuya N1 — O6wasn xapakTepucTka ypoBHE A0BEPUS K pedynbrataMm UaeHTUdrKaumum

MNepBryHas uaeHTUMKaLmMA cybbekTa (o6beKTa) AocTyna
YBepeHHOCTL B
CooTtBeTcTBUE BropuyHas TOM, YTO CYyGbEKT y'?:’;::y;ﬂ::_;p,\r”
- TBEPXKASHN
SAABMICHHbIX ACH- | TIOATBEPKACHAS | gy yyioomy pery. | MASHTADMKALMA | (BbeKT) AOCTYMA | 1oy dbicatytn
TUUKALIMOHHBIX 3aABMNEHHbIX NAeH- cTpaLyn cy6bekTa cybbekTa (06b- COOTBETCTBYET cy6bekTa (06b-
AaHHbIX TpeGosa- TUHMKALIMOHHBIX (06bekTa) AocTyna eKTa) goctyna naeHTUdNKaLNOH- eyKTa) P
HUAM K NepBUYHOW AaHHbIX HOW MHopMaLmm Aocty
naeHTudMKaLnm
He cooTBeT- He paccmarpu- OTKas B peru- He paccmarpu- He paccmarpu- He paccmatpu-
CTBYIOT BaeTcs cTpauum cybb- BaeTcsA BaeTCcH BaeTcA
ekTa (o6bekTa)
focTyna
He cooTBeT- He noaTBepxaa- PerucTtpauus BbinonHeHa YBepeHHOCTb He pocturuyr
CTBYIOT roTes cybbekTa goctyna ycrneLHo oTcyTCTBYET HU3KUI YPOBEHD
KaK aHoHUMa Aosepus
CooTBeTcTBYOT | He noatBepxaa- Peructpaumna BbinonHeHa HekoTopas Hu3kunin ypo-
totcs cybbekTa (06bek- ycrneLHo yBEepEeHHOCTb BeHb A0BEPUSA
Ta) goctyna
CooTBeTcTBYHOT MoaTBepxaa- Peructpauus BbinonHeHa YMepeHHasn CpegfHwii ypo-
toTes cybbekTa (06bek- ycneLuHo yBEPEHHOCTb BeHb AoBepusi
Ta) gocTyna
CootBetcTBYtOT | [NoaTBepxaatoT- Peructpauus BeinonHeHa 3HaunTensHan Bbicokuii ypo-
cs ocpuymanbHo | cybbekta (06bek- ycneLHo YBEPEHHOCTL BeHb AoBepUS
Ta) goctyna
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Ta6nuya 2 — Obwan xapakTepucTuka ypoBHeli JoBepUs K pedynsraraM ayTeHTudukaLmm

YBepeHHOCTb B TOM,
yTO CYObEKT U/unu

YpoBeHb JoBepuA
il sl T
MeToa ayTeHTUDUKaUmn cybbekTa (06bekTa) AocTyna (o6bexTa) ao- SBNAETCA TeM CyEb- ayTeHTUdMKaLMK

cTyna €KTOM (06BLEKTOM) cyGuekra (00b-
AocCTyna, 3a Koro eKTa) Aoctyna
cebs BblaaeT
OpHodbaktopHaa | OfHOCTOPOHHAA CooTtBeTcTBYIO- Mpoctag HekoTtopas Hu3kuia
ayTeHTUUKa- ayTeHTUdUKa- Lne NpoToKOnNbI yBEpPEeHHOCTb ypOBeHb
uus Lua ayTeHTUdMUKaLuK, Aosepus
B TOM 4uche 1
Kpunrorpadpuye-
ckue
MuorodpakTop- OAHOCTOPOHHARA CooTtBeTcTBYIO- YcuneHHas YMepeHHasn CpepHuii
Has ayTeHTuu- unu B3auMHasn LMe NpOTOKONbI yBEPEHHOCTb YypOBeHb
Kauus ayTeHTUdUKa- ayTeHTUdunKaLyuy, aosepus
LuA B TOM 4Yucne n
KpunTorpadude-
ckue
B3aumHas ay- Kpuntorpadude- Ctporas 3HauuTenbHan Bbicokuii ypo-
TeHTUdMKaLua CKkue NpoToKonb! yBEepEeHHOCTb BeHb 10BEpUS
ayTeHTUdUKaLmm

MpumevyaHune — MNpu ayTeHTUdMKaLUM aHOHUMHOTO cybbekTa AOCTyna (aHOHUMHOW ayTeHTUdUKALMK), Kak
npaBu1no, MCMOMb3yeTCs MPOCTas ayTeHTUMDUKaALMS, YeM JOCTUraeTca HU3KUIA YpoBEHb AOBEPUS K ee pe3ynbrataM, HO
MPW 3TOM HET HUKaKO YBEPEHHOCTM B TOM, 4TO CyObeKT AocTyna AeACTBUTENBHO ABNSAETCA TEM, 3a koro cebsl BoljaeT.
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