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KINOYEBbIE BO3MOXHOCTH b4 rapna

TEXHONOTWAMHK

«"APOA b[1» OBECINEYMNBAET BE30MNACHOCTb CYBA U
HE3ABUCUMbIN AYIUT ONEPALINA C BA3AMU [AHHbIX U
BU3HEC-NPUIOXXEHUAMU

” 3almTa oT yTeuek '.:3 AyauT BCEX onepaumi ¢ KoHTpOsib fencTeumn KOHTpOSb yOaneHHoro
@ VHopMaLum, = B[l B pexkvMe pearnbHOro MPVBUIIErMPOBAHHbBIX [ocTyna
' xpanawelics B B[] - BpEMEHM nosnb3oBaTene -l COTPYAHWKOB
D BoigBrieHve u .»,-_, BriokupoBaHme B OOHapyserve scex bl B
— = npepoTBpaLleHve v‘! HexkernaTebHbIX KOMMaHUK, 1x
- MOMbITOK BHELUHEro h.A 3anpocos kK b[l n Beb- Knaccudponkaumsa

BTOPsKeHns B CYB/] MPUNOXKEHUAM CKaHWpOBaHVe Ha YA3BUMOCTM



[IPUMEPDI PELLAEMBIX 3AIAY rAPAA

[

Hpeﬂ,OTBpaLLI,eHI/Ie BbIFPY3KN N MPOJaxKn KPUTUHHbBLIX OaHHbIX KITMEHTOB, 6 b | |
B TOM 4KcCne nepCoHasibHbIX JaHHbIX, JaHHbIX KPEONTHbLIX KapT U T.4.

KOHTPOIb MaHUNYNSALUMI C KITMEHTCKUMIN 6a3amMu, Hakpy Tk KPI .
MeHeKepamm ,

[

Mposepka b/l Ha 06e3Nn4eHHOCTb NpK UX Nepefade S o ) e o/
(HanpuMep NpK UX KIOHMPOBAHWUK ANS Liesieit TECTUPOBaHMS) P I 1

[

PasrpaHunyenne goctyna Kk CYB/[] ans atTectaumm MHOOPMaLMOHHbBIX - -
cucTem A

[

[

BbisiBNeHme He ONTUMaibHO HAaCTPOEHHbIX KOHMUrypaumn CYB 000 [
C TOYKM 3PEHNA CTAHAAPTOB M NyYLLMX NMPAKTUK MO MHMOPMaLMOHHOM Pl
6€30MacHOCTY I [

MpenoTBpaLleHe MOLLIEHHUYECTBA U NPAMbIX XULLEHWNA JeHEXHbIX
CPeAcTB C ncnofb3oBaHnemM b/l 1 6M3HEC-MPUIOXEHUIA KOMMaHMM

[

[

HeNnerMTUMHbIX 1 HEKOHTPOIMPYEMbIX 6a3 AaHHbIX CO CTOPOHbI
aAMWHMCTPATOPOB

vvvvvvvvvvvvvvvvvvvvvvvvvvv

1
BblsBNeHWe HecaHKLMOHMPOBAHHOIO Ppa3BopaYnBaHNa TEHEBDIX, — @' - @ L

N opyrve




0T KOr0 HYXKHO 3ALLIMLLATBCA? bt rapna

TEXHONOTWAMHK

GA3bl [IAHHLIX — OCHOBHOW UCTOUYHUK HAUBONEE LIEHHOM KOPMOPATUBHOM

UHOOPMALIMU. KPOME BJTALQEJIbLIEB AJAHHBIX 3TA UHOOPMALUUA UHTEPECYET
MHOMECTBO PYIMX IOJEN.

gb MHCAVLIEPbI Cﬂb XAKEPb!
XULLeHNA MHApopMaLmMn COTPYAHUKAMM C LeSbio MPoaamm .) LleneHanpasneHHble aTaku Ha 6a3bl JaHHbIX

KOHKYpPEeHTaM M MCnoJib30BaHA Ha HOBOM MeCTe pa6OTbI 0nAa nojyvyeHnd noctyna K HAM

KOHTpOnb nencTammn
aOMUHMCTPATOPOB 6a3 faHHbIX, KOHTPareHToB

CnyyalHble YTeUKM OaHHBbIX,
COBEpPLUEHHbIE MO HEOCTOPOKHOCTY

E NMPUBUINETMPOBAHHBIE MNMOJIb30BATEJIU @ XAJIATHOCTb



[OMOrYT JIA LLITATHbIE i TAPAA

CPEQICTBA KOHTPOIIA?

UCMNOJIb30BAHUE LUTATHbIX CPEACTB AYOAUTA

BA3 [JAHHbIX BNIEYET 3A COBEOM IOMNONTHUTESbHbLIE
3ATPATbI U HE OBECNEYUBAET MOJIHOIO KOHTPO/JIA

* TpebyioT NOCTOSAHHOrO PYYHOrO KOHTPOSA M CReumndnyeckmx 3HaH1i nonb3oBaTess

* CyLLIECTBEHHO CHUMsKAIOT NpomsBoamTeNnibHocTb CYB[ (10-40%)

° OTcyTCTBl/Ie KOHTPOI1A NMpmBUNErMPOBaHHbIX nonb3oBaTene

Lo ) e

* HeBO3MOXKHOCTb BITOKMPOBKM AENCTBMI NOMb30BATENEN

* HeT noeHTUdVKaumm nosib3oBaTens B TPEX3BEHHOW apxX1TEKType

o ) e )

* (OTCyTCTBME MEXAHM3MOB PEArMpPOBaHUsA NPW HapYLLEHUN

* HeBO3MOXHOCTb paccrefloBaHVsA MHUMAOEHTa Npy HapyLlleHun paboTocnocobHocTy camon CYB[L



[IPUHLIAN PABOTDI

e

)
)l

3

AHanns ceTeBoro Tpanl/IKa C BO3MOXHOCTbBIO
MOHUTOPUHIa U 6J'IOKl/IpOBKI/I HeNer "TMMHbIX

3aMnpoCcoB Mosb3oBaTesien 1 Nory4aeMbIx JaHHbIX 13
CYBL

0bpaboTKa aHHbIX 1 OONrOCPOYHOE
XpaHEeHVEe BCEX 3aMNpOCOB 1 OTBETOB A5
PETPOCMEKTUBHOIO aHanv3a

ABTOMATMYECKMI NOUCK HOBbIX CYB/[L,
HEe CTOSILLMX Ha KOHTPOSe, KNaccuukaumsa nux
Mo TMNY XPaHUMBbIX IaHHbIX
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f— Eﬂ TEXHONOTWUMWU

CkaHvpoBaHWe 6a3 aaHHbIX,
HaxoAsALLMXCA NOA KOHTPOSEM,

AHammMTYeCKas 0TYETHOCTb W NOBEEHYECKNIA
aranus (UBA), BbifABeHVe HapyLLeHui
nonuTVK He3onacHoCTy

CucTeMa OnoBeLLEHNA yBEAOMITAET O CODbITUAX NO
9MNEeKTPOHHOW NoYTe, NepeaeT AaHHble BO BHELLHME
SIEM-cuctemsbl, 0ToBpaskaeT OTUETHI Ha MIaBHOM 3KpaHe



CXEMA UHTETPALIUW B CETb 3AKASYMKA i TAPAA
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MONUTUKIA BE3ONACHOCTH

[MPABUJTIA PABEOTbl CUCTEMbI 3AOAIOTCA
B KOHCTPYKTOPE MOJIUTUK BE3OMNACHOCTH

BorbLUO BbIDOP KPUTEPMEB U X 0ObEeNMHEHNN

[ K

MpenycTaHoBNEHHbIE WabnoHbl perynapHbIX BblpaskeHuit
(NepcoHanbHble faHHble, bBaHKOBCKME KapTbl 1 T.4.)

[

Cuhxpormnsaums ¢ LDAP — BO3MOXKHOCTb 0boratleHna
nepexsayeHHoN nHopMaLmm

3KCMOPT pesynbTaToB paboTsl oMMtk B SIEM

Ale/IBaLI,I/IFI repexBayeHHblX aHHbIX M0 KOHerTHOVI MNoJINTHKe

KK

[MOAMTUKM BNOKMPOBKM NMO3BOMAIOT NPELOTBPALLATD
HexenaTtenbHble onepauum ¢ CYB[]

[

CnmcoK npenyCTaHOBMEHHbIX NOMTUK VB!

* [lomoraioT B perynapHbIx 3anayax Vb

* 3akpblBaloT TpeboBaHWA PerynsaTopos

* OhdekTrBHO 3amiaioT bl «n3 KOpobKK»

i

CRM_Tanuubl accounaLuii

FrAPAOA

TEXHONOTWAMHK




KPUTEPUU A rapaa
OOPMWUPOBAHUSA NMONUTUK

* |P-agpec knneHTa @

* |/mMa nonb3osaTena B b1

* |/ImMa nonb3ogatena s OC

* HasaHue knmeHTckoro 10

* PesynbTaT ayTeHTuhnkaumm

* [lata/Bpems 3anpoca

° 3aﬂanJI/IBaeMble/I'Iepe,D,aBaeMble nonst Tabnuubl, CUHOHMMBI, npeacrtaBsieHnd

* 06bEM laHHbIX 0TBeTa/3anpoca

* |Ima obbekTta B,

* KnioueBoe CoBo

* Tun SQL-koMaHgb!

* KonmyecTBO 3anucein B OTBETE




OBHAPYXEHUE

W KITACCUOUKRALIWA b]l

CUCTEMA ABTOMATUYECKMU HAXOOUT HOBbLIE BJ,
HE CTOALLUME HA KOHTPOJIE, N KITACCUPULIUPYET
NX 10 TUMY XPAHUMbBIX OAHHbIX

(HANPUMEP, BbISABITAET NEPCOHAJIbHBIE JAHHbIE)

Ha ocHoBe Tvna paHHbIxX «[apaa bll» aBToMaTnyeckn cpopMupyeT NosmTUKK
Ib 0nst HoBoM 6a3bl AaHHbIX.

[locTaHoBKa Ha KOHTPOJIb Take MOXET OCYLLECTBIIATLCA aBTOMaTUYEeCKN.

* Bcerpga aktyanbHbi nepeyeHs CYB[L koMnaHum.
* (ObHapyskeHre Hosbix BIl (co3naHve HoBbix MIC/AC).
* BbigBreHne oTKPbITUA HOBbIX MOPTOB, M3MeHeHna IP-agpecos CYB/.

* KOHTpOSb 00e3MMUeHHOCTH Ba3 faHHbIX KOMMaHWUK

i

192.168.236.42

FrAPAOA

TEXHONOTWAMHK




CKAHUPOBAHWUE bA3 IAHHbIX

Sie
—

\
\\\\\

\

«"APJA B> NMPOBOONT
CKAHMPOBAHUE KOHTPOJTUPYEMBbIX
BA3 JAHHbIX.

9TO MO3BOJISAET PELLATH 3AAUM,
CBA3AHHBIE HE TOJTIbKO C KOHTPOJEM
OOCTYMA, HO U C HEKOPPEKTHbIMU
HACTPOMKAMW BE30MACHOCTU
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. JTAPJIA
bl rAPOA

TEXHONOTWAMHK

KINACCUPUKALUA

* [loMCK MECTOHAXOKOEHNA KPUTUUHOM MHADOPMALIW
* CosnaHve NonnTUK No pesyrbTaTaM CKaHMPOBaHNUA
* HacTponka ypoBHs yrpo3

YA3BUMOCTH

* HeycTaHoBMNEHHbIE 0OHOBEHNA
* [lpoBepka onTUMarnbHOCTV KoHpurypaumnm CYB[

* ba3za npoBepok Ha ys3BUMOCTH

MATPULbI OOCTYNA

* [locTpoeHune KapTbl I0CTyNa Buia «[1oNb3oBaTesnb —
06beKkT noctyna (Tabnuubl ,dyHKUMM) — Tvna npas AocTyna»

* (CpaBHeHve TeKyLLEeN KapTUHbI C 3TarlOHHOM



ROHTPOJIb 1 AHAJIUTUKA

BCTPOEHHbLIE CPEACTBA AHAJIUTUKU MNO3BOJIAIOT
BbIABJ1ATb OTKITOHEHUSA B OBbIYHbIX CLEHAPUAX
PABOTbI NOJIb30BATENIEN b1 U NMPELOCTABIAIOT

HAMAAQHbIE CTATUCTUYECKUE OTYETHI

[M VinTepakTviBHas 0TUETHOCTL

M KOHCTPYKTOP OTUETOB C BO3MOMKHOCTBIO aHanm3a
nioboro obbEMa faHHbIX 3a MIOBOK NMPOMENKYTOK BPEMEHU

[M BosmokHocTs cosnanms MHOMBMAYarbHOrO Aawbopaa
E MoBeneH4Yeckuin aHanma nonbsosatenen bl (UEBA)
[M YsenoMnenve o HapyLleHMAX N0 3EKTPOHHON nouTe

E YBe[oMSIeHMe O BbIsIBNIEHHbIX aHoMaunsax B SIEM

. JTAPJIA
bl rAPOA

TEXHONOTWAMHK
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CETEBOW 3KPAH A rapoA

BITOKUPYET HEXENATENbHBIE IENCTBUA MONb30BATENEW,
MPOTUBOPEYALLIUE NMOJINTUKAM BE30MACHOCTU

YMHadA cucteMa caMoobyyeHus aHanmsumpyeT OesTenbHOCTbL OnepaTopoB — —J—J
B[ ANA NpenoTBpalleHus NoxHbIx cpabateisanmt. el | ot o | ——- —J=/
. — . ===
[Ina rapaHTMpoBaHna OOCTYMHOCTM 3aLUymLLaeMblx a3 faHHbIX CeTeBOW - - —— - ———
3KpaH CTaBUTCH B PEsKVME 0TKa30YCTOMUMBOrO KIacTepa. — rQ\ !
— ! SALLMLLAEMBIE
EI/ BosMoHOCTb felumdppaummn HTTPS-Tpadomnka no npuHumny Man In CETEBOI SKPAH | BA3bl AAHHDIX:
. - I
I
M BO3MOMHOCTb peanv3almmn CMCTeMbl pa3rpaHMYeHus npas focTyna —_— E !
kK CYBL nna atrectaumm VIC, ncnonbsyoLwmx HecepTudmLMpOBaHHbIe MOJIb3OBATE/IN L I -
CYELl N NMPUJIOXKEHUA v Cobbitus v Ayaut b/]
: ceTH |
| |

.n‘-aﬁ, briokunpoBka pearmayeTcd no npuHumny LS Reverse Proxy % + 1 T +

Firewall, bnaropaps yemy obecneymBaeTcs NOBbILLEHHAS 0ooo
OTKa30yCTONYNMBOCTb. =J1 1

- MYNbT YNPABNEHWA /
[MOKUNIN KOHCTPYKTOP NONUTUK 1 BIIOKMPOBKM MO NpaBuilaM Ha XPAHVSULLLE FAPOA B

areHTe npenoTBpaLLaloT YTeuky laHHbIX C YBEAOMIIEHUAMM O . Ao
o H 4
3abMNOKMPOBaHHbIX CECCUAX B MHTEPDECE CUCTEMBI. = MonuTukw



SEPKANPOBAHUE TPAGUKA

MPUMEHSAETCA ANA NONb30BATENEN,
KOTOPbIE OBPALLAIOTCA K B[l HATPAMYIO
U YEPE3 TPEX3BEHHbBIE NMPUJT0XEHUSA

VIcnonb3yoTCA areHTbl ANA KOHTPONA NOKANbHbIX
NOOKIIOYeHU NBOo NepeHanpasieHnd BCEro CeTeBoro
Tpadovka K HazaM faHHbIX.

[opusoHTanbHoe MacluTabupoBaHue

[03BONAET 3aLUMLLATE BbICOKOHArPY)KEHHbIE,
B TOM UMCIe TEPPUTOPUANBHO-
pacnpeferneHHble CUcTeMbl M0Boro
MaclTaba 13 eaMHoro nHTepdenca
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[APJIA b]l; SALLIUTA «bOJIbLLINX AHHBIX> bt rapna

TEXHONOTWAMHK

FAPA B[] OBECIMEYUBAET 3ALLIUTY BIG DATA:

PENALUNOHHBIX (XPAHATCA B TABJTULUAX), HE PEJTALIMOHHBLIX (XPAHATCA B CNELMAJIBHBIX
KIMACTEPHbIX XPAHUIULLIAX C BO3MOMHOCTbLIO PACMPELENEHHOW OEPABOTKW).

7KypHan aaHHbIX. BO3MOMHOCTE MpynnMPOBKM JaHHbBIX MO 3awmTa BIG DATA
BPEMEHW — NIOTMHaM - MPUIOMKEHUAM U OPYTrM CBOMCTBAM

L

* KoHTponb goctyna K Big Data cuctemam uepes Rest API

~at . * [lopnepskka npoTokona http/https

N KoHTponvpyem foctyn Kk niobeim Big Data cuctemam
~all * [lopnepkka Hortonworks Data Platform
1 k. uepes Rest API .

YHUMKAUMA NOAXOOO0B K 3aLumTe penaumoHHbix 1 NoSQL 6a3 paHHbIx
[Mpodnrb yunThIBAET 0CODEHHOCTM PaboThl KaskOOro COTPYAHUKA

l

[TonHoCTbIO NoaaepmBaem npoTokon HT TP no
YPOBHSA 1aHHbIX

——
=
—
O

HdaHHble Bawen koMnaHuu aenaioTcsa BIG DATA, ecnu oHu:

Monnepskka Hortonworks Data Platform * 3aHuMaloT bosbllon 0bbeEM >100 TH

Cnabo CTpyKTYpMpPOBaHbI
* [IpUXOOAT M3 MHOMKECTBA UCTOYHWUKOB

& 1

- -
m o YHMMLMpYeM Noaxoabl K 3aLmTe penauyioHHbIX * [lorkHbl 0BpabaThiBaTHCA B PESKUME PEanbHOr0 BDEMEHM
== v NoSQL ba3 paHHbIX * PacTyT B pasMepe xpaHerusa bonee uem Ha 50% B rog



IMHAMUYECKOE NPOGUITMPOBAHUE (UEBA) b4 rapaa

TEXHONOTWAMHK

# $¥  BcTpoeHHble cpeAcTBa aHanMTMKW NO3BONAIOT BLIABAATL OTKIIOHEHUA OT 06bIUHbIX
¢ cueHapueB paboTbl nonb3osatenen b n opMmpyioT HarNAoHbIE OTYETLI MO MHUMAEHTAM.

ABTOMATUYECKOE MOCTPOEHME NPODUIEN
B PEXXMME OBYYEHUSA

= YunTbIBalOTCA:
‘ a \ ‘ * JlorunHel, npunoskenns, IP-anpeca, HasBaHwsa Tabnuu, 1 nonen

* 0cobeHHOCTM paboThbl Kasaoro COTPYAHUKA
* VHchopMaLumsa o pervoqe

BbISIBNEHUE OTKITOHEHWUI OT NPO®USIEN

* HeTunmyHoe noeefeHre 119 AaHHOrO Nosb30BaTENSs

- * (Yyskme IP-agpeca, paHee He ncnonbayemMble Tabnuubl,
A NPUIOKEHs 1 paboumre MecTa);

* (CTaTncTMyecKkme aHoManmm

° borbluoe KonMMYecTBO 3anpocoB
° bonbLuve BbIrpysku

* MHOro HeycneLlHbIX aBToOpU3aLmm




KOHTPOIb BEB-MPUNOKEHUN U 1C

KOHTPOJ1b BEB-MPUITOMEHUN

AN

Www

A\ 4

* [letanbHbiii pasbop HTTP/HTTPS-Tpadhuka ¢ BbineneHmem
[aHHbIX 13 BeD-ChopM

* BosmoxHoCTb fiewwmndppaumn HTTPS-Tpadhuka kak B NacCUBHOM,
Tak 1 B pexumMax paboTbl «BpaspbIs>

* [lepcoHndonkaums Nomb3oBaTeien C BOSMOHOCTHIO BblAEeHNS
YUYETHbIX 3anMcen

* [lo npoTokonaM nepenaun fanHbix HTTP/HTTPS
* [lo npotokonam ayteHTudbukaumm Kerberos, NTLM
e AyTeHtudhukauma (web form authentification)

* [leTanbHbilit pasbop http/https-Tpadonka ¢ BbieneHMeM naHHbIX
13 BeO-dropm

MOHUTOPUHI OENCTBWUIN NOJIb30BATEJNIEM B CUCTEMAX 1C

Cnyskba MHopMaLLMOHHOW Be30macHOCTN B MHTepdeNnce CUCTeMb
BUIONT He TOMbKO obpatienns k CYB[l, HO 1 BCe nonb3oBaTenbckue
AEeNCTBUSA, NO3BONAIOLIME NOHUMATb, Kakast MHADOPMaLIMS, HaxoadLlasca
B cucteme 1C, Bbina MoanmumMpoBaHa, a K kakon bbinv obpalleHnsa co
CTOPOHbI MOSb30BATENEN, C NPUBS3KOM K YYETHBIM 3amnnCsM.

Arapga |
hed rAPOA

TEXHONOTWAMHK

0)




ALLIUTA OT IEUCTBUIA A rapaa

AIIMAHUCTPATOPOB

MOAY /b «CEPBEPHbIA ATEHT» o™ o =

* [l0o3BONAET NPOTOKOMPOBATH /MM BIIOKMPOBAaTH
nencTens Ha cepsepe bl

\
J
ﬁ
n

He oka3blBaeT CyLLECTBEHHOrO BIIMSHMS Ha CEpPBEpSI
Hba3 gaHHbIX

* [lo3BONAET KOHTPOIIMPOBATL M3MEHEHNE
KOHUIYpaUMOHHbIX thainnos CYB[]

MWHUMM3UPOBaTL BAWSHME CEPBEPHOIO areHTa Ha cepeep.

-------------------------------------------------------------------

ﬁ. ﬁ IHHOBaLIMOHHbIE TexHoNormmn <[ apaa TexHoNornm»> No3Bosnm L U

............................................................................

[NopnepsmeatoTca OC cemMeiicTBa ORI
Redhat, AIX, Windows Server, Solaris, SUSe



0COBEHHOCTW PELLIEHWA Al rapaa

TEXHONOTWAMHK

BO3MOKHOCTb aHanm3a Tpadivika Ha
ckopocTu bonee 10 I6uT/c

-
o BO3MOKHOCTL PETPOCTNIEKTUBHOIO aHanuaa rno
=G COXpaHeHHbIM faHHbIM 06bemoM cabite 100 Thb

[TonHoueHHas paboTta ¢ TPEX3BEHHON

KOMMaHWM U3 eIMHOr0 LIEHTPa apXWTEKTYpOit BauMopeicTams ¢ b/l

e

9 Aynut pnoctyna k bl Bcex counmanos

0'\*9 VIHTerpaumst co Bcemu

° MUHUMaNBHOE BIMSAHWE Ha NPOM3BOAUTENBHOCTbL CETU
{B\_. nonynapHeiMu SIEM

n cepeepos CYB[]

i

Py VIHTepaKTVBHbIe OTUYETbI U MOHATHAA aHalIMTUKa Ha
ihl @ OCHOBE BCEX 3anpocoB W 0TBeTOB bll, cTaTncTMKa
C— MHUMOEHTOB

XpaHeHue Bcex OTBETOB W 3aMpoCoB Nofb3oBaTenei
MPUIOMEHNI C BO3MOXHOCTBIO PETPOCNEKTUBHOMO aHanm3a
3a nioboit neprop BpeMeHn

BCTpO@HHaFI CUCTEMa BbIABIEHNS aHOManmi 1

$ g 5 OTCyTCTBME CTOPOHHEr 0 NNLEH3MPOBaHWS
A NoBefeHYEeCKOro aHanmaa AelCTBIiM Norb3oBaTesel

s O1[]



[IPEMMYLLIECTBA PELLEHUA

N I & J K K

[

bonee 30 nogaepkrBaeMbix POCCUNCKIX U 3apybemHbix CYBL,
B TOM uumcrie Ha TexHonoruax BigData

[oonepskka pacnpeneneHHon KnacTepHoM MHCTaNNAUmMm 1
LIEHTPanM30BaHHOI O YNpaBrieHust U3 eamMHoro nHTepdpeiica

MHoskecTBO crnocobos nofauv Tpadhvka (areHTbl, nofava AaHHbIX
¢ TAP-ycTpoiicTe/SPAN, GRE, ERSPAN)

Bbicokas npov3soanTensHocTb (0bpaboTka 10 but/c v Bbilwe),
HEOr paHNYeHHaaA BO3MOKHOCTb KIacTepusaL/mm

CeTeBOM 3KpaH ¢ oyHKUMEN BIOKMPOBKU 1 OMHAMUUYECKOM
BanaHcnpoBkM Tpadhmnka

BosMoxHOCTb fletumndppaummn HTTPS-Tpadhuka Kak B NacCUBHOM
PEXMME, TaK M MPY MHCTaNIALMN «BPa3pblB>

[TepcoHvdnKaums Nosb3oBaTesien C BOSMOMHOCTHIO BbiAEeHNS
YUYETHbIX 3anMCcen

K KK KX

[

@ MY rAPOA

f— Eﬂ TEXHONOTWUMWU

KOHTpOsb NpMBMIErMpOBaHHbIX NOMb30BaTeNeN

['MBKO HacTpanBaeMble PUNbTPbI, aBTOMATUYECKOEe DOPMUPOBaHVE
CMUCKOB KpPUTEPMEB ANA UCMOSb30BAHUA B MOSUTMKAX

NHUMOEHT-MEHEIXKMEHT
CBOHbIE OTUETH [B TOM YMCIe OTYET NOo yFI3Bl/IMOCTFIM]

BcTpoerHbin Monynb kKOHTpons Web-npunoskerni, He TpebyioLmnii
OTAENbHbBIX MULEH3WIA

KoHTponb HesBHbIX 0bpatueHni k CYB[]

[OHamunyeckoe npodounmposarve (UEBA) ¢ yBegoMneHnsamMm 1
OTYETaMK

LoMeHHanA aBTOpU3aunA



®OYHKLAOHATNbHBIE BOSMOXHOCTH bt rapaa

TEXHONOTWAMHK

ArEHTCKHUE PELUEHUA NOA MONYJNAPHBLIE CYB[ MOHUTOPWHI B PEAJIbHOM BPEMEHU

* AreHTbl C oyHKUVEN NEPeHanPaBneHns Tpadonka, KOHTPOIA *  [MBKWIA KOHCTPYKTOP NONUTVK BE30MacHOCTU NOMOraeT OCYLLECTBAATL
NOKaSbHbIX NOAKII0YeHNM 1 BnoknMposkx gocTyna k CYB[ nog KOHTPOJS1b 1 BbIABIEHME NOTEHUMABHBIX MHUMOEHTOB B PEXKMME
onepaunoHHble cucteMsl Linux, Windows, AlX, Solaris v np. pearibHOro BpeMeH!

* BonbLUOK CNUCOK NpenyCTaHOBIEHHbBIX MOMUTUK 15 YaCTO peLlaeMbIX

OBHAPY}XEHUE U KIACCU®UKALINS BA3 OAHHBIX s BeSONACHOCTH

* ABTOMaTMYeCKOe OBHapyeHne HOBbIX ba3 IaHHbIX. .
PearunpoBaHvie Ha n3MeHeHna HaCTpoek nMeloLLmxcd bas CUCTEMA OTYETHOCTHU

* CkaHnpoBaHuWe Da3 faHHbIX Ha Hanuume KOHOUAEHLMATTbHOM e JleTanuanpoBaHHas OTYETHOCTb MO BCEM CODbITUAM BE30MACHOCTU 1
MHCpOPMaLMK, HOMEPOB KpeauTHbIX KapT, VHH v np. onepaunam nons3osatenen CYB[L

* [lposepka B[l Ha 0besfMueHHOCTb * Hannuve basbl NpefyCcTaHOBIEHHbIX OTYETOB

CKAHUPOBAHUE HA YA3BUMOCTU YBEOOMIJIEHUE O COBbITHUN

* AKTVBHble NPefyCTaHOBEHHbIE YUeTHbIe 3anmcu * SIEM

* HeycTaHoBMEHHbIE NaTum *  ONeKTPOoHHaA noyTa

* YyeTHble 3anucy ¢ NpOCTbIMU NapOSIAMM * OTYET Ha rnaBHOM akpaHeK

* PacwupeHHble NpyBuUierum 0oCTyna K cMcTeMHbiM 0bbekTam CYB[]



®OYHKLAOHATNbHBIE BOSMOXHOCTH

YMHBbIN NOUCK

* KOHTEHTHbIM — M0 3anpocaM, 0TBeTaM, nepeMeHHbIM v
perynapHbiM BoipaskeHuam (MHH, Homepa kapT v np.).

* ATpubyTMBHBLIM — MO IP-agpecaM, yYeTHbIM 3anncsaMm, TEKCTaM
OLUMOOK 1 Mp.

PETPOCIMEKTMBHbIA AHANN3

* XpaHeHue BCcex OTBETOB 1 3aMpoCOoB NOMb3oBaTesnen 1
MPUIOMEHNI C BO3MOXHOCTBIO PETPOCTNEKTUBHOMO aHanvsa 3a
niobon nepuom BpeMeHu.

° MaCKl/IpOBaHl/Ie MNaTEMHbIX AaHHbIX B XpaHuruile

KOHTPOJTb BU3HEC-MPUITOMEHUN

* SAP Business Object

* Microsoft Dynamics CRM
e 1C

* Beb-chopMbi

* [ nbkme HacTporkm ans paboTsl ¢ MobbIMN BU3HEC-NPUTIOKEHNAMU

Ha ocHose HTTP(s)-npoTokornos

KOHTPOJIMPYEMBIE CYB[],

Oracle
Microsoft SQL
MySQL

SAP HANA
PostgreSQL
Teradata
Sybase ASE
IBM Netezza
IBM DB2
JnHTep
Apache

NMOAAEPXXUBAEMBIE OC
- * 0C Solaris
* OC Ubuntu
* Red Hat Enterprise Linux
* Oracle Enterprise Linux

MY rAPOA

En TEXHONOTWAMHK

Cassandra

Sun MySQL
Firebird
Interbase
Tarantool
MongoDB

Kafkab

Hiveb

Pen baza [laHHbix
SPARK

0C Windows Server
OC SUSE Enterprise Linux
AIX



COOTBETCTBWUE TPEBOBAHWAM PETYJIATOPOB G raran

CUCTEMA NOMOI"AET BbIMOJIHUTb TPEBOBAHUA 3AKOHOOATEJIbCTBA

E 8-d3 (ObecneyeHre 0OCTyna K MHAHOPMAaLMM FOC. OpraHoB)

[M 152-93 (0 nepcoranbHbix faHHbIX)

[V 187-93 (besonacHocTb obbekTos KM PD)

[V Mpukas GCTIK Nel7 (Tpebosarua k salmTe nHchopmam B [C) A

E Mpukas ®CTIK Ne21 (ObecneyeHne besonacHocTn 0bpaboTkm MH) v] =
5

. I|

E Mpukas ®CTIK Ne239 (Mepbi besonacHocTV ANs 3HaUMMbIX 06bekToB KA

AL

[V Npukas MunKomCessu Pd Ne104 (ObecneueHne besonacHocTy A
MHCDOPMALIMOHHBIX CUCTEM 0BLLIEro NoMb30BaH/s) \

[V TOCT P 57580.1-2017 (Fe30nacHOCTb hMHAHCOBLIX OnepaLiii) N
~—
[V CTO BP MBBC (CTannapT no obecrieueHue Vb barkos PO) -_—
-

7

E GDPR (EBponelickuii pernameHT no sawmte MOH)

[V PCI DSS (MexnyHaponHbili CTaHapT 6e30MacHOCTY NaHHbIX MNATEMKHLIX CUCTEM) 7 N




MOJTHOCTBIO GA rapoa

POCCUWCKOE PELLIEHUE

CUCTEMA CEPTH®HKALHUHU

CUCTEMA KOHTPONS! BEB-MPUJTOKEHUI g2 AT A RO AR
éa:;:' )‘é 1O TPEBOBAHMAM léF{{()L‘lA(ZH()(:I‘M HHOOPMALIHH
U OOCTYMA K BA3AM JAHHbIX : -
CEPTU®UKAT COOTBETCTBUS
Ne 3435
* PaspaboTka 0TeYeCTBEHHOr0 NPOM3BOANTENA ey
@ * CepmuchuumposaHo ®CTIK Ha CooTseTtcTare TY, ABNAETCH e e e

C3W knacca HIB-4x

* Bxoout B peectp oteuectBeHHoro 10

* CoDCTBEHHbBIN NCCNENOBATENBCKNIA LIEHTP

* KBammMduuMpoBaHHasA pyCCKOA3bIUHAA TEXNOAAEPKKa

xour]
YCA0MMH, YXETAMMMIX B HACTORLLE)
3A0 (JIOKYMEHTAJTBHBIE CHCTEMbl».

° 3a|_|yLLl'eHa I_[pou'eﬂypa peCepTM(i)MKaLLVH/] SAMECTHTEAL AMPEKTOPA ®CTIK POCCH
Mo HOBbIM TpeboBaHMAM N0BEpKA Mo YpoBHIO Y14 \ Y




m|rAPnA

TEXHOMNOIrmMmu

FAPOA TEXHONOMMUN —
POCCUNUCKUN PA3PABOTUYMK
CUCTEM UHD®OPMALIMOHHOWU
BE30MACHOCTHU

KoMaHaa pa3paboTurkoB obnagaet MHOMOMeTHUM
OMbITOM B cAhepe MHAPOPMALMOHHBIX TEXHOMOTMI
1 CO30AET peLleHns ns pas3nnuHbIX 3agay
besonacHocTh.

Pelwenns «[ appa TexHonormm» BHepeHb! B
KPYMHEVLIWMX KOMNaHUAX (DMHAHCOBOIO CEKTOPA,
MPOMBILLMEHHBIX NPEANPUATUAX, TENEKOM-0nepaTopax
1 TOCYNAPCTBEHHbIX CTPYKTYpax Poccum n CHI™.

100+

BHeopeHu Ha
TeppuTopun Poccum

10 JIET

OnbIT pa3paboTku
CUCTEM BbICOKOM
CIIOMKHOCTM

=o
=ijo
=ljo

o

Arapga |
hed rAPOA

TEXHONOTWAMHK

150 +

BbICOKOKBaANMMMULIMPOBAHHbIX
COTPYOHVIKOB

S

3aMaTeHTOBaHHbIX TEXHOJOr Wi
COBCTBEHHOIO UCCIEeA0BATENbCKOrO
LileHTpa

NONMHOCTbIO POCCUUCKUE PELLIEHUS

* CobcTBeHHadA TexHonornyeckas nnatopma
ONA XpaHerys HdhopMaumn He TpebyeT CTOPOHHUX NTULIEH3NIA,

* Pelwenna ceptudpnumposarsl GCTIK.

* BKIIOYEHBI B PEECTP OTEYECTBEHHOI 0O NPOrPaMMHOr0 obecnevyeHus.



CIACHUBO
3A BHUMAHME!

info(@gardatech.ru

| || TAPAA 3 (831) 422 12 21
Z bl @ Y7 rexuwonoruu gardatech.ru



