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MNpegucnoBue

1 PA3SPABOTAH PepepasibHbIM rocyjapCTBEHHbIM Ka3eHHbIM yypexaeHuem «BoiickoBas yacTb

43753» (B/M 43753), O6WECTBOM C OrpaHWYEHHO OTBETCTBEHHOCTbLI «LleHTp 6e3omacHocT  UHopMaLMm»
(OO0 «LiBWN»)

2 BHECEH TexHu4eckMM KOMUTETOM MO cTaHAapTu3auun TK 362 «3aluta nHopmMaumms»

3 YTBEPXAEH W BBEAEH B [JEWCTBME [pukasom ®PeaepansbHOrOo areHTcTBa MO TEXHUYECKOMy pe-
ry/IMpPoOBaHnIo 1 MeTponormmn ot 29 Hosbpsa 2022 . Ne 1375-cT

4 BBE/JEH BIEPBbIE

MpaBuna nNpYMeHeHWs HACTOSLWEro cTaHgapTa YyCTaHOBMeHbl B cTaTbe 26 deaepanbHOro 3akoHa
0T 29 moHa 2015 r. Ne 162-93 «O cTaHgapTu3auyun B Poccuiickoii degepauun». NHpopmauyma o6 uns-
MEHEHMNAX K HacTosWeMy cTaHgapTy NybavkyeTcs B eXerogHoMm (Mo COCTOSHMIO Ha 1 sHBaps TeKyLlero
roga) MHOpMauUMOHHOM YKasaTenle «HauuoHanbHble CTaHAapThbi», a oUUMaIbHBIA TEeKCT W3MEeHEHWNH
M MOMNpaBOK — B EXeMeCa4YHOM WHAOPMaLMOHHOM YKasaTene «HauuoHanbHble cTaHgapTbi». B cnyvae
nepecMoTpa (3aMeHbl) UM OTMeHbl HacTOsAWero craHjapTa COOTBETCTBYWLlee yBefoMmNeHVWe byfeT
ony6/MKoBaHO B 6MXalilleM BbIMYCKE €XeMeCAYHOro WHGOPMAaLMOHHOro ykasaTens «HauuoHasbHble
cTaHfapTbi». COOTBETCTBYWLWAA MHopMaLns, yBeLOM/IEHME U TEKCThbl pasMellalnTCcs Takke B UH-
hopmaLMoHHOl cnucTeme o6LLero nonb3oBaHUss — Ha ouumansHoOM caiTe defepanbHOro areHTcTBa Mo
TEeXHUYECKOMY perynmpoBaHnio 1 MeTposiorMm B ceTu VMIHTepHeT (Www.rst.gov.ru)

© Odpopmnenune. dreyY «MHcTuTyT cTaHgaptusaymm», 2022

Hactoswmii  ctaHgapT He MoXeT ObiTb  MOMIHOCTBI WM YacTUYHO BOCMPOWM3BEAEH, TUPaXMpOBaH U  pac-

npocTpaHeH B KauyecTBe OMUUMAILHOTO UW3haHus 6e3  paspelleHus ®defepasibHOro  areHTcTBa Mo TEXHUYECKO-
My perynpoBaHuio 1 MeTposiorumn


http://www.rst.gov.ru
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BBegeHune

B HacToslllem CcTaHfapTe CTaHZapTu30BaHbl TepMWUHbI B 06MacTv  OGHapyXeHus, npeaynpexneHuss u
NVKBMAALMN NOCNEeACTBUM  KOMMbIOTEPHbIX aTak W pearMpoBaHUs Ha KOMMbIOTEPHblE WHUMAEHTbI ANnA UX  Adsib-
Hellllero Wcnonb3oBaHUs NpW  pa3paboTke HauWMOHasbHbIX CTAHAAPTOB, HOPMATWMBHLIX MNPaBOBLIX aKTOB U Me-
TOANYECKNX OOKYMEHTOB.

YcTaHOBMEHHbIE B HACTOsWEM CTaHA4apTe TepMMHbl  PacnosiokeHbl B CUCTEMATU3MPOBAHHOM  NOPSAKe,
oTpaxarwlleM CUCTeMy TMNOHATWIA B 06NacTM  OGHapyXeHWsl, MpeaynpexaeHvuss U [MKBMAAUMWM  NOCNeacTBuid
KOMMbIOTEPHBIX aTak 1 pearpoBaHUs Ha KOMMbIOTEPHbIE UHLWUAEHTHI.

[N KaxXA0ro NoHATUA YCTaHOB/IEH OAWH CTaHAAPTU30BaHHbIN TEPMUH.

3aknoueHHass B Kpyr/ble CKOOKM YacTb TepMuMHA MOXET OblTb OnylleHa Npu  WCNoMb30BaHUM TepMUHA B
[OKyMeHTax Nno cTaHJapTu3auum.

MpvBedeHHble oOnpedeneHnss MOXHO, Npu HeobXOoAMMOCTW, W3MEHSATb, BBOAA B HUX MPOM3BOAHbIE MNpu-
3HaKM, packpbiBasi 3HAYEHWS UCMOMb3YEMbIX B HWX TEPMUHOB, YKasbiBas OO6GbLEKTbl, BXoAswMe B O06beEM onpe-
[ensemMoro noHATMS. VI3MEeHeHWs He [O0/MKHbl  HapylwaTb 06beM U cofepXaHue MOHATUA, onpedeneHHbIX B
HacTosiLem cTaHaapTe.

CTaHOapTM3MpoBaHHble  TEPMUHbI  HabpaHbl NOMYXMPHbIM  LIPUGHTOM, a WX kpaTkue hOpMbl, NpeacTas-
NeHHble abbpeBnaTypoi, — CBET/IbIM.



FOCT P 59709—2022

HALIMOHA/IbHBIN CTAHAOAPT POCCUNCKOW ®EAEPALINN

3awmTa nHpopmaumm
YNPABJNTIEHVNE KOMMNbIOTEPHLIMU NMHUWMAEHTAMA
TepMuUHbI 1 onpeaeneHus

Information protection. Computer incident management. Terms and definitions

Jata BBegeHna — 2023—02—01

1 O6nacTb NpUMeEHEHUA

HacToawuii  cTtaHgapT COOAEPXWUT TEPMUHbl UM ONPefeneHns OCHOBHbIX MOHATWUIA, WCNOMb3yemblX B 06-
nactm  obHapyxeHusi, npegynpexaeHus W NUKBMAAUMW  MOCNEACTBMIA  KOMMbIOTEPHbIX aTtak W pearmpoBaHus
Ha KOMMbIOTEPHbIE  WHUWMAEHTbI, MPUMEHSeMbIX B TOCYAAPCTBEHHOM CUCTeMe  O6HapyXeHus, npeaynpexaeHus
1 NMKBUAaLMM NocneaCcTBuiAi KOMNbIOTEPHBIX aTak Ha MHOpPMaLMOHHbIE pecypckl Poccuiickol degepaunu.

TepMuHbl, YCTAHOBMEHHbIE B HACTOSWEM cTaHgapTe, MpefHasHayeHbl AN NPUMEHEHUS BO BCeX Buaax
[JOKyMeHTaumu, BXxoasallei B 061acTb NPUMEHEHNS cTaHAapTa.

HacTtoswmin ctTaHgapT Heo6xoAMMo NpMMeHsITb coBmecTHo ¢ FTOCT P 27.102, FTOCT P 59547.

TepMuHbI, NpUBEAEHHbIE B HACTOSILLEM CTaHAAPTe, COOTBETCTBYIOT MOMOXEHMAM [1].

2 HopmaTuBHbIE CCbI/IKU

B HacTosiWwem cTaHgapTe UCNOb30BaHbl HOPMATMBHbBIE CCbISIKM Ha criefylolime cTaHaapThbl:

FOCT P 27.102 HapexXHoCTb B TexHMKe. HafieXHOCTb 06bekTa. TepMUHbI U onpeeneHus

FOCT P 59547 3awmta wHdopmauun. MOHUTOPUHT  MHGOPMAUMOHHOW  6e3onacHocTn. O6wme  noso-
XeHus

MpumeyaHne — Tlpy NOMb30BAHUM HACTOSALIMM CTaHAAPTOM Le1Iecoo6pasHo MNPOBEPUTL AECTBME CCbINMOUHbIX
CTaHAAPTOB B MH(OPMALMOHHON cucTemMe O6LLET0 MO/b30BaHWUS — Ha OULMaNbHOM caiiTe defepasibHOTO areHTCTBa
Nno TEXHUYECKOMY PEry/IMPOBaHUIO 1 METPOSIOrU B ceT «V/IHTEPHET» WM MO eXerogHoOMy WH(OPMAaLVOHHOMY ykasaTe-
Mo «HaunoHabHble CTaHAAPTbI», KOTOPbIA ONy6/IMKOBaH MO COCTOSIHWIO Ha 1 siHBaps Tekyllero roga, v Mo BbiMnyckam
€XEMECSYHOTO MHCOPMALMOHHOTO yKasaTensi «HauyoHa/lbHble CTaHAapTbl» 3a TeKylWuil rof. ECnM 3aMeHeH CCbIIOYHbINA
CTaHJapT, Ha KOTOPbI AaHa HeJaTWpOBaHHAs CCblika, TO PEKOMEHAYETCS WCMOMb30BaTh AElCTBYHOLLYIO BEPCUIO 3TOMO
CTaHJapTa C y4eTOM BCEX BHECEHHbIX B [aHHYI BEpCuio M3MEHEHWIA. ECMM 3aMeHEeH CCbIOYHbIA CTaHAapT, HA KOTOPbIiA
[laHa [aTupoBaHHas CCblfka, TO PEKOMEHAYEeTCs MCNo/b30BaTh BEPCUI0 3TOT0 CTaHAapTa C yKasaHHbIM Bbllle rofoM YT-
BEPXAEHUs (NpuHATWS). ECnu nocne yTBEpXAEHWS HACTOSILLEero CTaHAapTa B CCbIIOYHbLIA CTaHAAPT, Ha KOTopblii AaHa
[aTpoBaHHaA CCblfka, BHECEHO W3MEHEHWe, 3aTparvBalollee MOIOKEHWE, HA KOTOPOe AaHa CCblIka, TO 3TO MOJIOKeHWe
pekomeHAayeTcs NpUMEeHsTb 6e3 yuyeTa [aHHOTO M3MeHEHUsi. ECNM CCbINoYHbIA CTaHAapT OTMeHeH 6e3 3ameHbl, TO Mosio-
XeHue, B KOTOPOM AaHa CCbl/IKa Ha Hero, peKoMeHayeTCsi MPUMEHSITb B 4acTW, He 3aTparMBaloLLEein 3Ty CCbiIKy.

3 TepMuHbI N onpeaeneHus

FocyaapcTBeHHass cuctema O6GHapyXeHusi, npegynpexgeHvs U1 AuKBugaumm  nNocrneacTBUn  KOM-
NbIOTEPHbIX aTak Ha NHhopMaLUMOHHbIE pecypcbkl Poccuiickoil depepaunm

1 rocyfapcTBeHHas cuctema OOHapyXeHus, npeaynpexgeHns W  AVKBMgaumm  NocreAcTBUin
KOMMbIOTEPHbIX aTak Ha MHOpMaLoHHbIe pecypcbl Poccuiickoii degepaumn; TocCOMKA: EanHblii

M3paHue ocmymansHoe
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TepputopuanbHO  pacnpefenieHHblli  KOMMMEKC, BKAuawwmii  Cuabl U CpeAcTBa, NpefHasHayeHHble ans  06-
HapyXeHus, npeaynpexaeHns u AvKBugauuyM MOCNeACTBUMIA  KOMMbIOTEPHbIX atak W pearMpoBaHUs Ha  KOMMbiO-
TepHbIe VHUMAEHTbI.

Cunbl  rocyfapCTBEHHOlM CuUCTeMbl OGHapyXeHusi, npeaynpexgeHns un NukBugauun nocneacTswnii
KOMMNbIOTEPHbIX aTak Ha MHhopMaLMOHHbIe pecypcbl Poccuinickon depepauunm

2 CUMbl TOCYAApPCTBEHHOW CUCTEMbl OOHapyXeHusi, npeaynpexaeHns w AukeMgaumn nocneg-
CTBUA KOMMbIOTEPHbIX aTtak Ha WH(opMauMoHHble pecypcbl Poccuiickoii  ®epepauyunmn; cunbl  [ocCOIM-
KA: HaunoHanbHbI  KOOPAMHAUMOHHBIA  LEHTP MO0  KOMNbHTEPHbIM  MHumMgeHTam (HKUKW), ueHTpbl [TocCOIlMKA,
a TaKkke nogpasfeneHns Uu  OO/MKHOCTHble nuua  cybbektoB [OcCOIMKA, KOTOpble OCYLLECTBAAT  AeATeslb-
HOCTb B 06nactn o6HapyXeHus, npeaynpexaeHus W NuKBMaauMn NOCNeACTBUIA  KOMMNbIOTEPHbIX aTak W pearu-
pOBaHUS Ha KOMMbIOTEPHbIE MHUMAEHTDI.

3 Cy6beKkTbl FOCY[apCTBEHHOW CUCTEMbl OOHapyXXeHVs, MpeaynpexaeHns u  JMKBMJauuMuM  no-
CNneacTBuiA  KOMMbIOTEPHbLIX artak Ha WHQOpMauMOHHble pecypcbl  Poccuiickoii  depgepaunn;  Cy6bLEKTbI
FocCOMKA: TocygapcTBeHHble opraHbl Poccuiickoii  depgepaumn, poccuiickue  opugudeckne nvua W MHAWBU-
OyanbHble npeanpuHMMateny, B CUy 3akoHa WM Ha OCHOBaHWMM 3ak/lOYEHHbIX COrfalleHuin, a Takke perna-
MEHTOB  B3aVMMOZEWCTBMA  OCYLLECTBNSIOWME  O6GHapyXeHue, npeaynpexaeHve ¥ AMKBMAAUMIO  MOCNeACTBUWIA
KOMMbIOTEPHBIX aTak, 1 pearpoBaHyie Ha KOMMbITEPHbIE MHLMAEHTLI.

MpymeuyaHue — T[IOPSAOK 3aK/MIOUEHWSI COTMALLEHU U pernamMeHTOB B3aMMOZAEWCTBUS ONpefensiioT [LOKYMEHTbI
YNO/THOMOYEHHOTO hefiepasibHOro opraHa UCNoIHUTENbHOI BNacTy.

4 HaUVOHa/IbHbLIA  KOOPAWHAUVOHHBIA  LEHTP MO0  KOMMbHKOTEPHbIM  MHUuaeHTam; HKLKW:  Opra-
HM3aumMs, OCYLLECTBMAIOWAA Ha HauMOH&/IbHOM  YPOBHE  KOOPAMHAUMIO  [EeATEeNIbHOCTM  cun cy6bektoB  [oc-
COMKA no Bonpocam O06HapyXeHusl, npeaynpexaeHus 1  vkBuMgauuu NocnefcTBuii  KOMMbIOTEPHbIX aTak U
pearpoBaHusi Ha KOMMNbIOTEPHbIE WHUMAEHTb, a Takke 06MeH WHopMauMein O KOMMbITEPHbIX WHUMAEHTax
C  YMNO/MHOMOYEHHbIMWU  OpraHamMu  WMHOCTPaHHbIX  FOCYAAapCTB,  MEXAYHapOAHbIMW,  MeXAyHapoAHbIMW  Henpasu-
TE/IbCTBEHHbIMW  OpraHu3auMsaMu U1 MHOCTPAHHbIMK  OpraHu3auusaMu,  OCYLLECTBAAIWMMN  [esTeNlbHOCTb B 06-
NacTy pearnpoBaHunsl Ha KOMMNbIOTEPHbIE NHUUAEHTbI.

5 30Ha oTBeTcTBeHHOCTUM (cyb6bekta [0OCCOIKA): COBOKYNHOCTb WHOPMALMOHHLIX pPecypcoB, B OT-
HOWeHnn KoTopbiX cybbekT TocCOMKA obecneumBaeT oO6HapyxeHue, npeaynpexaeHue W - MKBAJAUMIO  No-
CNepcTBUi KOMMNBIOTEPHbIX aTak M pearnpoBaHve Ha KOMMbIOTEPHbIE NHLMAEHTDI.

6 LEHTP roCyAapCTBEHHOM cucTeMbl OGHapyXeHus, npegynpexgeHvs 1 AVKBUgaumm nocneg-
CTBUIA KOMMbLIOTEPHbLIX artak Ha WHOPMaLMOHHbIE pecypcbl Poccuiickoii  degepaumn; ueHTp TocCOlM-
KA: dopma opraHusaumm cun un  cpegactse FocCOMKA no BeLOMCTBEHHOMY, KOPMOpaTtuBHOMY, OTpacsieBomy U
(Mnu)TeppuTopUabLHOMY NpUHUMNAM.

7 cneunanuct Mo B3aMMOAENCTBUIO C MNEpCOoOHa/IoM U nonb3oBaTenaMmmn (ueHTpa [ocCOMKA): Co-
TPyOHVK LeHTpa [ocCOMKA, oOcywecTBASOWMA NpuemMm COOGLEHWIn OT nepcoHana W  nosb3oBaTesnieil  MHGop-
MaLMOHHbIX PecypcoB 1 NoAroToBKy MHAopMauun ans npegoctasnenus B HKLIKW.

8 cneumanuct NO OGHapY)XEHWKD KOMMbIOTEPHbIX aTtak W UHUnaeHToB (ueHTpa [OcCOIlKA): Co-
TpyaHUK ueHTpa [ocCOMKA, ocywecTBAAWOWMIA aHann3  cobbITUin  MHpopmaunoHHol  6e3onacHoctn  (MB) ¢
Lenblo O0OHapyXeHUs KOMMbITEPHbIX atak W WHUMAEHTOB, a Takke Ppeructpauuio KOMMbIOTEPHbIX aTtak W WH-
LNOEHTOB.

9 cneuvannuct no 06CAyXvMBaHWIO CPeACTB  LeHTpa rocyAapCTBEHHOW CUCTEMbl  O6HapyXeHus,
npeoynpexaeHns W NUKBUAaAUUM  NOCMeACTBUMIA  KOMMNbIOTEPHbIX aTak Ha WHQOPMaLMOHHble  pecypcbl
Poccuiickoin  degepauun; cneymanucTt N0 06CAyxuMBaHWO cpefct8 uUeHTpa [ocCOMKA: CoTpygHuK — UeHTpa
FocCOMKA, ocyuwecTtsasawowmii  obecneyeHne  (OYHKLUMOHMPOBAHMSA  CPEeACTB,  pasMeljaemMbix B UeHTpe  [oc-
COlMNKA, a Takke [OMNOMHUTENbHbLIX CPeACTB, MNpPefHa3HaYeHHbIX A8 O06HapyXeHus, npeaynpexneHus u - uk-
BMAALMN NOCNEACTBUIA KOMNBIOTEPHbIX aTak U pearMpoBaHUs Ha KOMMNbIOTEPHbIE MHUUAEHTDI.

10 cneyvannucTt NO  OueHKe  3awuueHHoOCcTU:  COTPYAHWK,  OCYLLECTB/SKWMA  aHa/iM3  BO3MOXHOCTU
UCMOMb30BaHNSA  OBHApYXXeHHbIX  yA3BMMOCTEl  MHOPMALMOHHOTO  pecypca A8  peanv3auym  KOMMbTEPHbIX
arak.

11 cneunasMCT NO pearvpoBaHMIO Ha KOMMbKOTEPHble WHUMAEHTbl (yeHTpa [ocCOlKA): CoTpya-
HUK UueHTpa T[ocCOIlMKA, ocyuwecTBAsOWMiA KOOpAMHAUMIO  AelACTBUMA MO floKaim3aumm  KOMMbIOTEPHOrO  MHUM-
[EHTa, BbLISBIEHWIO W AVKBUAAUMWM €ro  NocneacTBuii  (MpUBEAEHWUIO  UHAOPMAaLMOHHON  uHdpacTpykTypel (W)
B LUTATHbIA pexuM paboTbl ((PYHKLMOHNPOBaHWS)).

12 cneunannucTt Mo  YCTaHOBJ/IEHWIO  MPUYMH  KOMMbIOTEPHbIX  UHUMAEHTOB  (ueHTpa [ocCOrl-
KA): CotpygHuk ueHTpa [0cCOIlMKA, ocywecTBASIOWMA aHann3 KOMMNbIOTEPHbIX WHUMAEHTOB C LeNbl  ycTa-

2
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HOBMEHWA MPUYMH WX BO3HWKHOBEHWS, aHaiuM3 MnocneAcTBUiA  WMHUMAEHTOB W MOATOTOBKY MNEPEYHs  KOMMboTep-
HbIX MHUMAEHTOB A/1a npeacTtasnexdms 8 HKLKA.

13 aHasIMTMK  (ueHTpa T[ocCOMKA): CoTpyaHuk ueHTpa [ocCOMKA, ocywecTBAAOWNA  aHaIn3  WH-
dopmaumm 0  3aperucTpvpoBaHHbIX  KOMMbIOTEPHBIX  WHUMAEHTaX, aHaan3 BO3MOXHOCTEN  peanusauum  yrpos,
CBAA3@HHbIX C KOMMBLIOTEPHLIMW — aTakamMu, OLEHKY O06CTaHOBKM, MPOrHO3vpoBaHuMe pasBUTUA YIpo3  peasunsauum
KOMMNbIOTEPHBLIX ~atak, paspaboTKy pekoMeHZauuiA Mo YCTPaHeHWI0 B  MHAIOPMALMOHHbLIX pecypcax MnpuUuuH W
YCNOBWI BOSHUKHOBEHWNS KOMMbIOTEPHbIX NHLUMUAEHTOB.

14 TexHuyecknii  akcnepT (ueHTpa [0ocCOIlMKA): CoTtpyaHuk ueHTpa [ocCOlKA, ocyuwlecTenstowmi
SKCMEPTHYID  MOAJEPXKY B  COOTBETCTBMM CO  creuvaivsauueil  (BPe4oOHOCHOE — nporpamMmHoe  obecneuyeHue,
NPUMEHEHNE  CMeuuanu3vpoBaHHbIX  TEXHUYECKUX  CPeACcTB, OueHka  3allMlleHHocTM M T.0.), dopmMupoBaHue
NpesnioXeHniA no  ycTpaHeHWio B WMHGOPMAUMOHHLIX pecypcax MNpPUYMH U YC/IOBUMIA  BO3HWKHOBEHWS  KOMMbIO-
TePHbIX UHLNAEHTOB.

15 cneymanuct [metoguct] (ueHTpa T[ocCOIlMKA): CoTpyaHuk ueHTpa [ocCOlMKA, ocywecTBASOLWmiA
HOpPMaTUBHO-MPaBOBOE N METOANYECKOE CONPOBOXAeHMe AeAaTenbHOCTH LeHTpa FocCOrMKA.

16 pykoBoguTenb (ueHTpa T[ocCOMKA): CoTpygHuk ueHTpa [ocCOIMKA, ocyuwecTeaswowmii  ynpas-
neHve feATenibHOCTblO UeHTpa [ocCOlMKA, a Takke opraHusylowmin  B3aumopgelictene ¢ HKLKW, BHeceHne
N3MEHEeHW B COOTBETCTBYIOLLME /I0Ka/IbHble HOPMAaT/BHbIE akTbl 1 METOANYECKUE LOKYMEHTbI OpraHn3auuu.

CpenctBa rocyfapCTBEHHOW CUCTEMbl  OBHapyXeHusi, npeaynpexaeHnss w  AVKBUZauum  nocrnen-
CTBMIA KOMMbIOTEPHbIX aTak Ha MHPOPMaLMOHHbIE pecypcbl Poccuiickoii degepaumn

17 cpeacTtBa  rocyapCTBEHHOW CUCTEMbl  OBHapyXeHus, npegynpexaeHus wn AukBugaumm  no-
cneacTBuii  KOMMbIOTEPHbIX aTak Ha WHopmauMoHHble pecypcbl  Poccuiickoii  Pepepauunn;  cpeactsa
FocCOMKA: TexHuuyeckue, nporpammHble, MporpaMMHo-annaparHble U WHble  CPefcTBa A1 OBGHaApyXeHus
KOMMbIOTEPHbIX — aTak, TexHUYeckue, nNporpammHble, MNporpammHo-annapaTtHble W  WHble cpeacTBa  [Ana  npeg-
yrpexaeHnss  KOMMbIOTEPHBbIX —arak, TexHW4eckue, MporpaMMHble, MporpaMMHo-annaparHble W WHble  cpefcTsBa
ANna  vKBMJauunM  MOCNEACTBMIA  KOMMbIOTEPHbIX — aTak, TexHU4Yeckue, MporpaMMHble,  NpPOrpamMmHo-annapaTHblie
W WHble cpeacTBa MOWMCKA MNPU3HAKOB KOMMNbIOTEPHbIX aTak B CeTAX 3/eKTPOCBA3M, TexXHWYeckue, nporpaMmm-
Hble, MporpamMmHo-annapatHble W WHble cpeAacTBa O06MeHa uMHopmauuen, Ans  KOTOPbIX  MMeEeTCH  AOKYMEH-
Ta/lbHOE MOATBEPXAEHVWE COOTBETCTBUS  TpeboBaHMAM, YCTAHOB/IEHHbIM B  HOPMATMBHbLIX MNPaBOBbIX akTax W
meToanyecknx gokymeHtax dCb Poccuu.

MpumeyaHne — C yyeToM onpeaeneHuin, npeacTaBneHHbIX B 18—22.

18  TexHWYeckue, MporpaMMHble, MporpaMMHo-annapaTHble W WHble CpeacTBa AN 06HapYXeHus
KOMMbIOTEPHbIX aTak; CpeAcTBa O6HapyxeHusi: CpeacTBa, nNpeAHasHauyeHHble ANs  ynpaBneHus cGopoM U
aHa/IM30M [aHHbIX O PerucTpupyembix coBbITUAX WB M WMHbIX [AHHbIX C LESbi0 CBOEBPEMEHHOMO  BbISIBIEHNS
KOMMbIOTEPHBIX UHLUMAEHTOB, NPOMU30LIEALINX B TOM YMC/E B pe3y/ibTaTe KOMMbIOTEPHbIX aTak.

MpumeuaHne — CpefcTBa 06HaPYXeEHUS peanusyloT QYHKUMM NO ynpasieHuio cobbituamm VB ana obHapyxe-
HUA peasiM3aumy KOMMNbIOTEPHLIX aTak U Apyrve yHKUMW B COOTBETCTBUM C HOPMATUBHBLIMW NPaBOBbLIMY akTamMu U MeTo-
anyeckummn gokymeHtamm ®CB Poccuun. B kauecTBe CpefcTB OOGHapyXeHUss MOryT, Hanpumep, MCNonb3oBaTbCs CpeacTsa
ynpasneHust cobbituamm NB.

19  TexHudeckue, MporpaMmMHble, MNPOrpaMMHO-anmnapaTHbie W UWHble CpeacTBa A8 Npeaynpex-
[eHVs KOMMbIOTEPHbLIX aTak; cpeacTBa npeaynpexaeHus: CpeacTsa, npefHasHauyeHHble ans céopa M 06-
paboTKM CBefeHWiA, Heo6XoAUMbIX AN  (POPMUPOBAHMS  PEKOMEHAAUMA, HanpaBNeHHbIX Ha NUKBUAAUMIO, CHU-
)XeHUe BePOSTHOCTU peannsaLmy v TSHKeCTV NOCNeACTBUIN KOMMbIOTEPHbIX aTak.

20  TexHuW4yeckue, MpOrpamMmHble, MporpaMMHO-annapaTHble W WHble CcpeacTBa  ANs  JIMKBUAAUMK
nocneacTBuii  KOMMbIOTEPHbIX — aTak; CcpeacTea  NMKBMAAuMM  nocneacteuit:  CpeactBa,  NpeAHasHaudeHHble
NS yNpaBfeHWsi npoueccaMn  PerucTpauuy  KOMMbIOTEPHbIX  WHUWMAEHTOB, MPOM3OLIEAWNX B TOM uucie B pe-
3yNbTaTe KOMMbIOTEPHbIX aTak, a Takke YNpaB/eHWss MNpoLueccaMu pearMpoBaHMsi Ha  KOMMbIOTEpPHblE  WHLW-
LEHTbI.

MpumedyaHne — CpeacTBa NMKBUAALMW NOCNEACTBUA peannsyioT (YHKUMKM MO YNPaBAEHUIO KOMMbIOTEPHLIMU
VHUMAEHTaMU AN NUKBUAAUMW NOCNEACTBUI KOMMbIOTEPHBLIX aTak M Apyrue yHKUUM B COOTBETCTBMU C HOPMATUBHbLIMM
NPaBoBLIMY aKTamnm U MeToAMYeckMMM AokymeHTamu ®CB Poccun. B kadecTBe cpeAcTs AVKBUAAUMU NOCNEACTBUIA MOryT
BbICTYNaTh CPeACTBA YNPaB/EHNsI MHLWAEHTAMU.

21  TexHu4YecKkume, nMporpamMMmHble, MporpaMmHo-anmnapaTtHbie W  UWHble CpeacTBa MNoucka npu3Ha-
KOB KOMMbIOTEPHbIX aTak B CeTdax 3nekTpocBasn; cpefacrtea [MMNKA: Cpeacrtsa, npegHasHayeHHble [Ans  06-
HapyXeHns B  CeTAX  3NeKTPOCBA3M,  WCNOMb3yeMblX A1 opraHusauumM  B3avMOAENCTBUS  UHCDOPMALMOHHBIX

3
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pecypcoB, MPU3HAKOB KOMMbIOTEPHbIX arak Mo 3Ha4YeHWsIM CNyxebHbIX Mofeii NpPOTOKO/I0OB CETEBOTO  B3avMMO-
JeiicTBUA, a TawkKe OCyLlecTBleHMss cbopa, HakonjeHWs U cTaTtucTnyeckoi 06paboTkM  pesynbTaToB  Takoro
o6HapyXeHus.

22  TexHW4Yeckue, nporpamMMHble, TMporpaMMHo-annapatHbie U WHble cpeacTBa oO6MeHa WHopMa-
umen; cpeactBa obmeHa: CpeactBa, npefHasHauyeHHble Ans obecrneyeHuss nepejayn, npveMa W LEenoCcTHOCTU
npu nepegaye u nNpueme MHgopmauun, Heobxoaumon cybobektam [ocCOMKA npu  0GHapyXeHuu, npepynpex-
JeHun 1 (UnM)  NUKBUZAUMM NOCNEACTBUM  KOMMbIOTEPHbIX aTak W pearnpoBaHWM Ha KOMMbIOTEPHblE  WHLUAEH-
Thl.

MHdopmaunoHHble pecypchbl

23 nHhopmaunoHHaa  uHdpacTpykTtypa (cybbekta [0ocCOIlMKA); WW:  WHdopmaumoHHble  pecypcsbl,
a TaKKe CeTy 3NeKTPOCBA3M, UCMOb3yeMbIe A1 OpraHn3auumn X B3aumMmoaencTems.

24 MHOpMaUMOHHbIe pecypcbl (Bxogsiwme B 30HY OTBETCTBEHHOCTU cyb6bekta [0OcCOlMKA): UH-
hopMaLMOHHble  CUCTEMbI,  UH(OPMALMOHHO-TENIEKOMMYHUKALMOHHbIE  CeTM 1 aBTOMaTM3MpOBaHHble  CuUcCTe-
Mbl yNpas/ieHus.

25 3/71EMEHTbl  MHAPOPMALMOHHOW  MHGPACTPYKTYpbl (cybbekta [0ocCOlMKA), anemeHTol WW: Tpo-
rPaMMHO-TEXHMYECKME  cpeacTBa  (CPeAcTBa  BbIMWUC/IMTENIbHOW — TEXHUKM), obnagawwme  QYHKUMAMU  XpaHeHus,
06paboTkn 1 (Wn) nepegayn nHpopmaumm, Bxoaswue B coctas UN.

KoMnbloTepHble aTtaku U KOMMNbIOTEPHbIE UHLMAEHTbI

26

WHUMAEHT MHAOPMaUMOHHOW  6e3onacHOCTW;  uHUmaeHT WB: HenpegsugeHHoe wAn  HexenartesbHoe
cobbiTe (rpynna  cob6bituil)  WB, koTopoe npuBesio  (MOryT NPMBECTM) K  HapyweHu  (pyHKUMOHUPOBAHMUSA
WHChOPMALIMOHHOTO  pecypca WM BO3HUKHOBEHWMIO yrpo3 6e30macHOCTU  MHopMauuM WA HapylleHuo  Tpe-
60BaHWii No 3awuTe MHOPMaLMK.

[ApanTupoBaHo u3 [2], npunoxeHune Ne 1]

27 KOMMNbLIOTEPHbIA  UHUMAEHT: ®akT HapyweHus u  (Wan) npekpaweHnss  PYHKUMOHMPOBaHUS  MHGOp-
MaLMOHHOTO  pecypca, CeTW  3/eKTPOCBA3M,  WCMOMb3YyeMOoil  ANna  opraHvsauMu  B3auMofeincTsusi  MHdopMaum-
OHHbIX pecypcoB, ¥ (MAM) HapylweHnss 6e30nacHOCTM obpabaTtbiBaemMoii B MHIOPMAaLMOHHOM pecypce  UHAop-
Mauum, B TOM Ync/ie NpousoLeALunii B pesynbraTe KOMNbIOTEPHOW aTaku.

MpumeyaHne — KoOMMbIOTEPHbIE WHUMAEHTbI NPEeACTaBAsiOT CcO60M NOAMHOXECTBO WMHUMAEHTOB WB, koTopoe
Xapakrepusyetcs MoATBEPKAEHHbIM (DAaKTOM HapywleHus u (unu) npekpaweHnss YHKLMOHMPOBaHNWA WMH(OPMaLOHHOTo
pecypca, CeTu 3/1eKTPOCBA3UN, UCMONb3yeMON AN OpraHusauuv B3auMoLeincTBUA WHGOPMAUMOHHLIX pecypcoB, u (Mnn)
HapyLLeHuss 6e30nacHOCTN 06pabaTbiBaeMoii B MHOPMaLMOHHOM pecypce NHGopMaLuu.

28 KapToyka KOMMbIOTEPHOrOo  MHUMAeHTa: [OKYMEHT  YCTAaHOBNEHHOW  (QOpMbl,  NpefHa3HauYeHHbIN
Ans hopMasIM30BaHHOTO ONUCaHUS KOMMbIOTEPHbIX UHLMAEHTOB.

29 TUN KOMMNBIOTEPHOIO MHUMAeHTa: Knaccndukaumsi pasHOBUAHOCTEN KOMMbIOTEPHBIX MHLUAEHTOB.

30 KOMMblOTepHasi aTaka: LleneHanpaBneHHoe BO34eiCTBME NpPOrpaMMHbIX UM (MAKM)  NporpaMMHo-arn-
napartHblX CpPeACTB Ha MWHMOPMALMOHHbIA pecypc B LEeNsx HapyweHus u  (Man) npekpaweHuss ero  (pyHKLMOHM-
poBaHus u (Wn) co3gaHns yrpo3bl 6e30MacHOCTU 06pabaTbiBaeMOoii TakUM PeCcypcom nHopmaLuu.

31 WCTOYHMK KOMMbLIOTEPHOIM aTaku: JIMuo (UM MHUUMKMPYEMbIA UM npouecc), nposBogsuiee (MPoBoO-
OALWMIA) aTaky.

32 TakTMKa (NpoBefdeHus1 KOMMbKTEpHOU aTaku): COBOKYMHOCTb MPWEMOB W CMOCOGOB  AENCTBWIA,
1CNosib3yeMblxX A4/151 NPOBEAEHNSI KOMMNbIOTEPHOW aTaku.

33 TexHuKa (MpoBefeHWs KOMMbIOTEPHOW artakum): COBOKYNHOCTb W MOPSAOK AelCTBWIA,  MCMoNb3ye-
MbIX 719 MPOBEAEHNS KOMMNbIOTEPHOW aTaky B paMkax COOTBETCTBYIOLLMX TaKTUK.

34 TN KOMMNbIOTEPHOI aTtakun: Knaccucmkaums pasHoBUAHOCTEN KOMMbIOTEPHbIX aTak.

O6GHapyxeHve, npeaynpexaeHne U1 NuKBMAauus MOCMeACTBMA  KOMMbIOTEPHbIX arak U pearupo-
BaHVe Ha KOMMbIOTEPHbIE UHUUAEHTHI

35

MOHUTOPUHI  MH(POPMAaLMOHHOK  6e30NacHOCTM;  MOHuUTOpuHr  WB: Tpouecc NOCTOSIHHOTO — Habnwoge-
HASS M aHanM3a pe3y/nbTaToB  perncTpauum CcoObITMIA  6e30MacHOCTM UM WHbIX [aHHbIX C  Lefbl  BbISIBNEHUS
HapyLleHnin 6e30nacHOCTU nHhopMauun, yrpo3 6e3onacHoCcTy MHhopmaumm 1 ysa3BUMOCTEA.

[FOCT P 59547—2021, nyHkT 3.7]
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MpumedyaHne — [1eATeNbHOCTb MO O6HAPYXEHUIO W perucTpauuy KOMMbIOTEPHbIX WHUMAEHTOB OCHOBbLIBAETCS
Ha pesynbTatax NPOBOAVMMONO B OpraHM3auuy MOHWTOPWMHIA, B pamKax KOTOPOro OCYLLECTBAsieTcs c6op uMHgopMauun o
CO6bITUSAX VB U UHBIX AAHHBIX MOHUTOPUHIA U3 Pa3/INYHBIX UCTOUHIKOB.

36

JaHHble MOHWUTOPWHra: [laHHble O COCTOSIHMM OGLEKTOB MOHUTOpMHra WB, a Takke [JaHHble, nony-
yaemble U3 cpedbl (QYHKUMOHMPOBAHWS OObEKTa MOHWTOPUHTA W BHELHUX CEepBUCOB, KOTOpble MOryT WC-
Nonb30BaThbCA A/15 BbISIBNIEHNS YSA3BMMOCTEN M yrpo3 6e3onacHocTv MHhopmaLmu.

[FTOCT P 59547—2021, nyHKT 3.2]

MpumeyaHns

1 K fJaHHbIM MOHWTOPWMHra MOTYT OTHOCUTLCA AaHHble O COObITUAX VB, BbISBNEHHbIX YSA3BMMOCTAX, pesynbTaTtax
KOHTPO/I COOTBETCTBUS KOH(UIypaLMOHHbIX HacTpoek; AeNCTBUAX Nonb3oBaTenieil; pesynbratax KOHTPONS MNOTOKOB WH-
dopmaumu, paboToCcnocoBHOCTU MNPOrpaMMHbIX, TEXHWYECKMX W MNPOrpammHO-TEXHUYECKMX CPeAcTB, BKIYas cpeacTsa
3aWmThbl MHOPMAaLIMK, a Takke pas/inyHble CrpaBoYHble JaHHble.

2 B peatenbHOCT MO ynpaBfeHUI0 KOMMbIOTEPHLIMU WHUMAEHTaMU AaHHble MOHUTOPUHra MOryT WUCMOb30BaTbCA
C Lefblo aHan3a BO3MOXHOCTU WCMO/Mb30BaHWSA YA3BUMOCTEH MH(OPMaLMOHHOIO pecypca A1 peannsauun KomnbloTep-
HbIX aTaK, aHann3a yrpos no peannsalnm KOMMNbLIOTEPHbLIX aTak U BbIABNEHUA U PerucTpaLuy KOMMboTePHbLIX NHLUAEHTOB.

37

cobbiTne (MHbopMaLOHHOI) 6e30nacHOCTM: 3adnkcmpoBaHHoe cocTosiHne NHhbopMaLMOHHO
(aBTOMaATM3NPOBAHHOW)  CUCTEMbI,  CETEBOTO,  TEMIEKOMMYHMKALWOHHOTO,  KOMMYHMKAUMOHHOTO,  WHOTO  Mpu-
KNagHoOro cepeuca  WAM  UHOPMALMOHHO-TENIEKOMMYHUKALMOHHOW — CeTW, yKasblBalollee Ha BO3MOXHOE Ha-
pyweHne 6e3onacHoCTU uHdopMauun, cboin cpepcts 3, wam  cuTyauuioo, Kotopass MOXET ObiTb  3HA4YMMONA
Ans 6e3onacHOCTM nHGopmaLmu.

[FTOCT P 59547—2021, nyHkT 3.13]

38

WMHAMKATOP KOMMpoMmeTauun: W3BecTHble [aHHble, YkasbiBalolMe Ha To, 4TOo 6e30MacHoCTb  06bekTa
MOHMTOPUHTA YXXe HapyLUeHa.
[FOCT P 59547—2021, nyHKT 3.3]

39 yrnpaBneHne KOMMbIOTEPHbIM  WHUMAEHTOM: [leATeNbHOCTb, HanpasfieHHas Ha obHapyxeHue #
peructpauuio, aHaan3 U pearnpoBaHMe Ha KOMMbIOTEPHbIA WHUWAEHT, a Takke WCNo/b30BaHWe MOy4YeHHOro
npu STOM oOnbliTa A1A NPefoTBpalieHMs MNOBTOPHOTO  BO3HUMKHOBEHWS  KOMMbIOTEPHOTO  WMHUWMAEHTA, MNOBbILEHWSA
3thheKTUBHOCTU NpoLieayp pearnpoBaHns Ha KOMMbIOTEPHbIV NHUMAEHT.

40  o6HapyXeHne KOMMbITEPHbIX artak: Komnaekc MeponpuaTWii MO  BbISIBEHUIO W aHa/M3y Mpu3Ha-
KOB KOMIMbIOTEPHbIX aTtak 1 onpegeneHunto nx Tmna.

41 perucTpaums KOMMbKOTEPHOrO wuHUMgeHTa: [pouecc (npouenypa, yHKUMSA) bukcaumm  CBeAEHWIA
0 KOMMbIOTEPHOM UHLMAEHTE MO YCTAaHOB/IEHHON hopMe.

42  pearvpoBaHMe Ha KOMMNbIOTEPHbIA WHUMAEHT: [locnegoBartesibHOe BbINOMIHEHVWE 3TanoB  pearnpo-
BaHWA Ha KOMMNbHTEPHbIA WHUMAEHT C LENbH YCTAHOBEHUS TEXHWUYECKMX MNPUYMH W YCNOBWUI  BO3HWKHOBEHMWS
KOMMbIOTEPHOTO MHUMAEHTA U NNKBUAALMN €70 NOCNEACTBUIA.

43 3Tan pearMpoBaHusi (Ha KOMMbIOTEPHbI  WMHUMAEHT): [leicTBME WM  COBOKYMHOCTb  [AeWCTBUIA,
OCYLLECTB/IIEMbIX NO OTHOLUEHWIO K 3aperncTpyupoBaHHOMY KOMMbIOTEPHOMY VHLMAEHTY.

44 nnaH pearMpoBaHus (Ha KOMMbIOTEPHbIA WHUMAEHT): Habop [OKYMEHTVMpOBaHHbIX npoueayp W
WHCTPYKUWIA, onpefensioowmx Mnopagok peann3auuv  MeponpusiTuii No  pearupoBaHWi0 Ha  KOMMbIOTEPHblE  UH-
UNAOEHTDI.

45 Bpemsi pearupoBaHuWsl (Ha KOMMbLIOTEPHbIA WHUWAEHT): Bpemsi peakuum Ha WHUMAEHT, XapakTte-
pusylolee UWHTEpBaU1 Mexay MonyvyeHnem WHpopMauum O BO3HUKHOBEHUWM KOMMbIOTEPHOTO MHUMAEHTA W MO-
MEHTOM 3aKpbITUS KOMMbIOTEPHOIO NHLUMAEHTA.

46  nokanusauusi KOMMbHTEPHOro UMHUMAeHTa: COBOKYNHOCTb [AENCTBUWIA, HanpaBfeHHbIX Ha onpefge-
fleHne Un  orpaHnyeHne  OyHKUMOHMPOBaHNA  MHPOPMALMOHHBLIX PECypCcoB, Ha KOTOPbIX OBGHapyXeHbl MNPU3HAaKK
3aperncTpMpoBaHHOrO  KOMMbIOTEPHOrO  MHUMAEHTA, C  LUeNbio  MNpefoTBpalleHns ero  AasibHeiero  pacnpo-
CTpaHeHus.
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47 BbISIB/IEHWE  MNOCNEACTBUA  KOMMbIOTEPHOTO  MHUMAeHTa: COBOKYNHOCTb — AEACTBUWIA,  HanpaefeH-
HbiX Ha onpeaeneHne (aKTOB  HECAHKLMOHMPOBAHHOTO  PACKPbITUs, MOAMUMMKALMK,  YHUUTOXEHWUS  UHopMa-
UMM MM GNOKMpPOBaHUS AocTyna K Hell, a Tawke DaKkToB BHECEHWs Hapywutenem WB B MH(OPMALMOHHBINA
pecypc  W3MEHEeHWil, NO3BOMSIOWMX €My OCYWECTBAsSATb  Aa/ibHeiluMe  HecaHKLUMOHMpPOBaHHble  AeiicTBus  no
OTHOLLIEHMIO K 3alLmLiaemMoii MHopMaLWK, CBA3aHHBIX C 3aPerMcTpUPOBaHHbLIM KOMMbIOTEPHBIM UHLMAEHTOM.

MpuvedyaHme — B kadyecTBe (DakTOB BHECEHMSI B MHDOPMALMOHHBI pecypc M3MeHeHuii crefyeT paccmatpu-
BaTb: co3faHve Hapylmtenem UG HenernTMMHoO ydeTHOl 3anucy nosib3oBaTensl, BHepeHne B MH(IOPMaLMOHHbI pecypc
HELUTaTHOrO MPOrPaMMHOMO0 O06ECMEeYEHUs, U3MEHEHME HACTPOEK CPeACTB 3aliuTbl MHGOPMAaLUM U NporpaMMHoro obecrne-
UeHUs, a Takke Apyrue W3MeHeHusl, BHOCUMble HapyluuTenem MB B MHGOPMAaLMOHHBIA Pecypc C LEe/bio UCMOob30BaHus
UX 4151 OCYLLECTB/IEHUSA Aa/IbHELLNX HECAHKLMOHUPOBAHHBIX Ae/CTBUI MO OTHOLLEHMIO K 3almLiaemMoli MHhopMaLmu.

48 NMKBUAaumsi NocneacTBuUii  KOMMNbIOTEPHOTO  UHUMAeHTa: COBOKYNHOCTb  [ENCTBWIA,  HanpaBfieH-
HbIX HA BOCCTAHOB/IEHWE LUTATHOrO pexuma  (PYHKUMOHMPOBAHUS  MHGOPMALIMOHHbIX  PEecypcoB  Moc/fe  KOM-
NbIOTEPHOrO VHUMAEHTA 1 YAasIeHNe N3MEHEHWI, BHECEHHbIX HapylmuTenem Vb B MHGOpMaLMOHHBIN pecypc.

49 yCTaHOB/IEHME MPUYMH  KOMMbIKOTEPHOrO  MHUuAeHTa: COBOKYNHOCTb  AEWCTBWIA,  HanpaB/IeHHbIX
Ha onpegeneHve  (QakTopoB, OOYC/MOBMBLUMX  BO3MOXHOCTb  BO3HWMKHOBEHMSI  KOMMbIOTEPHOTO  MHUMAEHTA U
(nnn) cnoco6CcTBOBABLLMX €0 BO3SHUKHOBEHUIO.

50 3aKpbITE  KOMMbIOTEPHOrO  UHUMAEHTA: COBOKYNHOCTb  [AECTBUIA, HampaBfiEHHbIX Ha  MPOBEPKY
pe3ynbTaToB  BbINO/IHEHUSI MEPONPUATUIA  (3TAnoB) pearMpoBaHWs Ha  KOMMbHOTEPHbIA  MHUMAEHT A0S NPUHSTUA
PELLEHNS O ero 3aKpbITUK UK 0 HEOBXOAMMOCTY NPOBEAEHUST [OMNOTHUTENbHBLIX AECTBUIA NO pearpoBaHuio.

51 nNpuHATME Mep MO nNpPeaoTBPaLEHNO MOBTOPHOINO BO3HUMKHOBEHUS KOMMbIHOTEPHbIX  WUHUMAOEH-
ToB: Peanusauus wmep 3awuTtbl  MHoOpMaumu, obecneyvMBarOWMX  NPOTUBOAENCTBME  (CHWXEHME  BEPOATHOCTU
BMNOTb A0 HEAONYLLEHMS) MOBTOPHOMY BO3HUKHOBEHMIO KOMMbIOTEPHbIX MHLUMAEHTOB.

52

BOCCTaHOB/ieHWe: [lpouecc W cobbiTMe, 3ak/yarwmecs B nepexoge o06bekta K3 HepaboTocnoco6-
HOro COCTOSIHUS B paboTOCNOCOO6HOE COCTOSIHUE.
[FTOCT 27.102—2021, ctaTbs 65]

53

BpeMsi BOCCTaHOB/IEHMsSI: Bpemsi, 3aTpausBaeMoe HENOCPeACTBEHHO Ha  BbINOJIHEHME  onepauuii Mo
BOCCTaHOBJ/IEHMIO 0OBbEKTA.
[FOCT 27.102—2021, ctatbs 32]

54  nHBeHTapm3auus WHGOPMAUMOHHOIO pecypca: [esATenbHOCTb, HanpaBneHHas Ha c6op  uHdop-
MaumMn 06 WHOPMAaLMOHHOM pecypce, BKIKYas WUCMOMb3yEMble B HEM TEXHMWYECKMe, nporpaMMmHble u  (Miun)
nporpamMmmHo-annaparHble cpecTsa (MPorpamMMHO-TEXHUYECKME CPeaCcTBa).

55 pewatowee npaBuAo0 O06HapyxeHusi [curHatypa] KOMMbIOTEPHOM aTaku (cpefacTtBa OOGHapyke-
HUS  KOMMbIOTEPHbIX arak; CUCTEMbl OOHapPYXeHUs1 BTOPXeHWUi): COBOKYMHOCTb  XapakTepHbIX MPU3HAKOB
KOMMbIOTEPHON aTakW, Ha OCHOBE KOTOPOW CpeAcTBO OGHapyXeHUs KOMMbIOTEPHbIX artak (cuctema ob6Hapyxe-
HUS BTOPXEHWIA) NPUHMMAET peLLeHne 06 06HapyXXeHUN onpeaesieHHOM KOMMNbIOTEPHOI aTaku.

56

6aza pewalowmnx npaBun (cpeactBa  O6GHApPYXeHMs1 KOMMbIOTEPHbIX aTak; CUCTeMbl OOHapyxe-
HUA BTOpXeHW): bBasa, cofepxallas pellalolime npasBuia OGHApPYXEHUs KOMMbIOTEPHOW aTakm (curHa-
Typbl), C WCMO/Ib30BaHMEM KOTOPOA CPeACTBO OOHApYXEHMS KOMMbIOTEPHbIX artak (cuctema  OBGHapyXeHusi
BTOPXXEHWIN) OCYLLECTBNAET PErncTpaLmio NPM3HaKOB Pas3/INYHbIX KOMMbIOTEPHBIX aTak.

[ApanTupoBaHo u3 [3], pasgen 1, nogpasgen 1.5]

57 npeaynpexaeHne KOMMbIOTEPHbIX artak: KoMnnekc MpeBeHTMBHbIX  MEPONPUSTWNA,  HanpaBieHHbIX
Ha MoBbILLEHNE 3aLMLLEHHOCTY UHPOPMALMOHHLIX PECYPCOB OT KOMMbIOTEPHbIX aTak.

58 wmHAMKATOpP BPEAOHOCHOW aKTMBHOCTWU: VI3BECTHble [AaHHble, YKasblBalolWMe Ha (akT HapyLleHusi
6e30nacHOCTM MHCOPMALMOHHOIO pecypca, nnbo AaHHble, oOnucbiBalolme cobbiTus Wb, KoTopble HecyT yrpo-
3y HapyLLeHns ero 6e30MacHoCTU.

59 otonneteHb 6e3onacHocTn: OdwmumanbHOoe 3asBfieHMe 06 yrposax 6esonacHocTM  MHGopMaLmu,
BO3HUKaKOLWMNX npu aKkcnayataunun nporpaMmMHbIX nnn nporpaMmmMmHo-annapaTtHbIX CpeacTs, C packKpbiTnem NH-
chopMauMnm O COOTBETCTBYHOLUMX YA3BUMOCTAX W (MM) coAepxallee pekoMeHAauuum Mo YCTPaHEHU  [aHHbIX
yrpos.

6
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60 aTpubyumsa (KOMNblOTEpHbIX aTak): [lpegnonaraeMoe COOTHECEHWEe  WCNO/Mb3yeMblX TakTuK, Tex-
HUK 1 CPeACTB NPOBEAEHNA KOMMBIOTEPHBIX aTak C HapyLIUTeNaMN.

61 oueHka cCTeneHu 3alWWEHHOCTU OT KOMMbITEPHbLIX atak: [lpouecc aHaM3a BO3MOXHOCTU MC-
NONb30BaHUS  OBOHAPYXEHHbIX  YA3BUMMOCTEW  MHOPMALMOHHOIO  pecypca  [Ana  peaiusauuM  KOMMbOTEPHbIX
aTak.

62 WCTOYHUK [AaHHbIX AN BbISBNEHUA NPU3HAKOB BO3MOXHOMO BO3HMKHOBEHUSA KOMMbIOTEPHbIX
nHumaeHTtoB: [porpamMmMHOe  wnyM  nNporpamMMHo-annapaTHOe  CpPeACcTBO,  OCYLIEeCTBAsOLLee  perncrpauuio  co-
O6bITMA VB M WMHbIX [a@HHbIX MOHWTOPUHIA, KOTOpPble MOFYT WCMO/b30BaTbCA [N BbISIBIEHUS MPU3HAKOB BO3-
MOXHOIO BO3HNKHOBEHWSA KOMMbIOTEPHBIX UHLMAEHTOB.
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aTak Ha MHdhopmaunoHHbIe pecypcbl Poccuiickoil ®egepaunm 1
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VHUNOEHT KOMMNbOTEPHbIM 27
MHUnaeHT b 26
MHUMOEHT MH(pOpMaLMOHHOK 6e30nacHOCTU 26
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nsiaH pearnposaHus 44
naaH pearnpoBaHWA Ha KOMMNbIOTEPHbIV MHUNAEHT 44
npaBunI0 06HapY>XeHNA KOMMbIOTEPHOM aTakun pellatoLlee 55
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npaBni0 06HapYyXXeHVs1 KOMMbIOTEPHON aTakm peluatolliee CUCTEMbI 0GHAPYXXEHUS BTOPXEHWA
npegynpexaeHne KOMMNbIOTEPHbIX aTak

NPVHATME Mep MO NpeAoTBpAaLLEeHNI0 NOBTOPHOINO BO3HNKHOBEHUSA

KOMMNbIOTEPHbIX NHUMAEHTOB

pearmpoBaHue Ha KOMMbIOTEPHbIN UHLMAEHT

perncrtpaums KOMMNbITEPHOro NHUMAEHTa

pecypcbl MHPOPMaLUVOHHbIe

pecypcbl MHhOpMaLMOHHbIe BXOAsLNE B 30HY OTBETCTBEHHOCTU CyH6bekTa
pykoBoauTenb

pykosoguTesib LeHTpa FocCOlMNMKA
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cybbekTbl FTocCOMKA

CYy6beKTbl FOCYAapCTBEHHO CUCTEMbI OGHAPYXXEHUS!, MPeAYNPEeXAEHUs Y TMKBUAALMN NOC/IEACTBIIA
KOMMbIOTEPHBIX aTak Ha MHhOPMaLUMOHHbIe pecypcbl Poccuiickoin deaepauum

TaKTUKa
TaKTUKa NPOBEEHNS KOMMbIOTEPHOW aTaku
TeXHUKa

TEeXHUKa NPOBEAEHNS KOMMNbIOTEPHO aTakn

TUMN KOMMNbIOTEPHOIO UHLMAEHTA

TUMN KOMMbIOTEPHOI aTaku

ynpaBfeHne KOMMbITePHbIM UHLUAEHTOM
YCTaHOB/IEHME NPUUNH KOMMbIOTEPHOTO MHUNUAEHTA

LEHTP rocyfapCTBEHHO CUCTeMbI OGHapYXeHUs!, NpeaynpexaeHns 1 IMKBUAALMN NOC/IEACTBUI KOMMbIO-
TEPHbIX aTak Ha MH(OPMaLMOHHbIE pecypcbl Poccuiickoli ®epepauun

3KCNEePT TEXHUYECKUI

akcnepT ueHTpa NocCOlMKA TexXHUYeCKni

anemeHTbl N

3/1eMEHTbI NHPOPMALIMOHHOW NHPPACTPYKTYpPbI

3/1eMEHTbI NHPOPMALIMOHHON NHPPACTPYKTYpPbI cyb6bekTa FocCOMKA
aTan pearMpoBaHus

aTan pearmpoBaHua Ha KOMFIbIOTeprIﬁ NMHUNOEHT
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KnaccuguKaLMoHHble CXeMbl MOHSATUI NpeaMeTHO 061acT «O6HapyxeHue, npeaynpexaeHve u
NVKBUAAUNS MOCeACTBUI KOMNBbIOTEPHbIX aTak Y pearMpoBaHus Ha KOMMbIOTEPHbIE MHUMAEHTbI»

A.1 CTpyKkTypa pasfenos ctaHaapTa nokasaHa Ha pucyHke A.1.

TopMUHb! U BNpeJeNoHUs

Cpegcrea KomnbioTepHble ataky u
FocCOMKA FocCOMKA KOMIbIOTEPHbBIS MHLIMABHTL
OBHapyxeHue, npegynpexacHue v
Cunbi WHbopMaLnoHHbIe FIMKBUAAUMA NOCNEACTBUNA KOMNBIOTEPHBIX
MocCONKA pecypcst aTak ¥ pearupoBaHue Ha KOMIBIOTEPHLIe
MHUMOEHTbI
PucyHok A.1

A.2 B3ayMOCBf3b TEPMUHOB, OMpefefieHHbIX B noapasgene «Cufbl rOCYAAapPCTBEHHOW CUCTEMblI OBHApPYXeHus,

npeaynpexaeHns 1 NKBMAAUMU MOCNEACTBUIA KOMMbIOTEPHBLIX artak Ha MHopmaunoHHble pecypcbl Poccuiickoli ®epepa-
Luu», nokasaHa Ha pucyHke A.2.

FocCONMKA Cunni MocCOMKA
Pogosbie
OTHOLUEHUA
MapTumBHbIS
OTHOLLGHUA
AccoynarMeHbie AccounamBHLB
OTHOLLIEHUR QTHOLIBHUS
QoHa
HKLIKA Uentp FocCOMNKA - %?:bgm - ™ OTBETCTBEHHOCTU
{cybbekra MocCONMKA)
PogoBbie OTHOLISHUS
CrneunanueT no B3aUMogencTBmMIo ¢
—{  MepcoHANoM U NONLIOBATANAMM CNeLMASUET 110 OLBHKS | AxanuTuk (LleHTpa

(LleHTpa I'OCCOHKA) ] 3AUMILBHHOCTH FocCOMNKA)
|| Texsmecknit akcnept
Creumanuct no o6HapYXeHUIo p:;;%znaﬁ:on:a {uenpa MocCOMKA)

F— KOMNBIOTEPHBLIX ATAK U UHLMOEGHTOB R e —
{uetitpa MocCOMKA) {ueHTpa MocCONMKA) || Cneumanmer (Metoamcr)
{uexTpa M'ocCOMKA)
Cneuuanuer no
- YCTAHOBNEHMIO NPULUH
Cneuvanucr no oGenyxusanuio KOMABIOTEPHBIX MHLIMAGHTOB — Pyxoalg ncbggr’l_;:&eurpa
cpegeTs ueHTpa NocCONKA {usHTpa FocCOMKA) o )
PucyHok A.2

11
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A.3 B3aMmoCBA3b TEPMUHOB, OMpedesieHHbIXx B nogpasgene «Cpeacrtsa rocyAapCTBEHHON CUCTEMbI OBHAPYXeHWs,
npesynpexaeHnst 1 NMKBUAALMN NOCNEACTBUIA KOMMbIOTEPHBIX aTak Ha MHGOPMaLMOHHbIE pecypcbl Poccuiickoii depepa-
LMK», NokazaHa Ha pucyHke A.3.

FocCOMKA

PO.QOBlelOTHOmSHHﬁ

Cpeacraa NocCOMKA

l‘lap‘rumsuue{trmomenm

| I
TexHu4eckue, NPOrpaMMHLIe,
fIPOrPaMMHO-ANNAPATHLIe ¥ UHbIe
cpescTBa NoUCKa NpUaHaKas
KOMINLIOTEPHBIX 8TaK B GeTsX
aneKTpoceasu; cpeactea NMMKA

TexHu4eckne, NPOrpaMMHbIe, NPOrpamMMHo-
annapaTHLIE ¥ UHbLIe CpeaCTRa Ans
TIMKBUAALIMM NOCSIBACTEUA KOMIBIOTEPHBIX
arak; cpeacTsa NMKBUAALMA NOCReACTRUA

TEXHUMBCKUS, NPOTPaMMHBIS, R —— TeXHUNBCKMS, NpOrpamMMmHbIe,
NporpaMMHO-annapaTHuie U uHble anmna an;ug‘:lrﬁuue oo (:?:am " - nporpaMMHo-annapaTHbie 1
CPEACTEa ANS NPEAyNPEXaeHUn oSuapymeSun KOMﬂbl(}'rapH:{xi ko ?:egc'raa MHLI® CPORCTEA OBMeHa
KOMNbIOTEPHLIX aTak; CpeacTsa Oﬁﬂapy)l(eﬂuﬂ * "H@OpMau"e“; cpeacraa
npeaynpekaeHns obMeHa
PucyHok A.3

A.4 B3anMoCBA3b TEPMUHOB, ONpefesieHHbIX B nogpasgene «/HdopmalmoHHble pecypebl», NnokasaHa Ha
pucyHke A.4.

BnemeHTs! MNapTuTBHbIE
MHGOPMALMOHHOM | OTHOLIGHMA WndopmauuorHas
MHPACTRYKTYPA (cy%its‘c}raac:%ccor?KA)
{cyGuexra MocCOMKA)

MapTUTUBHbLIE | OTHOWEHUSA

WHpopMaumoHHbie

pecypchi {cybbekra
FocCOMKA)

PucyHok A.4

A.5 B3anmMocCBs3b TEPMUHOB, OnpeaesieHHbIX B nogpasgene «KoMnbloTepHbIe aTakn Y KOMMNbIOTEPHbIE UHLNAEH-
Tbi», MOKa3aHa Ha pucyHke A.5.

UcTouHuk - | KomnbiotepHas | o Tvn KOMNbLIOTEPHOH
KOMNbIOTEpHOM ataky | Awou.ua’rnauuer araka ACCOLMATHBHbIE ataku
OTHOILEHUS 4 OTHOLWEHUSA
AccoluunaTuBHble
OTHOLUCHUS AccounatMeHble
i OTHOLIEHUA
KoMnbioTepHbIA

Wrimpen UB MHUMAGHT TakTuka (nposeaeHUs Texuuka (nposegeHns

KOMMBIOTEPHOW aTaku) KOMMBLIOTEPHOMK aTaku)

MapTUTUBHbIe
OTHOLUSHUA

ACCOUMATHBHbLIO
OTHOLWEHUS

Tun KOMNBITEPHOTO Komﬁ?x:::oro
WHLAAeHTa MHUMAEHTA
PucyHok A.5
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A.6 B3aMmoCBA3b TepMUHOB, onpefenieHHbIX B noppasgene «O6HapyxeHue, npefynpexgeHne u Nukeujauus NocnefcTBUi KOMMbIOTEPHBIX aTtak WM pearmpoBaHue
Ha KOMMbIOTEPHbIE NHUNAEHTbI», NOKasaHa Ha pucyHkax A.6 n A.7.

YnpaeneHue
KOMIBIOTOPHBIM
WHLMEHTOM
MapTuTvBHLIe
NaprutvsHsie CTHOWEHI
OTHOWEHUS ACCOLMATURHBLIE OTHOLLISHWUS l l l
Pemerpauusa
OBHapyxeHue PearupoBaHmue Ha
MoHuTOpYHF B et =  KOMNBIOTEPHOM TpuHsiTHE MEp O NPEOTAPELISHMIO
KOMMBIOTEPHBIX aTaK P "Humeﬂm KOMTIbHoTepHb1f WHLIAORHT NOBTOPHONO BOIHUKHOBEHMS
ACCOLMETHBHbI® OTHOLIBHHR KOMMBIOTEPHBIX MHUMABHTOR
MapumBHbI8 n T
PopioBbie OTHOLIGHNA OTHOLIGHMS BpPTUTHBHEG
k0B BoMOKHOTD BOSGIOREHS omHoLieHs Mlaprausiisie
/ P OTHOLIEHMR
[laHHEIS MOHUTOPUHIS KOMIBIOTOPHBIX HHUMABHTOR
AccoLaTuBHaIe ACCOLMATHBHLIG OTHOILEHUA
Baza pewaiolpx npasun OTHOWEHA b
Mnak psamposarus
MapTMTMBHEIG {Ha KOMMNBIOTEPHBIA UHLUWABHT}
OTHOWEHAA 3ran pearposarins
POROBEIG OTHOLIGHMS {HE KOMMBIOTOPHLIA MHUWAGOHT)
Cobuirne VB BpeMs pearvpoBanms (Ha
Pewaiowes npaamno Y KOMNGIOTEPHBIA UHLMABHT}
O5HAPYKOHUA [MapTwmeHse
KOMIBLIOTSPHOW BTAKN ACCOLMATABHBIG OTHOLHQHUA
OTHOLUGHUS!
PopioBbi6 OTHOLIEHHA ]
Wnmmrkaro Tlokanusauma Mnkaunauus YCTAHORNGHMO MPUIMH Sakpbrmie
xou:m g KOMIBIOTBPHORO Buisenetiue nocneacTaui RoCTIefICTRMM P KOMNBIOTBPHOND
pomMaTaLmu KOMIBIOTEPHOTO KOMINLIOTAPHORS MHLMASHTa
MHaukaTop BpBAOHOCHO#M MHUMABHT KOMNBIOTEPHOND MHLMABHTA
BKTUBHOCTH wHLpAeHTE MHUMABHTA
MNapTUTUBHLIE |OTHOLLIBHUS
BoccraHoBneHwe
TapTUTUBHBIE | OTHOLLEHUS
Bpemst BOCCTaHORNSHMA
PucyHok A.6

60.6S d 100
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MapTUTUBHBIS |OTHOLIBHWA

MpeaynpexaeHue WnBeHTapusauus OlieHKa CTeneHM ATpubyLina
KOMIMBIOTEPHBIX MH(OPMaLMOHHOIO SAUMILEHHOCTH KOMIbIOTEPHDBIX
arak pecypca arak
f
AccouMaTMBHbI®
OTHOWEHUA
y
BionreTteHs
GesonacHocTH
PucyHok A.7




(1]
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