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3 YTBEPX/JEH N BBEJEH B NEWCTBWE MNpukasom degepanbHOro areHTCTBa N0 TeXHUYECKOMY
perynuposaHuio u metponorum ot 1 uoHa 2016 r. N?458-cT

4 BBEJEH BIEPBbIE

5 NMEPEU3JAHWE. Oktabpb 2018 T.

MpaBuna NpYMeHeHNs HaCTOSILLEro CTaHAapTa YCTaHOoB/EHbl B cTaTbe 26 ®efepasbHOM0 3aKkoHa
0T 29 noHA 2015 . /W 162-93 «O cTaHgapTu3aunm B Poccuiickoli ®eaepauun». NHopmaums 06 nsmeHe-
HMAX K HACTOoALEeMY cCTaHAapTy Nyb/mkyeTCs B eXerofHoMm (Mo coCcTOAHMI0 Ha 1 AHBapsa TekyLiero roga)
MHOPMaLMOHHOM YKa3aTene «HauroHanbHble CTaHAapThi». a 0huUmManbHblil TEKCT U3MEHEHWIA n nonpa-
BOK — B €XeMeCsYHOM MH(DOPMaLMOHHOM yKasaTe e «HalmoHanbHble cTaHaapTbi». B cnyyae nepecMoT-
pa (3amMeHbl) UM 0TMEHbl HACTOALWEro cTaHjapTa CooTBeTCTBYyLee yBeAoMIeHne byaeT ony6anko-
BaHO B G/1MKaiiLLeM BbINyCKe eXeMecAa4YHOro MHhopMaLMoHHOT 0 yka3aTens «HaunoHanbHble CTaHAapThbi».
CooTBeTCTByLWaA nHdopmMauns, yBeOMIeHNe 1 TEKCThbl pasMelalnTcs Takke B UHOPMAaLUOHHOW
cucTeme 06LLero nosb3oBaHMa — Ha oduumnanbHOM caiTe dPefepanbHOro areHTcTBa N0 TeXHUYECKOMY
perynupoBaHuio U MeTPOsIorun B ceTun MHTepHeT (wmv.gost.ru)

© CTtaHpgapTuHthopm. opopmneHme. 2016. 2018

HacToAwWwuii ctTaHAapT He MOXeT GbiTb MOSIHOCTLIO MW YACTUYHO BOCNPOU3BEAEH, TUPpAXUPOBAH U pac-
NpoCcTpaHeH B kKayecTBe ouLMaNbHOTO N3gaHns 6e3 paspelleHns ®efepanbHOro areHTcTBa No TEXHUYECKO-
MYy PerysmpoBaHuto u MeTponoruu
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BBepneHune

BBuay Bo3pacTarwlleii CIOXXHOCTU UH(DOPMALMOHHBIX CUCTEM aKTyasibHbIMU CTaHOBATCS Yrpo3bl 6e3-
OMacHOCTV MHGOPMaLMK, CBSI3aHHble C HaIMYMEM YSI3BUMOCTel nporpamMm (ysi3BUMOCTe Koga), UCMosb3y-
eMblX B COCTaBe UH(DOPMALMOHHBLIX CUCTeM. [11a 3alWunTbl OT TAKOr0 PoAa Yrpo3 B HAcCTosllee BpeMms, Kak
npaBuUsIo, UCMIONb3YIOT KOMMJIEKC Mep, peann3yeMblii B npoLeccax (hyHKLMOHUPOBaHUS (IKCnlyaTalumm) u co-
MPOBOXAEHNSI MPOrpPaMMHOro o6ecneyeHns. B To e BpeMsi A/1s o6ecneyeHnsi He06X0AMMOr0 YPOBHS 3aLLUTbl
MH(opMaLMn TpebyeTca peanusauus Mep, HanpaBfeHHbIX HA NPeAoTBPalLeHVe MOSB/IEHUS U ycTpaHeHue
ysI3BMMOCTeli NporpaMM B NPOLECCAaXx XMU3HEHHOTO LMK/IA NMPOrpaMMHOIo 06ecrneyeHus], CBsi3aHHbIX C MPOek-
TUpOBaHUeM. peanusauveil u TECTVPOBaHUEM.

HacToAwmil cTaHAapT HanNpaB/eH Ha AOCTUXEHUEe Leneil, CBA3aHHbIX C NPpeAoTBpalleHem NosiB/eHNs!
WWUnM ycTpaHeHWEM YA3BMMOCTE NporpaMm, U COAEPXKUT NepeyeHb Mep, KOTopble PEKOMEHAYETCS peann3o-
BaTb Ha COOTBETCTBYIOLLMX 3Tanax XXM3HEHHOro LMK/1a NPOrpamMMHOro o6ecneyeHust.
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HALUMWOHANBbHBLIMN CTAHOAPT POCCUMUCKOW SGELEPALWUMU

3awmTa nHopmaunm
PA3PABOTKA BE3OMACHOIO NPOrPAMMHOIO OBECTIEYEHUA
O6uwue TpeboBaHus

Information protection. Secure software development. General requirements

Jata eBegeHns — 2017—06—01

1 O6nactb NpUMeHeHns

HacTosiwwmii ctaHfapT ycTaHaBnMBaeT 06Lme TpeboBaHNA K COAEPXaHUo 1 NOPSAAKY BbINOHEHNUS pa-
60T, CBSAA3aHHbIX C cO3aaHeM 6e3onacHoro (3alMLLeHHOro) NporpaMMHOro obecneyeHust u YoOpMYpoBaHNEM
(nopgpepxaHnem) cpefbl obecneyeHnss OonNepaTVBHOIO YCTPaHEHWS BbISB/IEHHbIX NOMb30BaTeIAMM OWKNBOK
nporpaMMHOro obecneyeHuns 1 ys3sMmocTeil nporpammel.

HacToswwmii cTaHgapT npegHasHayeH 4ns pa3paboTynKoB U Npon3BoANTENEl NporpamMmmMHOro obecneve-
HMSA. @ Takke 415 opraHu3auuil, BbINMOHAOLWMX OLEeHKY COOTBETCTBUS npouecca pa3paboTky nMporpamMmmHOro
obecneyeHuns TpeboBaHNAM HACTOALLEro cTaHJapTa.

HacTtosiwmiA cTaHfapT MOXHO MNPUMMEHSITb B KayecTBe WCTOYHMKA AN (opMUMpoBaHMS Mep U
CPeAcTB KOHTPONS W ynpaBnieHuss 6e30MacHOCTbH MPOrpaMMHOro o0becnevyeHnss B COOTBETCTBUM C
FOCT P NCO/M3K 27034-1. HacTtoAwmin ctTaHgapT MOXHO UCMOMb30BaTh A1 KOHKpeTu3auuvi Wam paclumn-
peHust KoMnoHeHToB foBepusa n3 FOCT P UCO/M3K 15408-3.

2 HopmaTuBHbIE CCbINKN

B HacTosLem cTaHgapTe UCMOb30BaHbl HOPMAaTUBHBIE CCbISIKM Ha criefytolme cTaHaapThl:

FOCT 2.001 EpauHas cucTema KOHCTPYKTOPCKOM AoKyMeHTauuu. O6Line nonoxeHus

FOCT 19.101 EpuHas cucTemMa nporpaMmHOli AOoKymMeHTauuw. Bugbl nporpaMM M nNporpamMHbIX
[OKYMEHTOB

FOCT 19.201 EpuHas cucTema nporpammHoi AoKymeHTauun. TexHudeckoe 3agaHue. TpeboBaHusA K
cofepxaHuio 1 ohopMNIEHNI0

FOCT 19.402 EpuHasa cucTemMa NporpammHoi fokyMeHTaumu. Onucasme nporpammebl

FOCT 19.404 EpauHas cuctema nNporpaMMHON AokymeHTauun. MNosicHuTensHas 3anvcka. TpeboBaHus K
cofepxaHuio 1 ohopMNIEHNI0

FOCT P NCO/M3K 15408-1 WHpopmaumoHHas TexHonorus. MeTtoabl u cpefctBa obecneyeHus 6e3o-
nacHoctn. Kputepuu oueHkn 6e3onacHoCcTM MHAOPMaLMOHHbLIX TexHonoruii. Yacte 1. BBegeHue un obuas
mMofesnb

FOCT P NCO/M3K 15408-2 WHdopmauuoHHas TexHonorusa. Metoabl U cpeactBa obecneveHus 6es-
onacHocTu. Kputepuy oueHkn 6e30nacHOCTU MHMOPMAaUMOHHBIX TeXHOMOrMiA. YacTb 2. ®yHKUMOHaNbHbIE
KOMMOHEHTbI 6e30nacHoCTH

FOCT P NCO/M3K 15408-3 WHdopmauuoHHas TexHonorus. Metoabl U cpeactsa obecneveHns 6es-
onacHocTu. Kputepun oueHkn 6e3onacHoCcTy MHCOPMALMOHHBIX TeXHoNorMi. Yactb 3. KOMNOHeHTbI AoBepus
K 6e3onacHocTu

N3paHue oduymansHoe
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FOCT P MCO 10007 MeHemKMeHT opraHusauun. PykoBogsluve ykasaHus Nno ynpasfieHuo KOHuUry-
pauueii

FOCT P NCO/M3K 12207 WHdopmaunoHHaa TexHonorus. CucteMHass M nporpaMMHas MHXeHepus.
lMpouecchbl XU3HEHHOTO LMKNa NPOrpaMmHbIX CPEACTB

FOCT P MCO/M3K 27001 WNHdopmaumoHHasa TexHonorusa. Metoapl 1 cpefctsa obecneyeHuns 6esonac-
HOCTW. CuCTEMbl MeHe)KMeHTa NHopMaLMoHHON 6e3onacHocTn. TpeboBaHus

FOCT P NCO/M3K 27034-1 WNHopmauuoHHas TexHonorns. Metogbl U cpefacTBa obecrneyeHms 6es-
onacHocTu. BeszonacHocTb NpuioxeHuit. Hacte 1. O630p 1 06LLMe NOHATUA

MpumeuyaHue — lMpu NONb30BAHUMN HACTOAWMM CTaHAAPTOM LeNecoo6pa3HO NPOBEPUTL AENCTBUE CCbINOY-
HbIX CTAHAAPTOB B MH(DOPMALMOHHO cucTemMe O6GLLETNO NONb30BaHUA — Ha ouuMansHOM caiite defepanbHOro areHT-
CTBa NO TEXHWYECKOMY PEry/IMPOBAHMI0 U METPO/IOTUM B CETU VIHTEPHET UK MO eXEerogHoMy MHOPMaLMOHHOMY yKasa-
Ten «HauuoHanbHble CTaHAAPTbI», KOTOPbIA 0Ny6AMKOBaH MO COCTOSHUIO Ha 1 siHBaps Tekylero roga, U no Bbinyckam
€XeMeCsYHOro MH(POPMAaLMOHHOTO yKka3aTens «HauuoHasibHble CTaHAaPTbI» 3@ TEKYLWWIA rog. ECNn 3aMeHeH CCbIN0YHbI
CTaHAapT, Ha KOTOPbIA faHa HeAaTUPOBAHHASA CCbINKA, TO PEKOMEHAYETCS UCMOMb30BaTh AEeCTBYIOLLYI0 BEPCUID 3TOr0
CTaHgapTa C YYETOM BCEX BHECEHHbIX B faHHYI0 BEPCUI0 U3MeHeHUIA. ECNIM 3aMEHEH CCbINIOYHbIV CTaHAapPT, HA KOTOPBbIi
[laHa faTupoBaHHas CCbllka, TO PEKOMEeHAYEeTCs UCMNONb30BaTb BEPCUIO 3TOTO CTaHAapTa C yKas3aHHbIM Bbllle FOA0M YT-
BepXAeHUs (NpuHATUSA). ECNM nocne yTBEPXAEHUS HACTOSLLEro cTaHhapTa B CCbIMIOYHbIV CTaHAApT, Ha KOTOpbIK faHa
faTupoBaHHas cCblfika, BHECEHO W3MEHEHMeE, 3aTparvBalollee NoIOXEHNe, Ha KOTOPOe faHa CCbl/Ka, TO 3TO NOSIOXKEHNE
pekoMeHayeTcs NPUMeHaTb 6e3 yuyeTa AaHHOTo U3MEHEHUS. ECNN CCbINOYHBIN cTaHAapT OTMeHeH 6e3 3aMeHbl, TO MoJo-
XeHne. B KOTOPOM AlaHa CCbi/IKa Ha Hero, PEKOMEHAYETCS NPUMEHATb B YACTU, He 3aTparnBatoLeil 3ry CCbinky.

3 TepMuHbI 1 onpegeneHns

B HacToAlleM cTaHAapTe NpUMeHeHbl cnefyoLline TepMUHbI C COOTBETCTBYIOLWMUMIN onpeaeneHnamu:
31

6e3onacHoCTb MHpopmauun: CocTosHME 3aLLMLLEHHOCTU MHGOpMaLMK, NPy KOTOPOM o6ecreyeHbl
ee KOH(UAEHUNaNbHOCTb, JOCTYNHOCTb U LENOCTHOCTb.
[FTOCT P 50922—2006. cTatbs 2.4.5)

3.2 6e3onacHoe nporpamMmmHoe o6ecnedeHue: lMporpammHoe o6ecnedyeHue, paspaboTaHHOe C UC-
No/b30BaHMEeM COBOKYMHOCTM MOpP. HanpaBfieHHbIX HA NPeoTBpaLleHne NosiB/IeHNs U YCTPaHeHWe ysi3BUMO-
cTeii nporpaMmsl.

3.3 AMHamMuyecknii aHanms koga NporpaMmbl: Bug paboT Mo MHCTPYMEHTa/IbHOMY UCC/e0BaHuWio
NporpamMbl, OCHOBaHHbI Ha aHa/sn3e Koga nporpaMMbl B PeXuMe HenocpeaCTBEHHOro UCMONHEeHUs (pyHK-
LIMOHMPOBAHNWS) KoJa.

3.4 poKymMeHTauusa paspaboTuvka nporpamMmHoro o6ecneuyeHns: COBOKYMHOCTb NPOrpaMMHbIX [0-
KYMEHTOB. MpeJHa3HauYeHHbIX A1 opraHu3aLuu pa6oT no co3aaHuio NporpamMmMHOro 06ecneyeHunsi, BbINOSHS-
€MbIX B pamMKax MpoLecCoB XM3HEHHOTO LKA NPorpaMMHOro 06ecneyeHunst, /v nogTBepXAeHUs CooTBET-
CTBUSA TPe6oBaHNSAM HACTOSILLErNO CTaHaapTa.

MpumeuyaHne — K NporpaMMHbIM OTHOCSITCS [OKYMEHTbI, COAepXallne cBefeHus, Heobxoaumble ANs pas-
paboTKN. UrOTOB/IEHNS, COMPOBOXAEHWS U 3KCTTyaTauum nporpaMm.
35

WHCTPYMeHTasbHoe cpeAcTBO: KoMmnbloTepHas nporpaMmMa, Ucnosb3yemas Kak CpeficTBo paspaboT-
KN. TECTUPOBaHWSA, aHanusa, Npou3BoACcTBa UM MoaudukaLmmn Apyrnx nporpaMmm Uam AOKYMEHTOB Ha HUX.
[FOCT P 51904—2002. ctaTbs 3.17)

3.6

KOMMbloTEepHas ataka: LleneHanpasiieHHOe HeCaHKLMOHMPOBAHHOE BO3AEWCTBME Ha MHDopMaLio,
Ha pecypc aBTOMaTU3MPOBaHHON MHDOPMALMOHHOW CUCTEMBI UM NOJyYEHUe HeCcaHKLMOHUPOBAHHOMO A0-
CTyna K HAM C NMPYMEHEHUEM MPOrPamMMHbIX UM NPOrpamMMHO-annapaTHbIX CPeACcTB.

[FOCT P 51275—2006. ctaTbs 3.11]

3.7 HepoCTaTOK nNporpammebl: Jlio6as owunbka, AONylleHHAs B X04e NPOeKTUPOBaHUA MAM peanusa-
LMK NporpaMmsl, KOTopasl B C/lyyae ee Heucnpas/ieHNss MOXET SIBNSATLCS NPUUMHON YS3BUMOCTM NPOrpammbl.

2
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3.8 06beKT cpeabl pa3paboTkm nporpamMmMHOro obecnedyeHus: AnnapaTHble CpPOACTBa, Mporpam-
Mbl. MPOrpaMMHO-annapaTHble CpeAcTBa U AOKYMEHTbI, UCN0MNb3yeMble pa3paboTumkoM A8 pa3paboTku npo-
rpPaMMHOro obecneveHus.

3.9 nonb3oBaTenb (NMporpamMmHOro o6ecnevyeHus): J/luuo, NpuMeHsIOLWee nporpaMMHoe obecneuve-
HVYe uNn yyacTBylollee B AeATENbHOCTH, MPSMO UM KOCBEHHO 3aBUCALWEeR OT PyHKLMOHMPOBAHUSA AAaHHOTO
nporpaMMHoOro obecneyeHus.

3.10

nporpamma: [aHHble, npegHasHauyeHHble A4/1A yrnpaBieHWs KOHKPETHbIMWU KOMMOHEHTaMU CUCTEMbI
06paboTkM NHhopMaL MM B Lensx peanusaunm onpesesieHHoro asiroputma.
(FOCT 19781—090. cTtatbsa 1)

311

nporpamMmHoe ob6ecneyeHune: COBOKYMHOCTb MPOrpaMm CUCTEMbl 06paboTkM MHGOpMauuu u npo-
rPaMMHbIX JOKYMEHTOB, HEOOXOAUMbIX 418 3KCHAyaTaunm aTUX NporpaMm.
(FOCT 19781—90, ctaTbs 2]

3.12

ceTeBas aTtaka: KomnbloTepHas ataka C WCMOfIb30BaHMEM MNPOTOKO/I0OB MEXCETEBOro B3aMMogei-
CTBUA.

(FOCT P 51275—2006. ctaTtbs 3.12]

3.13 cuctema ynpaBfneHus KoHdurypauvein nporpaMmHoro o6ecrnevyeHusi: COBOKYMHOCTb NpoLie-
[yp Y MHCTPYMEHTa/IbHbIX CPEACTB (BKIoUas X AOKyMEHTaUMo), UCnob3yemast pa3paboTumkoM nporpaMmm-

HOro o6ecneyeHns 418 paspaboTkn 1 NoaAepPXK KOHDUTypaLmii NporpaMMHOro 06ecneyeHnst B TeUEHUE ero
XU3HEHHOTO LMKNa.

MpumeuvaHnne — ApgantuposaHo n3 FOCT P NCO/M3K 15408-1.
3.14

cpepa pa3paboTkM NporpaMMHOro ob6ecnevyeHus: WHTerpupoBaHHas cucTema, BkIuawllas B
cebs annapartHble cpeAcTBa, NporpaMMHoe obecrneyeHne, nporpaMmMHo-annapaTHble CpeAcTsa, npoueaypbl
1 LOKYMEHTbI, Heobxoanmble A/151 pa3paboTkn NporpamMHOro obecnedeHus.

(TOCT P 51904—2002. cTaTbs 3.62]

3.15 cTaTU4ecknii aHanu3 UCXOA4HOTO Kofa NporpaMmbl: Bug paboT no MHCTPYMeHTarlbHOMY uccre-
[l0BaHNIO NPOrPaMMbl, OCHOBAHHbI Ha aHasM3e UCXOAHOTO Koda Nporpammbl C UCMOMb30BaHUEM creuuasin-
3MPOBAHHbIX MHCTPYMEHTa/IbHbLIX CPEACTB (CTAaTMYEeCKUX aHaNM3aToOPOB) B pexuMe, He NpejycMaTpuBatoLem
peanbHOro BbINOIHEHUS KOAaA.

3.16 TecTMpoBaHWe Ha NPOHUKHOBEHUE: Bug paboT no BbISBNEHNIO (MTOATBEPXAEHNIO) YA3BUMOCTEN

nporpaMmMbl, OCHOBaHHbIV Ha MOAENNPOBaHUM (MMUTaLUN) AeliCTBMIA NOTEHLMaNIbHOr0 HapyLInTens.
3.17

yrpo3a (6e3onacHoctu uHopmanuun): COBOKYMHOCTb YCNIOBUIA 1 hakTOpOB, cO34atoLLmMX NOTeHLU-
aslbHyl0 MW peasibHO CYLLECTBYHOLLYI0 ONAaCHOCTb HapyLleHns 6e30nacHoCTV MHgopMaLluu.
(FOCT P 50922—2006. ctaTbs 2.6.1]

3.18 ynpaBfieHue KoHdurypaumeii nporpaMmMmHoro o6ecneuyeHus: CKOOpAMHUPOBAHHbIE AelCTBUS,

HanpaB/ieHHble Ha (DOPMUPOBaHME 1 KOHTPOJIb KOH(IUTypaL My NPOorpaMMHOro o6ecnedeHus.
NMpumeuaHne —YnpasneHue KoHdUrypayueii 06bIYHO BKIKOUAET B cebsl NoALepXKKY TeXHUYECKOW N aMUHU-
CTPaTUBHOW AEATENILHOCTU, CBSA3AHHON C yNpaB/ieHNeM NporpaMmMHbiM 06ecneyeHnem 1 TpeboBaHNsAMU K ero KoHdurypa-

LMW Ha BCEX CTafMAX XMU3HEHHOTO LMKa Co3iaHusi NporpamMmMHoro obecneyenus. AgantmposaHo u3 FOCT P MCO 10007.

3.19 ya3BUMOCTb Nporpammbl: HepgoctaTok nporpammbl, KOTOPbIA MOXET 6bITb UCNOb30BaH ANS pe-
anusauum yrpos 6e3onacHoCcT! UHgopmaLuu.

NMpumevyaHne —YA3BMMOCTb NpOrpaMMbl MOXET 6biTh pe3yibTaToM ee pas3paboTku 6e3 yyeTa TpeboBaHWil no
obecneyeHunto 6e30NacHOCTU MHPOPMaLMK MU Pe3ybTaTOM HanMymsa oWN60X NPOEKTUPOBAHUA NN peanmn3aunu.

3



FOCT P 56939—2016

3.20 dhyHKUMOHanbHOEe TecTUpoBaHWe nporpaMmbl: Bug paboT no uccnefoBaHuio NporpaMmbl, Ha-
npaB/IeHHbIN Ha BbISIBAIEHNE OTINUWI MEeXYy ee peasibHO CyLeCcTBYLNMI 1 TpebyeMbIMU CBOCTBaAMMU.

3.21 has33uHr-tecTupoBaHue nporpammsbl: Bug paboT no nccnefoBaHvio NporpaMMbl, HanpaBeH-
HbI1 HA OLLEHKY €€ CBOICTB M OCHOBAaHHbI Ha nepeAaye nporpamme cryyaliHbix Uaun cneynanbHo chopmMupo-
BaHHbIX BXOAHbIX aHHbIX, OT/IMYHbLIX OT AAHHbIX, MPeAyCMOTPEHHbIX afIfOPUTMOM PaboTbl NPOrpaMMbl.

3.22 3kcnepTu3a UCXOLHOT0 Kofa nporpaMmbl: Bug paboT no BbISBAEHUIO HEA0CTATKOB NPOrpaMmbl
(noTeHuManbHO yA3BUMbIX KOHCTPYKLMIA) B MICXOLHOM KOZie NPOorpammbl, OCHOBAHHbI/ Ha aHasm3e UCXOLHOro
Koga nporpamMMbl B pexumMe, He npeaycMaTprBatoLLeM peasibHOro BbINOMIHEHNS KoAa.

3.23 3N1eKTPOHHbIN AOKYMEHT: [IOKyMEHT, BbIMOJIHEHHbIA MPOrpaMMHO-TEXHUYECKUM CPeACTBOM Ha
3/1eKTPOHHOM HocuTene.

Mpumevyanne — AgantrposaHo 13 FOCT 2.001.
3.24

31eMeHT KoHurypaumm: O6beKT koHdurypauuu, BbIMOSHAKLWNA 3aKOHYEHHYH0 (DYHKLMIO.
(FOCT P NCO 10007—2007, cTtaTbs 3.5)

4 O6umne nonoxeHusa

4.1 MMpepoTBpalleHne NOABMNEHUS U yCTpaHeHWe YA3BMMOCTE MporpaMMbl MOryT ObiTb LOCTUTHYTbI
nyTem peanusauun paspaboTynkom nporpamMmmHoro obecnevenus (MNO) mep no paspaboTke 6e3onacHoro MO
B npoLeccax Xn3HeHHoro uukna MO. yctaHoBneHHbix FTOCT P MCO/M3K 12207.

4.2 Mepbl no paspaboTke 6e3onacHoro MO. npeacTaBNeHHble B HACTOSILEM CTaHAapTe, BblpaXeHbl B
dopme TpeboBaHuA, pekoMeHauMn Uy AONyCTUMOro AeCTBUA, NpefHasHauYeHHbIX 415 NOALEPXKN AOCTU-
XeHVa pesynbTaTtoB peanusauuv mep. Ana 3Toi Lenu B HacTosLWeM cTaHAapTe MCNoMb3ylT BCnomoraTenb-
Hble r1aronbl «A0/MKEH», «CnefyeT» U «MOXeT», YToObl NOAYEePKHYTb pasnuune mMmexagy pasHbiMu chopmamm
TpeboBaHunii K peanusaumn mep. naron «4o/mHKeH» UCNOJb30BaH AJ/18 BbIPaXeEHWA YCNoBus, Tpebyemoro ans
COOTBETCTBUSA, «CreayeT» — A5 BbIpaXeHUs pekoMeHAaLmnmn cpean ApYrnx BO3MOXHOCTEN, «MOXET» — ANsi
TOro, YTO6blI OTPa3nUTb HanpaBfieHWe AONYCTUMbIX AEeACTBUIA B npefenax orpaHWYyeHuin HacTOALLEro CTaH-
fapra.

4.3 PaspaboTtumk MO go/mkKeH onpegennTb U JOKYMEHTMPOBATb Lie/in opraHnsaumm B 061acTv co3gaHus
6e3onacHoro MO n mMepbl No paspaboTke 6e3onacHoro MO. peann3auma KOTOPbIX HanpasieHa Ha AoCTuXe-
HMe NOCTaBNEHHbIX Lenei.

4.4 [ina cooTBeTCTBMA TpeboBaHMAM HacTosLWero ctaHgapTa paspabotuvk MO fomkeH obecneynTb
peanusauuio v NPoBOANTL BHYTPEHHKE NPoBepK/ Mep no paspaboTke 6e3onacHoro MO. npuBefeHHbIX B pas-
pene 5 (6as3oBblii HAbop Mep No paspaboTke 6e3onacHoro MO), B Npoueccax Xu3HeHHoro uukna Mo. ycta-
HoBneHHbIX FTOCT P MCO/M3K 12207. a Takke paboTaTb Hafj ynydlleHnemM npoLeccoB, CBA3aHHbIX C paspa-
60TKOI 6e3onacHoro MO.

4.5 Tpyn HEBO3MOXHOCTU peanusaumn B cpege paspabotkm MO oTaenbHbIX Mep M3 6a30BOro Habopa
mep no paspaboTke 6e3onacHoro MO. paspaboTunk MO MoxeT paspabartbiBaTb Y peasin3oBbiBaTb NHbIE (KOM-
neHcupytowe) mepbl No paspabotke 6e3onacHoro MO. obecneunBatoLme AOCTVKEHUE Lenei 1 nonyyeHne
pe3ynbTaTtoB, COOTBETCTBYIOLMX 6a30BOMYy Habopy Mep no paspaboTke 6e3onacHoro MoO.

4.6 Ecnn paspabotuuk MO nnaHupyeT npoBefeHue oueHkn MO B cootBetcTBUM ¢ NOCT P UNCO/
M3K 15408-1, TOCT P MCO/M3K 15408-2, TOCT P MCO/M3K 15408-3. To noarotoBky MO K OLEeHKe MOXHO
OCYyLLEeCTB/ATb B paMKkax AeliCTBYOLLMX NPOLECCOB, B KOTOPbIX peann3oBaHbl Mepbl Mo pa3paboTke 6e3onac-
Horo MO. nyTem BbINOSIHEHMS AONONHUTENbHBIX Mep. B Tabnuue A.1 npunoxeHus A oTobpaxeHa B3aumo-
CBAI3b Mep Mo paspaboTke 6e3onacHoro MO. yCTaHOBMEHHbIX HACTOSILLMM CTaHAAPTOM, U TpeGoBaHui fo-
Bepus k 6e3onacHoctn no FOCT P MCO/M3K 15408-3. KOTOPYK MOXHO MCNOMb30BaTh nNpu noarotoske MO K
oueHke no FOCT P NCO/M3K 15408-1, TOCT P NICO/M3K 15408-2. TOCT P NICO/M3K 15408-3.

4.7 PaspaboTtumk MO gomkeH npegycMoTpeTb BblAe/eHne pecypcoB, HEOOX0ANMbIX AN peanv3auun
Mep no paspaboTtke 6e3onacHoro MO. n obecneunTs peannsaymnio 3Tux mMep.

4.8 PaspaboTunk MO Ao/mkeH NpoBOANTbL BHYTPEHHME MPOBEPKN BbINOMIHEHUS Mep No paspabdoTke 6es-
onacHoro MO. nNo3soNsoLLne YCTAaHOBUTb, YTO peasin3yemMble MOPbl COOTBETCTBYIOT Tpe60BaHUAM HacTosLe-
ro ctaHgapTa.
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4.9 PaspaboTtuvk MO fo/MKeH NPOBOAMTL YNYULLEHNS MPOLECCOB, CBA3aHHbIX C pa3paboTkoii 6e3onac-
Horo MO. Ha ocHoBe:

- HECOOTBETCTBUNA, BbISIBMIEHHbIX B XOA4€ BHYTPEHHWX NPOBEPOK.

- U3MeHeHus uenen paspabotumka MO B 06nacTn paspaboTku 6e3onacHoro MO.

4.10 PaspaboTumnk NO gomkeH co3gaTtb PyKOBOACTBO Mo paspaboTke 6e3onacHoro MO. cogepxallee:

- onucaHve obnactu feicTenua pykoBoacTBa (MAeHTUMKaLMOHHbIe npu3Hakn MO. Ana KoToporo pea-
Nn3ylT Mepbl No pa3paboTke 6e3onacHoro MO);

- uenu opraHusauum B obnactu cosgaHuns 6esonacHoro MO;

- nepeueHb 1 onucaHne mMep no paspabotke 6e3onacHoro MO. nognexawnx peannsaummn B cpege pas-
paboTkm MO;

- pacnpegeneHue ponei 1 06s3aHHOCTEl, CBSA3aHHbIX C peanusauneil Mep no paspaboTke 6e30nacHoro
MO, mexay paboTHUKaMU,;

- nepeueHb AOKyMeHTauuu paspabotumka MO. cBA3aHHON C peanu3auunein mep no paspaboTke 6es3-
onacHoro l0O;

- npasvna v TpeboBaHNs, OTHOCALLMECS K M1aHMPOBaHUIO U MPOBEAEHUI0 BHYTPEHHMX NPOBEPOK peanu-
3auumm mMep no paspaboTtke 6esonacHoro MO. coobleHnii o pesynbTarax;

- onucaHve feicTBuiA, HaNpPaB/IEHHbIX Ha yydlleHne NPoLEeccoB, CBSA3aHHbIX C pa3paboTkoil 6e3onac-
Horo MMO.

Mpwn peanusauuy kKOMNEHCMpyLLKX Mep no paspaboTke 6e3onacHoro MO B pykoBoACTBE N0 pa3paboTke
6e3onacHoro MO foMKHO ObITb NPMBEAEHO 060CHOBAHNE NPUMEHEHNA KOMNEHCUPYIOLWUX Mep. BKIYaloLLee:

- U3N0XEHWEe NPUUUH UCK/THOYEeHMA Mepbl (Mep) no pa3paboTke 6e3onacHoro MO;

- onucaHve coAepxXaHns KOMMNeHCcHpyoLwWwmx Mep no paspabdboTtke 6esonacHoro MO;

- CpaBHWTEsIbHbIN aHan3 KOMNEHCUPYIOLWMX Mep No paspaboTke 6e3onacHoro MO ¢ mepamu, uckioya-
eMbIMU 13 cocTaBa 6a30B0ro Habopa mep no paspaboTtke 6esonacHoro MoO:

- aprymeHTauuio, NoATBEPXAaloLLylo, YTO npegnaraemMble KOMMeHcHpyloLe mMepbl paspaboTkm 6es-
onacHoro MO o6ecneynBaloT JOCTUXKEHNE Lieneil, COOTBETCTBYIOWMX UCKTOYaeMbIM MepaM No paspaboTke
6e3onacHoro MO.

411 PykoBoACTBO Mo paspaboTtke 6e3onacHoro MO fO/MKHO 6biTh YTBEPXKAEHO PYKOBOACTBOM OpraHu-
3auun. n3gaHo 1 foBeAeHO 0 CBEAEHNS BCeX COTPYAHUKOB OpraHn3aumn, NMerLLmMx OTHOLeHne K pas3paboT-
ke 6e3onacHoro MO. PykoBogcTBo no paspaboTke 6e3onacHoro MO fo/MKHBI NEPUOANYECKU aHaU3NPOoBaTh 1
nepecmarpusaTb, PyKOBOACTBYACH:

- BbISIBIEHHbIMU B X0fi€ BHYTPEHHUX NPOBEPOK HECOOTBETCTBUSIMU,

- U3MeHeHunsMM Lenei paspabotumka MO B o6nacTu paspaboTkm 6e3onacHoro MO.

4.12 Pa3paboTka foKymeHTauun paspabotunka MNO. cBA3aHHON C peanv3auueli mep no paspaboTke
6e3onacHoro MO. MoxeT 6bITb HanpasneHa:

- Ha opraHusauuio paboT no co3gaHuio 6esonacHoro MO. BbINOMHAEMbIX B paMKax NPOLEeCCOB XNU3HEH-
Horo uvkna MNo;

- NOATBEPXAEHME COOTBETCTBMA TPebOBaHNAM HaCTOSLLEro cTaHgapTa.

B nepeueHb gokymeHTauun paspabotyvka MO MOryT BXOAUTb 3KCNyaTaloHHbIe OKYMEHTbI, a Takke
[OKYMEHT:
cogepxalinii TpeboBaHMA No 6e3onacHocTu, NpeAbsaBasemMble K paspabaTsiBaemomy MO;
cofepxalinii cBefeHnsa 0 pesynbTatax MoAeIMpoBaHUs yrpo3 6e3onacHoCT HdopmaLum;
cogepxalinii CBefeHns 0 NPOEKTe apXUTEKTYPbl NPOrpammbl;

OMUCbIBAIOLNIA NCNO/b3yeMble NHCTPYMEHTasIbHbIE CPeACTBa,;
copepxalinii MHopMaL Mo 0 NPOCEXMBAEMOCTU MCXOLHOIO KOoZa NPOrpaMMbl K NPOEKTY apXUTEKTY-
pbl NporpamMmbi;

- cofepxaLyuii nopsaaoK ohopmaeHNS NCXOAHOTO Koga Nporpammel;

- cofepxalmii ceefieHVss 0 pesysibTatax MpPOBEeAEHUsi CTATMYECKOro aHasnm3a WCXOAHOro Koga npo-
rpamMmbl;
cofepxalinii cBeeHns o pesynbTatax NPOBeAEeHNS IKCNepTU3bl UCXOAHOTO KOAa NPOrpammbl;
cofepxalinii cBeleHns 0 pesynbTatax NpoBeAeHNs PyHKLMOHaNbHOIO TECTUPOBAHUS NPOrpammbl;
cogepxalinii cBegeHnsa o pesynbTatax NPoBeAeHNs TECTUPOBaHNA Ha NPOHUKHOBEHWE;
cofepxalinii cBeeHns o pesynbTatax NpoBeAeHNs AVHaMUYECKOro aHaam3a koja nporpamMmel;
cofepxalinii cBefeHnsa o pesynbTatax NpoBeAeHNs ha33nHr-TeCTUPOBaHNSA NPOrpaMmbl;

- cofepxalymii onucaHve npoueaypbl nepegaun MO nonb3osatento;
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- coaepxaliuii onucaHne npoleayp OTCNEXMBAHUS U UCNPaB/eHNss 06HapYXeHHbIX ownbok MO n yss-
BMMOCTEW Nporpammbl,

- cojepxXalinii onucaHne npoueaypbl noncka paspabotumkom MO yA3BMMOCTEN NporpamMmbl:

- OMuCbIBAKOLWMNIA peannsaunio U UCNoNb3oBaHWe npoueaypbl YHUKaNbHON MapKMpOBKU KakAoW Bep-
cum IMO:

- OMuCbIBAIOLWMNIA NCNOMb30BaHNE CUCTEMbI yripaBieHus kKoHdurypauueii MNo;

- onucbIBaKLWMNA Mepbl, UCNOMb3yeMble ANS 3alUTbl UHPACTPYKTYPLI cpeabl paspaboTtku MO;

- cogepxawinii ceegeHunst 06 06y4eHnn CoTpyAHUKOB.

TpeboBaHMA K COAEPXaHUIO YKa3aHHbIX AOKYMEHTOB NpeAcTasrieHbl B pasgene 5. TpeboBaHWil K Ko-
NINYECTBY ¥ HOMEeHKNaType [OKYMEHTOB He npefbasasertcsa. Paspabotunk MO MOXeT CKOMMNOHOBaTb HE06-
XOAMMble CBELEHUsI MO0 CBOEMY YCMOTPEHU. [LOKYMEHTbl MOTyT GbiTb BbINOSHEHbI B BUAE OYMaXHbIX WK
3/1eKTPOHHbIX AOKYMEHTOB. [N opraHm3auun paboT, BbINONHAEMbIX B pamkax npouecca akcnayatauum Mo,
pa3pab6oTtumk MO gomkeH nepefaTb NoAb30BATENO SKCMTyaTalNOHHbIe AOKYMEHTbI.

4.13 Paspa6oTuunk MO f0/MKEH ONpesenuTb U JOKYMEHTUPOBATbL MOIUTUKY MHADOPMALMOHHOI 6e3onac-

HocTu B cooTBeTcTBUM ¢ TOCT P MCO/M3K 27001. PaspaboTuuk MO gomkeH cobnoaatb B CBOeR feaTenb-
HOCTW. CBSI3aHHOW C pa3paboTkoii 6esonacHoro MO, TpeboBaHWs, YCTaHOB/IEHHbIE B MONTUMKE UHOpMaun-
OHHOIi 6€30MacHOCTV OpraHu3aLmmn.

5 Mepbl No pazpaboTke 6€30MacHOro NporpammHoro o6ecreyeHus

5.1 Mepbl no pas3paboTke 6e30MacHOro nporpamMMHOro obecneyeHuns, peanusyembie Mpu
BbINO/IHEHUW aHann3a TpeboBaHUi K NporpaMMHOMY 06GecrnedyeHunio

5.1.1 Mepa no pa3spaboTke 6e3onacHoOro nporpamMmHOro obecneyeHus, nognexaiias pea-
nusaynmn

Mpu BbiNONHEHMN aHanu3a Tpe6oBaHuii k MO pa3paboTumk MO fo/mkeH onpefenuTb TpeboBaHWA Mo
6e3onacHocTu, npeapsaBnseMble K paspabaTbiBaemomy MO.

5.1.2 Llenn n pe3ynbTaTbl peanusaunn mep no paspaboTtke 6e3onacHOro nporpammMHoro o6ecne-
yeHuns

Peanusauna mep cnoco6CTByeT [OCTUXEHWIO Lenn onpegeneHus n AoKyMeHTaslbHOro od)opMeHNs
TpeboBaHuii No 6e3onacHOCTW, NpeAbsaBAseMblX K paspabdaTeiBaemomy MO. ANsS vx fanbHelLWwero Mcnosnb-
30BaHUA B npoLeccax Xn3HeHHoro uukna MO. cBA3aHHbIX C NPOEKTMPOBaHNEM, peanu3aumeii n TecTuposa-
Huem IO.

B pesynbTarte ycnewHoli peanusaunm mep gopmMmynnpyetca nepeveHb TpeboBaHuii no 6e3onacHocTy,
npeabasnsemMblix K MO.

5.1.3 TpeboBaHusa K peanusaymm Mop no paspaboTke 6e30nacHOro NporpaMMHoOro obecneyeHums

5.1.3.1 Pa3pa6oTumk MO gomkeH onpefenntb TpeboBaHua No 6e3onacHOCTU, NpeabsBasieMble
pabatbiBaemomy r1O.

[ina opranusauun paboT, BbINO/HAEMbIX B NpoLieccax XW3HeHHoro uukna Mo. n nogTeepXxaeHns coot-
BETCTBMS TPe6OBaHMAM HACTOSALLErO CTaHfgapTa 4oKyMeHTauusa paspabotyuuka MO gomkHa cogepxartb nepe-
YeHb onpefeneHHbIX Tpe6oBaHmnii No 6e3onacHOCTH, NpeabABAsSEMbIX K pa3padaTtbiBaemomy MO.

MpumeuaHne —B kayecTBe NCTOYHNKOB ANSA (hOpMUPOBaHUA TpeboBaHuii paspaboTumk MO MOXeT NCnonb3o-
BaTb TPe60BaHNA 3aKOHOB, HOPMATUBHbIX MPABOBLIX aKTOB, OTPAC/NEBbLIX CTaHAAPTOB, NepeyeHb TpeboBaHWii nonL3osare-
na, cueHapun npumeHeHus MNO. Hanpumep, MoryT 6biTb onpegeneHrsl cnegyoume Tpebosanus k MO:

- Kob6ecneyeHuno naeHTUUKaLun u ayTeHTudnKaLum;
obecneyeHnto 3awmnTbl OT HECAHKLMOHUPOBAHHOIO J0CTyNna K nHhopmaumu;
- obecneyeHunto perncTpaunmn cobbiTnii;
KOHTPOJ110 TOYHOCTU, NOSTHOTbI U MPaBU/IbHOCTU Aa@HHbIX, NOCTyNawWmX B Nporpammy;
- 06paboTke NPOrpaMMHbIX OLIMBOK U UCKAKUNTENBHBIX CUTYaLIWIA.

TpeboBaHna no 6e3onacHoOCTU, NpeabsBasemble kK paspabaTtbiBaemomy O. MOryT 6bITb OTPaXeHbl B
TexXHU4yeckoMm 3agaHuu, paspabartbiBaemom no MOCT 19.201. Mpu Hanuuuu B nporpamme gyHKLUOHaIbHbIX
BO3MOXHOCTEl, obecneumBaioLLnX peanm3aumnio Mep 3auTbl MHhopMaLmn, JOKYMEHT, coaepxalyunii Tpe6o-
BaHUA no 6e3onacHocTu, nNpeabasBnsemMble kK paspabaTbiBaeMomy [O. cnegyet paspabaTbiBaTb B COOTBET-
cTBuM ¢ TpeboBaHmaMmHK knacca ASE «OueHka 3agaHusa no 6esonacHoctu» no FOCT P NCO/M3K 15408-3.
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5.2 Mepbl no paspaboTke 6e30MacHOro0 nporpaMMHOro ob6becneyeHus, peanusyemble npu
BbIMO/THEHUUN NPOEKTUPOBAHUSA aPXUTEKTYPbl NPOrpamMmmsl

5.2.1 Mopbl no paspaboTke 6e30MacHOro0 NPorpamMMHOro obecnevyeHus, nognexaiwue peanu-
3auun

MpY BbINOMHEHUN NPOEKTUPOBAHNA apXUTEKTYpbl NporpamMmMbl paspaboTtumk MO fo/mkeH peanv3oBaTb
cnegywouine mepsbl:

- MogenvpoBaHue yrpo3 6e30nacHoOCTV HhopmMaluu;

- YTOYHEHVe NpoeKTa apxMTeKTypbl NPOrpamMmbl C y4eTOM pe3ynbTaToB MOAenMpoBaHns yrpo3 6esonac-
HOCTU MHbopMaLuK.

5.2.2 Lenu n pe3ynbTaTbl peanusauun mep no paspaboTke 6e3onacHoro nporpammMmHoro obecne-
yeHus

Peanusauma mep cnoco6cTBYeT JOCTVXEHWIO CNeayowmx Lenei:

- co3faHne 1 JOKYMeHTUPOBaHWe NpoekTa apXMTeKTypbl MporpamMmbl C y4eTom TpeboBaHuii no 6es-
onacHocCTU, NpeabsBAsSeMbIX K paspabaTtsiBaemomy MO. fnsa ero fjansHellero Ncnonb3oBaHWs B npoLeccax
XM3HeHHoro uukna MO. cBsi3aHHbIX C peanunsauveii n TectupoaHmem Mo;

- (hbOpMMpOBaHNE WCXOAHbIX AAHHbLIX ANA BbINOJHEHUS AUHAMWYECKOrO aHanusa kofja nporpaMmbl,
has3nHr-TeCTMpOBaHNA NporpaMMbl U TECTUPOBAHWA Ha MPOHUMKHOBEHWE B pamkax npoiecca ksanudukawm-
OHHOro TectupoBaHus lMO.

B pe3synbTarte ycnewHoli peanusaummn mep;

- TpeboBaHus no 6e3onacHocT, npegbasasemsie K MO. yTOYHAT No pesynbraTaM BbINOSHEHUS MO-
JenvpoBaHus yrpo3 6e30nacHoCcTu MHopMaLmMn, KOTOPble MOTYT BO3HUKHYTb BCneAcTBME nNpuMeHeHus MO:

- MPOEKT apXMTeKTypbl NporpamMmel paspabdaTbiBaloT C y4eTOM HEOO6XOLMMOCTY BbINO/THEHUS TpeboBa-
HWI1 No 6e3onacHoOCTH, NpeabABASAeMbIX K paspabaTsiBaemomy MMO:

- (DOPMUPYIOT UCXOAHbIE faHHble (NepeyeHb BbIABAEHHbLIX MOTEHUMaNbHbIX Yrpo3 6e30MacHOCTU WH-
dopmaumm). ncnonb3yemble Npu NPOBEAEHNN AVHAMWYECKOrO aHa/m3a KoAa nporpammsl, has3nHr-TecTupo-
BaHWSA NpPOrpaMMbl U TECTUPOBAHUS HA NPOHUKHOBEHME.

5.2.3 Tpe6oBaHus Kk peanusauun Mep no paspaboTke 6€30NacHOro NporpamMMHoOro obecneyexums

5.2.3.1 PaspaboTuvk MO A0/MKEH BbINOMHUTL MOAEIMPOBaHNe Yrpo3 6e30nacHocTn NHhopmMaumn, Ko-
TOpble MOTYT BO3HWKHYTb BCNeAcTBMe npuMeHeHuns MO, ¢ Lenblo BbISBAEHNS NOTEeHUManbHbIX Yrpo3 6e3onac-
HOCTW MHdopMaumn n obocHoBaHNA TpeboBaHWii N0 6e30nacHoCTU, NpeabaBAAeMbIX K paspabarbiBaemMomy
MO. TpeboBaHus No 6e3onacHOCTU, NpeabsBAseMble k paspabartbiBaemomy MO (nogpasgen 5.1). MoryT 6bITb
YTOYHEHbI C y4EeTOM pesy/ibTaToB MOAENVPOBaHUA Yrpo3 6e30NacHOCTU UHOpMaLuK.

[ns opraHnsaumun paboT, BbIMOMHAEMbIX B NpoLeccax Xn3HeHHoro uukna MoO. u noaTBepXaeHnsa cooT-
BETCTBUSI TPeB6OBaHMNSIM HACTOSALLEr0 CTaHAapTa AOKYMeHTauusa paspabotyuuka MO gonxHa cogepxaTb:

- onucaHve Mcnosb3yemoli MeToAo0M0rMY MOAENMPOBaHUS yrpo3 6e30nacHoCT MHopMaLlum;

- CMUCOK BbISIBMIEHHbIX MOTEHLMAsbHbIX Yrpo3 6e30nacHOCT! MHopmaLuun (Npu BbiABAEHWN);

- ofuMcaHune MPOEKTHbIX PeLUeHnid Yunm ykasaHuili no npuMeHeHuto paspabartbiBaemoro MO. Hanpas-
NIEHHbIX Ha HeWTpanu3aunio BbISBMEHHbIX NOTEHLMabHbIX Yrpo3 6e30nacHOCTU MHhopMaLun.

MpumeuyaHue — BXoAHbIMW gaHHbIMW AN1S NpoLecca MOAENMPOBaHUS yrpo3 6e3onacHoCTN nHopmaunn aB-
NATCS B NEPBYI0 ouepesb CBEAEHNA 0 NPOeKTe apXMTeKTypbl Nporpammel (NpegnonaraembiX KOMMNOHEHTaX Mporpammel,
X MHTepdelicax 1 KOHLENLMUN NX COBMECTHOTO BbINOJIHEHNWSA), B TOM YNC/e UH(hOpMaLUs 0 3aMMCTBOBAHHbIX Y CTOPOHHNX
pa3paboTumkoB MO KOMMNOHEHTax, U MHOPMALMA U3 OTKPbITbIX MICTOYHUKOB [Hanpumep, 13 6aHka AaHHbIX Yrpo3 6e3onac-
HOCTU MHpopMaunn ®PegepanbHol CNyX6bl N0 TEXHUYECKOMY U 3KCMOPTHOMY KOHTponto (PCTIK Poccun)), cBsizaHHasA ¢
TUNOBbLIMU CLLEHAPMAMU KOMMbIOTEPHBIX aTak U yrpo3amMu 6e3onacHocTu uHopmaumn. MogenvpoBaHve yrpo3 6esonac-
HOCTUN MHDOPMAaLMK BbINMOTHAIOT C Lie/1bl0 BbISIB/IEHWSA MOTEHLMabHbIX YTpo3 6e30nacHOCTV nHpopmaLmm, KoTopblie MoryT
BO3HWKHYTb BCNeACTBUE NpuMeHeHns MO. cBA3aHHbIX C €e NMPOEKTHbIMU (apPXUTEKTYPHbIMU) OCOGEHHOCTSMU, Ha paHHel
cTaanu paspaboTku (4O Havasa BbINOMHEHMSA NPOLLECCOB KOHCTPYMPOBaHUA 1 komnaekcupoBaHus MO) 1 yTouHeHus npo-
eKTa apXMTekTypbl NporpamMmmsl 6e3 opaboTKM UCXOAHOTO Kofa NporpaMmsl.

5.2.3.2 TpOEKT apxMTeKTypbl NporpaMMbl (ylormyeckas CTPYKTypa nporpammsbl, B KOTOPOW naeHTuuum-
pOBaHbl KOMMOHEHTBI, UX MHTEePENCbI 1 KOHLLeNUMs B3auMOAENCTBUSA MeXAY HAMUN) AOKEH OblTb YTOUHEH C
y4eTOM Heob6X0AMMOCTU HeTpanu3aummn noTeHymaabHbIX yrpo3 6e30nacHOCT UHgopMaLumn, Kotopble 6biin
BbISIB/IEHbI HA 3Tane MoAeNnpoBaHus yrpo3 6e30nacHoCTy MHopMaLmm, 1 BbINoHEHUSt TpeboBaHuii no 6es-
0MacHOCTU, YCTAHOB/IEHHbIX B MpoLiecce aHanusa TpebosaHwuii k MO.

[ns opraHusaunm paboT, BbIMOMHAEMbIX B NpoOLeccax XU3HeHHoro uukna MoO. u noATBepX4eHNsa CooT-
BETCTBUSI TPeB6OBaHMNSAM HACTOSILLEro cTaHgapTa AOKYMeHTauusa paspabotuunka MO gomkHa cogepxarb AOKy-
MeHTasIbHO OChOPMJIEHHBIV NPOEKT apXUTEKTYPbl NPOrpamMmbl.



FOCT P 56939—2016

MpumeyaHue — TIpoOEKT apXUTEKTypbl MporpaMmmbl MOXeT 6biTb MpefCcTaBfieH B ONUCAHWW MpPOrpammbl
(FOCT 19.402) 1 nosichutenbHoit 3anucke (TOCT 19.404). Mpu Hannumum B NnporpamMmme hyHKLMOHaIbHbIX BO3MOXHOCTEN,
o6ecneymBaioLLX peanunsaumio Mep 3awuTbl MHOpMaL MK, NPOEKT apXUTEKTYPbl NporpamMmmsl creayeT AOKYMEeHTUpoBaTb
B COOTBETCTBUM C TpeboBaHuAMU cemeiicTB ADV_FSP «®yHKuMoHanbHas cneuundukaums». ADV_TDS «Mpoekt OOB u
ADV_ARC «Apxutektypa 6esonacHoctu» no FOCT P MCO/M3K 15408-3.

5.3 Mopbl no pa3spa6oTke 6e30MacHOr0 NPOrpamMMHOro oGecneuyeHusl, peanusyemble Npu
BbINOJIHEHUWN KOHCTPYWPOBAHUSA 1N KOMMNEKCUPOBAHMWSA NMPOrPamMMHOro o6ecneyeHmns

5.3.1 Mopbl no paspaboTke 6e3onacHoro nporpaMmMHOro obecneyeHus, nognexaiine peanu-
3auumn

[Mpu BbINO/IHEHUN KOHCTPYMPOBaHMA 1 KoMniekcupoBaHus MO paspaboTtumk MO gomkeH peanvsoBartb
cnegylouie mMepbl:

- ucnonb3oBaHue npu paspabdoTke MO MAEHTUDULNPOBAHHBIX MHCTPYMEHTaSIbHbIX CPEACTB:

- cosfaHue nporpamMmmMbl Ha OCHOBE YTOYHEHHOIO NPOEKTa apXUTEKTYpbl NPOrpamMmmbl;

- co3sgaHve (BbIOOP) M MCMONb3oBaHWe MpU CO34aHMKM NporpamMmbl nopsgka oopMAEHUS UCXOLHOro
Koga nporpammbi:

- cTaTUYeCcKUn aHa/IM3 UCXOLHOro KoAa nporpaMmbl:

- 9KCnepTM3a MCXOAHOr0o Koda Mporpammbi.

5.3.2 Uenu n pesynbtaTbl peanusauum mep no paspabotke 6e3onacHoro nporpamMHoro o6ecne-
yeHusa

Peanusauns mep cnocobcTByeT AOCTUXXEHWIO CNeAYOLWmMX Lenei:

- co3gaHvie nporpamMmmbl Ha OCHOBE YTOYHEHHOIO NPOEKTa apXUTEKTYpPbl MPorpamMmbl C UCNOJSIb30BaHNEM
NAEHTUNLMPOBAHHBIX MHCTPYMEHTA/IbHbLIX CPeACTB C ONpefeneHHbIMY ONuuaMK (HacTpoiikamu);

- BbIIB/IEHME W YAa/leHNe HefoCTaTkoB nporpamMMbl (MOTEHLMASIbHO YA3BUMbIX KOHCTPYKLUWI) B UCXOA-
HOM Kojie nporpammbl;

- (hopMuMpoBaHME UCXOAHbIX AAHHbIX ANS BbINOMHEHUS AUHAMUYECKOrOo aHanm3a koga nporpammbl,
has33nHr-TeCcTMpoBaHNSA NporpaMmbl U TECTUPOBAHUSA Ha MPOHWKHOBEHME B pamKax npouecca kBanudukawm-
OHHOro TecTuposaHus MO.

B pe3synbTaTe ycnewHoi peanusayun Mep;

- nporpamMma JosikHa 6bITb co3faHa C yyeTom TpeboBaHMil Mo 6e30MacHOCTW, YCTAHOB/IEHHbIX B MPO-
Lecce aHanusa Tpeb6oBaHuii k Mo;

- NpuW cO3[aHnKn nporpamMmbl AO/XKHbI 6bITb UCNOMb30BaHbl TONIbKO UAEHTU(ULMPOBaHHbIE paspaboTyun-
koM MO MHCTpYMeHTasbHble CpefcTBa C onpeAenieHHbIMM OnNuusamMmn (HactTpoiikamu);

- B UCXOAHOM KOAe MporpamMmbl [O/MKHbI OblTb BbIAB/AEHbI W YCTpaHeHbl HefocTaTku nporpammbl (no-
TeHUMaNbHO YA3BUMbIE KOHCTPYKLUUN);

- Heo6xoaumo cchopmMupoBaTh UCXOAHbIE AaHHble (MepeyeHb BbISB/IEHHbIX MOTEHUMabHO YA3BUMbIX
KOHCTPYKLWIA B UCXO4HOM KOAE NPOrpammbl), UCNOMb3yeMble Npu NPOBELEHUN JUHAMUYECKOTO aHanm3a Koga
nporpamMmsbl, has3nHr-TeCTUPOBaHUSA NPOrpaMmbl U TECTUPOBAHUSA Ha NPOHUKHOBEHME.

5.3.3 Tpeb6oBaHua K peanusaymm Mop no paspaboTke 6e30NacHOro NporpaMMHOro obecneyeHus

5.3.3.1 Paspa6oTumk MO Jo/MKEH NAEHTMIULMPOBATL KaX[0e MHCTPYMEeHTalbHoe CPeacTBO, MCMO/ib-

3yemoe npu paspabotke MO. n onpefenuTb ero HacTpoliku (onuuu), NPUMeEHsieMble NpU Co34aHUn Nporpam-
Mbl. Mpu paspaboTke MO A0MKHBI TPUMEHSATb TOLKO NAEHTUDULMPOBAHHbIE NHCTPYMEHTa/IbHbIE CPEACTBA.
PaszpaboTtunky MO cnegyeT ncnonb3oBaTb NocnefHNe AOCTYNHbIE BEPCUMN MHCTPYMEHTA/bHbIX CPeACTB N UX
BO3MOXHOCTU MO NMPOBEpKe Co3JaBaemMol MporpaMMbl Ha Hasmune nNpobaem, UMEKLUX OTHOLLEeHVEe K pas-
paboTke 6e3onacHoro MO.

[ns opraHusauumn paboT, BbIMOMHAEMbIX B Npoueccax Xu3HeHHoro uukna Mo. n noATeepxXxaeHnus cooT-
BETCTBMS TpeboBaHUAM HacTosLero ctaHjapTa AoKyMeHTauus paspabdotumka MO ana kaxporo naeHtudum-
LMPOBAHHOTO MHCTPYMEHTa/IbHOIo CpeAcTBa A0/MKHA CoAepXaTh:

- HavMeHoBaHVe 1 NAeHTUMKaLVOHHbIE NPU3HAKN MHCTPYMEHTasIbHOTO CPeACTBa,;

- HaumeHoBaHue paspaboTymka MHCTPYMEHTANIbHOrO CPefCTBa,;

- CCbIIKY Ha 3KcnyatalMOoHHble JOKYMEHTbl UHCTPYMEHTA/IbHOro CpefcTBa.

- 3Ha4YeHUs MPUMEHSEMbIX NMPU CO34aHMNN MPOrpamMMbl OMLMIA (HACTPOEK) MHCTPYMEHTasIbHOrO CpeacTBa.

MpumeuyaHne —K MHCTPYMEHTA/NbHBIM CPEACTBAM OTHOCSTCS, HANPUMEP, TPAHCAATOPbI, KOMAWAATOPbI, NPK-
KNagHble NpPorpamMbl, UCMOJb3yeMble A1t MPOEKTUPOBAHWS U AOKYMEHTUPOBAHUS, PEAAKTOPbl MCXOAHOTO KoAa mnpo-
rpaMMm. OTNAAUNKU, MHTETPUPOBaHHbIE CPefbl Pa3paboTku.

8
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5.3.3.2 PaspaboTuumk MO go/mKeH co3gaBaTb NporpaMmmMy Ha OCHOBE NpOeKTa apXUTEKTYPbl NPOrpamMmbl,
onpefeneHHoro B Xxofie BbINOIHEHNA NPOLLECCOB NPOEKTUPOBAHUA apXUTEKTYpbl NPOrpammbi.

[ns noaTBepxaeHus COOTBETCTBUA TPeb6oBaHMAM HACTOALLEro cTaHAapTa AoKyMeHTauusa paspaboTtyun-
ka MO ponxHa cogepxatb CBeAEeHUsA 0 MPOC/EXNBAEMOCTM UCXOAHOTO Kofa NporpaMMbl K MPOEKTY apXuUTek-
TYpbl NporpaMmMbl (OMMCAHUI0 NPOEKTHbIX peLleHnii, o6ecneynBalLLMX BbINONHEHWe UAEHTUDULMPOBaHHbIX
TpeboBaHuii N0 6e30MacHOCTM, YCTaHOB/IEHHbIX B MpoLiecce aHanv3a TpeboaHuii k MO).

5.3.3.3 Pa3pa6oTuunk MO gomkeH co3gatb (Bbi6patb) U UCMONb30BATb NPU CO3faHUK nporpamMmbl Mo-
pPSA0K 0hOpMIEHNA UCXOAHOTO KOAA NPOrpaMMbl, CoAepxallnii nepeyeHb NpaBua U pekoMeHAauuii, Hanpas-
NIEeHHbIX Ha yCTpaHeHne HefoCTaTKOB NporpaMmMbl (MOTEHLMATBHO YA3BUMbIX KOHCTPYKLWIA) B UCXOAHOM KoAe
nporpaMmmbl. B cnyyae HEBO3MOXHOCTY MCMONb30BaHNA Nopsaaka 0opMAEHUA UCXOAHOIO Kofja nporpammbl
paspaboTunk MO fomkeH JOKYMEHTUpoBaTb 060CHOBAHUE 3TOr0 hakTa B KaXXA0M Criyyae oTkasa OT UCMOoJib-
30BaHNA. O6ocHOBaHVe hakTa oTkasa 0T UCMOo/b30BaHNA nopsAgka 0POPMIEHNS UCXOLHOTO KoAa NporpaMmbl
cnepyeT NpuMBOAMTL B (hOPME KOMMEHTapueB B UCXO4HOM Kofe nporpamMmmbl.

[na opraHusaumm paboT, BbINOHAEMbIX B NpoLeccax XU3HeHHOro uukna Mo. u noaTBepXAeHUs cooT-
BETCTBMS TPe6OBaHMSAM HACTOALLEro craHjapTa nopsagok ohopmaeHNs NCXOLHOTo KoAa nporpammsl criegyet
[OKyMEeHTMpoBaTh.

5.3.3.4 PaspaboTumk MO pomkeH obecneunTb NpoBefeHWe CTaTUYeCKOro aHasinms3a WUCXOAHOro koda
nporpaMmbl C Lief1bio BbISIB/IEHNS HEAOCTATKOB NPOrpaMMbl (MOTEHLUMANbHO YA3BUMbIX KOHCTPYKLWIA) B NCXOA-
HOM Kofe nporpammbl. CTaTuyecknii aHanns NCXOAHOro KoAa NporpaMmbl CefyeT NPoBOAUTL B OTHOLLEHUM
KOMMOHEHTOB, 3aMMCTBOBaHHbLIX Y CTOPOHHUX pa3paboTtuukos MO. ecnm Ana 3TUX KOMMOHEHTOB [JOCTYyNeH
UCXOAHBIV Kog nporpaMmbl. Mo pesynbTaTtam cTaTU4eckoro aHaam3a UCXOAHOro Kofa NporpaMMbl MOXHO Mpo-
BOAUTb [,0paboTKy nporpamMmbi.

[ns opranusauuy paboT, BbINOHAEMbIX B NpoLieccax XusHeHHoro umkna Mo, gokymeHTauus paspaboT-
yuka MO pgomxHa cofepXaTb CMUCOK BbISBMIEHHBIX NOTEHLUMANbHO YA3BUMbIX KOHCTPYKLWI B UCXOAHOM KOZAe
nporpaMmbl (Npu BbISABNIEHNN).

[na noaTsepxaeHna COOTBETCTBUA TpeboBaHMAM HACTOSLLEro cTaHJapTa foKyMeHTauusa paspadbotun-
Ka MO pJosxHa cofepxarsb:

- CBefleHVs 0 NepnoguyHOCTU NPOBEAEHNSA CTATUUYECKOrO aHam3a NCXOAHOro KoAa nporpamMmbi:

- HaMMeHoBaHVe N UAEHTUMPUKALMOHHbIE MPU3HAKN UHCTPYMEHTaSIbHLIX CPeACTB, UCMO/b3YeMbIX /1A
NpoBefeHNs CTaTUYECKOro aHasiM3a UCXo4HOro Koga nporpaMmbi:

- CMUCOK BbISABMNEHHbIX NOTEHLMAIbHO YA3BUMbIX KOHCTPYKLMIA B UCXOLHOM KOAe nporpammbl (Npu Bbl-
SAABNEHUN), ONncaHve AeiCTBUA, HanpaB/ieHHbIX Ha UX ycTpaHeHue, an 060CHOBaHME HEBO3MOXHOCTU UK
OTCYTCTBUA HEO6XOAMMOCTU B fJopaboTke nporpammel.

MpumeyaHune — CraTuyeckuii aHanM3 UCXOAHOTO KoAa NPOrpammsbl BbINOMAHAWT pa3padoTunk MO muau cTo-
pPOHHME opraHusauuun, obnajawowme KkomneTeHumed B 06/1acTy BbISBIEHNS YA3BUMOCTEN nporpammbl, 415 akTyasbHOMN
BEPCMU UCXOAHOrO koda nporpammbl. CTaTuyeckuii aHann3 UCXOLHOTo KoAa NporpaMMbl MO3BOMSET BbIMOMHUTL MOUCK
NOTEHLMaNbHO YSA3BMMbIX KOHCTPYKLUNIA B MCXOAHOM KOAe MporpaMMbl, KOTOPbIE MOTYT MPUBECTM K HA/IMYMIO YA3BUMOCTMN
nporpaMmsbl, a Takke NpoBepuTbL COOTBETCTBME UCXOLHOM0O Koja NporpaMmmsl NMPUHATOMY B OpraHusauumn nopsaky opopm-
NIEHNA UCXOAHOT0 KoAa nporpammbl.

B cnydyae oTCyTCTBUSI UCXOAHOrO KoAa Mnporpammsbl A/11 KOMNOHEHTOB, 3aMMCTBOBaHHbIX Y CTOPOHHUX pa3paboT-
ynkos MO. paspaboTumky cnegyet (€CAM 3TO BO3MOXHO) BbIMO/HUTL AEKOMMUIALMIO YKa3aHHbIX KOMMOHEHTOB C Lief1bio
Nnosly4eHNs UCXOJHOro KoAa nporpammbl U NMPOBeAeHUs CTaTMYecKoro aHasm3a WCXOLHOro Koja nporpaMmebl. Mpu He-
BO3MOXHOCTU BbINOJIHEHNA AekoMnunauun paspaboTtumky MO cnegyeTt npoBoanTb 6onee TwaTesibHOe TeCTUPOBaHME Ha
NPOHUKHOBEHWE, ANHAMWYECKNIA aHann3 KoAaa nNporpaMmMbl U ha33nHI-TECTUPOBAHME B OTHOLUEHUW 3aMMCTBOBAHHbIX Y
CTOPOHHMX pa3paboTunkoB MO KOMMNOHEHTOB.

5.3.3.5 Pa3pa6oTuuk MO AomkeH obecneuntb NpoBeAEHME NEPUOLMYECKOW 3KCMepTu3bl UCXOLHOro
Koga nporpaMmMbl. DKCMepTn3y MCXOAHOro Koga nporpaMmbl criefyeT npoBOANUTL B OTHOLIEHUW KOMMOHEHTOB,
3aVIMCTBOBAHHbIX Y CTOPOHHMX pa3paboTunkoB MO. ecnm ans 3TUX KOMMOHEHTOB AOCTYNEH UCXOAHbIA Kof,
nporpaMmbl. o pesynstatam 3KCnepTu3bl UCXOAHOTO Kofa MporpaMMbl MOXHO MPOBOANUTL A0PaboTKy npo-
rpammbl.

[na opraHusaunm paboT, BbINO/HAEMbIX B MpoLeccax XW3HeHHoro uuknia MNo. gokymeHTauus paspabort-
yuka MO pgo/mkHa cofepXaTb CMUCOK BbIABMEHHbIX NOTEHLUMAIbHO YA3BUMbIX KOHCTPYKLWI B UCXOAHOM KoZe
nporpammel (Mpu BbISSBNEHUN).

[na noagTBepXAeHna cOOTBETCTBUS TpebOBaHMAM HACTOSALWEro cTaHdapTa foKyMeHTauusa paspadotuum-
ka MO pomxHa cogepxartsb:

- CBefleHVs 0 NepnognyHOCTU NPOBEAEHNSA 3KCNEPTU3bl NCXOAHOIO KoAa nporpammbl:
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- CMMWCOK BbISIBMIEHHbIX NOTEHLMANLHO YSI3BUMbIX KOHCTPYKLMIA B UCXOAHOM KoZe nporpamMmbl (MpU Bbl-
SIBMIEHNN). OMNMNCaHne AelCTBUIA, HanpaB/ieHHbIX Ha UX yCTpaHeHue, Nn60 060CHOBaHNE HEBO3MOXHOCTM UK
OTCYTCTBUSA HEOOXOAMMOCTM B flopaboTke NporpaMmbl.

MpumeuaHne — IKCNEPTU3Y UCXOLHOTO KOAA NPOrpaMMbl BbINOMHAT paspaboTunk MO nam cTopoHHMe opra-
HU3auMKM, 061aaKLmne KoMneTeHuMel B 06/1aCTU BbISIB/IEHNS YA3BUMOCTEN NPOrpaMMBbl, A/ aKTyasibHOM BepCUmM UCXoa-
HOro KoAa NpPorpamMmbl. BbINONHEHWE 3KCMNepTH3bl UCXOAHOTO KOAA NPorpaMmbl HENOCPEACTBEHHO CO34aTENSIMU UCXOLHO-
0 KoAa nporpaMmbl (MPOrpaMMMCTamMu) HexenatesibHo. MOCKObKY 3KCNepTu3a UCXOAHOTO KoAa Mporpammbl siBISETCS
[0CTaTOYHO TPYLOEMKOV NpoLeaypoii, ee Lenecoo6pasHo NPOBOAUTL B OTHOLLEHWU NOAMHOXECTBA UCXOLHOTO KOAa Npo-
rpaMmbl. BbiGOp aHaM3NpPyeMoro nogMHOXECTBa MOXHO OCYLECTB/ISTb HA OCHOBE YCTAHOBJ/IEHUSI CTEMEHU BaXHOCTM
(KPUTNUYHOCTYM) TOFO UNU UHOTO HABopa UCXOAHbIX KOAOB MPOrPaMMbl C TOUKM 3peHust co3panusa 6esonacHoro MO.

B cfiyuae OTCYTCTBMSI UCXOAHOIO KOAA MPOrpaMMbl /1 KOMMOHEHTOB, 3aMCTBOBAHHbLIX Y CTOPOHHMX pa3paboT-
uukoB MO. paspaboTuuky cnegyeT (eCny 3TO BO3MOXHO) BbINOMHUTL 4EKOMMNUSALMIO YKA3aHHbBIX KOMITOHEHTOB C Le/blo
MOJTyYEHUS1 NCXOLHOTO KOAA MPOrpamMMbl W MPOBEAEHNsI 3KCMEePTHU3bl MCXOAHOTO KOAa Mporpammbl. Mpu HEBO3MOXHOCTM
BbINOSIHEHUS AeKoMNuAsLuM paspabotuuky MO cnegyet NnpoBoAuThL Gosiee TuwiaTenbHOe TeCTUPOBaHME Ha NPOHUKHOBE-
HUe, AVHAMUYECKNii aHa/M3 Koda NporpaMmbl M ()a33nHr-TECTUPOBAHWNE B OTHOWEHUM 3alMCTBOBAHHbIX Y CTOPOHHMX
pa3pa6oTunkoB MO KOMMNOHEHTOB.

5.4 Mepbl no pas3pa6oTke 6e30MacHOro nNporpaMMHOro oGecnevyeHus, peanusyembie npu
BbIMOJIHEHUU KBANN(UKALMOHHOTO TECTUPOBAHNA NPOrpaMMHOro o6ecneyeHus

5.4.1 Mepbl no paspaboTke 6e30MacHOro nporpamMmHOro obecnedvyeHus, nognexawue peanu-
3auum

Mpwy BbINONHEHUN KBaNUMKALMOHHOIO TecTupoBanus MO paspaboTuvk MO fomkeH peannsosBaTb cre-
aytolie Mepsl.

- (hyHKUMOHA/IbHOE TecTpoBaHNe NPorpammbl;

- TeCcTnpoBaHue Ha NPOHWUKHOBEHMNE,

- AVHaMUYecKuii aHanus3 koga nporpammsi;

- (hassuHr-tecTMpoBaHne nporpaMmbl.

5.4.2 Uenu v pe3ynbTaTbl peanusauum mep no paspaboTke 6e30nacHoro nporpamMmMHoro o6ecne-
YyeHus

Peanusauna mMep cnoco6CTBYeT JOCTUXEHUIO CNefyowmx Lenei;

- noATeepxfjeHne Toro, 4To nNporpaMmMa obecrneynBaeT BbINOSIHEHNE UAEHTUDULMPOBAHHBLIX TpeboBa-
HWUI No 6e30NacHOCTM, YCTAHOB/IEHHbIX B NpoLiecce aHanusa TpeboBaHuii k MO;

- yCTpaHeHue yA3BMMOCTEW Nporpammbl.

B pesynbTarte ycnewHoi peannsauum Mep fO0MKHbI ObiTb:

- nposejeHbl 1 AOKyMeHTa/lbHO 0hopMsIeHbl pe3ynibTaTbl TeCTUpoBaHMA MO 1 CINCOK BbISIBIEHHbIX He-
COO0TBETCTBUI TpebOoBaHUAM 6e30NacHOCTM U/MNN yA3BMMOCTER NporpaMmbl (Mpu HaIMumn):

- npoBefdeHa gopaboTka nporpamMmbl, HanpaBfieHHas Ha yCTpaHeHWe BbISIB/IEHHbIX HECOOTBETCTBUI
Tpe6oBaHMsiM 6€30MacHOCTW U/UK YA3BMMOCTEN Nporpammsl.

5.4.3 Tpeb6oBaHunAa k peannsayuy mop no paspaboTke 6e30MacHOro NporpaMmMHOro obecneveHuns

5.4.3.1 Paspabotumk MO fo/mkeH NpoBOAWTL PYHKLMOHA/IbHOE TeCTMPOBaHWE Mporpammbl s TOro,
4yToObI ONpeaennTb, BbINONHAKTCA /M TpeboBaHus 6e30nacHOCTU, NAeHTUdMLMPOBaHHbIE B NpoLecce aHa-
nu3a TpeboBaHuii k MO. Mo pe3ynbTaTam QyHKLMOHANIBHOTO TECTUPOBAHUS NPOrpamMmMbl MOTYT MPOBOAUTH
[0paboTKy NnporpaMmbl.

[na opraHusauun paboT, BbINOMHAEMbIX B MpoLeccax Xu3HeHHoro uukna Mo, fokymeHTauus paspa-
60Tumnka MO fomkHa cogepxartb CNNCOK BbISIBIEHHbIX HECOOTBETCTBUI TpeboBaHMsAM 6e30mnacHoCTu (Npu Bbl-
ABNEHUN).

[ns noaTBEPXAEHMA COOTBETCTBUA TpeboBaHMAM HaCTOSALEro ctTaHjapTa AOKYMeHTauns paspabdortuu-
Ka MO gomkHa cofepxartsb;

- NAaH TecTMpoBaHWs, ONncaHne BbIMOSIHAEMbIX TECTOB U MHCTPYMEHTa/IbHbIX CPeACTB, UCMOMb3yeMblX
ANa PyHKLMOHANBHOIO TECTUPOBaHWSA NPOrpamMmbl;

- dhakTnyeckme pesynbTaTbl TECTUPOBAHUS:

- OT4YeThbl, coaepxxaline CnUCoK BbIABIEHHbIX HecooTBeTCTBUlA Tpe6OBaHI/IF|M 6e30naCHocm, onucaHve
[eNCTBUA, HanpaBeHHbIX Ha NX ycTpaHeHne, Mb60 060CHOBaHNe HEBO3MOXHOCTW WM OTCYTCTBUS HEO6XO-
AVMMOCTUN B yCTPaHEHWNN HEeCOOTBETCTBUS TpeboBaHNAM.
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MpumeuyaHue — BbiNo/HAEMbIE TECTbI AO/IKHbI YUMTbIBATh COCTaB Tpe6GoBaHuii Kk paspabatbiBaemomy MO u
obecneunBaTb Hanbonee MOJIHYI0 NPOBepPKy 3TUX TpeboBaHuii. OnucaHne nnaHa TECTUPOBAHWA U BbIMO/HAEMbIX TECTOB
MOXHO BbIMO/IHATbL HEMOCPEeACTBEHHO Nocse hopMynmpoBaHua Tpe6oBaHuii k MO. He foXMUAasCch OKOHYaHWUA paspaboT-
Kn. [ina aphekTUBHOro TecTUPOBaHNA PeKOMEeHAYyeTCa pasfendTb MexAay crneunannctamy ob6s3aHHOCTM NO CO3[aHuio
nporpamMmbl 1 ee PyHKLMOHANbHOMY TecTUpoBaHuio. Mpy HanuyMu B nporpaMmMe yHKLMOHAaNbHbIX BO3MOXHOCTE, 06e-
crneyvBaloLMX peannsaunio Mep sawuTbl MHopmauuu, AokymeHTauuo paspaboTuvka MO cnepyeT paspabatbiBaTb B
COOTBETCTBUU C Tpe6oBaHUsIMK cemeiicTB ATE_COV «lMokpbiTue». ATE_DPT «Iny6uHa». ATE_FUN «®yHKUNOHA/IbHOE
TecTupoBaHme» no FOCT P NCO/M3K 15408-3.

5.4.3.2 Pa3paboTuuk NO gomkeH obecneynTts NpoBefeHne TeCTUPOBAHUSA Ha MPOHWKHOBEHWE B OTHO-
LUEHUW NPOrpammbl C LiefIbio BbISAB/IEHUS ee YA3BMMOCTEe. TecTbl, BbINO/HAEMbIE B pamMkax TeCTUPOBaHWSA Ha
NPOHUKHOBEHWE, AO/MKHbI ObITb pa3paboTaHbl C yHETOM:

- MpOEeKTa apxXUTeKTypbl NporpamMMbl, B TOM Yucne MHopMaumum 0 3aMMCTBOBAHHbIX Y CTOPOHHUX pas-
paboTunkoB MO KOMMNOHEHTAax;

- pesynbTaTtoB MOJeNMpoBaHNa Yrpo3 6e30nacHocT! MHdopmaumun (nepeyeHb BbISB/IEHHbIX NOTEHLU-
a/lbHbIX Yrpo3 6e30nacHOCTV UHopmauun);

- pe3ynbTaToB CTATUYECKOro aHanm3a UCXOLHOro koga MporpamMmbl (NepeyeHb BbISiBEHHbIX MOTEHLM-
aNbHO YA3BUMbIX KOHCTPYKLMIA B MCXOAHOM KOZe Nporpammbl);

- pe3ynbTaToB 3KCNEPTU3bl UCXOAHOIO KOAa Nporpammbl (NepeyeHsb BbISIBIEHHbIX NOTEHLUAIbHO YSA3BU-
MbIX KOHCTPYKLMIA B UCXOAHOM KOZe mporpammbl).

Mo pe3ynbTatam TeCTUPOBaHWNS Ha NMPOHUKHOBEHVE MOXHO MPOBOAUTL A0PAbOTKY NporpaMmbl.

[ns opraHusauumn paboT, BbINOMHAEMbIX B NpoLeccax XuW3HeHHoro uvkna MO, gokymeHTauus paspa-
60TumKa MO AoMKHa cofepxaTb CNMCOK BbISIB/IEHHbIX B XOA€e NPOBeAEeHNs TEeCTUPOBaHUSA Ha NPOHUKHOBEHWE
ysisBumocTeii MO (Npu BbiABNEHNW).

[ns noaTBepXaeHUs COOTBETCTBMA TPe6OBaHMSAM HACTOSALLEro cTaHAapTa AoKyMeHTaums paspaboTyuu-
ka MO pomkHa cofepxarb:

- NaH TeCTMPOBaHWSA, ONMUCaHNe BbINOTHAEMbIX TECTOB U MHCTPYMEHTasIbHbIX CPEeACTB, UCNO/b3YeMbIX
ANA TeCTUPOBAHUS Ha NPOHNKHOBEHUE;

- hakTuueckme pesynbrarbl TECTUPOBAHUSA HA NPOHUKHOBEHWE;

- OTYeTbl, COAEpPXKalLLMe CMUCOK BbISABMNEHHbIX YA3BMMOCTEN NporpamMmbl (NpU BbISABIEHUM), ONUCaHUe
[eNcTBMiA, HanpaBeHHbIX Ha UX yCTpaHeHne, 1M 060CHOBaHNe HEBO3MOXHOCTMU UM OTCYTCTBUA Heobxoau-
MOCTU B YCTPaHeHUn yA3BMMOCTM NPOrpaMmbl.

Paspa6otumnky MO cnepyeT o6ecneuntb KOHUAEHLMANBHOCTL MH(OPMALUK, CBSI3AHHOW C BbISIBNEH-
HbIMW B XOJ€ TECTUPOBAHNA Ha NPOHVKHOBEHMWE YSI3BUMOCTAMMW NPOrpaMMbl.

NMpumeuyaHune — TecTUpoBaHWE HA NMPOHUKHOBEHUE MPeAnosiaraeT BbiSB/IEHUE YA3BUMOCTEW NporpaMmsl ny-
TEM MOAeNMpoBaHusi (MMUTauumn) AeiiCTBUA NOTeHLMANbHOTO HapylwmTens. TecTupoBaHue Ha NPOHWKHOBEHWE BbIMNOS-
HSAIOT pa3pa6oTunk MO uaKM CTOPOHHME OpraHusauuu, obagalLne KoOMneTeHuuen B 061acT NPOBEAEHUS TAKOTO poaa
UCMbITaHWA, 415 aKkTyanbHOW Bepcuu Nporpammbl. BbiNOSHEHWE TecTUPOBaHWS Ha MPOHUKHOBEHUE HEeMnoCPEefCTBEHHO
paspaboTunkamMm Uau cneunaancTaMm no yHKLMOHaNLHOMY TECTUPOBAHMIO MPOrPaMMbl HEXeaTe lbHo.

5.4.3.3 Paspa6oTtuuk NO gomkeH obecneuntb NpoBeAeHNe AUHAMUYECKOTO aHanm3a koga nporpaMmbl
C uenbl BbiABNEHUA yFl3BI/IMOCTeI7I nporpamMmmsbl. TECTbI, BbIMO/IHAEMbIE B paMKax ANHaMU4YeCKOoro aHasimsa
Koga nporpamMmbl, fO/MKHbI GbITh pa3paboTaHbl C y4eTOM:

- MPOEKTa apXMTEeKTypbl MpOrpaMMbl, B TOM 4uc/le MHpopMauuM O 3aMMCTBOBAHHbLIX Y CTOPOHHMX
pa3paboTumkoB MO KOMMNOHEHTAX:

- pe3ynbTaToB MOJEe/IMpoBaHusA yrpo3 6e3onacHoOCT MHopmaumum (MepeyeHb BbISB/IEHHbIX MOTEHLM-
anbHbIX Yrpo3 6e3onacHoOCTU MHopmaLun);

- pe3ynbTaToB CTATUYECKOro aHasin3a UCXOAHOro Kofa nporpammbl (nepeyeHb BbiSIB/IEHHbIX MOTEHLM-
aIbHO YA3BUMbIX KOHCTPYKLUIA B UICXOAHOM KOZe Nporpammbi):

- pe3ynbTaToB 3KCMEepTW3bl WMCXOAHOTO Koda Mporpammbl (MepeyeHb BbISB/IEHHbIX MOTEHUMANbHO
YSA3BUMbIX KOHCTPYKLWIA B UCXOAHOM KOAE Mporpammbl).

Mo pe3ynbTatam AMHAMUYECKOr0 aHa/iM3a koja nporpaMmMbl MOXHO MPOBOAUTL A0Pa6OTKy NporpamMmmbl.

[na opraHusauum paboT, BbINO/HAEMbIX B NpoLeccax Xu3HeHHoro uvkna MO. gokymeHTauus paspa-
6oTunka MO gomKHa copepxaTb CNUCOK BbISIBAIEHHbIX B XOA4e MPOBEAEHUS AMHAMUYECKOro aHanusa Koga
nporpaMmbl ysi3BMMOCTel nporpammbl (Mpy BbIABIEHNN).

[na noaTBepXAeHna COOTBETCTBMA TpebOBaHMAM HACTOSALWEro cTaHAapTa AoKyMeHTauusa paspabotuu-
Ka MO fonxkHa cogepxartsb;

- CBefleHVs1 0 NepuoaMYHOCTU NPOBEAEHNSA AUHAMUYECKOTO aHann3a koaa nporpaMmel;
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- MNaH TeCTUPOBAHUSA, ONMUCAHUE BbINOTHAEMbIX TECTOB Y MHCTPYMEHTA/IbHbIX CPEACTB, UCNO/Mb3yeMbIX
ONA AMHaMUYECKOro aHasmM3a koga nporpaMmbl.

- OT4YeTbl, cofepxallye CNNCOK BbISIBMIEHHbIX YA3BUMOCTEN nporpaMmbl (MpW BbIABNEHWUM), ONUCaHWe
[eNCTBUiA, HanpaBeHHbIX HAa WX ycTpaHeHue, NM6o 060CHOBaHWE HEBO3MOXHOCTU WU OTCYTCTBUA HEObXo-
OVMOCTW B YCTPAHEHWUN BbIABIEHHON YA3BMMOCTN NPOrpaMMbl.

Pa3paboTunky MO cnepyeT obecneuntb KOHPUAEHLMAIBHOCTb MHCOPMALMK, CBA3AHHOW C BbISBNEH-
HbIMW B XOfe AVHaMUYECKOro aHanunsa kofga nporpamMmbl yA3BMMOCTAMY NPOrpamMmbl.

5.4.3.4 Paspa6otunk MO pgosmkeH obecneuntb MNpoBegeHWe (Pa33uHr-TECTUPOBAHUS Mporpammbl C
Lenblo BbISIBNEHUSI YA3BMMOCTEN nporpaMmbl. TecCTbl, BbINOSHSAEMblE B pamMkax (ha33vHr-TecTMpoBaHus
nporpaMmbl, AO/MKHbI ObITb pa3paboTaHbl C y4eTOM.

- NpoeKTa apxXuTeKTypbl MNpOrpammbl, B TOM 4uCie WHOPMaunM O 3aMMCTBOBAHHbLIX Y CTOPOHHUX
pa3paboTtunkoB MO KOMMOHEHTax;

- pe3ynbTaTtoB MOAENVMPOBaHMA yrpo3 6e30nacHoCTV MHopmauun (nepeyeHb BbISBEHHbIX NMOTEHLU-
asnbHbIX Yrpo3 6e3onacHoOCTn nHopmaLlmn);

- pesynbTaToB CTATUYECKOr0 aHasim3a MCXOAHOro kofa nporpaMMbl (MepeyeHb BbISIBIEHHbIX MOTEHLM-
anbHO YA3BMMbIX KOHCTPYKLWI B UCXOLHOM KOZe NporpamMmbl);

- pesynbTaToB IKCMEePTU3bl NCXOAHOTO KoAa nporpaMMbl (NepeyeHb BbISB/IEHHbIX NOTEHLMaNbHO YA3BU-
MbIX KOHCTPYKUWIA B UCXOAHOM KOZAe Nporpammbl).

Mo pe3synbTataMm has33nHr-TeCTMPOBaHNA NPOrpamMmMbl MOXHO MPOBOAMUTL A0Pa60TKy NPOrpamMmbi.

[na opraHusaummn paboT, BbINOHAEMbIX B MPOLeccax XU3HeHHoro uukna Mo. gokymeHTaumsa paspabor-
ymka MO JomkHa cofepxaTb CMUCOK BbISABMNEHHbIX B X04e NpoBeAeHns has3nHr-TeCTMpoBaHusa NporpaMmbl
YySI3BMMOCTE nporpamMmbl (MpU BbISBEHWN).

Lna noaTBepXaeHUs cooTBETCTBUSI TpeboBaHMSAM HACTOSILLEro cTaHJapTa fOKyMeHTauus paspaboTyu-
ka MO pgomkHa cofepxartsb;

- CBeAeHNs 0 NepuoAMYHOCTN NpoBeaeHNs Pas3vHI-TeCTVPOBaHUS NPOrpamMmsl,

- MNaH TecTUPOBaHWSA, ONUCaHNE BbINO/IHAEMbIX TECTOB U MHCTPYMEHTA/IbHbIX CPEACTB, UCMO/b3yeMblX
ANs has3nHr-TecTMpoBaHUA NPorpaMMbl;

- OT4YeTbl, cofepxallye CNUCOK BbISIBMEHHbIX YA3BUMOCTEl nporpaMmbl (MPpW BbIBNEHWUM), OMUCaHWeE
[JeNCTBUA, HanpaBieHHbIX Ha NX ycTpaHeHue, 60 060CHOBaHNE HEBO3MOXHOCTU WM OTCYTCTBUA HEOO6XO-
AVMOCTU B YCTPAHEHWUW BbISIBNEHHON YSI3BUMOCTW NPOrpammbl.

Paspa6oTunky MO cnepyet obecneynTb KOHPUAEHLMANIBHOCTb MHOPMALUK, CBA3AHHON C BbISABIEH-
HbIMW B X0A€e )a33nHr-TeCTUPOBaHNA NPOrpamMmmbl yI3BUMOCTAMU MPOrpamMMmbl.

5.5 Mepbl no paspaboTke 6e30MacHOro nNporpaMMHOr0 o6GecneyvyeHusi, peanusyembie npu
BbIMO/THEHUU MHCTANAALUN NPOTPAMMbl U MOALEPXKKM NMPUEMKM NPOTPAMMHOr0 o6ecneyeHus

5.5.1 Mepbl no paspaboTke 6e30MacHOro NporpaMmMHOro o6ecneyvyeHus, nognexawue peanu-
3aymm

Mpy BbINOSIHEHUM MHCTANNSALMN NPOrpaMmbl U noaaepxku npuemkn MO paspaboTunk MO fomkeH pea-
NM30BaTh creaytolie Mepsbl:

- obecneyenune 3awmTbl MO OT yrpo3 6e30nacHOCTV MHhopMaLMK, CBA3AHHbIX C HApYLIEHMEM LenocT-
HOCTW. B NpoLecce ero nepesayn nosib3oBaTesnto;

- nocTaBka Nosib30BaTe/0 IKCMTyaTaUMOHHbIX JOKYMEHTOB.

5.5.2 Llenu v pe3ynbTaTbl peanusauun mep no paspacoTke 6e3o0nacHoOro nporpammMHoro o6ecne-
yeHunsa

Peanusauna mep cnoco6CTBYeT AOCTMXKEHNIO CNeaytoLmX Lenei:

- obecneyeHne cooTBeTCTBMSA 3k3emnasipa MO, nepegaHHOro paspaboTumkom, 1 aksemnnapa MO. nony-
YEHHOr0 MNosb30BaTENEM;

- obecneyeHne Nonb3oBaTessi 3KCMyaTauMoOHHbIMU AOKYMEHTaMU B 06beMe, AOCTaTOMHOM ANs npa-
BW/IbHO HACTPOIKM 1 6€30NacHOro NPUMEHEHUs NPOrpammbl.

B pesynbTarte ycnewHo peanusauum mMep.

- MO noctaBnsieTcs Nonb3oBaTento, NpyM 3TOM NOJsib30BaTesieM MOXET 6biTb 06HapyXeHo nboe pac-
XOXAEeHME Mexay opuruHanom MO 1 nonyyYeHHoW Bepcueil;

- NONb30BAaTEN0 NOCTABAAKTCS IKCMyaTaUNOHHbIe JOKYMEHTbI B 0GbeMe, JOCTaTOUYHOM AJ1s1 NPaBU/lb-
HOW HacTpoWikv 1 6e30NacHOro NPUMeEHeHNs NPOrpamMMbl.
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5.5.3 Tpeb6oBaHus K peanusauum Mep no paspaboTke 6€30nacHOro NporpaMMHoOro obecnevyeHus

5.5.3.1 Pa3paboTumk MO Ao/MKEH NPUMEHATL TEXHUYECKME U OpraHU3aumoHHbIe Mepbl, He06XoauMble
Ana o6HapyxeHua mogudukaumm MO nav N060ro PacxoXAeHNs Mexay OpurHasoM v Bepcrei, nonyyeHHon
nosib3oBarTesieM.

[ns opraHnsaumn paboT, BbIMOMHAEMbIX B NpoLeccax Xn3HeHHoro uukna MoO. u noaTBepxXaeHnsa cooT-
BETCTBMA TpeboBaHMAM HACTOALLEro cTaHaapTa fokyMeHTaumsa paspaboTtunka MO gomkHa cogepxatb onnca-
H/e MPUMEHSAEMbIX TEXHUYECKUX U OpraHn3aLoHHbIX Mep. UCMONb3YeMbIX A1 06HapyXeHus mogudnkaunm
MO nnn No60ro pacxoxaeHns Mexagy OpurnHasaoM 1 Bepcueit, NosyYeHHOoN nonb3oBaTeneM.

NMpumevyaHne — [N peanusaunm SaHHOW Mepbl MOrYT 6bITb UCMOb30BaHbI, HANPUMepP, CPeACTBA KOHTPO/Ib-
HOr0 CYMMMPOBaHUA MOCTaBAAEMOro AUCTpUGYTUBA NPOrpamMMbl, NIOM6UPOBAHME YNAKOBKY C MOCTaBAseMbIM AUCTPUGY-
TUBOM MPOrpamMMbl 1 JOKYMEHTALMEl HakIeikol, paspbiBaeMoi Npy NepBoM BCKPbITUM YNakoBku. OnucaHune npouesypb
nepegauu MO nonb3oBaTenio cnedyeT paspabaTbiBaTb B COOTBETCTBUM C TpeGoBaHusimn cemelictBa ALC_DEL «[locTas-
ka» no FOCT P NCO/M3K 15408-3.

5.5.3.2 B cocTtaB noctasnsiemoro MO go/xHbl 6bITb BK/IOYEHbI IKCMIyaTauoHHbIe AOKYMEHTbI B 00b-
eme, JO0CTaTOYHOM A1 NMPaBW/IbHOW HACTPOVKM 1 6e30MacHoOro NpMMeHeHns NporpamMmbl.

[ns opraHnsaumn paboT, BbIMOMHAEMbIX B NpoLeccax X1U3HeHHoro uukna MO. u noATBepXaeHns cooT-
BETCTBMS TPe6OBaHMAM HACTOSALLEro cTaHAapTa fO/MKHbI ObiTb 0hOPMIIEHBI IKCNyaTaLMOHHbIE JOKYMEHTbI.

MpumeuvaHune — B aKcn/yaTalMOHHbIX JOKYMEHTax cnefyeT onpefesinTb NepeyeHb U 3TasIOHHble 3HAYeHUs
KOH(PUrypaunoHHbIX NapaMmeTpoB nporpammbl. [laHHyl0 MHGOPMaLMI0 MOXHO UCMNONb30BaTb /15 BbISB/IEHUS YSI3BUMO-
CTeli nporpamMmbl, MOSIBUBLUMXCSA B pe3ynbTaTe onpegeneHns KoHdurypauuy (napameTpoB HacTpoiiku) nporpammsl. Bugbl
paspabaTtbiBaeMblxX 3KCMyaTaLlUuOHHbIX 4OKYMEHTOB MOryT cooTBeTcTBoBatb TOCT 19.101. Mpu Hanuuuu B nporpamme
hyHKLMOHaNbHbIX BO3MOXHOCTEN, o6ecneymBaioLnx peannsauno Mep 3awmutbl MHOPMaLMu, aKkcnayaTaunoHHbIe foKy-
MeHTbI crneayeT paspabaTbiBaTb B COOTBETCTBUM C TpeboBaHuamu cemeiicte AGD_OPE «PykoBofcTBO nonb3oBaTens no
akcnnyatauuu» n AGD_PRE «[lMogrotosuTtenbHble npoueaypbl» no FOCT P NCO/M3K 15408-3.

5.6 Mopbl no pa3paboTke 6Ge30MacHOro nporpaMMHOro o6ecneyeHusi, peanusyemblie Npu
pelweHnn Npo6sem B NporpaMMHOM o6ecneyeHnn B NpoLecce aKkcnayarauuu

5.6.1 Mepbl no pa3paboTke 6e3onacHOro nMporpaMMHOro obecnedvyeHus, nogsexaiyue peanu-
3auum

Mpu BbINONHEHUN pelleHust npobniem B MO paspaboTuunk MO fo/MKEH peanusoBaTh C/ieayoLline Mepbl:

- peanusauus M MCNonb3oBaHWe Npoueaypbl OTCNEXMBAHUSA U UCMPaBeHNs 06HapYXeHHbIX OLIMGOK
MO n ya3BumocTen nporpammbl;

- cUCTeEMAaTMYecKuii MoUCK ysa3BMMOCTEN Nporpammel.

5.6.2 Lenu n pe3ynbTatbl peanusayum Mep no paspaboTtke 6e3onacHoro nporpamMMHoro obecne-
yeHusa

Peanusauus Mmep cnoco6CTByET AOCTMXEHNIO LE/N ycTpaHeHus owmn6ok MO u ya3BuMocTein nporpam-
Mbl, BbISBNSiEMbIX B npouecce akcnayatauuu MO.

B pesynbrate ycnewHol peannsauun mep ownbkn MO n ys3BMMOCTM MPOrpaMmbl, 06GHapYXeHHbIe B
npouecce akcnayatauumn MO. perncTpupyroT, aHaIM3npyoT N YyCTPaHAIT.

5.6.3 TpeboBaHusA K peanusayuy Mep no paspaboTke 6e30nacHOro NporpamMmmMHoro obecneyeHus

5.6.3.1 Pa3pa6oTuuk MNO go/mkeH peanusoBaTtb Npoueaypy, NO3BOMAIOWYO BbIMO/HATL OTC/IEXUBaHNE
N mucnpassieHne obHapyXeHHbIX ownbok MO u yassuMocTel nporpammbl. poueaypa ycTpaHeHust owmn6okK
MO n yaA3BUMOCTEl nporpaMmbl Ao/HkHa obecneymBaTth NpMeM U 06paboTKy COO6LLEHUI OT Nosib3oBaTenei
06 owmnbkax MO u yA3BUMOCTSAX NporpaMMbl 1 3aMpoCcoB Ha KX ycTpaHeHue. Mo pesynbTatam 06paboTkm co-
06LeHnin oT nonb3oBaTtenen 06 ownbkax MO 1 ysI3BUMOCTSAX NPOrpaMmbl MOXHO MPOBOAUTL AOPA6OTKY Mpo-
rpammbl. PaspaboTuuk MO gomkeH obecneunTs JOBeAEHUE A0 Nosib3oBaTeneli MHopmalmm 06 ysi3BUMOCTSIX
nporpaMmbl ¥ pekoMeHAaumii No ux ycTpaHeHuto, B TOM yucne nytem o6Hosnexus MO.

Mpu peannsaunm gaHHON Mepbl cnegyeT onpegennTb NpuYMHbl own6ok MO 1 yAa3BMMOCTeRn nporpammbl
1 MPUHATL Mepbl N0 NpefoTBpaLLeHno NoA06HbIX own6ok MO 1 ysa3BUMOCTER nporpaMmMbl B 6yayLiem.

[na opraHusauuun paboT, BbINOMHAEMbIX B NpoLeccax XU3HeHHoro uukna MO. u noaTBepXAeHUs cooT-
BETCTBUSI TPeB6OBaHMNSIM HACTOSALLEr0 CTaHAapTa AOKyMeHTaumsa paspabotyuuka MO gonxHa cogepxaTb;

- onucaHue npoueaypbl OTC/AEXUBAHUSA U UCMPaBNEHUS 06HAPYXEHHbIX own6ok MO u ysasBumocTeit
nporpammbl,

- onucaHue MeToAOB Npuema 1 06paboTkn coo6LLEHNIA OT Nonb3oBartesiein 06 owmnbkax MO n yasBumo-
CTAX Mporpammei;
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- onucaHue METOAO0B A0BEAEHNS 40 Nosb3oBaTenieil MHopMaLm 06 ya3BMMOCTSX NPOrpamMMbl 1 PeKo-
MeHAaLwWii no ux ycTpaHeHuto, B TOM unciie nyTeM o6HoBneHus MNO;

- CMWCOK BbISIBMIEHHbIX OWNG0K MO 1 ysi3BUMOCTE Nporpammbl 1 onucaHue AeicTBWiA, HanpaBieHHbIX
Ha UX yCTpaHeHue, MM60 060CHOBaHNE HEBO3MOXHOCTY WU OTCYTCTBUSI HEOGXOAUMOCTM B UX YCTPAHEHUU.

Paspa6oTunky MO cnegyeT o6ecneuntb KOHOUAEHLMANBHOCTL MHGOPMALUKM, CBA3AHHON C BbiSIB/IEH-
HbIMW YSI3BUMOCTSIMI NPOrPammbi.

n punmedvyaHne — [I,oxymeHTau,mo, OTpaxarlLly BOMNPOChLI yCTpaHeHus ownbok MO n y¥|3BMMOCTEI7I nporpam-

Mbl, BbIAIB/IAEMbIX B NpoLecce akcnnyatauum MO. cnefyeT paspabaTbiBaTtb B COOTBETCTBUN C TpeboBaHNAMMN CEMECTB
ALC_FLR «YcTtpaHeHue HegocTtaTkoB» no FOCT P NCO."M3K 15408-3.

5.6.3.2 Paspabotuunk MO fo/mKeH NpeanoxnTb Nonb3oBaTento pelleHne npobnembl B CUTyaLun, korga
Hen3BecTHas paHee ysA3BMMOCTb MPOrpaMMbl UCMOJMb3YeTCa AN NPOBEAEHUS KOMMbIOTEPHON nnn ceteBol
aTaky Ha MHOPMAaLMOHHYIO CUCTEMY NO/b3oBaTeNs.

[nsa opraHusaunn paboT, BbINOMHAEMbIX B NpoLeccax XusHeHHoro uukna Mo. u noATeepxaeHns cooT-
BETCTBMA TpeboBaHMAM HaCTOsLLero cTaHjapTa AoKyMeHTauusa paspaboTyvka MO gomkHa cofgepxaTb onu-
caHue MeTofoB npuema v 06paboTKn cOOb6LLEeHWI OT Nosb30BaTeNel B cuTyaunsax, Korga HenssecTHas paHee
YyA3BUMOCTb NPOrpamMmbl UCMO/b3yeTCsA 4719 NPOBEAEHUS KOMMbIOTEPHON WM CETEBOI aTaku Ha MHgopmaLm-
OHHYIO CMCTeMY MoJ/ib30BaTesns.

5.6.3.3 B aKCTpeHHbIX cuTyaumsax paspaboTunk NO gomkeH 6biTb CNOCOGEH K BbIMYCKy 06HOBEHMA MO
B 06X0f, CTaHAapTHON npouefypbl BbiMycka HOBbIX Bepcuii MNO. Ecnn aKCTpeHHbI BbiNyck 06HOBAeHwui MO
HEeBO3MOXeH, pa3paboTunk MO fo/MKeH NPeanoXnTb albTePHATUBHBIE CNOCOOLI BPEMEHHOIO peLleHuns npo-
611eMbl. BKOYas NCNOb30BaHNE MO/b30BaTENIEM AOMOMHUTE NbHbIX CPEACTB 3allnThl.

[na opranusauuy paboT, BbINO/HAEMbIX B NpoLieccax XU3HeHHoro uuknia MNo. n nogTeepxXxaeHns coot-
BETCTBMS TPeb6OBaHMAM HACTOSLLErO CTaHgapTa OKyMeHTauns paspabotunka MO gomkHa cogepxatb:

- nepeyeHb IKCTPEHHbIX CUTYaLuid, MPU KOTOPbIX BO3MOXEH BbiNMyck 06HOBNEHWI MO B 06Xxof cTaHaapT-
HOW npoueaypbl Bbinycka HOBbIX Bepcuii MO;

- onucaHue anbTepHaTUBHbIX (€C/IM 3KCTPEHHbI BbiNyCcK 06HOBAEHUA MO HeBO3MOXeH) cnocobos
BPEMEHHOT0 peLleHus Npo6aemMbl, CBA3aHHON C 3KCTPEHHON cuTyaumeii.

5.6.3.4 Paspa6oTtuvk MO pfo/mxeH NpOBOAMTb CUCTEMATUYECKUIA MOUCK YA3BUMOCTElN NporpaMmbl.
Mownck ysa3BMMOCTe nporpaMmbl cnefyeT NPOBOANTL C UCMO/b30BaHNEM:

- MOJenupoBaHus yrpo3 6esonacHoCTn nHdopmauum;

- cTaTU4YecKoro aHanmsa Kofa nporpammsi;

- 3KCNepTusbl UCXOA4HOro Koga nporpammel;

- hYHKLMOHa/IbHOTO TECTUPOBAHMSA NPOrpammbi:

- TeCcTUpOBaHUA Ha NPOHUKHOBEHUE;

- AMHaMWUYEeCcKoro aHanunsa Koga nporpaMmbl;

- (has3unHr-TecTMpoBaHWsa NporpaMmbi.

PaspaboTtuyuky MO cnegyeT NPoOBOAMTL MOUCK B 06LLEA0CTYNHbIX UCTOYHMKAX MHhopMaLuK C Lenbio Bbl-
ABNEHUS YA3BMMOCTEN NporpaMmbl 1 ysi3BUMOCTE KOMNOHEHTOB NPOrpamMmbl, 3aMMCTBOBAHHbIX Y CTOPOHHUX
paspaboTtuunkos MO. Mo pe3ynbTaTam Moucka ysi3BUMOCTEN NPOrpammbl MOXHO MPOBOAUTL AopaboTKy npo-
rpammbl. PaspaboTtuvk MO gomkeH obecneunTb oBefeHve 40 Nosb3osaresnei nHdopmalmm 06 ya3sBMmMoCTAX
nporpaMMbl U pekoMeHAaLmii No KX ycTpaHeHuto, B TOM uncne nytem o6HosneHus Mo.

[nsa opranusauum paboT, BbINOMHAEMbIX B MpoLueccax XusHeHHoro uvkna MO, fgokymeHTauumsa paspa-
60Tumka MO AoMmKHa cofepxaTb CNNCOK BbISB/IEHHbIX B XOA4e NPOBEAEeHUS Moucka yA3BMMOCTel nporpaMmbl
(Npw BbIABAEHWMW).

[nsa noaTsepxaeHna COOTBETCTBUA TpeboBaHNAM HaCTOSALLEro cTaHjapTa AOKYMeHTauns paspabdortuu-
ka MO gosmkHa coaepxars:

- CBEeAEeHUs 0 NepMOANYHOCTM NPOBEAEHNS MOMCKa YSI3BMMOCTEN Nporpammbi:

- NNaH novcka ysa3BWMOCTEN, onncaHne BbINOIHAEMbIX TECTOB, UHCTPYMEHTa/lbHbIX CPeACTB U obLie-
[OCTYNHBIX NCTOYHWNKOB UHIOPMaLMK, UCMOMb3yeMbIX NPU NPOBEAEHNN NOoMcKa ySA3BMMOCTER nporpamMmmsil;

- OTueTbl, cofepxaliue CnUCOK BbISBMIEHHbIX YA3BUMOCTEN mporpammbl (MpU BbISIBAIEHUW), ONucaHune
[eNCTBUiA, HanpaBneHHbIX Ha UX ycTpaHeHue, NM6o 060CHOBaHWE HEBO3MOXHOCTU WU OTCYTCTBUS HeobXxo-
AVMOCTW B YCTPAHEHWU BbIAB/IEHHON YA3BMMOCTU NPOrpaMMbl;

- onucaHve MeToAO0B [AOBeAEHVA 40 Nosb3oBaTesnei Hpopmaunm 06 ya3BMMOCTAX NporpaMMbl U peko-
MeHAALMIA Mo UX yCTpaHeHuto, B TOM Yncie nytem o6HoBneHus Mo.
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Paspa6oTumnky MO cnepyeT obecneuntb KOHPUAEHLMANBHOCTL MH(OPMALUK, CBSI3AHHOW C BbISIBMEH-
HbIMU YSI3BUMOCTAMM NPOrpaMmbl.

MpumeuvaHune — lMonck MHpopmaunn, CBA3AHHON C YA3BMMOCTAMM NPOrpaMmsbl, B 06LWeA0CTYNHbIX NCTOYHU-
Kax cnegyeT NpoBOAUTL B TOM YKC/e C UCMO/b30BaHNeM 6aHka faHHbIX yrpo3 6esonacHocTu nHpopmauum depepanbHoi
CNYXO6bl MO TEXHNYECKOMY M 3KCMOPTHOMY KOHTpost (PCTIK Poccun).

5.6.3.5 Mpy BbINONHEHUN MogepHu3auumn MO (Bbinycka 06HOBeHMs MO) B OTHOLIEHUN W3MEHEHHOTO
MO pomKHbI BBINOMHATLCA Mepbl Mo paspaboTke 6e3onacHoro MO. npuBeAeHHble B pasgene 5.

[na noaTsepxaeHna cOOTBETCTBUA TpeboBaHMAM HACcTOALWEero cTaHjapTa foKymMmeHTauusa paspadortuu-
ka MO go/mkHa coaepxaTb NOATBEPXAEHNE UCMOb30BaHUS ONpeae/ieHHbIX Mep Mo paspaboTke 6e3onacHoOro
MO B oTHOWeEHNN U3mMeHeHHoro 0.

MpumeyaHue — [Na COKpaleHUs BPEMEHHbIX U MaTepuasibHbIX 3aTpaTt, CBSA3aHHbIX C MPUMEHEHUEeM mep
no pa3paboTKe B OTHOLIEHWM U3MeHEHHOro MO. yka3aHHble Mepbl MOXHO NPUMEHSATL TOMILKO B Y4ACTU BHECEHHbIX B MO
N3MEHEHWIA.

5.7 Mepbl no paspaboTke 6€30MacHOro NporpaMMHOro o6ecneyeHusi, peannsyemsle B npolecce
MeHe[XMeHTa fJokyMeHTaluneil u koHurypaymeii nporpaMmsl

5.7.1 Mopbl no pa3paboTke 6e3o0nacHOro mMporpaMMHOro obecnedvyeHus, nogsexaiyue peanu-
3auuu

Mpu BbINONIHEHUN MEHEMKMEHTA AOKYMEHTaLMeRn n KoHdurypaumeii nporpammel pazpabotyuk MO gon-
XeH peanu3oBaTh C/iefyloLlne Mepbl:

- peanusauua 1 MCnonb3oBaHWe Npoueaypbl YHUKaNbHOW MapkupoBkn kaxaol Bepcun MO:

- UCMONb30BaHUE CUCTEMbI ynpaB/ieHus kKoHgurypauueid MO.

5.7.2 Uenwu n pe3ynbTaTtbl peanusayum Mep no paspaboTke 6e3onacHoro nporpamMmMHoro obecne-
yeHuns

Peanunsauma mep cnoco6CcTByeT AOCTVXKEHNIO Lienn obecrneyeHuns LLefIoCTHOCTU 3N1eMEHTOB KOHurypa-
LMW, MEeKLWMX OTHOWeHne K paspabaTbiBaemomy MO. 1 AocTyna K HUM 3auHTepPEeCcOBaHHbIX CTOPOH.

B pe3ynbTate ycnewHoli peansauum Mep:

- onpefensioT 3fIeMeHTbl KOHUrypauumn, umetoLLne oTHoleHre K paspabaTeiBaemomy MO. B OTHOLIe-
HMW KOTOPbIX JO/MHKHO NMPOBOANTLCS yrpaB/ieHne KoHdurypaumei;

- paspabarbiBaloT 1 AOKYMEHTUPYIOT CTPATErnio Mapk1upoBKN Kaxaoi Bepcun 6esonacHoro MO u naeH-
TudmKaumm aIeMeHTOB KOHGMrypauumn, kotopas peannsyetcs B TedeHue XusHeHHoro umkna no;

- KOHTPOJIMPYIOT LLe/IOCTHOCTb OMNpefesieHHbIX 3/IEMEHTOB KOHJUrypauuu.

5.7.3 TpeboBaHua K peanusaumm mep no paspaboTke 6e30MacHOro NporpaMMHOro obecneyeHns

5.7.3.1 Paspa6otuukom MO gomkHa OblTb peannsoBaHa npoueaypa, No3BosiAoWas BbiNOSHATL YHU-
Kas/IbHYl0 MapKUpPOBKY kaxaoi Bepcun MO.

[na opraHusauumn paboT, BbINOMHAEMbIX B NpoLieccax XU3HeHHoro uukna MO. u noaTBepXAeHUs cooT-
BETCTBUS TpeboBaHMAM HACTOSILLEro ctaHdapTa AoKyMeHTaums paspaboTumka MO gonxHa cojepxartb onu-
caHne MeToAOB, UCMOJIb3YEMbIX A1 YHUKANbHOW MapKUpoBKM kaxaol sepcun MO.

5.7.3.2 PaspaboTuumk MO fomkeH onpeaenuts 371eMeHTbl KOHpurypaumm, nvetolme oTHOLEHME K pas-
pabaTbiBaeMoMy MO, KOTOpbIe AO/KHbI KOHTPOIMPOBATLCA CUCTEMOM ynpaBfieHus KoHdurypauueid MO. Pas-
paboTtumk MO foMmkeH ucnonb3oBaTb CUCTEMY ynpaBsieHns KoHdurypauueid MO. NO3BONSAOLLYI0 YHUKATbHO
naeHTudrLumpoBaTh onpegenieHHble aeMeHTbl KoHurypaumm.

[na opraHusauun paboT, BbINOMHAEMbIX B NpoOLieccax XU3HeHHoro uukna MoO. n noaTeepXAeHns cooT-
BETCTBUA TpeboBaHWSAM HACTOSALWEro cTaHaapTa 4okyMeHTauusa paspabotyuka MO gonxHa cogepxaTb:

- MepeyeHb 3NEMEHTOB KOH(Urypauuu, KoTopble AO/MKHbI KOHTPO/IMPOBATLCA CUCTEMOI ynpaB/ieHus
KoHdburypaumei MNo:

- onucaHue MeTOAOB, NCNOMb3yEMbIX 415 YHUKAIbHOW AEHTU(UKaLUN 31IEMEHTOB KOH(Urypauuu;

- MOpSAAOK UCMO/b30BaHUS CUCTEMbI ynpaBieHns koHdurypaumeit Mo:

- NoATBEPXAeHVEe UCMOb30BaHWA CUCTEMbI yipaBaeHns KoHdurypauumeii Mo.

NMpumevyaHune —Bob6nacTbfeiicTBUA cUCTEMbI yipaBneHns KoHdurypauueii MO MoryT 6biTb BK/IKOYEHbI Crie-
Ayrouime 3NeMeHTbl KoHgUrypaumm:
- nporpamma (AUcTpubyTMB Nporpammbil);
nporpamMMHbIe U 3KCMyaTalMoHHbIE JOKYMEHTbI:
- NCXOAHbI KOA NporpaMmbl;
NporpamMMmHbIe 1 3arpy304Hble MOAYNN, B TOM YMC/IE MOAYM CTOPOHHUX pa3paboTuunkos MO;
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- VHCTPYMEHTa/IbHble CPEACTBA U CBA3AHHAs C HUMW UH(OpPMaLUs;
- VHdopMauusl, cBsi3aHHasi ¢ 06HOBMEHNsIMK MO 1 ycTpaHeHUsIMN ysI3BUMOCTEN NPorpammbl;
- nepeveHb BbISIBIEHHbLIX YSI3BUMOCTEl NMporpamMmbi.

5.7.3.3 Cwuctema ynpasneHus koHdwurypauueii MO gomkHa naeHTMUUMpoBaTh 3/IEMEHTbI KOHQUTy-
pauuun, KOTopble CBSi3aHbl C peanusauuen qyHkumii 6ezonacHocTn MO (Npu Hanmumm TpeboBaHuin 6e3onac-
HOCTU, NpeabaBasemMbix K M0).

[ns opraHuzauny paboT, BbIMOMHAEMbIX B MpoLeccax Xu3HeHHoro uukna Mo, v noATBepXAeHnUs cooT-
BETCTBMS TPe6OBaAHMAM HACTOSLLErO CTaHgapTa oKyMeHTauusa paspabotyuunka MO gomkHa cogepxartb nepe-
YeHb 3/1IEMEHTOB KOHMrypauum, KoTopble CBsA3aHbl C peanu3auueii yHkuuii 6esonacHocTu MO.

MpumeyaHne — BbINOSIHEHWE JaHHOrO TpeﬁOBaHVIFI MOXHO obecneunTb nocpencTsBoOM opraHU3auMoOHHbIX K
TEXHUYECKNX mep.

5.7.3.4 Cwuctema ynpaBneHus koHdurypauuveit MO gonxHa npegocTaBnsATb CpeacTsa Ans onpeaene-
HMSA BCEX 3/1IEMEHTOB KOHApMrypauum, Ha KoTopble Bo3aeiicTByeT MoaudmkaLmsa 4aHHOro a/ieMeHTa KoHury-
paumu.

[na opraHusaumy paboT, BbINOAHSAEMbIX B NpoLeccax XnsHeHHoro uukna MO. n noaATBepXAeHUs cooT-
BETCTBUA TpeboBaHUAM HacTosLero craHgapTa AOKyMeHTauusa paspaboTuvka MO gomkHa cogepxartb no-
pPSAOK UCMONb30BaHNS CUCTEMbl ynpaBneHus KoHdurypauueid MO ¢ uenblo onpefeneHns Bcex 3/1eMeHTOB
KOHpUrypaumm, Ha KoTopble BO3ZENCTBYET MOAU(IMUKALMA AAHHOTO 3/IEMeHTa KOHurypayuu.

MpumeuyaHne — BbiNoNHEHWE JaHHOTO Tpe6oBaHUA faeT paspaboTumky MO BO3MOXHOCTb ONEPATUBHO UAEH-
TUPULMPOBATL BCE 3NIEMEHTbI KOHUrypauuu (Hanpumep, UCXOAHbINA KO Nporpammbl), 3aBUCSLLME OT ONpPese/eHHOro
thparmeHTa UCXOAHOTO KOAA NPOrpaMMbl, COAEPXALLEr0 CTABLUYIO U3BECTHOM YSI3BUMOCTb NPOrpammbl.

5.8 Mopbl no pa3pa6oTke 6€30NacHOro NporpaMMHoro o6ecneyeHus, peannmsyemMble B npolecce
MeHeIXXMeHTa MHQPACTPYKTYpOii cpedbl pa3paboTkn NporpaMMHOro o6ecrnevyeHus

5.8.1 Mepbl no pa3paboTke 6e30MacHOro MpPOrpammHOro obecnevyeHus, nognexawime peanu-
3auuu

[Mpu BbINOHEHUN MEHeXMEeHTa MHpaCcTPYKTypoii cpefpbl paspabotkmn MO paspaboTuuk MO gomkeH
peanu3oBatb cnefyoLine mMmepsbl;

- 3aluTa 0T HeCaHKLMOHMPOBAHHOIO AOCTyNa K 3a/leMeHTaM KoHdurypauum,

- pe3epBHOE KONUPOBAHWE 3/1IEMEHTOB KOHUrypaumu;

- peructpaums cobbIiTUiA, CBA3AHHbIX C (hakTaMn U3MEHEHNS 3/1IEMEHTOB KOHUrypauuu.

5.8.2 Llenu n pe3synbtaThl peanusauum mep no paspaboTke 6e30nacHOro nporpamMmmMHoro obecne-
yeHus

Peanunsauus mep cnoco6CcTBYET AOCTUXEHUIO Liesin obecneyerHns KOHPULEHUNanbHOCTU, LeNOCTHOCTH
1 LOCTYNHOCTW 3/1IEMEHTOB KOH(Urypauun B cpege paspabotku MO.

B pesynbTarte ycneluHol peanusauuv mep;

- ONpefensoT 3/IEMEHTbl KOHUrypauuu, nmerlme oTHoOWeHne K paspabaTtbiBaemomy O. KoTopbie
[O/DKHbI ObITh 3aLlMLLEHbI OT Yrpo3 6e30NacHOCTY UH(IOPMaLUK, CBSI3aHHbIX C HApYLLEHWEM KOHDMAeHUnanb-
HOCTU, LEeNOCTHOCTU U [OCTYMHOCTY;

- paspabaTbiBaloT, peasim3yoT U [OKYMEHTUPYIOT TEXHUYECKNE 1 OpraHn3aLnoHHbIe Mepbl, obecneynBa-
oLWMe 3almMTy 3/1IEMEHTOB KOHhUrypaumum ot yrpo3 6e30nacHoCTV MHhopMaLmMu, CBS3aHHbIX C HapyLUeHNeM
KOH(pMAEHUNANTbHOCTI, LLe/IOCTHOCTU U AOCTYMHOCTH.

5.8.3 TpeboBaHus Kk peanusaumm Mop no pa3paboTke 6e30nacHOro NPorpaMMHOro obecnevyeHus

5.8.3.1 Pa3paboturk MO fo/mKeH onpefennTb 3/IeMeHTbl KOHUrypauum, nMmeroLme oTHoLWeHne
pabaTbiBaeMomy O. KOTOpble J0/KHbI ObITh 3alUWLLEHbl OT Yrpo3 6€e30NacHOCTV MH)OpMaLMK, CBA3AHHbIX
C HapylleHnem KOH(hnAEeHLNanbHOCTH, LEeNOCTHOCTM 1 AOCTYNHOCTU. Pa3paboTtumk MO A0/MHKEH NPUMEHSATL
TEXHUYECKUE U OpraHn3aunoHHble Mepbl, obecneuymBallLme 3aluTy OT HECAHKLMOHMPOBAHHOIO AOCTyna K
onpeAenieHHbIM 31eMeHTaM KoHdurypauum.

[ns opraHusaumun paboT, BbINO/IHAEMbIX B MpoLeccax Xn3HeHHoro yukna Mo. gokymeHTaumsa paspaboT-
yuka MO ponxHa cogepxarsb;

- MepeyeHb 3/1IEMEHTOB KOHhMrypauum, KoTopble AO/DKHbI ObiTb 3aliuLeHbl OT Yrpo3 6e30nacHoCTh
MHdOpMaLuK, CBA3aHHbIX C HapyLleHNeM KOH(UAEHUNANbHOCTH, LLeIOCTHOCTM U AOCTYNHOCTMY;

- onuncaHue npuMeHAeMbIX TeXHUYeCKUX W opraHu3auunoHHbIX Mep, 06ecneqv|Ba|ou_|,|/|x 3auuty ot
HeCcaHKUVOHNPOBAHHOIO JOCTYyNa K 3/IeMeHTaM KoHdurypaumu.
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[na noagTBepXAeHna cOOTBETCTBMA TpeboBaHMAM HACTOSLWEro cTaHgapTa AoKyMeHTauusa paspadotuum-
Ka MO ponxHa cofepxaTb NOATBEPXKAEHNE UCNOb30BaHUA onpeAesieHHbIX Mep npu paspaboTke MO.

5.8.3.2 PaspaboTtuvk MO fo/mkeH onpeAennTb Nognexalime pe3epBHOMY KOMMPOBaHWIO 3/1EMEHTbI KOH-
dhurypaumun, nmerwme oTHoleHne K paspabaTbiBaemomy MO. PaspaboTtumk MO Ao/MKEH NPUMEHATb TEXHU-
yeckue un opraHu3aLUnoHHble Mepbl, obecneuynsalole pe3epBHOe KONMMpoBaHue 1 BOCCTaHOBEHWe onpeje-
NIEHHbIX 3/1IEMEHTOB KOHUrypaumm ¢ NnepmoanyHoCTbIO, OnpefesieHHon B AJoKyMeHTauun paspaboTunka Mo.

[nsa opraHusaunm paboT, BbINMOMHAEMbIX B MpoLeccax XW3HeHHoro uuknia MNo. gokymeHTauus paspabort-
yumka MO gonxHa cogepxatb:

- NnepeyeHb 3/IeMEHTOB KOHUIypauuy, nognexalymx pesepBHoOMYy KONMMPOBaHMUIO:

- CBefieHNs 0 NepuoanYHOCTM PEe3ePBHOIO KOMMPOBAHUA:

- onucaHue MNpUMEHSAEMbIX TEXHUYECKUX U OpraHM3aLnoHHbIX Mep, o6ecrneynBalolnX pesepBHOe Ko-
nvpoBaHue 1 BOCCTaHOB/IEHNE ONpefesieHHbIX 3/IEMEHTOB KOHMrypaumn.

[na noagTBepXAeHna cCOOTBETCTBUS TpebOBaHMAM HACTOSALWEro cTaHfapTa foKyMeHTauusa paspadotuum-
Ka MO pomkHa cofepxaTb NOATBEPXKAEHNE UCNOb30BaHUA onpeAesieHHbIX Mep npu paspaboTke MO.

n pnmevyaHne — |/|CI'IOJ1b3yeMbIe Mepbl Hanpas/ieHbl Ha obecneyeHne KOHd)I/I,quLI,VIaJ‘IbHOCTVI N LeNoCTHOCTN
cnepywwmx o6bekToB cpebl pa3paboTkn MO 1 anemMeHToB KOHUrypauum:
nporpamMmma (AUCTpMGYTUB NPOrpammbil):
nporpamMmmMHble U aKcnlyatayMoHHble AOKYMEHTbI:

NCXOAHBIN KO NporpamMmbl;

nporpaMMmHble 1 3arpy304Hble MOAY/M, B TOM YMC/e MOAY/IM CTOPOHHKUX pa3paboTumkos MO;
WHCTPYMEHTa/IbHblE CpeacTBa N CBA3aHHaA C HUMU VIH(:bOpMaLI,I/IFlZ

MHpopMaLms, cBA3aHHas ¢ 06HOBMEHUsIMK MO 1 ycTpaHeHUAMW yS3BUMOCTel nporpammsl;

- NepeyeHb BbIAB/TIEHHbIX yFI3BI/IMOCTeI7I nporpamMmmbl.

5.8.3.3 Pa3paboTuumk MO A0MKEH NPUMEHATL TEXHUYECKME U OpraHu3aunoHHble Mepbl, obecneynsar-
Lme perncTpauuio Bcex CobbITUlA, CBA3aHHbIX C (DakTaMn U3MEHEHUs 3/IEMEHTOB KOHMMrypauum, B XypHanax
peructpaumun cobbiTnii. CnegyeT perncTprpoBath CeAYHLWY NHopMaLMo: UHULMATOP U3MEHEHUS, NAEH-
TUUKaTOP 3/1eMeHTa KoHdurypauuu, gata n BpemMs U3MeHeH/s 3/1eMeHTa KoHurypauuu.

[ns opraHusauuy paboT, BbINOHAEMbIX B NpoLieccax Xu3HeHHoro umkna MO. gokymeHTauus paspaboT-
ynka MO gonxHa cogepxaTb onucaHve NPpUMeHsIEMbIX TEXHUYECKNX U OpraHn3aunoHHbIX Mep. obecneymnsato-
LMX permcTpauuto Bcex cobbITUiA, CBA3AHHbIX C (hakTamy N3MEHEHWS 3NIEMEHTOB KOHUrypauuu, B XypHane
permcTpaumm cobbITui.

[na noagTBepXAeHna cOOTBETCTBUS TpebOBaHMAM HACTOSLWEro cTaHaapTa foKyMeHTauusa paspadotuum-
Ka MO ponxHa cogepxaTb NOATBEPXKAEHNE UCNOb30BaHNA onpeAesieHHbIX Mep npu paspaboTke MO.

5.9 Mepbl no pas3paboTke 6€30NacHOr0 NPOrpamMMHOro obecneyeHus, peannsyemsle B npolecce
MeHe[XMeHTa /I ACKUMU pecypcamm

5.9.1 Mopbl no paspaboTke 6e3onacHOro mMporpaMmMHOro obecnevyeHus, nognexaline peanu-
3auun

B npouecce MeHepKMeEHTaA NIOACKUMU pecypcamu paspaboTyrk MO fomkeH peannsosatb crejytolime
Mepbl:

- nepuoguuyeckoe obyyeHve COTPYAHNKOB,;

- NepuoanYecknii aHanns NnporpaMMbl 06yYEHUS COTPY/HMKOB.

5.9.2 Llenu v pesynbTaTbl peanvsauun mep no paspaboTke 6e30nacHOro nporpaMmHoro o6ecne-
yeHus

Peanusauys mep crnoco6CTBYeT [LOCTWXEHWIO Lenu NoAAEepXaHUs W YNy4ylleHWs KOMMNEeTEHTHOCTU
COTpyAHuKOB paspaboTtyuka MO B o6n1acT paspaboTku 6e3onacHoro MO.

B pesynbTaTte ycnewHoin peanusauun Mep passvBaloTCH, NOAAEPXKMBAIOTCA WAWN YAYULAKTCA HaBbIKMN
COTpyAHMKOB paspaboTumnka MO B 06nactn paspaboTkm 6e3onacHoro MO.

5.9.3 Tpeb6oBaHua Kk peanusauuu Mep no paspaboTke 6e30nacHOro NnporpamMmmMHoro obecnevexus

5.9.3.1 PaspaboTtuvk MO gomxeH NpoBoAMTb Nepuoguyeckoe obyvyeHne COTPYAHUKOB C Lie/bo NOBbI-
LIEeHUs1 X OCBEAOMNEHHOCTH B 0611acTn pa3paboTkn 6e3onacHoro MMO.

Lns nofaTBEpXAEeHUs COOTBETCTBMS TpeboBaHMAM HacTosLero cTaHgapTa LOoKyMeHTauusa paspaboT-
yuka MO pgomkHa cogepxaTb:

- npaswaa 1 nporpammbl 06y4YeHus:

- cBefeHVs 0 NepuoanYHoOCTH 0ByyeHus;

- CBefleHVs 0 MPOXOXAEHUN COTPYAHMKaMU 0BYyUeHUs.
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MpumeyaHune — B nporpamMmy o6y4YeHUs MOTyT BXOAWUTb KypCbl, NMOCBSILLEHHbIE MOAENUPOBAHUIO Yyrpo3 Ge-
30MaCHOCTW MHOpMaLMK, 3KCNePTHU3bl UCXOAHOTO KoAa NporpamMmbl, TECTUPOBAHWS Ha NMPOHUKHOBEHWE, CTATUYECKOrOo
aHanM3a NCXO4HOr0 KoAa NPorpamMmmbl, AUHAMUYECKOTO aHanmnsa koAa nporpaMmel. K npoBeseHnto 06yUYeHusi CoTpyAHUKOB
MOTyT NPUBMEKaTLCA CTOPOHHME OpraHu3aumnu.

5.9.3.2 Paspab6oTuuk MO fomKeH NpoBOAUTL NEPUOANYECKUI aHaNn3 NporpaMMbl 06YYEHUSI COTPYAHN-
KOB [/19 YCTAaHOB/IEHVNSA ee NPUrofHOCTW, afeKkBaTHOCTM U Pe3yNbTaTUBHOCTU /1A LOCTUMXKEHUS yCTaHOB/EH-
HbIX Leneli B 06nactu paspaboTku 6e3onacHoro MO. B cnyyae cylecTBEHHbIX M3MEHEHWI Lenein pa3paboT-
ynka MO B o6nacTu paspaboTkm 6esonacHoro MO nporpammy 06yyYeHUss COTPYAHUKOB cnepyeT noasepratb
aHanusy n npy Heo6xoAMMOCTU NepecmoTpy.

[ina noaTBepxaeHus coOTBETCTBUS TPe6OBaHNAM HaCTOSLLEro ctaHjapTta 4OoKyMeHTauns paspadoTtyuu-
Ka MO pgomkHa cofepxarhb:

- CBeAeHNs 0 NepMoAMYHOCTN aHanm3a nporpaMmbl 06y4eHUs COTPYAHUKOB;

- pesynbTaTbl aHaan3a NporpaMmMbl 06y4YeHUs COTPYAHUKOB;

- CBeAEHUA 0 KOPPEKTUPOBKE MPOrpaMmbl 06y4YeHUs COTPYHUKOB.
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MpunoxexHue A
(cnpaBo4HOE)

WHdopmaLma o B3anmMocBa3n mep no paspaboTke 6e30nacHOro nporpaMmMHoro obecneveHus,
YCTAHOBJ/IEHHbIX HACTOALLMM CTaHAapToMm, u TpeboBaHuii FOCT P NICO/M3K 15408-3

Ta6bnuua Al — B3aumocsssb Mexay mepamu no paspabotke 6es3onacHoro MO. ycTaHOBEHHbIMU HACTOALUM CTaH-
faptom, u TpeboBaHuamu gosepus k 6esonacHoctn no FOCT P NCO/M3K 15408-3

Mepbl no paspaboTke 6e3onacHoro
nporpamMMHoro oGecneyeHus

5.1.3.1
5231
5.2.3.2

5331
5.3.3.2
5.3.3.3
5.3.3.4

5.3.35

5.4.3.1

5.4.3.2
5.4.3.3
5.4.3.3
5531
5.5.3.2

5.6.3.1
5.6.3.2
5.6.3.3
5.6.3.4
5.6.3.5

5731

5.7.3.2

5.7.3.3
5734
5.8.3.1
5.8.3.2
5.8.3.3
5.9.3.1
5.9.3.2

CewmeliicTBO (knacc) Tpe6oBaHuili gosepusa Kk 6esonacHoctTu no FOCT P UCO/M3K 15406-3

ASE «OueHka 3agaHus no 6e3onacHocTn»
ADV_ARC «ApxuTekTypa 6e30nacHoCcTu»

ADV_FSP «®yHKuMOHaNbHas cneundukayms»,
ADV_TDS «[Mpoekt OO».
ADV_ARC «ApxuTekTypa 6e30nacHoCTu»

ALC_TAT «MHCTpyMeHTabHble CpeAcTBa U MeToAbl»
ADVJIMP «lMpeacTasneHne peannsaunm»
ALC_TAT «MHCTpyMeHTanbHble cpeacTBa N metoabl» (B yact ALC_TAT.2)

ALC_TAT «/HCTpyMeHTasIbHble CpeCcTBa U METO/bI»
ALC_CMC «B03MOXHOCTV ynpaBnieHus koHdurypaumeii» (B yactn ALC_CWC.5)

ALC_TAT «MHcTpymeHTanbHble cpefcTBa U meTofbl» (B yactm ALC_TAT.2),
ALC_CMC «B03MOXHOCTV ynpaBneHusi koHdurypaumeii» (B yactn ALC_CMC.5).
ALC_CMS «O6nacTb ynpaBneHus koHgurypauuei» (B yactn ALC_CMS.4)

ATE_COV «lokpbiTHe»,
ATE_DPT «I'ny6uHa»,
ATE_FUN «®yHKUMOHa/IbHOE TeCTUpOBaHNE»

AVA_VAN «AHanu3 ysa3sumocTeli»
OTcyTcTByeT

OTcyTcTByeT

ALC_DEL «lNocTaBka»

AGD_OPE «PykoBoACTBO Mnosib30BaTesia No aKcnayarauumn»,
AGD_PRE «[MogrotosutesibHble npoLleaypbi»

ALC_FLR «YcTpaHeHve Hef0CTaTKOB»

ALC_FLR «YcTpaHeHue HegocTaTkoB» (B yactm ALC_FLR.2)
ALC_FLR «YcTpaHeHue HegocTaTkoB» (B yactm ALC_FLR.2)
OrtcyTtcTByeT

ALC_TAT «MHCTpymMeHTasIbHble CPeACTBa U METOAbI».
ALC_CMC «B03MOXHOCTV ynpaB/ieHusi KoHurypaumei.
ALC_CMS «O6nacTb ynpaBneHusi KOHurypauymeii»

ALC_CMC «B03MOXHOCTW ynpasneHus koHpurypaymein».
ALC_CMS «O6nacTb ynpaBneHust koHdurypaumeii»

ALC_CMC «B03MOXHOCTN ynpaBneHus KoHpurypawmei».
ALC_CMS «O6nacTb ynpaBneHusa KoHurypaymen»

ALC_CMC «B03MOXHOCTU ynpaBneHns KoHdurypaumnen»
ALC_CMC «B03MOXHOCTMN ynpaBaeHuns KoHdurypawlmnen»
ALC_CMC «B03MOXHOCTW ynpasneHusi KoHpurypaumein»
ALC_DVS «be3onacHocTb pa3paboTku»

ALC_CMC «B03MOXHOCTW ynpasneHusi KoHpurypaumei»
OrtcyTtcTByeT

OTcyTcTBYET
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