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ITopsoox
nHpopmuposanus OCh Poccrun 0 KOMIBIOTEPHBIX HHIMIEHTAX,
pearupoBaHus Ha HUX, IPUHITHS MEpP IO JUKBUAALUHN NOCIEACTBUI
KOMIIBIOTEPHBIX aTaK, IPOBEJSHHBIX B OTHOLIEHNH 3HAYUMBIX OOBEKTOB
KpUTHYECKOH HHpOopMaLMOHHON HHPpacTpyKTyphl Poccuiickoit @eneparun

1. Hacrosumii Ilopsmox ompenenser mnpouexypy HHGOPMUPOBAHUS
®OCb Poccun cyObekTaMH KpUTHUECKOM HH(POPMALMOHHOH HHQPPaCTPYKTypHI
Poccuiickoit ~ ®epepauuu  (mamee  —  KpuTH4Yeckas — HHGOpMAIMOHHAS
UH(pacCTpyKTypa) O KOMIBIOTEPHBIX WHLHUACHTAX, a TaKKe pearupoBaHUs
Ha KOMIIBIOTEPHbIE MHUUICHTHl U MPUHATHUA Mep IO JIMKBUAALMH IOCIEICTBHUM
KOMIBIOTEPHBIX  aTaK, IMPOBEICHHBIX B OTHOLICHUM 3HAYUMBIX OOBEKTOB
KPUTHYECKON HHMOPMAIMOHHON HHPPACTPYKTYphl, B TOM YHClIe B GaHKOBCKOM
cepe u B HHBIX chepax GUHAHCOBOTO PHIHKA.

2. CyObektpl  KpUTHYeCKOH  MH(OPMAlMOHHOW  HMHPPacCTPyKTYypHI
uHpopmupyror OCb Poccun 060 BceX KOMIBIOTEPHBIX HHIMAECHTAX, CBSI3aHHBIX
¢ QyHKIMOHUPOBaHMEM IpPHHAISKALMX UM Ha MpaBe COOCTBEHHOCTH, apeHIbI
WIM WHOM 3aKOHHOM OCHOBaHMM OOBEKTOB KpUTHYECKOH HH(OpMaALOHHON
UHOPACTPYKTYPHI.

3. HudopmupoBaHUe OCYILECTBISIETCS ITyTeM HallpaBlieHUs WHPOpPMAIUU
B HallMoHANBHEIH KOOPAMHALIMOHHEIH LEHTP 10 KOMIBIOTEPHBIM HHIMIEHTAM'
(naee — HKIIKM) B coorsercruu ¢ omnpexenennsiva HKIIKU dopmaramu’

IpeaACTaBIICHUS I/IH(l)OpMaHI/II/I O KOMIIBIOTCPHBIX WHIMACHTAX B IroCyAapCTBCHHYIO

: ITonoxenne o HaunoHanbHOM KOOpAMHAMOHHOM LICHTPE II0 KOMIBIOTEPHBIM HHUMAACHTAM,

yrBepxaeHHoe npukasom ®CB Poccun o1 24 nrons 2018 1. Ne 366 «O HaunoHa/lbHOM KOOPAMHALMOHHOM LIEHTPe
10 KOMIbIOTEPHBIM MHUMASHTAM» (3apeructpupoBad MuHiocToM Poccuu 6 centabps 2018 r., perucrpauioHHbIH
Ne 52109). , ,

? MoanyHkT 4.9 nyHkTa 4 INonoxkenns o HalMOHANLHOM KOOPIHHALMOHHOM LIEHTPE MO KOMITbIOTEPHBIM
WHUMAeHTaM. YTeepxkaeHHoro npukasom ®CB Poccum ot 24 wmons 2018 r. Ne 366 «O HauuonanbHom
KOOpPAMHALUMOHHOM LEHTPE MO0 KOMIBIOTEPHBIM WHUMAEHTaM» (3aperucTpupoBaH MuHioctom Poccuu
6 cenra6pa 2018 r., peructpauronnsii Ne 52109).




CUCTeMy OOHapy>XeHUs, NpeAyNpexXACHUs W JHUKBHOALUMH IOCIEACTBUI
KOMIIBIOTEPHBIX aTaKk Ha WMH(popMaluoHHBIe pecypchl Poccuiickoit Denmeparyu
C UCMoNb30BaHMeM TexHHUeckoit mHpacTpykrypsl HKIIKY, nmpenHasHaueHHOMH
IUld OTIPaBKH, IOJNy4eHHS, 0OpalbOTKA M XpaHEHUS YBEIOMJICHHH W 3alpoCOB
B paMkax HH(OPMAllMOHHOTO B3aUMOJEHCTBUA C CYOBEKTaMH KPHTHYECKOMH
UHPOpMALIMOHHOW HHQPACTPYKTYphl, a Taikke C HHBIMH, HE SBISIOLIMMUCS
cyObeKkTaMH KpHUTHYECKOH HH(POpPMALUMOHHOW HHQPACTPYKTYphl, OpraHaMu
¥ OpraHu3alysIMH, B TOM YKClie HHOCTPAHHBIMHU U MEXXIYHapOIHBIMHU.

B cimy4ae OTCYTCTBHS MOAKIIOYEHHS K  JAHHOM  TEXHHMYECKOM
UHppacTpykType  uHpopManus  nepemaercsi  CyOBEKTOM  KPUTHYECKOH
UHGOPMALMOHHOW HHQPPACTPYKTYPHl IOCPEACTBOM MOYTOBOH, (HDaKCHMHIBHOM
WIY DJIEKTPOHHOM cBsA3M Ha ajapeca (Tenedonusie HoMepa) HKIIKH, ykazaHHbIe
Ha oduuuaibHOM caliTe B HH(POPMAaIMOHHO-TEJIEKOMMYHUKAIIMOHHON CeTH
«HaTepHeT» 1o aapecy: «http://cert.gov.run».

4. Huadbopmanus W) KOMITLIOTEPHOM WHIUACHTE, CBSI3aHHOM
¢ (QYHKUMOHHUPOBaHHEM 3HAYMMOI'0 OOBEKTa KPUTHYECKOW HHGOPMALHOHHOH
UHQPacCTPyKTYphl, HaIpaBIAeTCHd CYOBEKTOM KpPUTHUECKOH HWH(POpPMaIMOHHOH
nH@pacTpykTypsl B HKIIKU B cpok He no3nHee 3 yacoB ¢ MOMeHTa 0OHApyXeHUS
KOMITBIOTEPHOI'0 MHIMAECHTA, a B OTHOIIEHWH HMHBIX OOBEKTOB KPUTHUECKOM
MH(pOpMaHOHHOH MH(PaCTPyKTyphl — B CPOK He Imo3gHee 24 4acoB C MOMEHTA
ero oOHapy X eHHs.

5. B ciydae €Cliu KOMITBIOTEPHBIN UHIMAECHT CBsA3aH
C (GYHKIIMOHHUPOBaHUEM o0BpeKTa KPUTHUYECKOM UH(bOpMaITHOHHON
UHQPaCTPYKTYpPBI, MPUHAIJIekKAIIEero Ha IpaBe COOCTBEHHOCTH, apEeH bl HIIH HHOM
3aKOHHOM OCHOBaHUH CyOBEKTY KPUTHUECKOH UHG$OpMaHOHHON
UHQPaCTPyKTYphl, KOTOPHIH OCYILECTBISAET AEATEIRHOCTh B OaHKOBCKOH cdepe
¥ B MHBIX chepax PUHAHCOBOIO PBIHKA, I/IH(bopI;/[aLII/ISI 0 KOMIIBIOTEPHOM MHLUEHTE

TaKXKe€ HampaBsI€TCA B bauk Poccumu ¢ HCHOIB30BaHHEM TEXHHUYECKOMH




uHpacTpykTypsl banka Poccum B CpOKH, YCTaHOBJEHHBlIE IIyHKTOM 4
Hacrosuiero [lopsaka.

B cny4yae oTCyTCTBUSI BO3MOXXHOCTH YBEIOMIICHUS CyOBEKTOM KPUTHUECKOH
UHPOPMAIMOHHOW HHQPACTPYKTYphl, KOTOPBIH OCYIIECTBIISIET HEATENBHOCTH B
OaHKOBCKOW cdepe W B HHBIX cdepaXx (UHAHCOBOrO pBHIHKA, IOCPEACTBOM
TeXHUYeCcKON uHPpacTpykTypsl banka Poccum wuHpopMauus mnepenaercs
CyOBEKTOM KpUTHUYECKOM WHGbOopMalMoHHON WH(pacTpyKTypsl B bank Poccuu
MOCPEICTBOM IIOYTOBOM, ()aKCHMMJIBHOM WM BJIEKTPOHHOHW CBS3M Ha ajpeca
(TenedoHHBle HOMEpa), yKa3aHHble Ha odunumampHOM caiite banka Poccuu B
HHPOPMAIIOHHO-TeJIEKOMMYHUKALMOHHON ceTH «IHTepHeT».

6. Jlmd mOATOTOBKM K pPEardpoBaHUI0 Ha KOMIIBIOTEPHBIE HHIUACHTHI
U IPUHATHIO Mep IO JIMKBUAALWMH ITOCIEACTBUN KOMIIBIOTEPHBIX aTak CyOBEeKTOM
KPUTUYECKOH HWHGOPMALlMOHHOH HH(QPACTPYKTyphl, KOTOPOMY Ha MpaBe
COOCTBEHHOCTH, apeHIbl U HHOM 3aKOHHOM OCHOBaHUY NMPUHAJICKUT 3HAYHMBIH
00BeKT KPHUTHYIECKOM UHGOPMaLMOHHOU UHPPaCTPYKTYPHI,
B CpoK g0 90 kajeHIapHbIX THEH co JHS BKJIIOYEHHS JaHHOTO OOBEKTa B peecTp
3HAYUMBIX OOBEKTOB  KPUTHYECKOH  MH(OPMAIMOHHON  HHQPacTpyKTYphl
Poccuiickoii ®enepanun! pa3pabatbiBaeTcs IUTaH pearmupoBaHus
Ha KOMIIBIOTEpHBIE MHIMAECHTH ¥ IPUHATHS Mep IO JMKBUAALMU IOCIEICTBHIl
KOMIIBIOTEPHEIX aTak (Janee — [nan), cogepxanumii:

TEXHHYECKHe XapaKTePUCTUKU U COCTaB 3HAYUMBIX OOBEKTOB KPUTHYECKOM
MHPOPMALIMOHHON HHPPACTPYKTYPHI;

coObITUs (YCTIOBHS), PU HACTYIUIEHHH KOTOPBIX HAYMHAETCS peanu3alus
npeaycMoTpeHHbIX [l1anoM MeponpusTui;

MEpOTIpUATHS, IMPOBOAMMEIE B XOIE peardpoBaHUs Ha KOMIBIOTEpHBIE
MHLIUJACHTHl U IPUHATHSA Mep [0 JUKBUAALWY IOCJIEACTBUI KOMIIBIOTEPHBIX aTak,

a TaKXXe BpEMs, OTBOAHMMOC Ha UX pealin3allnuio;

! Tlopanok BemeHMA peecTpa 3HAYMMBIX OOBEKTOB KPUTHYECKON HMHGOpMALMOHHON HHQPacTpyKTYphI
Poccniickoit @enepanun, yreepxacHHsiif npukazoM @PCTIK Pocenn ot 6 mexkabpsa 2017 r. Ne 227 «O6 yreepkaeHUun
IMopsinka BeaeHHMA peecTpa 3HAYMMBIX OOBEKTOB  KpHTHYecKOH HHGOPMALMOHHOH  HHQPacTPyKTYpEI
Poccuiickoii ®enepauun» (3apernctpuposad Muntoctom Poccnu 8 depana 2018 r., peructpanuoHHslii Ne 49966).
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ONHKCaHWE COoCTaBa MOApa3JeNeHN W JODKHOCTHBIX JIML CyObeKkTa
KPUTHUECKOH UHGOPMaLIMOHHOM UH(PPaCTPYKTYPHI, OTBETCTBEHHBIX
3a IIpOB&IICHPIG MEPOIIPHUATHH M0 pearvpoBaHHUIO HA KOMIIBIOTEPHBIE MHLIMJEHTHI
Y IPUHATHE MEP M0 JIMKBUIALMH ITOCIEACTBUNA KOMIBIOTEPHBIX aTak.

7. Tlpu HeoOxonumoctu B [1naH BKIrouaroTcs:

yCIIOBHS MpHBJICUEHHUS MoapasieneHuid u JomKHOCTHBIX jul @Cb Poccun
K IPOBEACHUIO MEPOIPHUATHH M0 pearupoBaHUIO Ha KOMITbIOTEPHbBIE MHUUAACHTHI
Y MIPUHATHUIO MEP 110 JIMKBUJALIMH MOCIEACTBHA KOMITBIOTEPHBIX aTak;

NOpAAOK TPOBEAEHUS CyObEKTOM  KPUTHYECKOW  MHPOPMAaLMOHHOM
UHQPacCTPYKTYphl, KOTOPOMY Ha IIpaBe COOCTBEHHOCTH, apeHIbl HJIU HHOM
3aKOHHOM OCHOBaHHWM [pPHHAJJIEKAaT 3HaynMMble OOBEKTHl KPUTHYECKOH
UHPOpPMALMOHHONH  HMHQPACTPYKTYypbhl, MEPONPUATUH [0  pearupoBaHUIO
Ha KOMIMBIOTEPHBIC WHUUACHTE M NPUHATHIO Mep IO JIMKBUAAIMH MOCIEICTBUN
KOMIIBIOTEPHBIX aTaK B OTHOWIEHHWM 3HAYUMBIX OOBEKTOB KPUTHYECKOH
UHGOPMALlMOHHOW  HMHQPacTPyKTypel  COBMECTHO €  IIPHUBJIEKAeMbIMU
nojpasieaeHusIMH U JODKHOCTHBIMU truamMu @Cb Poccun.

8. Ilpoexr IlnaHa, coxpepXamuil IIOJNIOXKEHUSA, IMPEAYCMOTPEHHbBIC
nynkrom 7 Hactosmiero Ilopsiaka, paspabareiBaeTcsi CyOBEKTOM KPHUTHUYECKON
uHpopManuoHHOi HHPpacTpykTrypsl coBMecTHO ¢ HKIIKM u nHanpasnsetcs
Ha cornacoBanue B ©®Cb Poccun.

®CBb Poccun paccmarpuBaet npoekT IlnaHa B cpok 10 30 kaneHxapHbIX JHEH
M 1O pe3yjlbTaTaM pPacCMOTPEHHUS COTIJIaCOBBEIBa€T €ro MM BO3BpallaeT
6e3 coryiacoBaHus I JOpPabOTKH.

9. Ilnan, pa3zpabGaTeiBaeMblil cyObeKTaMu KpUTHIECKOH HHPOPMALIMOHHOM
MHQPPaCTPyKTYphl, KOTOPHIM Ha ITpaBe COOCTBEHHOCTH, apEeH bl I HHOM 3aKOHHOM
OCHOBaHWHU MpHUHAAJIeKAT 3HAYUMBIE OOBEKTH KPUTHYECKON WHGPOPMAIMOHHOMN
UHPPACTPYKTYPhl, OCYHIECTBISIOIMIMMU AEATEBHOCTE B OaHKOBCKOH cdepe
U B HHBIX cdepax (PUHAHCOBOrO PHIHKA, JOJKEH BKIOYATh, TIOMUMO IOJIOKEHUH,

YKasaHHBIX B NOYHKTax 6 u 7 HaCTOAIICTO Hop;uuca, YCIIOBHS IIPUBJICUCHUA
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[oJipa3JieNIeHUH U JOJDKHOCTHBIX ULl banka Poccuy k mpoBeieHUIO MEPOTIPUSATHIA
II0 pEearpoBaHUI0 Ha KOMIBIOTEPHBIE MHUMIACHTHl W TPUHATHIO Mep IO
JIMKBUJALUY TIOCIEICTBHI KOMIIBIOTEPHBIX aTak. Takoil [1nan u u3aMeHeHus B HETO
cornacoBbiBaroTcs ¢ bankom Poccum.

10. CyObeKT KpuTHYECKOH HH(POPMALIMOHHOM HH(i)paCprKTypr,} KOTOPOMY
Ha npaBe COOCTBEHHOCTH, apeHIbl WM HHOM 3aKOHHOM OCHOBaHHMH IIPUHAIIEKAT
3HaYMMble OOBEKTHl KPUTHYECKOH HMHOOPMALMOHHOW HHQPPACTPYKTYPHI, HE peKe
OJHOTO pa3a B TOJ OpraHuzyeT M NPOBOAUT TPEHHPOBKHM MO OTpabOTKe
Meponpustuit Ilnana. OOpeM H colepkaHHe TPEHHUPOBKU ONPENEIAIOTCS
CyOBEKTOM KpPUTHUYECKOH HWHOPOPMAIMOHHONH HUHQPaCTPYKTyphl C Yy4YETOM
MEPOIIPUATHH, coaepkamuxcs B Inane.

Oprasusauys U NpoBelJeHUE TPEHUPOBOK BO3JATaloTCs Ha MOIpa3/iesieHuUs
¥ JOJDKHOCTHBIX JIMII CyObheKTa KPUTHUECKON HHPOPMAIIMOHHOW HHPPACTPYKTYPHI,
OTBETCTBEHHBIX  3a  MpPOBEJEHHWE  MEPONPHATHH 1O  PEarMpoBaHUIO
Ha KOMIIBIOTEPHBbIE HMHIMICHTHl W IPUHATHE Mep II0 JUKBUAALMU IOCIEICTBHN
KOMITBIOTEPHBIX aTak.

[Ipu HeoOxoguMOCTH IO pe3ynbTaTaM TpPeHHPOBOK B I[lmaH BHOCATCS
MU3MEHEHMUS.

11. Cy0OBeKT KpUTHYECKON HHPOPMALIMOHHOM HHPPACTPYKTYPhl, KOTOPOMY
Ha npaBe COOCTBEHHOCTH, apEH/Ibl WM HHOM 3aKOHHOM OCHOBaHMHM IPUHAJIEKAT
3HaYMMble  OOBEKTHl  KPUTHYeCKOH HWHOOPMALIMOHHOH  HHOPACTPYKTYPHI,
B XOJ€ peardpoBaHWsl Ha KOMIBIOTEPHblE HWHUIWIACHTHl U NPUHATHA MEP
I10 JINKBUAALWH [TOCHEACTBUN KOMITBIOTEPHBIX aTaK OCYIIECTBIIAET:

aHaJIU3 KOMITBIOTEPHBIX MHUIUACHTOB (BK/IIOYas OMpe/elleHue OYepeIHOCTH
pearupoBaHUs Ha HUX), YCTAHOBJIEHHE UX CBSI3U C KOMIIBIOTEPHBIMH aTaKaMH;

IIPOBEICHUE MEPOTIPUATHIA B cOOTBeTCTBUH ¢ ImaHoM;

onpelieJieHHe B COOTBETCTBUH ¢ IImaHoM HEOOXOOUMOCTH INpHBIEYEHHUS
K pPEarMpoBaHHIO Ha KOMIBIOTEPHBIE WHUUAEHTHl W MPUHATHIO MeEp

I10 JIMKBH AN MMOCJICACTBUM KOMITBIOTCPHBIX aTak HOleaB,I[eJ'IeHI/Iﬁ




1 fomxHocTHBIX ul OCB Poccuu 1 banka Poccun.

12. Tlepen mpuHATHEM Mep MO JUKBUIAALMH MOCIAEACTBHI KOMIBIOTEPHbBIX
aTaK CYOBEKT KpUTHYECKOH HH(OPMALMOHHOW HHQPACTPYKTYpPHI, KOTOPOMY
Ha IpaBe COOCTBEHHOCTH, apeH/Ibl WM MHOM 3aKOHHOM OCHOBaHHHU NpUHAIJIEXKAT
3Ha4YUMble  OOBEKTbl  KpPUTHYECKOH  HHGOpMalMOHHOM  HHPPACTPYKTYpHI,
OIIpefeseT:

COCTaB MOApPa3[ENeHUH U MODKHOCTHBIX JHI CyOBeKTa KpHUTHYECKOH
UHPOPMALIMOHHOX  HMHOPACTPYKTYphl,  OTBETCTBEHHBIX 3a  IPOBEACHHE
MEPONPUATHH 0 pearupoBaHHIO Ha KOMIBIOTEPHbIE HHIIMJEHTHI U IPUHATHE Mep
[0 JUKBUJALWU MOCIEACTBUHA KOMIBIOTEPHBIX aTak, U HMX 3aJayd B paMKax
IPUHUMAaEeMBIX Mep;

IepeYeHb CpPEACTB, HEOOXOAUMBIX IS NPUHATHA MeEp MO JUKBHIALUU
MOCIIECTBHI KOMITBIOTEPHEIX aTak;

OYepeqHOCTh 3HAaYMMBIX OOBEKTOB KpHUTHUECKOH HH(pOpMAIIMOHHOM
MHQPACTPyKTYphl (MX CTPYKTYPHBIX DJIEMEHTOB), B OTHOIIEHHUU KOTOPbIX OYyAyT
IPUHUMATBCS MEPHI 10 JIMKBUAALMU MOCIEACTBHI KOMIIBIOTEPHBIX aTak;

nepe4eHb Mep M0 BOCCTAHOBIEHNIO QYHKIIHOHUPOBAHHUSA 3HAUUMOTO 00BEKTa
KpUTHYEeCKON NHPOPMaLUOHHON HHPPACTPYKTYPEL.

13. B xome nuWKBHOaLMM IOCIEACTBHI KOMIBIOTEPHBIX aTak CyOBEKTOM
KpUTHUeCKOH HH(OpPMALMOHHOW HHQPacTpyKTypbl, KOTOPOMY Ha IIpaBe
cOOCTBEHHOCTH, apeH/1bl I HHOM 3aKOHHOM OCHOBAaHHH MPHHAJIEKAT 3HAUHMBIE
00BEKThI KPUTHUECKOH MHGOPMALIMOHHONW MHGPACTPYKTYpPbl, HPHHUMAIOTCS MEPHI
10 BOCCTAaHOBJIEHHIO (YHKLIHMOHHUPOBAaHHUA U TMpoBepke paboTOCIOCOOHOCTH
3HaYMMOro 00beKTa KpUTHUECKO HHPOPMAIIMOHHOH HHGPACTPYKTYPEI.

14. O pesynbTratax MepONpPUATHH MO peardpOBaHUIO HAa KOMITBIOTEPHBIE
MHLMAEHTH! U TPUHATHIO Mep 110 JMKBUAALWHU MTOCIEACTBHIA KOMIIBIOTEPHBIX aTaK
cyOBeKT KpuTHYecKoi HHGOPMAaLMOHHONH WHQPACTPYKTYphl, KOTOPOMY Ha IpaBe
COOCTBEHHOCTH, apeHIbl UIH UHOM 3aKOHHOM OCHOBaHHUM MPUHAJICKAT 3HAYUMBIE

OOBEKTBl KpUTHYECKOH WH(POpPMAIMOHHOW HHGPACTPYKTYPBl, HH(POPMHUpPYET
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HKIIKH B cpok He mo3nHee 48 4acoB IOCJE 3aBEPHIEHUS TaKMX MEPOIPUATHIA
B COOTBETCTBUHU C IMyHKTOM 3 Hactosmero [lopsaka.

CybpexTsl KpuTHUeCKOH HHGPOPMAIMOHHON HHQPACTPYKTYphl, KOTOPHIM
Ha npaBe COOCTBEHHOCTH, apeHIbl MWJIH HHOM 3aKOHHOM OCHOBaHHMH IPHUHAMJIEXKaT
3HaYMMble OOBEKTHl  KpPUTHYECKOH WHGOPMALMOHHOH  HHQPaCTPyKTYpHI,
OCYILECTBIISIONINE JeATeNbHOCTE B OaHKOBCKOM cdepe M B HHBIX cdepax
¢unadcoBoro peika, Hapsny ¢ HKIKW wuHdopMmupyror o pesynbrarax
MEPOIPUATHIA MO pearupoBaHUIO Ha KOMIBIOTEPHBIE HHIUACHTHI U MIPHHATHIO MEP
N0 JHUKBHJALUU [OCJIEACTBHH KOMIIbIOTEepHbIX aTtak bank Poccuu B cpok
He mo3fHee 48 4acoB mocie 3aBEpIICHUs TaKMX MEpOIPUATUH B COOTBETCTBHUH

¢ myHKTOM 5 Hacrosmero [lopsaka.




