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C
erogHH pocT BpegoHocHoro nporpaMMHoro o6ecneHeHUH CTaHoBUTCH naBu- 
Hoo6pa3HHM. 70 tho. ^K3eM^nHpoB b geHb — u ^T0 He npegen! noHBneHue 

BpegoHocHoro nporpaMMHoro o6ecneHeHUH Ha nnaHmeTax u CMapT^oHax y xe  

HUKoro He yguBnHeT. Bce ^T0 cnoco6cTByeT ToMy, hto Tpagu^uoHHbIx cpegcTB 

aHTUBupycHoft 3aquTH , TaKux KaK npoaKTUBHaH 3aquTa u curaaTypHbift aHa- 
nu3, CTaHoBUTCH HegocTaToHHo gnH o6ecneHeHUH 6e3onacHocTu.

B UHgycTpuu gonroe BpeMH ^opMupoBancH 6onee-MeHee noHHTHHi MexaHU3M o6e- 
cneHeHUH 3aquTH , npu kotopom ot nocTpagaBmero nonb3oBaTenH unu U3 gpyroro  

ucToHHUKa b na6 opaTopuro npucbinancH o6pa3e^ BpegoHocHoro Koga, u nocne npo -  
BegeHuH BcecTopoHHero aHanu3a aHTuBupycHaH na6opaTopuH BbinycKana o 6HoBneHue 

6a3 curHaTyp BMecTe c p e^ n T o M  yganeHuH «3apa3H». Bce KnueHTH 3arpyxanu  ^T0 
o 6HoBneHue u nonyHanu oooTBeTCTByroqyro 3aquTy. EcTecTBeHHo, k to -to  3apaxancH  

paHbme, HeM nonyHan «neKapcTBo». H o TaKux 6bino He TaK y x  MHoro. OgHaKo mno 

BpeMH, KonuHecTBo yrpo3 pocno. npou3BoguTenHM aHTuBupycHoro nporpaMMHoro  

o 6ecneHeHUH npum nocb MaKcuManbHo aBToMaTu3upoBaTb n p o ^ c c  aHanu3a h obh x  

yrpo3, ucnonb3yH ^BpuoTUHeoKue MexaHu3MH, u g a x e  BCTpouTb nogo 6HHe Mexa- 
HH3MH b caMu KnueHTOKue aHTuBupycb. n p u  ^T0M HacToTa BHnycKa o 6HoBne- 

hu h  HenpepHBHo pocna. BbinycKu OTanu BHaHane exegHeBHHMu, a noToM 

g a x e  exeHacHHMu.
OgHaKo, HecMoTpH Ha ycnexu npou3BoguTeneft aHTuBupycoB, CTano noHHT- 
ho, hto ^KO^OHeH^uanbHHH pocT Hucna hobhx yrpo3 He ocTaBnHeT nogo6 - 
HoMy nogxogy hu  ogHoro maHca. C  ogHoft CTopoHH, aHTuBupycHHe kom- 
naHuu He MoryT HapaquBaTb pecypcb TaKuMu x e  TeMnaMu, c gpyroft — 

o6teM BHnycKaeMHx o6HoBneHuft BHxoguT 3a npegenb pa3yMHoro.
B CBoe BpeMH b aHTUBupycHoft uHgycTpuu 6biToBano MHeHue, hto  

onucaHHyro npo 6neMy pa3 u HaBcerga pemaT ^BpuoTUHeoKue TexHo- 
noruu, to  ecTb MeToguKu geTeKTupoBaHuH He Ha ocHoBe curHaTypb, 

a c ucnonb3oBaHueM MeTogoB ucKycoTBeHHoro uHTenneKTa, BOTpauBae- 
Moro b aHTuBupyc. ^TU TexHonoruu nonyHunu mupoKoe pacnpocTpaHe- 

Hue, ho npo 6neMH pemuTb He CMornu. .HyHmue npuM epb pea- 
nu3a^uu ^Bpu0TUHe0K0^0 aHanu3a o 6ecneHUBaroT ypo- 

BeHb o6HapyxeHUH b npegenax 50—70% gnH 3HaKoMHx 

ceMeHcTB BupycoB u coBepmeHHo 6eccunbHH nepeg 

hobhm u BugaMu aTaK.
H a cerogHH c^opMupoBanocb MHeHue, hto pacno3Ha- 
BaTb yrpo3H Heo6xoguMo HenocpegcTBeHHo b pacnpe- 

geneHHbix ^H T p ax  o6pa6oTKu gaHHHx aHTUBupycHoft 

KoMnaHuu, a He TonbKo Ha KoMnbroTepe KoHeHHoro nonb- 
3oBaTenH. TaKoft nepeHoc <qeHTpa THxecTu» TexHonoruu 

b HHTepHeT u Ha3HBaeTOH «o 6naHHHM».
nepexog k «o 6naHHHM» TexHonoruHM no3BonHeT ynpocTUTb 

apxuTeKTypy npogyKTa, KoTopHft nonb3oBaTenb OTaBUT 

Ha CBoft KoMnbroTep, Begb Tenepb gnH K axgoro  nogo3puTenb- 
Horo pecypca npegooTaBnHeTCH He6onbmoe no o6teMy o6hob- 

neHue, uHguBugyanbHo 3arpyxaeMoe U3 «o 6naKa» npaKTUHecKu

64 w w w .w indow sitp ro .ru 1/ltoHb 2013 • W indow s IT Pro/RE

lA
IO

O
'V

U
O

iO
d 

- 
9

NIIAIZV>
I 

IAIIXVIAI 
tS

M
tlV

diO
C

H
U

U
M

http://www.windowsitpro.ru


M u T e p H e T  u B e 6 -c n y > K 6 b i

PneyHOK 1 Trend M icro S m art Protection N etw ork

b peaibHoM BpeMeHH. Pa3yMeeTCH, 
pa3pa6oTaHHHe TexH oioruu c y ^ e -  
cTBeHHo cioxH ee , Begb MHorue npo- 
^ c c h  b KoMnbroTepe Tpe6yroT peaK- 
^ u u  6o iee  6hctpoh , HeM cKopocTb 

noiyHeHUH nogo6HHx 06H0BieHUH. 
KpoMe Toro, Heo6xoguMo o6ecne- 
HUTb 3a^HTy b to t  MoMeHT, Korga 

KoMnbroTep Boo6^ e  He nogKiroHeH 

k HHTepHeTy. TeM He MeHee «o 6iaH - 
HHe» TexH oioruu HBIHroTCH K iro- 
hom k o 6ecneHeHuro 6e3onacHocTU 

He caMHx m o ^ h h x  KoMnbroTepoB, 
TaKux KaK HeT6yKU, niaH m eTH  

U CMapT$0HH.
n o  gaHHHM ucciegoBaHHH, npoBe- 
geHHoro bo BTopoM KBapTaie 2010 roga 

KoMnaHueH N SS  Labs, BpeMH, Heo6 - 
xoguMoe aHTHBupycHHM KoMnaHU- 
hm g iH  6ioKupoBaHHH Be6-yrpo3, 
cocTaBiHeT ot 4,62 go 92,48 Haca 

( http ://nsslabs.com /host-m alware- 
p r o t e c t io n / q 2 - 2 0 1 0 - e n d p o in t -  

protection-product-group-test-report. 
html). ^aibHeftmee ^puH^u^uaIbHoe  

yBeiHHeHue MaKCHMaibH0H cKopo- 
ctu  p e a ^ u u  Ha yrpo3H c noMoqbro 

06HHHHx aHTUBUpyCHHx 06H0B ie -  
HUH HeB03M0xH0, TaK KaK 3aTpaTH 

BpeMeHH Ha o6HapyxeHue BupycoB, 
ux nociegyro^u ft aHaiU3 u TecTupo- 
BaHue ^opMupyeMHx aHTHBupycHHx 

06H0BieHUH y xe  cBegeHH k muhu- 
MyMy.

KaK 6 biTb?
B TaKux ycioBHHx Heo6xoguM KaHe- 
cTBeHHHH cKaHoK b HHgycTpuu 6e30- 
nacHocTU. Ero u o6ecneHHiu «o 6iaH - 
HHe» TexHoioruu 3a^UTH. CerogHH 

B C0CTaB MHorUx aHTHBUpyC0B Bxo- 
guT « o 6iaHHaH» cocTaBiHro^aH. 
B HacTHocTH, cBou «o 6ia K a » UMeroT 

KoMnaHuu Trend M icro, Kaspersky 

Lab, Symantec, McAfee, Avast! u gpy- 
rue. B o iee  Toro, KaK MHe KaxeTCH, 
b CKopoM BpeMeHH i u 6o Bce c y ^ e -  
cTByro^ue i a 6opaTopuu nepeftgyT 

k ucn0ib30BaHuro nogo6HHx TexHo- 
io ru ft, i u 6o k to -to  U3 hux  6ygeT 

BHHyxgeH npocTo noKUHyTb phhok. 
B gaHHoft cTaTbe mh paccMoTpuM  

aHTHBupycHHe «o 6ia K a » gByx kom- 
naHuft: Trend M icro u «.Ha6opaTopuu 

KacnepcKoro».

Trend M icro  SPN
nepBHM  MacmTa6HHM npoeKToM  

no nepeHocy aHTHBupycH0H 3a^UTH

b «o 6ia K o » 6h io  nocTpoeHue kom- 
naHueft Trend M icro cucTeMH Smart 

Protection Network. KiroHeBoH  

ugeeH ^T0H cucTeMH 6H ia  K0H ^ n -  

^UH «pe^yTa^uu» — BHHeceHUH Bep- 
guKTa g iH  pecypca (^ a ft ia , caHTa, 
coo 6^eHUH ^IeKTpoHHoH noHTH) 
T0Ib K 0 Ha 0CH0Be HaKonieHHHx  

paHee gaHHHx, to  ecTb 6e3 Heo6 - 
xoguMocTH aHaiH3upoBaTb caM 

pecypc HenocpegcTBeHHo b momcht 

o 6pa^eH UH  k HeMy n0ib30BaTe- 
iH . H a nepBHH B3riHg TaKaH ugeH 

KaxeTCH CTpaHH0H, ho Ha CaM0M 

g e ie  ^T0 eguHCTBeHHHH nogxog, 
K0T0pHH n03B0IHeT aBT0MaTHHe- 
cku oTpaxaTb Heu3BecTHHe yrpo3H  

b aBT0MaTHHecK0M pexuM e. ^ p y ru e  

nogxogH , KoTopHe aHaiH3upyroT  

caM pecypc, MoryT 0CH0BHBaTbCH 

ToibKo Ha ucciegoBaHHH ^KC^epTa 

i u 6o Ha ^BpucTUHecKUx a iro p u T - 
Max. B coBpeMeHHHx ycioBuHx o 6a 

Tpagu^uoHHHx nogxoga cTaHoBHTCH 

Bce MeHee ^$$eKTUBHHMU. PyHHoH 

aHaiU3 3a nociegH ue HecKoibKo ieT  

noTepHi aKTyaibHocTb c poctom  

H ucia yrpo3, a ^BpucTUKa He ycne- 
BaeT 3a yBeiHHeHueM H ucia Bapua- 
^UH BpegoHocHHx KogoB u gpyrux  

npueMoB 3i0yMHmieHHHK0B.
B S P N  u c n o ib 3yeTCH HecKoibKo 

MeTogoB oTciexuBaHHH pe^yTa^uu. 
nepBHH U CaMHH 0HeBHgHHH — 

^T0 ^opMupoBaHue 6a3H pecypcoB, 
HanpuMep caHT0B, u oTciexuBaH ue  

n p oucxogH ^u x  U3MeHeHUH. HeM- 
to  ^T0T nogxog noxox  Ha MeToguKy 

noucKoBHx cucTeM, ho ^ i u  npe- 
ciegyroTcH coBceM uHHe, cooT-

BeTcTBeHHo u gaHHHe co 6uparoT- 
ch gpyrue. E c iu , HanpuMep, caHT 

cium KoM  HacTo MeHHeT IP -agpec, 
to  ^T0 TunuHHHH npu3HaK Bpego- 
HoCHoro caHTa. n p u  ^T0M B HeM, 
co 6cTBeHHo, 3aKiroHaeTCH ero Bpe- 
g 0H0CH0 CTb — HeU3BeCTH0. CaHT 

MoxeT pacnpocTpaHHTb BpegoHoc- 
h h h  Kog u iu  npegcTaBiHTb co6oH 

i o x h h h  caHT K aK oro -H u 6ygb  

6aHKa. B o 6^eM , n0ib30BaTeiro ^T0 
He BaxHo. riaBH oe, hto npu nonHT- 
Ke noceTUTb gaHHHH caHT aHTUBU- 
pyc Trend M icro B peaibHoM  Bpe- 
MeHH cBepHeTCH c SPN , u gocTyn  

6ioKupyeTcH.
KpoMe 6a3H pe^yTa^uu caHT0B, SPN  

xpaHHT 6a3y pe^yTa^uu uctohhukob  

C00 6^eH UH  ^IeKTp0HH0H noHTH, 
a TaKxe 6a3y pe^yTa^uu oTgeibHHx  

^aftioB . Hcn0ib30BaHue nociegHeH  

H a^e Bcero Ha3HBaroT «o 6iaHHHM» 
aHTHBupycoM. Ho umchho HaiHHue 

Bcex Tpex 6a3 o6ecneHUBaeT BTopoH 

U CaMHH xUTpHH Cn0C06 BHHBieHUH 

yrpo 3 . Pa 3pa6 oTHUKU Trend M icro  

Ha3HBaroT ^T0T MeTog KoppeIH^u- 
eH. CyTb ero b tom, hto c noMoqbro  

B3auMocBH3u gaHHHx Bo Bcex Tpex 

6a3ax ^opMupyeTCH n p o ^ u ib  3 a ^ u -  
TH (CM. pUCyH0K 1).
Trend Micro Smart Protection Network 

coctout U3 HecKoibKux KiroHeBHx 

K0Mn0HeHT0B, K0T0pHe n03B0IHroT 

3a^HTHTb n0ib30BaTeieH ot Bpego- 
HocHoro KoHTeHTa b peaibHoM Bpe- 
MeHu.
• W eb Reputation — « o 6iaHHaH» 

c i y x 6a, KoTopaH ucnoib3yeT 6a3H 

gaHHHx pe^yTa^uu goMeHoB g iH
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oTciexuBaHHH HagexHocTU U R L ,  
CTpaHH^ u 06teKT0B nyTeM npu- 
cBoeHUH peHTUHra pe^yTa^uu  

Ha 0CH0Be TaKux ^aKTopoB, KaK 

B03pacT Be6 -caHTa, H3MeHeHue 

pacnoioxeHUH u cBegeHUH o nogo- 
3puTeibHHx geHcTBUHx, o6Hapy- 
xeHHHe b xoge aHaiU3a Bpego- 
HocHoro noBegeHUH. Pe^yTa^uu  

onpegeiHroTCH u o 6hobrhk>tch  

Ha ocHoBe nocToHHHoro aHaiU3a. 
n p u  ^T0M BpegoHocHoe cogepxu ­
Moe 6ygeT 3a6ioKupoBaHo nocie  

aHaiU3a b «o 6iaK e», go Toro, KaK 

BpegoHocHHH Kog gocTurHeT  

ycTpoftcTBa n0ib30BaTeiH.
• Em ail Reputation — « o 6iaHHaH» 

c i y x 6a, npuMeHHro^aH TexHo- 
io ruro  pe^yTa^uu g iH  npoBepKU 

IP -agpeca , u c n o ib 3yH penyTa- 
^uro H3BecTHHx cnaM-agpecoB. 
Pe^yTa^UH onpegeiHeTCH nyTeM 

nociegoBaTeibHoro aHaiU3a noBe­
geHUH IP -agpeca , c^ep H  geH- 
TeibHocTU u npegH gy^eft ucto - 
puu. Email Reputation 6ioKupyeT  

BpegoHocHHe nucbMa b «o 6iaK e»  

Ha ocHoBe IP -agpeca oTnpaBUTeiH 

u npegoTBpa^aeT ux nonagaHue 

Ha KoMnbroTep n0ib30BaTeiH.
• File Reputation — TexHoioruH File 

Reputation o6ecneHUBaeT MacmTa- 
6upyeMHH u ^$$eKTUBHHH cno- 
co6 6HCTporo 6ioKupoBaHHH Bpe- 
goHocHoro nporpaMMHoro o6ecne- 
HeHUH b «o 6iaK e», npexge  HeM oho 

gocTurHeT ycTpoftcTBa KoHeHHoro 

n0ib30BaTeiH.
• KoppeIH^UH aHaiU3a noBegeHUH — 

K0ppeIH^HH no 06paTH0H CBH3U. 
n p u  ^T0M KoppeiupyroTCH gaHHHe 

o geHTeibH0CTH U3 HeCKoibKUx 

UCT0HHUK0B Trend M icro Smart 

Protection Network g iH  bh h b - 
ieHUH BpegoHocHoro KoHTeHTa, 
kotophh  He MoxeT 6HTb o6Hapy- 
xeH  c noMoqbro ogHoro uctohhu- 
Ka. 3anaTeHT0BaHHHH gBuraTeib

KoppeIH^uu ucnoib3yeT aHaiU3  

Web, ^IeKTpoHHoH noHTH, $aft- 
ioB, BupycoB, nporpaMM-mnuoHoB, 
^apMUHr, ^um uH r u gpyrue Mexa-
HU3MH aHaiU3a, n03B0IHH BHHBHTb 

aKTHBH0CTb 0T C ioxH H x U CKpH- 
th x  aTaK, h to 6h  gaTb KiueHTaM  

Trend Micro HBHoe npeuMy^ecTBo  

b cTeneHU 3a^u^eHH0CTH.
• Smart Feedback — KaHaiH  o 6paT- 

hoh CBH3U, KoTopHe o6ecneHUBa- 
roT HenpepHBHoe B3auMogeHCTBue 

M exgy npogyKTaMU Trend Micro  

u caM0H aHTHBupycHoH K0Mna- 
HueH. « O 6ia K o » o 6hobrhctch  

b pexuM e 24/7. TaKUM 06pa30M, 
yrpo3a, HaftgeHHaH Ha KoMnbro- 
Tepe ogHoro U3 n0ib30BaTeieH, 
aBToMaTUHecKU 6ygeT g o 6aBieHa 

b «o 6iaK o», u o Heft cTaHeT U3BecT- 
ho gpyruM n0ib30BaTeiHM npaK- 
TUHecKU b peaibHoM BpeMeHH.

H a cerogHH Trend M icro noggep ­
xuBaeT pa6oTy nHTU ^H T poB  o6pa- 
6otku  gaHHHx b pa3HHx peruoHax  

no BceMy 3eMHoro mapy, o 6pa6a- 
THBaH npu ^T0M 6o iee  7,2 T 6aftT 

gaHHHx exegHeBHo. ^eHTeibHocTb 

Trend M icro o 6ecneHUBaroT 6 oiee  

2000 ^KC^epT0B b o 6iacTU 6e3onac- 
HocTU, pa6oTaro^ux no BceMy Mupy 

B pexuM e 24/7.

KaK pa60TaeT Web R eputation
C i y x 6a W eb Reputation u cn o ib 3yeT 

ogHy U3 KpynHeftmux b Mupe 6a3 

pe^yTa^UH goMeHoB g iH  oTciexuBa- 
huh HagexHocTU Be6 -caftT0B, cTpa- 
Hu^ u cTpaHUHHHx 06teKT0B (Hanpu­
Mep, cch iok ). Pe^yTa^UH K axgoro  

^IeMeHTa no3BoiHeT cgeiaTb BHBog, 
h to 6h  co3gaTb noiUTUKy, Ha ocHoBe 

KoTopoH 6ygeT pa3pemeH u iu  3anpe- 
^ eH  cooTBeTCTByro^uft koh tch t  

Ha ocHoBe peHTUHra pe^yTa^uu. 
n p u  ^T0M npuMeHHeTCH ru 6pugHHH  

nogxog k o 6ecneHeHuro cKaHupo- 
BaHuH uHTepHeT-KoHTeHTa, To ecTb

ucnoib3yroTCH b KaHecTBe « o 6iaH - 
h h x »  TaKue c i y x 6H, KaK UH^pa- 
cTpyKTypa Smart Protection Network, 
c i y x 6a W eb Reputation u ^u ibT pa - 
^ u u  U R L-agpecoB  u cKaHupoBaHHH 

Ha i 0KaibH 0M KoMnbroTepe, h to 6h  

o6ecneHUTb MaKCHMaibHo bhcokuh  

ypoBeHb o6HapyxeHHH BpegoHocHHx 

nporpaMM (cm. pucyHoK 2).

KnroneBbie K0Mn0HeHTbi 
u ty y H ^ u u  Web R eputation
• D ual Band Service — n oggepxu - 

BaroTCH KaK bo3m oxhocth nouc- 
Ka b D N S  u H TTP, n o  yMoiHa- 
Huro noucK H T T P  o 6p a^ aeT - 
ch k « o 6iaHHoft» c i y x 6e W eb  

Reputation g iH  3anpoca pe^yTa^uu  

U3 6a3H. HcxogH U3 3anpoca, 6a3a 

gaHHHx W eb Reputation Service 

(W R S ) B03Bpa^aeT ohkh penyTa- 
^uu. D N S -3anpocH ucno ib3yroTCH 

g iH  3anpoca pe^yTa^uu goMeHa.
• Rating Parameters — KaxgaH c i y x 6a 

Web Reputation ucnoib3yeT m upo- 
kuh pHg HoMHHaibHHx napaMeTpoB, 
hto6h  onpegeiUTb, hbrhctch ru  o6t -  

eKT, pacnoioxeHHHH Ha Be6-caHTe, 
BpegoHocHHM. HH^pacTpyKTypa 

Smart Protection Network ucnoib3y- 
eT HecKoibKo coTeH napaMeTpoB peH­
TUHra M exgy ee KiroHeBHMU KoMno- 
HeHTaMU g iH  ToHHoro onpegeieHHH 

KoHTeHTa Be6 -caHT0B. O ^H K a  napa­
MeTpoB giH  Be6 -c iy x 6H pe^yTa^uu 

MoxeT BKiroHaTb npoBepKy ciegyro- 
^ u x  napaMeTpoB:
— Hto TaKoe B03pacT goMeHa?
— Hto TaKoe cTa6uibHocTb ucto - 

puu IP-agpeca?
— CBH3aH IH  gaHHHH caHT 

c ir o 6HM gpyruM  u3bccthhm  

BpegoHocHHM CaHT0M?
— ^BiHeTCH i u  cogepxaHue HacTbro 

$um uHroBoft u i u  ^apM UH r-
Cy^H 0CTU?

— He cogepxuT i u  U R L -ccH iK y ,  
cBH3aHHyro c u3BecTHHM 6oT- 
HeToM?

• U R L  Filtering Categorization — 

c i y x 6a $ U IbT p a^uu  coothocu t  

cBou peHTHHru 6e3onacHocTU 

KaTeropuu c 6a30H gaHHHx W R S , 
h to 6h  o 6ecneHUTb mupoKHH  

cneKTp 3a^UTH.
• Smart Feedback — W eb Reputation 

mupoKo ucnoib3yeT o 6paTHyro 

cBH3b ot Bcex npogyKToB Trend 

Micro. ^ T 0 o6ecneHUBaeT o6hob-
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Ta6ni^a C ucT eM a 6 annoB  c n y ^ 6 bi W e b  Reputation

YpoBeHb pê yTâ uu Eaflflbi OnucaHue

High >80 l/l3BeCTHblM xopomMM caMT

Medium >65 CaMT 3aMeneH b cnaMe, UMeeT HM3Kyio cTafiMAbHocTb, 
OTMenâ MCb HapymeHMA

Low >50 Ha caMTe ofiHapyweHa BpeflOHocHaa nporpaMMa, 
^MmMHroBbe cTpaHi^bi

neHue o^ h k u  pe^yTa^uu b peanb- 
HoM BpeMeHu.

• Page Analysis — uononb3yeTCH 

npoBepKa Ha KnueHTCKoM KoM­
nbroTepe, h to 6h  y 6eguTbOH, hto  

c MoMeHTa nocnegHeft npoBepKu 

OTpaHu^i oHa He 6bina u3MeHe- 
Ha u KoHTeHT He 6bin nogMeHeH. 
AHanu3 O TpaH u^i o 6ecneHUBaeT 

o6HapyxeHue 6biCTpo MeHaroqux- 
OH u CKpHTHx yrpo3 u 3aqu qaeT  

ot «yrpo3 HyneBoro gHH». O  nro6oM 

HaftgeHHoM BpegoHocHoM cogep- 
xumom 6ygeT HeMegneHHo yBegoM- 
neHa c n y x 6a W eb Reputation gnH 

noBTopHoro aHanu3a u nepecHeTa 

pe^yTa^uu.
BpegoHocHoe cogepxuM oe MoxeT 

6bTb 6noKupoBaHo Ha ocHoBe o ^ H -  

ku cogepxuM oro  c n y x 6bi W eb  

Reputation. n p u  ^T0M MoryT 6biTb 

ucnonb3oBaHH cnegyroque 6annb- 
HHe noporu (om. Ta6nu^y).

AHTMBupycHoe « 06naK0» 
Kaspersky S e cu rity  Network
^Ta «o 6naHHaa» cucTeMa 6e3onac- 
hootu 6bina co3gaHa gnH MaKCu- 
ManbHo onepaTUBHoro pearupoBa- 
huh Ha HoBHe yrpo3H b 2008 rogy  

u c Tex nop HBnaeTCH ogHoft U3 Knro- 
HeBHx TexHonoruft 3aquTH  kom- 
nbroTepHHx ycTpoftcTB b npogyK- 
Tax «.Ha6opaTopuu KacnepcKoro». 
DiaBHaa oco6eHHocTb ^T0^0 nogxoga  

3aKnroHaeTCH b tom, hto KnroHeBoft 
BKnag b 6opb6y c hobhmu yrpo3a- 
mu bhooht caMu nonb30BaTenu. n p u  

ycTaHoBKe npogyKTa «.Ha6opaTopuu 

KacnepcKoro» nonb30BaTenro hbho 

npegnararoT cornacuTbOH Ha nepega- 
Hy gaHHHx o 3anycKaeMHx nporpaM- 
Max b «o 6naKo». ^TU gaHHHe nonHo­
cTbro aH0HUMHH, H0 0HU n03B0nH- 
roT onpegenuTb HoBoe BpegoHocHoe 

nporpaMMHoe o6ecneHeHue u onoBe- 
CTUTb ocTanbHHx nonb30BaTeneft npo­
rpaMM «.Ha6opaTopuu KacnepcKoro» 
6yKBanbH0 b TeHeHue HecKonbKux 

MUHyT.

KaK ^T0 pa60TaeT?
HaHHeM c Toro, hto ocHoBHaa 3agaHa 

aHTUBupyca — npegoTBpaTUTb noHB- 
neHue Ha KoMnbroTepe BpegoHocHHx 

nporpaMM. K  coxaneHuro, Ha coBpe- 
MeHHoM KoMnbroTepe HoBHe npo- 
rpaMMH noHBnaroTCH perynapHo. 
f la x e  ecnu caM nonb30BaTenb HUHero

He ycTaHaBnuBaeT, MHorue yxe  ycTa- 
HoBneHHHe nporpaMMH (npogyKTH 

KoMnaHuu Adobe, Apple, Google  

u t. g .) aBToMaTUHecKu o6h o b ih - 
roTOH, 3arpyxaa U3 HHTepHeTa obou 

HoBHe Bepcuu. ^T 0 oHeHb ygo6Ho gna 

nonb30BaTena, ho ocnoxHHeT 3aga- 
Hy aHTUBupycy. Begb pacnpocTpaHe- 
Hue HoBoro Bupyca unu TpoHHCKoft 
nporpaMMH npoucxoguT cxogHo: 
b cucTeMe «Bgpyr» noHBnaeTCH HoBaa 

nporpaMMa. B cnyHae c BpegoHocHHM 

KogoM H aqe Bcero c^H ap u ft cne- 
gyroquft: MHoxecTBo nonb30BaTeneft 

nonyHaroT ccHnKy Ha BpegoHocHbift 

$aftn b oo^uaIbHHx ceTHx, no aneK- 
TpoHHoft noHTe unu Hepe3 cucTeMy 

MrHoBeHHoro o6MeHa coo6qeHUH- 
mu u, yBH, nHTaroTOH ero 3arpy3UTb 

u 3anycTUTb. Bonee Toro, HacTo npu 

noceqeH uu  o^e^uaIbHoft CTpaHu- 
UH 3anycK BpegoHocHoro Koga npo- 
ucxoguT aBToMaTUHecKu. B TaKux 

cnyHaax ucnonb3yroTca yH3BUMHe 

MecTa b 6pay3epe u gpyrux nporpaM- 
Max. HH$opMa^UH o 3anycKe hobhx  

Bepcuft neruTUMHoro ^aftna unu x e  

BpegoHocHoro Koga HaKannuBaeTCH 

b «o 6naHHoft» ceTu, u ogHoBpeMeHHo 

c ^TUM noBegeHue nporpaMMH aHa- 
nu3upyeTOH OTaHgapTHHMu MeTogaMu 

3aquTH. Ecnu nporpaMMa BegeT ce6a 

nogo3puTenbHo, HanpuMep nHTaeT- 
OH u3MeHUTb cucTeMHHe ^aftnbi unu 

nonyHUTb HecaH^uoHupoBaHHbift 

gocTyn k n0nb30BaTenbCK0ft uH ^op - 
Ma^uu, coo6qeH ue 06 ^T0M TaKxe 

nocTynaeT b «o 6naKo». B pe3ynbTaTe 

BHH0CUTCH BepguKT — HBnHeTOH npo­
rpaMMa onacHoft unu HeT.
H to npou3oftgeT, ecnu nporpaM­
Ma Bce x e  0Ka3anacb BpegoHocHoft? 

nonb30BaTenu, nonHTaBmueca 3any- 
CTUTb ee b nepBHe MUHyTH aTaKu, 
6ygyT 3aquqeH H  TonbKo c noMoqbro 

noBegeHHecKoro aHanu3a, KoTopHft 
cnoco6eH BHHBUTb «nogo3puTenb- 
Hyro» aKTUBHocTb. Bce ocTanbHbie 

yHacTHUKu K S N  onepaTUBHo nonyHaT 

UH$opMa^uro o hoboH yrpo3e u 6ygyT

npegynpexgeHH npu nonHTKe 3anycKa 

oooTBeTCTByroqero ^aftna. flaHHHe 

TaKxe nocTynHT b pacnopaxeHue ^KO- 
nepT0B «.Ha6opaTopuu KacnepcKoro» 
gna nocnegyroqero aHanu3a.
TaKoft nogxog ^puH^u^uaIbH 0 oTnu- 
HaeTOH ot Tpagu^U0HH0^0 . n p u  Tpagu- 
^U 0HH0M 06H0BneHUU aHTUBUpyOHHx 

6a3 o6paTHoft OBH3U ot nonb30BaTena 

k cepBepy HeT, ^ 0^T0My aHTUBupycHaa 

na6opaTopuH He nonyHaeT uH^opMa- 
^uro o $aKTe 3apaxeHUH, ero uotoh- 
HUKax u pacnpocTpaHeHuu BpegoHoc- 
Horo nporpaMMHoro o6ecneHeHUH. 
OTMeTUM, hto ucnonb30BaHue K S N  

o6nagaeT u gpyruMu npeuMyqecTBa- 
mu, KpoMe onepaTUBHoft p e a ^ u u  

Ha HoBHe yrpo3H: b na6opaTopuro 

HUKorga He nepecHnaeTOH caM nogo- 
3puTenbHbift $aftn, a TonbKo ero CBoft- 
OTBa: x^m-$yHK^UH, UH$opMa^UH  

o noBegeHuu, uotohhuk u t. g. TaKUM 

06pa30M, y nonb30BaTena He gonxHo  

B03HUKaTb 6ecnoKoftcTBa no noBogy 

yTeHKu gaHHHx. TaK hto, ecnu bh  

ucnonb3yeTe npogyKT «.Ha6opaTopuu 

KacnepcKoro», HacToHTenbHo peKo- 
MeHgyeTOH He oTKnroHaTb $ y H ^ u u  

K SN . B cnyHae ecnu nogo3puTenb- 
hhh  $aftn Bce x e  npu3HaeTCH Bpe- 
goHocHHM, oh MoxeT 6biTb nepegaH 

b «.Ha6opaTopuro KacnepcKoro» gna 

gononHUTenbHoro o 6cnegoBaHUH 

u npuHHTUH oKoHHaTenbHoro peme- 
HuH.
Hcnonb30BaHue «o 6naHHbix» TexHono­
ruft no3Bonuno peanu30BaTb c noMo­
qbro Kaspersky Security Network cne- 
gyroque ^yHKquu.
Be6-$UMmp. B e 6 -$unbTp npegHa- 
3HaHeH gna orpaHUHeHUH gocTyna  

k BpegoHocHHM u MomeHHUHeCKUM 

uHTepHeT-pecypcaM. B e 6 -$ u n b rp  

npoBepaeT ooh ik u  Ha Be6-OTpaHu^x. 
PagoM c humu BHOTaBnaroTCH 3HaHKu 

pa3Horo ^ e T a  b oooTBeTCTBuu c KaTe- 
ropueft onacHocTu. CaftTH genHTOH 

Ha onacHHe, 6e3onacHHe u HegocTa- 
tohho u3BecTHHe. B nepByro oHepegb 

o o h ik u  npoBeparoTCH b noKanbHoft
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6a3e ^um uHroBHx u BpegoHocHHx 

caftToB. nocne ^T0^0 noucK BegeT- 
ch b HepHHx cnucKax cucTeMH K SN . 
Ecnu pecypc Heu3BecTeH u TaM, npu- 
MeHHeTca ^BpucTUHecKuft aHanu3 

Ha HanuHue $am uHroBHx cchhok. 
AHmu-$UMUM. B xoge aHanu3a 

npou3BoguTca npoBepKa no 6a3e 

^um uH roB H x cchhok, Kaspersky 

Security Netwok (K S N ) u ^BpucTUHe- 
ckum MogyneM. Ecnu b xoge aHanu3a 

xoth 6h  ogHUM U3 Mogyneft cchh- 
Ka npu3HaeTca ^um uHroBoft — oHa 

6noKupyeTca (cm. pucyHoK 3). 
OTMeHeHo, hto npuMeHeHue K S N  o6e- 
cneHUBaeT BHcoKyro cKopocTb onoBe- 
^eHUH n0Hb30BaTeneft o ^um uH ro - 
Boft yrpo3e. n p u  o6HapyxeHuu HoBoro 

BpegoHocHoro o6teKTa Ha KoMnbro- 
Tepe nro6oro U3 n0Hb30BaTeneft K S N  

UH$opMa^UH o gaHHoM BpegoHocHoM 

o6teKTe cTaHoBUTca gocTynHoft gna  

Bcex ocTanbHHx n0Hb30BaTeneft K S N  

Hepe3 40 ceKyHg nocne ero o6Hapyxe- 
huh, a y xe  Hepe3 Hac Ha KoMnbroTepe 

n0Hb30BaTena o 6hobhhk>tch aHTu- 
^um uHroBHe 6a3H.
^BpucTUHecKuft Mogynb ocy^ecT - 
BHHeT KHaccu$UKa^uro b cooTBeT- 
ctbuu  c Ha6opoM npu3HaK0B. Bcero  

Ha cerogHH KonuHecTBo npu3Ha- 
kob gna  aHanu3a y x e  npeBHmaeT 

cto. B xoge aHanu3a BHgenaroTca 

npu3HaKu U3 H T M L  u U R L , 3aTeM 

ohu oTnpaBHHroTca b c^e^uanbHHft 

Mogynb, KoTopHft BHgaeT BepguKT 

Ha ocHoBaHuu cy^ecTByro^ux o6y- 
Haro^ux Ha6opoB. HanpuMep, k aHa-

nu3upyeMHM npu3HaKaM cT p aH u^ i 
m oxho oTHecTu HanuHue Ha cTpa- 
Hu^e nogo3puTenbHoft neKcuKu, 
HanuHue $opM BBoga, U R L  cogep- 
x u t  HeHUTaeMHe nocnegoBaTenbHo- 
cTU cUMB0H0B.
Kaspersky Security Network (K S N ) — 

^T0 c n y x 6a, npegocTaBnaro^aa  

gocTyn k 6a3e 3HaHuft «.Ha6opaTopuu 

KacnepcKoro» o pe^yTa^uu ^aftnoB, 
uHTepHeT-pecypcoB u nporpaMMHoro 

o6ecneHeHUH. ,3,hh BHHucneHua peny- 
Ta^uu Toro unu uHoro U R L  ucnonb-
3yeTcH HecK0HbK0 UcT0HHUK0B.
1. HenocpegcTBeHHo n0Hb30BaTenu 

npogyKTa, KoTopHe o 6pa^aroT -

ch c npocb6aMu o KaTeropupoBa- 
Huu Toro uhu uHoro HoBoro Be6 - 
pecypca (U R L ).

2. OaftnH 30H — cnucKu Bcex goMe- 
h o b , BHcoKoypoBHeBHx goM e- 
hob  TaKux KaK com, net, info. 
HH$opM a^UH  npegocTaBHHeTca 

no goroBopy c perucTpaTopoM.
3. noucKoBHe BHgaHu. P o 6 o th  

3anpamuBaroT y pa3HUHHHx nouc- 
kobhx MamuH Ha6opH KnroHeBHx 

$pa3. H a BHxoge uMeeM Ha6opH 

caftToB, KoTopHe cTaBHTca b 0He- 
pegb Ha npoBepKy.

06pa6oTKa $um uH roBoro 3anpoca
b ceTu K S N  noKa3aHa Ha pucyHKe 4.
06pa6oTKa $um uH roBoro 3anpoca
npou3BoguTca cnegyro^uM 06pa30M:
1. n o  3anpocy b K S N  npoBoguT- 

ch o6HapyxeHue cchhku b U R L  

Reputation Service.
2. Ecnu ccHHKa o6HapyxeHa, to aTaKa 

He yganacb, ccHHKa 6noKupoBaHa.
3. Ecnu ccHHKa He o 6HapyxeHa  

b K S N , npou 3BoguTca ^BpucTU- 
HecKuft aHanu3 cooTBeTcTByro^eft 

cTpaHU^I.
4. Ecnu ccHHKa npu3HaHa BpegoHoc- 

Hoft, to  npou3BoguTca ee ny 6nu- 
Ka^UH b K SN .

5. KpoMe Toro, 06H0BneHue 6a3H Bpe­
goHocHHx cchhok b K S N  npou3- 
BoguTca no pe3ynbTaTaM pa6oTH 

rpynn aHaHUTUKoB BpegoHocHo­
ro nporpaMMHoro o6ecneHeHUH, 
a TaKxe aHaHUTUKoB KoHTeHTHoft 
$UHbTpa^UU.
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6. n p u  ^T0M BHnoiHHeTCH T ^aT e ib - 
h h h  aHaiU3 u npoBepKa noiyHeH- 
h h x  pe3yibTaT0B.

7. n o c ie  ^T0^0 npoucxoguT ny6iUKa- 
^UH Bpeg0H0CHHx CCHI0K b K S N  

u 06H0BieHue 6a3H BpegoHocHHx 

ccH ioK  Ha KoMnbroTepax no ib3o- 
BaTeieft.

Anmu-CnaM. E c iu  paHee Tpe6oBa- 
iocb  o6yHUTb aHTUcnaMoBHH Mogyib 

Ha HeKoTopoM KoiUHecTBe nuceM nepeg 

HaHaioM pa6oTH, to ceHHac TaKoe 

o6yHeHue He Tpe6yeTCH, nocKoib- 
Ky HH$opMa^HH g iH  pa6oTH MogyiH 

6epeTCH H3 «o6iaKa», rge yxe  UMeeT- 
ch aKTyaibHaH 6a3a o6pa3^oB cnaM- 
coo6^eHHH. H 3 6a3 Kaspersky Security 

Network Ha n0ib30BaTeibCKue kom- 
nbroTepH nocTynaroT ma6ioHH hobhx  

paccHioK cnaMa u hobhc agpeca Bpe­
goHocHHx, cnaMepcKux u ^um uH ro- 
bhx pecypcoB. ^T0 no3BoiHeT 6HCTpo 

npucnoca6iHBaTbCH k U3MeHeHUHM 

TaKTUKU cnaMepoB u HaiaxuBaTb  

ageKBaTHyro 3a^UTy.
Konm poM  npo^paMM. CucTeM a  

Kaspersky Security N etw ork  yHa- 
cTByeT b onpegeieHHH peHTUHroB 

onacHocTU nporpaMM. TaKue peH- 
THHru ucnoib3yroTCH npu Ha3Ha-

HeHUH npaB gocTyna pa3 iUH H 0- 
ro nporpaM M H oro o6ecneHeHUH  

k pecypcaM  KoMnbroTepa u nep - 
coH aibH H M  gaHHHM n0ib30BaTe- 
iH . B Kaspersky Internet Security 

2012 UH$opMa^UH o hobom n p o -  
rpaMMHoM o6ecneHeHHU nocTynaeT  

cpa3y H3 HecKoibKux uctohhukob: 
cucTeMH K S N  u pa3iUHHHx KoMno- 
HeHToB 06H0BieH H H x npogyKToB, 
TaKux KaK «K oH T po ib  nporpaMM », 
«M oH H TopuH r aKTUBHocTU n p o -  
rpaM M» u <^BpucTHHecKuft a H a iu -  
3aTop». A k tu b h h h  o 6mch gaHHH- 
mu o6ecneHUBaeT MaKCHMaibHyro 

noiH oTy u aKTyaibHocTb aH aiU3U- 
pyeMoft UH$opM a^uu. 
npoeepKa penymaujuu npo^paMM. Bcero 

oguH pa3 HaxaB KiaBumy MHmu, 
n0ib30BaTeib Kaspersky Internet 

Security 2013 MoxeT y3HaTb penyra- 
^uro iro6oro ucnoiHHeMoro ^a ft ia  

Ha i0KaibH0M KoMnbroTepe u pemuTb, 
ctou t i u  ero ucn0ib30BaTb. ,3,ih 

^T0^0 HyxHo iu m b  KiUKHyTb npaBoft 

KHonKoH MHmu no UKoHKe ^a ft ia  

u BH6paTb B KoHTeKcTHoM MeHro 

o^^uro «n0CM0TpeTb pe^yTa^uro 

b K S N ». H o gaxe  ec iu  ^T0^0 He cge- 
iaTb, Bce Heo6xoguMHe npoBepKU

6ygyT npoBegeHH aBToMaTUHecKU. 
HH$opMa^UH o KaxgoH nporpaMMe 

MrHoBeHHo nonagaeT b «o 6iaHHyro» 
ceTb, gaxe  ec iu  ^Ta nporpaMMa Toib ­
Ko hto noHBHiacb b HHTepHeTe.

«06nanHHM» BapuaHT
HTaK, npeuM y^ecTBa ucn0ib30Ba- 
huh «o 6iaH H H x» TexHoioruH g iH  

3a^UTH  n0ib30BaTeiH oHeBugHH:
• BHcoKaH cKopocTb p e a ^ u u  

Ha yrpo3H — go cHUTaHHHx gecHT- 
k o b ceKyHg;

• o 6iagaH  npaKTUHecKU Heorpa- 
HUHeHHHMU BHHUCIUTeibHHMU  

pecypcaMU, « o 6ia K o » no3BoiHeT 

BHnoiHHTb napa iie ibH yro  o6pa- 
6oTKy gaHHHx, To ecTb 6HcTpo 

npoBoguTb ucciegoBaHue c io x -  

h h x  yrpo3;
• npu pa6oTe c « 06ia K 0M» 3arpy3Ka 

n0ib30BaTeibCK0r0 KoMnbroTe- 
pa MuHuMaibHa, TaK KaK o 6MeH 

UH$opMa^ueH c hum, KaK npa-
B U I0 , 0Cy^eCTBIHeTCH B $ 0H0B0M 

pexuMe.

BnaflHMup Ee3ManMH (vladb@windowslive. 
com) — cneuManMOT no oGecneneHura 
de30nacH00TM, MMeeT 3BaHun MVP Consumer 
Security, Microsoft Security Trusted Advisor

fl/ia i-M pyM T e ripM xoflM TG YHacTByi/iTe

MT MMTErPAUMH; 
H BPM

I UNTErPAUMS

I
MHTirpAUiW
W ROPnOPATH OKAfl 
MDtmibHQCITb

CEHTflSPfl

24
OKTSBPfl

ITHERNET

«MKT m  ô raKa
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