anaBJIeHne BHCUHIHUMMH 3alIOMUHAIONIMMHU yCTpOﬁCTBaMH

KonTtpons ucnonszoBanus nHGOpMAINH, TEPEMEIIAEMOi 32 IEpUMETP JOKAIbHON CETH KOMIIaHUHU, —
OJTHA U3 TTIaBHBIX 33134 CIIy>K0bI HHQOpMannoHHOH Oe3onacHocTH. C KaXKIpIM roJJoM 3Ta paboTa Bce
ycnoxkHsaeTcs. Pesko Bo3pocio grcio BceBo3MOkHBIX USB-HakommTenel u ux oovpem (aucku B 4 ['0aiiT
YK€ IaBHO HE PEIKOCTH); epeHocHble MP3-miieiiepsl ¢ xecTKUM IUCKOM, oToanmnapaTtsl, MOOUIIbHBIC
Tene(OHbl — BCE OHU UMEIOT OOJBION 00beM MaMsATH. PHIHOK TaKUX YCTPOWCTB JEMOHCTPUPYET
9KCTIOHEHIIUATLHBIN POCT, IPU 3TOM Pa3MEpPhbl YCTPONUCTB CTAHOBSITCS BCE MEHBIIIE, a
MPOU3BOJAUTENBHOCTE M 00bEM IIEPEHOCUMBIX JaHHBIX — BCE OOJIbIIE.

[TocTOSIHHO YBENUYHMBAIOTCSI MHBECTHUIIUH B MEKCETEBBIEC IKPaHbI, pa3padaThIBalOTCs BCE HOBBIE CIIOCOOEI
m(poBaHMsI JAHHBIX, Pa3IHYHbIC CPEICTBA U TEXHOJIOTHH KOHTPOJIS AJIS 3aIUThHI JaHHBIX. OIHAKO He
CTOUT 3a0BIBaTh, YTO BCE 3TH MEPBI HE CIIOCOOHBI OCTAHOBHUTH IONBITKY XUILECHUS AAHHBIX CO CTOPOHBI
COOCTBEHHBIX COTPYAHUKOB, IPUHOCSIINX Ha paboTy (ISHI-ANCKY M CKaYMBAIOLINX HA HUX
KOH(pUACHIMAIBHYI0 HH(popMamio. Bce 3TU TEXHOIOTMU HE B COCTOSIHUN BOCHPEISITCTBOBATh
0OM)KEHHBIM COTPYAHUKAM, KOTOPEIE BIIOJIHE MOTYT HCHONB30BaTh USB-ycTpoiicTBa 1is 3arpy3Ku
BPEIOHOCHOI NPOTpaMMbl B ceTh. IMEHHO MOATOMY M 0BT pa3paboTaH LeJblii Kilace MPOrpaMMHOTO
o0ecreyeHus! KOHTPOJISl CMEHHBIX HOCUTENEH.

B nanHoOIi cTaThe MBI C BAMU PaCCMOTPHUM JBa BO3MOXHBIX CII0C00a KOHTPOJIS BHELLTHUX HOCHUTENEH,
JKeNaTeJIbHO 0€3 MOKYIIKK AOTIOIHUTEIBLHOTO IPOrPaMMHOI0 00ECIICUEHHSL.

YrnpaBieHue BHEIIHUMH 3alIOMHUHAIOIIAME ycTpoiictBamu B Windows 7
Hauunas ¢ onepanuonnoii cucremsl Windows Vista, komnanust Microsoft BcTpanBaet B ornepaniioHHbIC
CHCTEMBI BO3MOXKHOCTB YIIPABIISITH HCIOJIE30BAaHIEM BHEIITHHX 3aIIOMHHAIONINX YCTPOUCTB C MTOMOIIBIO
JOKAJIBHBIX (TPYIIIOBBIX ) MOJUTHK. B TaHHOM pasjienie MbI IIOTbITaeMCs pa300paThes, KaK yIpaBIIsTh
BHEIIHUMH YCTPOMCTBAMH C MIOMOIIBI0 TonuTuK Windows 7.

JJis Mcrionb30BaHuUs pekuMa KOHTPOJIS HaJl IpUMEHEHHEeM BHEITHUX HocuTeneit B Windows 7
aJMHHHCTPATOP JAOJDKEH 33/1eiCTBOBATh IPYNIIOBbIE (JIOKAJIbHBIE) MOMUTHKH. [Ipy momMoIy rpynmnoBbIx
MOJINTHK OH MOXET yKa3aTh KOHKPETHBIE YCTPOUCTBA, HCIIOJIB30BAHNE KOTOPBIX HA JAHHOM KOMIIBIOTEPE
paspeleHo.

Yupasienue ¢ nomoubio ID ycrpoiictBa

[Ipenmonokum, 4To COTPYAHHUKY ITPUKA30M BhIICICH (DIAII-IUCK A, HO U3 JIOMa OH MOXET IPUHECTH
eme 1 pau-auck B. CpeacrBamul rpynnoBbiX NOMUTHK B Windows 7 MOXKHO CI€NaTh TaK, 4To (IIdII-
JTUCK A paboTath OyneT, a Mpy BKIOUYEHUH (HIIdII-Aucka B cOTpyTHUK MOMyYuT COOOIIEHUE O TOM, YTO
OH HapylIlIlaeT NoJUTHKY Oe3omacHocTu. [laBaiitTe paccMOTpuM moApoOHee, KaK 3TO OCYIICCTBUTS.

Kaxxnoe ycrporicTBo, ucnonb3ymwoiiee USB-nopt, o0namaeT Tak Ha3bIBaeMbIM YHUKAIBHBIM IIU(PPOBBIM
uaenTuduraropoM. To ecTb A CO3AaHUS CITUCKA Pa3pelIeHHBIX YCTPOWCTB HaM BHaYaJle HY>KHO
noay4uTh uaeHTuukaropsl (ID) 3TUX ycTpOHCTB.

Hns nomyuenus coorBerctBytowero ID ycrpoiictBa nogcoenunute ero k USB-nopty, 40KauTeCh, MOKa
CHCTEMa OIIO3HAET €ro, U 3alyCcTUTe Aucierdep ycrpoicTe Device Manager. B nosiBuBIIEMCS CIIHCKe
ycTpoiicTB packpoiite y3en Universal Serial Bus controllers u Beioepute USB Mass Storage Device. s
BBI30Ba KOHTEKCTHOTO MEHIO HAKMUTE MPaBYIO KIIABUIILY M BRIOEpUTE IMyHKT Properties. 3aTem BeIOepUTE
Details. B packpeiBatoriiemcs crincke Property ykaxurte myHkT Bus relations (cm. puc. 1).



USB Mass Storage Device Properties

General | Driver | Details |

USB Mass Storage Device

. d

Property
|Bus relations v

Yalue
USBSTOR\Disk&Ven_WD&Prod_2500BEV_Exdemal8Rev_1.04\5758453

[_ox ][cmu]‘

I

PucyHok 1 USB Mass Storage Device Properties

CkonupyiiTe 3HaUeHHE MTapaMeTpa B JII000H TEKCTOBBIM pefakTop. Bel moimydnTe cTpoKy THIa
USBSTOR\Disk&Ven_WD&Prod_2500BEV_External&Rev_1.04\575845323038443536353234&0.

W3 nony4eHHON CTPOKM HYKHO BBIIEIUTE NOACTPOKY 575845323038443536353234 ot nocaenHero
cumBona \ 10 &. D10 u OyJIeT HCKOMOE UMsI yCTPOMCTRA.

ITocne nonyuenust yaukansHoro ID ycTpoiicTBa MOKHO IEPENHTH K HACTPOKKE IPYIIIOBBIX MOJUATHK. [Ijist
HACTPOMKM IPYIMITOBBIX TIOJUTHK B PEKUME KOMAaHHOH CTPOKH 3amycTuTe komanay gpedit.msc. B
HOSIBUBILIEMCsI OKHE TPYNIOBBIX MoJduTHK BhibepuTe Computer Configuration — Administrative
Templates — System — Device Installation (3xpan 2).
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PUCyHOK 2 OKHO rpynnosbiX NOJUTUK

[anee BoiOepute HacTpoiiky Allow installation of devices that mach any of these device IDs () 1, uToObI
pa3penIuTh yCTAaHOBKY B OTKPBIBIIEMCS OKHE, 700aBbTe win yaaimre 1D ycrpoiictBa (3kpaH 3).



Show Contents 1 v oSl

Allow installation of devices that maich any of these Device IDs: ‘

Value

\_/

575845323038443536353234

[ ok ][ GCanced |

PucyHok 3 ID ycTpoiictBa

[Tocie co3aanus CIMCKA pa3pelICHHBIX YCTPONHCTB HYKHO 3alIPETHTh YCTAHOBKY BCEX OCTAJIBHBIX,
BKJTFOUYMB HacTpoiiky Prevent installation of devices not described by other policy settings.

BwmecTte ¢ TeM CTOHT y4ecTh, UTO TeNeph BBl CMOYKETE 3aIPETHTh YCTAHOBKY CMEHHBIX HOCUTENEH
BooOMIe. J[7151 3TOTO CIY»KUT MPaBUIIO, IPUBEICHHOE Ha dKpaHe 4.
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PUCYHOK 4 3anpeTuTb yCTaHOBKY CMEHHbIX Hocutenei soobiue

JlaHHOE MpaBMIIO TOJIUTHUKH MPETSITCTBYET YCTAHOBKE CMEHHBIX yCTPOHCTB. CyIIeCTBYIOIINE CMEHHbBIE
yCTpOIiCTBa HE CMOTYT NPH 3TOM OOHOBIIATH CBOM JpaiiBephl. JJaHHOE MpaBUiIO0 UMEET IPUOPUTET 10
OTHOLICHHUIO K JIFOOBIM JPYTrUM NapaMeTpaM HAaCTPONKH MOJUTUKH YCTAHOBKM CMEHHBIX YCTpOHCTB. st
3TOT0 IPABWIIA IPU3HAKOM TOT'0, UTO YCTPOMCTBO SIBISETCS CMEHHBIM, CIIY’KUT ApaiiBep yCTPOMCTBA, C
KOTOPBIM OHO CBSI3aHO.

BwMecre ¢ TeM agMUHHCTPATOP MOXKET CO3/1aTh «YEPHBII CIIUCOK YCTPOUCTB, KOTOPHIE HE MOTYT OBITh
YCTAaHOBJICHBI HA JAHHOM KOMITBIOTEPE, BKJIIOYMB HACTPOIKY Prevent installation of devices that match
any of these devices IDs.

Texcr, BBeieHHbIH B okHe npaBuiia Display a custom message when installation is prevent by policy
(balloon text), onpezenseT cooOIIeHNE, KOTOPOE [T0JIb30BATEIIb BUIUT B OKHE YBEAOMJICHHS B ClIydae,
€CIIM TIOJIUTHKA 3alPElIaeT YCTAHOBKY YCTPOUCTBA. DTOT TEKCT OyJIET 0TOOpasKeH KaK OCHOBHOM TEKCT
c0001eHus1, BIBOAUMOTr0 Windows BCSKHit pa3, KOra yCTaHOBKA YCTPOHCTBA OyIeT 3amnperiaThbes
HOJINTUKO}. 3aroJIOBOK OKHA YBEJIOMIICHHUSI MOXKET OBITh HACTPOEH U € IOMOIIIbI0 HacTpoiiku Display a
custom message when installation is prevent by policy (balloon title).



OpHaKo HE CTOHUT 3a0bIBaTh, UTO JAHHBIN CIIOCOO 3ampeTa BHEIIHUX YCTPOUCTB OyAeT paboTaTh TOJIBKO B
nomene Windows Server 2008R2 kiuentckuit [TK — Windows 7.

OpHaKo, COTJIacCUTECh, BEh BAIIK 33a91 MOTYT HE TOJIBKO TPeOOBaTh YTOOBI HA pabOTE COTPYAHUKH

paboTalii co CTpOro onpezeieHHbIMU (uieikamMu. T.e. BIIOJHE BO3MOXEH BApUAHT, KOTJa HEKOTOPBIM
BalllM COTPYIHUKaM HeoOxoauM aocTyn kK USB-duient no 4TeHnto, HEKOTOPBIM 3alPETHTh COBCEM, a
HEKOTOPBIM (Harpumep, anMuancTparopy Mb) — momHbIi qoctym.

s pemieHus: naHHOW 337291 HEOOXOAUMO MMPUMEHSATH CTOPOHHEE MMPOTrpaMMHOe oOecTieyeHue.

PaccMOTpUM, Kak peliuTh JaHHYIO 3a1a4y ¢ OMOIIBI0 KOPITOPATHBHOTO aHTHBUPYCHOTO POrPAMMHOTO
obecnieuenus ot «JIaboparopun Kacmepckoro» Kaspersky Work Space Security.

YnpasjieHue BHEIIHUMM 3alIOMUHAKIIAME ycTpoiicTBaMu ¢ momombio Kaspersky
Endpoint Security 8.

C nomorrsto ganHoro 1O Bel MOXkeTe OJI0KMPOBATh YCTpOICTBA Mo THITY (cMeHHbIe HocuTenu, CD/DVD,
Wi-Fi, mopratuusie ycerpoiictsa (MTPY) u 1p.) MM 110 THITy IITHHBL

J71s1 HEKOTOPBIX U3 YCTPONCTB MOXKHO SIBHO 3a71aTh BPEMsI ICUCTBUSI 3aIIPETa, BBECTH €0 JUISI OTICIBHBIX
oTIepaIfii Win CAeNaTh HCKIIOUeHHE JUTI HEKOTOPBIX MOJIb30BaTeNIeid. DTO MOXHO C/IETaTh JIS:

e (CpeMHBIX JUCKOB

e CD/DVD
o Jlucker
e CrpumepoB

o JKecTKUX IHCKOB
IToIHOCTEHIO BBI MOJKETE OTKIIIOUHTE:

®  MOJEMBI

e  BHCIIIHUE CETEBBIE aJalTephl

o WiFi

e IIpunrepsl

e VYcrpoiicTBa UTEHUSI CMapT-KapT

o  MynbTHQYHKIIMOHATIBHEIE YCTPOWCTBA

¢ Windows CE USB ActiveSync ycrpoiicTsa
e llopraruBusie yctpoiictBa (MTP)

e Bluetooth

CkaHepbl U YCTpOUCTBa it 00paboTKH N300paKeHWH MOKHO OTKITFOUUTH TOJBKO TIOJTHOCTHIO
OTKITIOYHB IIMHY TI0 KOTOPOH OHH MOJIKITFOYAOTCS:

e USB (mblib 1 KJ1aBHATYpPY 3a0J0KHPOBATH HEIT351)
o FireWire

e Infra-Red

e Serial Port

o Parallel Port

e PCMCIA

1 o . . .
K nopTtaTneHbIM ycTpolictBam (MTP) oTHocaTca mobunbHble TenedoHsl, iPod, iPad, iPhone



IIpaBuia 1y yCTPOKCTB UMEIOT 0oJiee BHICOKHMI MPpUOpUTET. T.€. ecit pa3pentuTh UCIIOIb30BaHNe
ChEMHBIX JUCKOB, TO HacTpoiika USB-1uHbI 3HaueHus He uMeeT, (iieiika OJIOKHPOBATLCS HE OYICT.

s durenrexk, sxecTKuX auckoB, aucker, CD/DVD MoxHO 3a1aTh OrpaHHUYeHNs Ha UCIIOIb30BaHHE:

e CHOHCOK YYeTHBIX 3alHCEH, KOTOPBIM OHU JAOCTYIHBI BHIOpaTh MOKHO MO0 M3 TOMEHHBIX,
7100 JTOKANBHBIX YUYETHBIX 3aIHCEH.

e Tumbl onepanuii 1 pacrcaHue 3anpenieHns (paspemenus). MoXXHO HE3aBUCHUMO YTIPaBIATh
YTeHHEM U 3amlichio. Bpems 3amaercs B Buae TaOIUITBEI C TOYHOCTHIO JI0 Yaca U THS HeIew.
Hanpumep, onepaunu uteHus ¢ ¢uieliek 1 IMCKOB paspemeHsl B paboune auu ¢ 8-00 mo 20-
00, a oneparuu 3amnrcH MOTYT MPOU3BOIUTE TOIBKO aJMIHHUCTPATOPHI M TOIHKO B pabouee
BpeMSl.

Bwmecte ¢ Tem crout Y4€CTh, UTO B CIy4dac, KOorja 1mojJb30BaTeIt0 BCC XKE HGO6XOZ[I/IMO IIpEAOCTaBUTH
IIOJIB30BAaTCIIIO BpeMeHHBIﬁ AOCTYII K 3a6J'IOKI/Ip0BaHHOMy yCTpOI\/'ICTBy, 9TOT AOCTYII MOXXHO
peaoCTaBUThb.

B ciyudae eciiu nosib3oBaresib 0OHapYKUBAET UTO HYKHOE €My YCTPOHCTBO 3a0JIOKMPOBAHO, OH MOXKET
CTeHEPHUPOBATh, UCTIOIB3YS JOKaNbHBINA nHTEpdeiic KES, yHnkanpHBIN K0T U TIEpECIIaTh ero
aJIMHHUCTPATOPY IO 3JIEKTPOHHOH 1oUTy. B cBOIO 0Ouepens aAMUHUCTPATOP, PACCMOTPEB 3aIIPOC, MOKET
BBICJIATh MI0JIb30BATENIO CHELUATIbHBIN KO A0OCTYIA.

IIpu mosmyueHnn Koja 10CTyIa MOJb30BaTENb €r0 aKTUBUPYCET.

[Tocne 3TOTO MOCTYN K BRIOPAHHOMY YCTPOMCTBY (M TOJIBKO K HEMY) OyJeT BpEMEHHO OTKPHIT Ha TMEPHO]T
BPEMEHH, YKa3aHHBII aJIMUHUCTPATOPOM.

st Toro uyToOBI CHOPMUPOBATH 3aMPocC, MOJIb30BaTeIb OTKphIBacT nHTEepdeiic KES Ha 3aknanke LlenTp
ynpaBJieHHsI



_ X
Kaspersky PemyTaunoHHkIi ceperc KSN

Endpoint Security 8 all OTueTe @9 KaparTum

AnA Windows

LlenTp ynpasneHus Vlad, B pabotaere nog nonuTnkoi

KonTpone pabovero mecra

i KoHTponbe NporpamMM MoHHTOPWHT BKTHEHOCTI NPOrpaMM

£ KoHTponk 3amycka nporpanm paspelweHo sanyckos nporpamM: 160, sanpeweHo sanyokos nporpamm; 0
& KoHTpOMb SKTWEHOCTH NPOrPaMM SAMYLLEHD NPOrPaMM M3 rpyNnel "JoEeperHee™: 73

€% MoHMTOPHHT YASEMMOCTER B 3anyLWLEHHEIX NPOrPaMMax YASBMMOCTH He HaHOEHE!

D CTETHCTHKS, HEKONNEHIHEA C MOMEHTA 38NYCKa NPorpaMMel P

: . E OTueTwl
U YnpaBneHWe 3alWTon BK. 1 Jocryn k yorpoiicTsy

ﬂl Momows
nposepeHo obeerKToE: 35131, Hi,.

YI'IDBEU'IE‘HL"IE 3apgadamMn -y 5 w3 b 3a0ay 3agaHo pacnHicaHne

Crnenyiowsns sagaqa: OBHoBneHWe =znyoTiTod 27.02.2012 B 9:24

Cnpaexa Mopnepxxa Nuuexsns

Pucynok 5 Llentp ynpasJenus. Jloctyn Kk yerpoiicTBy

B otkpriBIIEMCS OKHE OyIyT MEepeUYHCIIeHbl BCE YCTPOUCTBA, KOTAa-In00 MOJIyyaBIIne JOCTYI K
KOMITBIOTEPY, B TOM YHCIIE 3a0JIOKUPOBaHHbIE.



['Z 3anpoc goctyna K yCTPOHCTEY

Q BoibepuTe yCTPOMCTED, K KOTOPOMY HEODXNOGMM AOCTYN.

OTodpaaTe NoAKNOYEHHEIE YCTPORCTES: |38 BCe BpeMA paboTkl v] Ij

CocToaHue -

CHO L Device

VAPM3 1WE MoaknoYeHo

JetFlash Transcend 16GE U..,

E] USBSTORNDISKEVEM_1... MogkniodeHo
=) | FUIITSU MHZ225085 G2 US...
= ﬁ] SanDisk Cruzer USE Device

ﬁl LUSBSTORN\DISKEVEM S5... OTHAHYEHD

| MoAY4YTE KDY AOCTYNA. .. | | AKTWEMPOBETE KOO AOCTYMA. .. |

Crnpaeka

Pucynok 6 3anpoc gocTyna K ycrpoicTBy

31ech HY)KHO HATH TO, K KOTOPOMY TpeOyeTcst AOCTYII, BBIASIUTH ero U Haxkath [loJyduTs KoY
nocryna. EMMHCTBEHHBIN HACTpauBaeMbli TapaMeTp — JKeJaeMbIil mepuo1 BpeMeHu. [lo ymomyanuio —
24 ygaca.

Kitrou, onyueHnsIi B Bue .acode daiiiaa moap30BaTelh JOJDKEH MepeciaTh aAMUHUCTPATODY.

AJIMHHHCTPATOpP Ha OCHOBE MOJIyYEHHOTO KiFo4a .acode reHepupyeT ko4 (daiin 4 pacimpenuem .akey)
OH mepecbuiaeTcs oopaTHo Ha kineHTckui [1K. ITonp3oBaTens B TOM ke OKHE BBIOMpAET KHOIIKY
AKTHBHPOBATH KOJ A0CTYNA U BBOJIUT mojyucHHbIi .akey-daiin. [lepesarpyska He TpeOyercs.

Y CTpOoKCTBO IOCTYITHO Cpa3y XKe.

3anpet BHemIHUX HocuTesed B Windows 8 Consumer Preview

Ecnu Bbl paboraete nox ynpasieanem Windows 8 Consumer Previev, To asist Toro uTo0sl pa3perinThb
pa60Ty JIMIIb € ONPCACIICHHBIMU BHEINHUMHA HOCUTCISIMU, BaM IPHUJICTCA NIPOBECTU BECh LHUKIT pa60T
ananornyno Windows 7.

T.e. BHavase ¢ IOMONIBIO JHCIIeTYepa YCTPOUCTB BhIOpaTh |D paspemienHoro ycrpoiictsa (puc.7).
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i»-{M Computer
b a Disk drives

b &, Display adapters

b-% Human Interface Devices

b ‘g IDE ATA/ATAPI controllers
b Keyboards

Dﬂ Mice and other pointing devices
» W Monitors

DEI? Metwork adapters

b K Portable Devices

» 15" Parts (COM 8 LPT)

b-@ Print queues

E-R Processors

b -2 Security devices

b C— Storage controllers

b M System devices

4. i Universal Serial Bus controllers
..... § Generic USB Hub

..... § Generic USE Hub

- i USE Mass Storage Device |
..... § USE Root Hub
..... § USB Root Hub

[ Iﬂl Sound, video and game controllers

----- i Intel(R) 5 Series/3400 Series Chipset Family USE Enhanced Host Controller - 3834
----- i Intel(R) 5 Series/3400 Series Chipset Family USE Enhanced Host Controller - 3B3C

m

PucyHoK 7 ijucnetyep ycTpoiicTs

B nannom ciiy4ae Beiopate USB Mass Storage Device u HaxaB MpaByro KJIaBUIIY Ha BHIOPAHHOM
YCTPOMCTBE U3 MEHIO BBIOpaTh CBOWCTBA 3TOTr0 YCTpOoHCTBa (puc.8)



USB Mass Storage Device Properties ﬁ

General Details | Events

II5B Mass Storage Device

Property
[ Hardware Ids -

Value

: USBAWID D58FAPID 638VAREV 0100
USB\WID_058F&PID_G387

OK || Cancel

PucyHok 8 USB Mass Storage Device Properties

BbibepuTe B CTpoKe Property 3HayeHwue Bus relations n ckonupyiiTe ero B TEKCTOBbIN peaakTop. B
Halem caydae 3to USB\VID_058F&PID_6387&REV_0100

ITocne aToro HE06X0IMMO MEPEUTH K HACTPOUKE C TIOMOILBIO IPYMITOBIX HOJIUTHK.
Jlist aToro HabepuTe B KOMaHAHOM cTpoke gpedit.msc

B nosiBEBIIIEMCSI OKHE HACTPOMKH ITApaMeTpoB rpynnoBoi moautuku (puc.9) Beibepure Computer
Configuration — Administrative Templates — System — Device Installation — Device Installation
Restrictions
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Eile  Action

Local Group Policy Editor
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Device Installation |

b [ Windows Settings -
4 [ Administrative Templates
» [ Contrel Panel
b 7] Network
] Printers
a B System

Access Denied Remediation
Credentials Delegation

Device Redirection

Disk NV Cache

Disk Quotas

Distributed COM

Driver Installation

Early Launch Antimalware
Enhanced Storage Access

File Classification Infrastructure

File Share Shadow Copy Provider
Filesystem

Folder Redirection

Group Policy

Internet Communication Manager
15Csl

KDC

Kerberos

Locale Services

Logen

Net Logon

Perfermance Control Panel

Power Management
Recovery

Remote Assistance
Remote Procedure Call
Removable Storage Access
Scripts

Shutdown

Shutdown Optiens

System Restore

Trouhlechnntinn and Niannncticre

<

D

— || Select an item to view its description,  Setting

s

Device Installation Restrictions

Prioritize all digitally signed drivers equally during the driver ...

Configure device installation time-out

Prevent creation of a system restore point during device acti...

Allow remote access to the Plug and Play interface

Turn off "Found New Hardware" balloons during device inst..,
Do not send a Windows error report when a generic driver is..,
Prevent Windows from sending an error report when a devic...

Prevent device metadata retrieval from the Internet
Specify search order for device driver source locations
Specify the search server for device driver updates

State

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Comment

No
No
No I
No
No
No
No
No
No
No

@ i

Extended /(Standard/

10 setting(s)

PUCYHOK 9 JIOKanbHbIi1 peAaKTop rpynnoBoii NOAUTUKK

Bbibepute napametp rpynnoson noamtukm Allow installation of devices that match any of these device
IDs (pwnc.10).




() Not Configured Comment;
@ Enabled

() Disabled

Options:

A - Allow installation of devices that match any of these device |Ds

E‘ Allow installation of devices that match any of these device IDs

Previous Setting ] ’ MNext Setting l

Supported on: At least Windows Vista

Help:

Allow installation of devices that match any of these
Device IDs:

Show...

To create a list of devices, click Show, In the Show
Contents dialog box, in the Value column,

type a Plug and Play hardware |D or compatible ID

(for example, gendisk, USBACOMPOSITE,
USB\Class_ff).

This policy setting allows you to specify a list of Plug and Play
hardware |Ds and compatible IDs for devices that Windows is
allowed to install. Use this policy setting only when the "Prevent
installation of devices not described by other policy settings”
policy setting is enabled. Other policy settings that prevent
device installation take precedence over this one.

If you enable this policy setting, Windows is allowed to install or
update any device whose Plug and Play hardware 1D or
compatible |D appears in the list you create, unless another
policy setting specifically prevents that installation (for example,
the "Prevent installation of devices that match any of these
device |Ds" policy setting, the "Prevent installation of devices for
these device classes” policy setting, or the "Prevent installation of
rermnovable devices" policy setting). If you enable this policy
setting on a remote desktop server, the policy setting affects
redirection of the specified devices from a remote desktop client
to the remote desktop server.

If you disable or do not configure this policy setting, and no
other policy setting describes the device, the "Prevent installation

»

m

’ oK ” Cancel ” Apply

l

PucyHok 10 Allow installation of devices that match any of these device IDs

BbibepuTe Enable - Show 1 B nonydeHHom okHe (puc.11) sBeaute hardware ID.




Show Contents I_Iﬂﬂl

Allow installation of devices that match any of these Device 1Ds:

Value
o USB WID_058FAPID_6387AREY_0100
*

oK || Cancel

PucyHok 11 Device IDs

Mocne Toro KaK Bbl BHECETE BCE PaspelleHHble BaMM HAaKOMUTEN B 3TOT CMIUCOK, Bbl MOXKETE 3anpeTuTb
YCTaHOBKY BCEX OCTa/IbHbIX (puc.12)



b Prevent installation of devices not described by other policy settings |_|Eihl

E‘ Prevent installation of devices not described by other policy settings

@ Mot Configured Comment; -
() Enabled
() Disabled i
Supported ON: ¢ eact Windows Vista -
Options: Help:
This pelicy setting allows you to prevent the installation of =
devices that are not specifically described by any other policy
setting.

If you enable this policy setting, Windows is prevented from
installing or updating the device driver for any device that is not
described by either the "Allow installation of devices that match
any of these device IDs" or the "Allow installation of devices for
these device classes" policy setting.

If you disable or do not cenfigure this policy setting, Windows is
allowed to install or update the device driver for any device that
is not described by the "Prevent installation of devices that
match any of these device [Ds," "Prevent installation of devices
for these device classes," or "Prevent installation of removable
devices" policy setting.

| ok || concel |

PucyHOK 12 3anpeTuTb NOoAKAIOYEHUE BHELLHUX YCTPOICTB, ABHO HE OMMUCAHHBIX B rPYyNnoBoii NoUTUKe.

PaccmoTprm A0ONONHUTENIbHO HEKOTOPbIE MapameTpbl rpynnosoi noamMTukn Windows 8, KoTopble
OTHOCATCA K YNPaBAEHWUIO BHELUHUMU YCTPOUCTBAMM

Allow installation of devices using drivers that match these device setup
classes

[JaHHbIV napameTp NO3BONSET YNPaBAATb NOAKAOYEHNEM YCTPOMNCTB, PYKOBOACTBYACL He ID ycTpoincTsa
a ero Knaccom. T.e. Bbl MoxKeTe YKa3aTb Kakune Knacchbl yCTpOﬁCTB MOXHO NOAKNKYAaTb K aHHOMY MK.

Prevent installation of devices using drivers that match these device setup
classes

[aHHbI NapameTp No3BOAAET YKa3aTb KaKMe YCTPOCTBa (MO Knaccam) HeNb3sA NOAKAUMTL K AaHHOMY
MK.

Display a custom message when installation is prevented by a policy setting
[aHHbI NnapameTp NoJIMTUKK NO3BOASAET co3aaTh coobueHne (He bonee 128 cumBonos), KoTopoe byaer
BbICBEYEHO MNO/1b30BATENIO B TOM C/Ny4ae eC/i YCTaHOBKa COOTBETCTBYHOLWLEIO yCTpOVICTBa 3anpeuweHa
NONUTUKOM.



Prevent installation of devices that match any of these device IDs
3anpeTuTb YCTAHOBKY YCTPOMCTB co caeaytowmmm ID.

BbiBO,

Taknum 06pa3om, MOXKHO caenaTb BbIBOJ, YTO Ha CEroaHsA cyllecTsyeT macca pasHoobpasHoro MO ana
pelleHus 3afa4, CBA3aHHbIX C yNpaB/ieHMeM BHELWHUMM YCTPOoCTBaMK. Bam BbiIBMpPaTb Kakoe Bbl
3axX0TUTE MUCMNob30BaTb. OAHAKO CTOMT MOHMMATb, YTO AaHHAA 334a4a A0/XKHA ObITb pelleHa B Lensx
obecneyeHns 6e30NacHOCTK.



