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flBe OCHOBHbie
yrpo3bi 6e30nacH0dM

C
Tex nop KaK Hanuca- 
Hue BpegoHocHoro Koga 
nepecTano 6HTb yge- 
noM He6onbmoro Konuqe- 
cTBa TanaHTnuBHx npo- 
rpaMMucToB h npeBpaTunocb b cpeg- 

ctbo 3apa6aTHBaHHH geHer, TeMnH 
pa3BHTHH yrp03 B 0TH0meHHH cucTeM 
6e3onacHocTH npegnpuHTuft h HHgu- 
BugyanbHHx nonb30BaTeneft 3Ha- 
quTenbHo ycKopunucb. n o  gaHHHM 
KoMnaHHH Microsoft, npuBegeHHHM 
b goKnage pyKoBogHTenH nporpaM- 
m h HH$0pMa^H0HH0ft 6e3onacHo- 
c th  AHgpeH BemKoBa, cgenaHHoM 
Ha K0H$epeH^HH Microsoft SWIT, 
39% KoMnbroTepoB b Mupe 3apaxeHH 
BpegoHocHHM KogoM, KaxgHft 14-ft 
cKaquBaeMHft H3 HHTepHeTa $aftn  
cogepxHT BpegoHocHHft Kog, a 6onee 
MunnuoHa KoMnbroTepoB B3naMHBa- 
eTcH KaxgHft geHb, To ecTb ogHH 
KoMnbroTep KaxgHe 14 ceKyHg. 
Bonee Toro, cerogHH HanucaHue 
nporpaMM gnH B3noMa — ^T0 oguH 
Bug 6u3Heca, a HenocpegcTBeHHoe 
pacnpocTpaHeHue h aTaKH — 3aga- 
qa coBepmeHHo gpyrux nrogeft. B ot 
KaKHe cBegeHHH o cToHMocTH 3noBpeg- 
h h x  nporpaMM moxho noqepnHyTb 
H3 oTqeTa KoMnaHHH Trend Micro nog 
Ha3BaHueM Russian Underground 101 
(http://w w w .trendm icro .com /cloud- 
content/us/pdfs/security-intelligence/

w h i te - p a p e r s /w p - r u s s ia n - u n d e r
ground-101.pdf):
• pyTKHT gnH Linux ctoht 500 gonn., 

gnH Windows 292 gonn.;
• roToBHft Ha6op W inlocker — 

20 gonn;
• nonuMop^HHft m u^poBanb^HK — 

100 gonn.;
• apeHga Ha6opa nporpaMM ucnonb- 

30BaHHH yH3BHMocTeft — 400 gonn. 
b MecH^

• 0TKa30ycT0ftqHBHft xocTHHr — 
20 gonn.

KaK BuguTe, moxho npocTo 3anna- 
THTb, H UHcTpyMeHTH gnH B3n0Ma 
y Bac b pyKax. Ho caMoe HHTepec- 
Hoe b ^T0M oTqeTe — yrpo3H Tuna 
«0-day», kotophmh Hac TaK nro6HT 
nyraTb. Ohh cocTaBnHroT Bcero...
0,12% (!) o 6 ^e ro  qucna yrpo3. Bcero- 
To! O6 ocTanbHHx yH3BHMocTHx yxe 
gaBHo Bce H3BecTHo, Ho TeM He MeHee 
ohh cy^ecTByroT h qepe3 hhx ugyT 
aTaKH. n o  gaHHHM oTqeTa Microsoft 
Security Intelligence Report BHnycK 11 
(http://w w w .m icrosoft.com /security/ 
sir/archive/default.aspx), m h  HMeeM 
pacnpegeneHue yrpo3, npegcTaBneH- 
Hoe Ha pHcyHKe 1.
BonbmaH qacTb BpegoHocHoro Koga 
nu6o Tpe6yeT HBHoro pa3pemeHHH 
Ha 3anycK, nu6o ucnonb3yeT y x e  
gaBHo H3BecTHHe h3^hhh  b npo- 
rpaMMHoM o6ecneqeHHH. HTaK, mh

3HaeM gBa ochobhhx cnoco6a pac- 
npocTpaHeHHH yrpo3, ^T0 co^Hanb- 
HaH HHxeHepuH h ucnonb30BaHue 
H3tHH0B b nporpaMMHoM o6ecneqe-
HHH.

Co^Ma^bHaf l  MHweHepwn
CTaTucTHKa aTaK c ucnonb30Ba- 
HueM MeTogoB co^HanbHoft HHxe- 
Hepuu, u n u  ^um iH roB H x aTaK, 
no Bepcuu A nti-Phishing World 
Group (h ttp ://apwg.org/apwg-news- 
center/crim ew are-m ap), no gaH­
HHM oTqeTa 3a qeTBepTHft KBapTan 
2012 roga (cm. Ta6nH^y), roBopuT 
o tom, qTo oKono 30% nepcoHanbHHx 
KoMnbroTepoB bo BceM Mupe 6Hnu 
3apaxeHH BpegoHocHHM nporpaMM- 
hhm  o6ecneqeHueM, 6onee 57% KoM­
nbroTepoB b KuTae 6Hnu 3apaxeHH, 
3a ucKnroqeHueM okth6ph 2012 roga, 
qucno ^umuHroBHx caftToB yMeHb- 
manocb KaxgHft MecH^ c anpenH 
go geKa6pH 2012 roga.
H a pucyHKe 2 npuBegeH npu- 
Mep Buga ^um iH roB H x caftToB. 
O6paTHTe BHHMaHHe Ha BHgeneH- 
HHft KpacHHM agpec goMeHa: BHgHo, 
qTo oH Ha ogHy (!) 6yKBy oTnHqaeTcH 
ot HacToH^ero.
nepBoe MecTo b Top10, no gaHHHM 
KoMnaHHH G D ata Security Labs, 
cpegu caMHx onacHHx caftToB 3aHH- 
MaroT TeMaTuqecKue nopTanH o Tex-

T a 6 n i^ a OTMeT APWG 3a IV-m KBapTan 2012 ro g a

OKTflSpb 2012 Ho«6pb 2012 fleKa6pb 2012
Hmc^ o yHMKa^bHwx $MWMHroBbix OTHeTOB, noflyneHHbix no e-m ail ot n0^b30Baie^ew APWG 25365 24563 28195

KOAMHeCTBO yHMKa^bHbX ^MmMHrOBbX Be6-CaMT0B 51232 46002 45628

Hhc^ o SpeHflOB, Mcn0^b30BaHHbx ^MmepaMM 401 430 418

CTpaHb, b KOTopbx 3aperucTpup0BaH0 SoflbWMHCTBo $MWMHroBbix caMToB USA USA USA

CogepwaT HeKOTopyro nacTb ^ n e B o ro  UMeHU b URL 60,31% 54,23% 53,59%

HeT MMeHM caMTa, TonbKo IP-agpec 1,63% 1,87% 1,93%

Ko^MHecTBo caMToB, He ncnoflb3yio^M X nopT 80 0,3% 0,24% 1,04%
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HonoruHx u TeneK0MMyHUKa^u- 
hx (16,2%). B ^Ty KaTeropuro BxogHT 
caftTH o KOMnbroTepax, TexHonoruax 
CBH3U, Mo6unbHHX HOBUHKaX, o ceTu 
HHTepHeT u np. CaMoe uHTepecHoe, 
qTo noceTUTenu nogo6HHx nopTa- 
noB — 3aqacTyro nrogu rpaMOTHHe 
b o6nacTu UH$opMa^uoHHoft 6e3- 
onacHOcTu, ho uMeHHO ohu npu- 
HUMaroT Ha ce6a 0CH0BHyro BonHy 
uHTepHeT-aTaK. Bo BTopyro rpynny 
BxogHT caftTH nog o6^um  Ha3BaHueM 
«6u3Hec» (11,3%): 6u3Hec-u3gaHua, 
nopTanbi 6u3Hec-HOBOcTeft, BceBO3- 
MoxHHe KypcH n e ^ u f t ,  caftTH gna 
nOBHmeHUH ^$$eKTUBH0CTU 6u3- 
Heca. H TonbKo TpeTbro ^03u^uro 
c goneft qyTb 6onbme 10% 3aHUMaroT 
caftTH c nopHorpa^uqecKUM KOHTeH- 
tom, KOTopHe Bcerga uMenu gypHyro 
pe^yTa^uro u3-3a cogepxaHUH Bpe- 
g 0H0CH0r 0 Koga. KaK 6 h  to  hu  6bino, 
uccnegoBaHue, npoBegeHHoe G Data 
b npomnoM rogy, BHHBnaeT OTcyT- 
cTBue KaKoft-nu6o CBH3U Mexgy nop- 
Horpa^uqecKUM cogepxuMHM caftTa 
u B03M0xH0CTbro 3apaxeHUH kom- 
nbroTepa. ^ 0CTaT0qH0 3aKOHOMepHO, 
qTO CaftTH, CBH3aHHHe C 06MeH0M 
^aftnoB u ogHopaHroBHM coegu- 
HeHueM (7,1%), TaKxe HaxogHTCH 
b nepBoft nHTepKe. OrpoMHHft o6teM 
Bpeg0H0CHHx ^aftnoB pacnpocTpa- 
HHeTCH BMecTe c HeneranbHHM koh- 
TeHTOM cpegu nro6uTeneft HapymaTb 
3aKOH 06 aBT0pcK0M npaBe. C ^Toft 
rpynnoft HanpHMyro cBH3aHa u cne- 
gy ro^aa  KaTeropua onacHHx caftTOB, 
KoTopaa pacnonoxunacb Ha mecTOM

MecTe, — pa3BneqeHUH (5,2%). K Heft 
o thoch tch  pa3BneKaTenbHHe nopTa- 
nH c My3HKoft, ^unbMaMu, Bugeo 
C K0H^epT0B, caftTH C HOBOCTHMU 
U3 Mupa moy-6u3Heca u cnneTHHMu 
O 3HaMeHUTOCTHX.
KaTeropua c 6noraMu (3,7%), 3aHu- 
M aro^aa BOcbMyro ^03u^uro, BKnro- 
qaeT nro6bie BugH xypHanoB: o t $ o to , 
ayguo u KUHo6noroB go cTaHgapT- 
h h x  TeKCTOBHx 6noroBHx nno^agoK. 
TaK KaK 6onbmaa qacTb KOHTeHTa 
Ha nogo6HHx caftTax ^opMupyeT- 
ch caMUMu nonb3OBaTenHMu, aBTO- 
paM 6nora 6ygeT HecnoxHO BBecTu 
cBoux quTaTeneft B 3a6nyxgeHue

u 3aMaHUTb Ha onacHbie cTpaHu- 
nH. 3aqacTyro 6noroBbie nnaT^op- 
m h He MoryT noxBacTaTbCH xopomuM 
TexHuqecKUM ocHa^eHueM, KOTopoe 
noMoxeT n p 0TUB0CT0HTb 3noyMHm- 
neHHUKaM. ^T 0 no3BonaeT xaKepaM 
BHegpHTb BpegOHOCHHft KOHTeHT 
B HBHOft u n u  He3aMeTHOft $opMe 
u npuquHHTb Bpeg quTaTenHM 6no- 
roB. H nocnegHue gBa MecTa pa3ge- 
nu n u  caftTH o nyTemecTBUHx (3,5%) 
u urpoBbie nopTanH (3,3%).
Ho, gaxe  yquTHBaa cocTaBneHHHft 
peftTUHr, Henb3H cKa3aTb, qTo TeMa 
caftTa HBnaeTCH rnaBHHM ^aKTopoM 
gna Ku6epM0meHHUK0B b Bonpoce 
pa3Me^eHUH noBymeK. E ^ e  6onb- 
me ux uHTepecyeT KonuqecTBo Hau- 
b h h x  nonb3OBaTeneft, KOTopHe noce- 
THT CaftT, U MUHUManbHHe 3aTpaTH 
Ha 3apaxeHue nopTana. nOTOMy 6e3- 
onacHOcTb Toro unu  uHoro caftTa unu  
cepBepa HanpHMyro 3aBucuT o t Toro, 
HacK0nbK0 xopomo 3a^u^eH bi Bce 
ero KOMnOHeHTH OT BCeBO3MOxHHX
aTaK. HanpuMep, ecnu cy^ecTByeT 
yH3BUMoe MecTO b cucTeMe ynpaB- 
neHUH KOHTeHTOM, b nogKnroqaeMOM 
Mogyne unu  nporpaMMe, ^T0 3HaquT, 
qTo K axgbft Be6-cepBep, o6opygo- 
BaHHHft 3TUMU x e  KOMnOHeHTaMU, 
OKa3HBaeTCH b 3OHe pucKa He3aBu- 
cumo o t HanonHeHUH caftTa. A KaK 
u3BecTHO, o6HapyxuB ogHy yH3Bu- 
MocTb, MomeHHuKu HaquHaroT ocy- 
^ecTBnHTb MaccoBHe aTaKu u pac-

PncyHOK 2 npuM ep ^M m uH roB oro a g p e c a
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npocTpaHHTb BpegoHocHHe npo- 
rpaMMH, ucnonb3yro^ue u3BecTHHe 
cna6bie MecTa B nogo6HHx cucTe- 
Max. CooTBeTcTBeHHo, nonynHpHHe 
caftTH, npuBneK aro^ue 6onbmoe 
KonuHecTBo nonb3OBaTeneft, cTaHo- 
bhtch rnaBHoft MumeHbro gnH 3noy- 
MHmneHHUKOB.

KaK 3 a ^ u T u T b c n  o t  o6MaHa?
3a^uToft ot gaHHoro Tuna aTaK MoxeT 
cnyxuTb TexHonoruH Smart Screen, 
BcTpoeHHaH B Internet Explorer, cooT- 
BeTCTByro^ue ^unbrpbi B gpyrux 
6pay3epax unu  pa3nuHHHe aHTu^u- 
muHroBHe Mogynu. Bot HecKonbKo 
npuMepoB.
• WOT (Web of Trust) — ^T0 6ec- 

nnaTHaH HagcTpoftKa k 6pay3epy, 
K0T0paH npegynpexgaeT nonb3o- 
BaTenH bo BpeMH noucKa uH ^op- 
Ma^HH unu  coBepmeHUH noKynoK 
o ^0TeH^uanbH0 He6e3onacHHx 
Be6-cTpaHH^x. WOT coBMecTUM 
c TaKuMu 6pay3epaMu, KaK Internet 
Explorer, M ozilla Firefox, Opera 
(b 11-ft Bepcuu npu noM o^u pac- 
mupeHuH), Google Chrome u Safari. 
WOT co3gaH Ha OcHOBe OT3HBOB 
coo6^ecTBa nonb3OBaTeneft, u ypo- 
BeHb goBepuH k TOMy unu  uHOMy 
CaftTy 3aBUCUT OT O^HOK, BHCTaB- 
neHHHx n p e g ig y ^ u M u  noceTUTe- 
nHMU. PeftTUHrU nOCTOHHHO O6HOB- 
nHroTCH MunnuoHaMu nonb3OBa- 
Teneft WOT-coo6^ecTBa, a TaKxe 
MHoroHucneHHHMu npoBepeHHH- 
mu pecypcaMu (HanpuMep, cnucKu 
^umuHroBbix caftTOB). KonuHecTBo 
pyCCKOH3HHHHx aKTUBHHx 
nonb3OBaTeneft WOT cocTaB- 
nHeT 103 th c .  HenoBeK. C cinK a 
Ha Mogynb gnH Internet Explorer 
h ttp ://w w w .viruslab .ru /dow nload/ 
wot/ie.php. C c in K a  Ha Mogynb 
gnH Firefox http://www.viruslab. 
ru/download/wot/firefox.php.

• AVG LinkScanner for Windows — 
6ecnnaTHHft Mogynb gnH Internet 
Explorer u Firefox. 3arpy3UTb ero 
moxho no agpecy http://www.avg. 
com/ww-en/linkscanner.

• Panda Cloud Security — 6ec- 
nnaTHHft «o6naHHHft» aHTUBu- 
pyc http ://w w w .cloudantiv irus. 
com/en/#! free-antivirus-download.

• G Data Cloud Security — 6ec- 
nnaTHHft aHTUBupyc http://www. 
free-cloudsecurity.com/ru/. G Data

CloudSecurity — ^T0 HOBHft 6ec- 
nnaTHHft Mogynb gnH caMHx 
pacnpocTpaHeHHHx 6pay3epoB 
Internet Explorer u Mozilla Firefox. 
O h ^$$eKTHBH0 6noKupyeT 
gocTyn k u3BecTHHM BpegoHoc- 
hhm  nporpaMMaM u ^umuHroBHM 
Be6-caftTaM B peanbHOM BpeMeHu. 
Ero moxho ucnonb3OBaTb BMecTe 
c gpyruM 3aqHTHHM nporpaMM- 
hhm  o6ecneHeHueM cpa3y nocne 
ycTaHOBKu, gononHUTenbHHe 
HacTpoftKu He Tpe6yroTcH.

O u n b T p  S m a r t S c r e e n  
b I nt e r ne t  E x p l o r e r  9
HaHUHaH c Internet Explorer 8 B cocTaB 
IE BxoguT ^unbTp SmartScreen — 
Ha6op TexHonoruft, npegHa3Ha- 
HeHHblft gnH 3a^UTbI OT BO3MOx- 
hhx  HHTepHeT-yrpo3, B tom Hucne 
c ucnonb3OBaHueM MeTogoB co^u- 
anbHoft HHxeHepuu. Ba3upyeTCH 
SmartScreen Ha TexHonoruu $um uH - 
roBoro ^unbTpa u npegHa3HaHeH gnH 
3a^HTH nonb3OBaTenbCKux KOMnbro- 
TepoB ot H3BecTHHx BpegoHocHHx 
caftTOB. KpoMe Toro, gaHHHft ^unbTp 
BKnroHaeT 3a^uTy ot ClickJacking, 
TexHonoruu, npuMeHHeMoft gnH nepe- 
xBaTa HaxaTuft KnaBum, ucKaxeHUH 
Be6-CTpaHH^ u t. g. n o  yMonHaHuro 
oh BKnroHeH.
OunbTp Sm artScreen B Internet 
Explorer 9 ucnonb3yeT cpa3y HecKonb- 
ko TexHonoruft. B nepByro oHepegb 
npoucxoguT cpaBHeHue agpeca 
noce^aeM oro caftTa co cnucKOM 
U3BeCTHHx MomeHHHHecKux U Bpe- 
goHocHHx caftTOB. Ecnu caftT ecTb 
B ^T0M cnucKe, 6onbme npoBepoK 
He npou3BoguTCH. B np0TUBH0M cny­
Hae oh aHanu3upyeTCH Ha npegMeT 
HanuHHH npu3HaKOB, xapaKTepHHx 
gnH MomeHHHHecKux caftTOB. TaKxe 
B03M0xHa oTnpaBKa agpeca Toro 
caftTa, Kyga nonb3OBaTenb co6upaeT- 
ch 3aftTu, 0HnaftH-cnyx6e Microsoft, 
K0T0paH u^eT  ero B cnucKe $um uH - 
roBHx u BpegoHocHHx caftTOB. 
npuHeM gocTyn k 0HnaftH-cnyx6e 
npou3BoguTCH acuHxpoHHo no SSL- 
coeguHeHuro, TaK hto ^T0 He cKa3H- 
BaeTCH Ha cKopocTu 3arpy3Ku cTpa- 
hhu . OgHaKo o6pa^eH ue k gaHHoft 
cnyx6e nonb3OBaTenb MoxeT 3anpe- 
TuTb.
Hto6h  yMeHbmuTb ceTeBoft Tpa^uK, 
Ha KnueHTCKOM KOMnbroTepe xpa-

hutch 3amu$poBaHHHft DAT-$aftn 
co cnucKOM Hau6onee noce^aeMbix 
y3noB; Bce BKnroHeHHHe B ^T0T cnu- 
cok caftTH He nogBepraroTCH npoBep- 
Ke ^unbTpoM SmartScreen.
^nH 3a^HTH ot ^um uH ra u BpegoHoc­
HHx nporpaMM ^unbTp SmartScreen 
uccnegyeT cTpoKy U RL ^nuKOM, 
a He nogMHoxecTBo agpecoB URL, 
Ha KoTopHe 3axogun nonb3OBaTenb, 
a 3HaHUT, cnyx6e URL Reputation 
Service (URS) MoryT 6biTb nepegaHH 
nuHHHe cBegeHUH, nocKonbKy uHorga 
ohu HaxogHTCH B caMoft cTpoKe URL. 
BMecTe c TeM Heo6xoguMo go6aBUTb, 
hto B cocTaB SmartScreen BxoguT 
u npoBepKa pe^yTa^uu 3arpyxae- 
mhx ^aftnoB Application Reputation 
Service (ARS)
n p u  3arpy3Ke nporpaMMH B IE 9 
ugeHTu^HKaTop ^aftna u u3gaTenH 
npunoxeHuH (ecnu oho 3aBepeH0 
^u$poBoft nognucbro) oTnpaBnHroT- 
ch Ha npoBepKy c noMo^bro HoBoft 
ycnyru  pe^yT a^uu npunoxeH uft 
B «o6naKe». Ecnu nporpaMMa uMeeT 
pe^yTa^uro, to  npegynpexgeH ue 
oTcyTCTByeT. Ecnu x e  $aftn  6ygeT 
3arpyxaTbCH c BpegoHocHoro caftTa, 
IE 9 6noKupyeT 3arpy3Ky, KaK u IE 8. 
OgHaKo ecnu $aftn He uMeeT gaH­
HHx o pe^yTa^HH, IE noKaxeT ^T0 
B cTpoKe yBegoMneHuH u MeHegxe- 
pe 3arpy3KH, h to  no3BonuT npuHHTb 
060CH0BaHH0e pemeHue o goBepuu 
^T0My ^aftny.
OunbTp Sm artScreen B Internet 
Explorer 9 npegynpexgaeT nonb3o- 
BaTenH o nogo3puTenbHHx unu  yxe 
H3BecTHHx MomeHHHHecKux caftTax. 
n p u  ^T0M ^unbTp npoBoguT aHa- 
nu3 cogepxuMoro cooTBeTCTByro^e- 
ro caftTa, a TaKxe ucnonb3yeT ceTb 
ucTOHHHKOB gaHHHx gnH onpege- 
neHUH cTeneHu HagexHocTH caftTa. 
OunbTp SmartScreen coHeTaeT aHa- 
nu3 Be6-CTpaHU^ Ha cTopoHe KnueH- 
Ta Ha npegMeT o6HapyxeHUH nogo- 
3puTenbHoro noBegeHUH c oHnaftH- 
cnyx6oft, gocTyn k KOTopoft nonb- 
3OBaTenb pa3pemaeT unu  3anpe^aeT. 
n p u  ^T0M peanu3yeTCH Tpu cnoco6a 
3a^HTH ot MomeHHHHecKux u Bpe- 
goHocHHx y3noB:
1. CpaBHeHue agpeca noce^aeM o- 

ro caftTa co cnucKOM H3BecTHHx 
caftTOB. Ecnu caftT HaftgeH B ^T0M 
cnucKe, 6onbme npoBepoK He npo- 
u3BoguTcH.
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2. AHanu3 caftTa Ha npegMeT Hanu- 
quH npu3HaK0B, xapaKTepHHx gnH 
MomeHHHqecKHx caftToB.

3. OTnpaBKa agpeca caftTa, Ha ko to - 
pHft nonb30BaTenb co 6upaeTcH 
3aftTH, oHnaftH-cnyx6e Microsoft, 
KoTopaH H^eT caftT b cnucKe 
^umuHroBHx h BpegoHocHHx caft­
ToB. n p u  ^T0M gocTyn k oHnaftH- 
c n y x 6e npou3BoguTcH acuHxpoH- 
ho no SSL-coeguHeHuro, TaK qTo 
^T0 He cKa3HBaeTcH Ha cKopocTH 
3arpy3KH cTpaHH^

Bo H36exaHue 3agepxeK o6pa^eHHH 
k URS npou 3BogHTcH acuHxpoHHo, 
TaK qTo Ha pa6oTe nonb30BaTenH ^T0 
He oTpaxaeTcH. H to 6 h  yMeHbmuTb 
ceTeBoft Tpa^HK, Ha KnueHTcKoM 
KoMnbroTepe xpaHHTcH 3am u$po- 
BaHHHft DA T-$aftn co cnucKoM 
THcHq Hau6onee noce^aeM Hx y3noB; 
Bce BKnroqeHHHe b ^T0T cnucoK 
y3nH He nogBepraroTcH npoBepKe 
^unbTpoM SmartScreen. B ^unbTpe 
Sm artScreen TaKxe npuMeHHeTcH 
MexaHH3M noKanbHoro K^mHpoBa- 
hhh  agpecoB U RL, no 3BonHro^uft 
coxpaHHTb paHee nonyqeHHHe peft- 
THHru y3noB h H36exaTb num Hux 
o6pa^eH uft no ceTH. OguH H3 cno- 
co6ob BHHBneHHH nogcTaBHHx 
y3noB, npuMeHHeMHft c n y x 6oft 
URS, — c 6op 0T3HB0B n0nb30Ba- 
Teneft o paHee HeH3BecTHHx y3nax. 
nonb30BaTenb MoxeT pemuTb, cne­
gyeT nu  oTnpaBnHTb HH$opMa^Hro 
06 y3ne, KoTopHft BH3HBaeT y Hero 
nogo3peHHH.
^nH 3a^HTH o t  ^um uH ra  h Bpe­
goHocHHx nporpaMM ^unbTp 
SmartScreen HccnegyeT cTpoKy URL 
^enHK0M, a He nogMHoxecTBo agpe­
coB URL, Ha KoTopHe 3axogun nonb- 
30BaTenb. yqTHTe, qTo c n y x 6e URS 
MoryT 6HTb nepegaHH nuqHHe cBe- 
geHHH, nocKonbKy HHorga ohh Haxo- 
gHTcH B caMoft cTpoKe URL.
OunbTp SmartScreen m oxho BKnro- 
qaTb HnH oTKnroqaTb H36HpaTenbHo 
gnH Kaxgoft 30HH 6e3onacHocTH, 
ho TonbKo b tom cnyqae, Korga ^Ta 
$ y H ^H H  BKnroqeHa rn o 6anbHo. 
n o  yMonqaHuro ^unbTp SmartScreen 
BKnroqeH gnH Bcex 30H, KpoMe MecT- 
Hoft HHTpaceTH. Ecnu bh  3axoTH- 
Te HcKnroqHTb HeKoTopHe y3nH 
H3 cnucKa npoBepHeMHx ^unbTpoM 
SmartScreen, ho He oTKnroqaTb npu 
^T0M ^unbTp nonHocTbro, Heo6xo-

guMo BKnroquTb ^unbTp rno6anb- 
ho, a 3aTeM oTKnroquTb ^unbTpa- 
^Hro TonbKo gnH 30HH «HagexHHe 
y3nH», nocne qero KoHKpeTHHe 
y3nH go6aBHTb b ^Ty 30Hy. ,3,nH Toro 
qTo6H nonb30BaTenu b opraHH3a- 
^HH He Mornu oTKnroquTb ^unbTp 
SmartScreen, Heo6xoguMo npuMe- 
HHTb rpynnoByro nonuTHKy.

y r p 0 3 b  B OTHOmeHMM 
M06u n b H b X  yCTpOMCTB
KaK nonararoT c^e^HanHCTH, 
k 2015 rogy 6ygeT ucnonb30BaTbCH 
6onee 2 Mnpg Mo6HnbHHx ycTpoftcTB. 
Ha cerogHH, no gaHHHM Virustotal, 
cy^ecTByeT 6onee 5,6 MnH o6pa3- 
^ b  BpegoHocHoro Koga nog Android, 
H3 KoTopHx 1,3 MnH nogTBepxgeHH 
gByMH h 6onee nocTaB^HKaMH aHTH- 
BupycHHx pemeHuft. y x e  cy^ecTBy- 
eT p h h o k  BpegoHocHoro Koga gnH 
Mo6HnbHHx ycTpoftcTB, KoTopHft 
npegnaraeT caMHe pa3Ho6pa3HHe 
TunH BpegoHocHoro nporpaMMHo- 
ro o6ecneqeHHH gnH Mo6unbHHx 
ycTpoftcTB: mnuoHH, ^umuHroBHe 
nporpaMMH, TpoHH^i, qepBH, npu- 
noxeHHH gnH 3arpy3KH BpegoHocHo­
ro Koga, 6oT-ceTH, SMS-aTaKH, n p o ­
rpaMMH gnH cnexeHHH 3a Mapmpy- 
TaMH nepegBuxeHHH h npuBHqKaMH 
Bnagenb^B ycTpoftcTB.
Bce yH3BHM0CTH Mo6unbHHx 
ycTpoftcTB MoxHo pa3genHTb Ha:
• apxHTeKTypHHe;
• HH^pacTpyKTypHHe;
• yH3BHM0CTH npaB gocTyna;
• nporpaMMHHe;
• NFC.

A p x u m e K m y p a .  CerogHH cMapT^oHH 
o6teguHHroT b ce6e Bce 6onbme pa3- 
nuqHHx ^ y H ^ u f t .  ^T 0 yxe  He Tonb­
Ko Tene^oHH, ho h cpegcTBa onpege- 
neHHH KoopgHHaT H 0^THMH3a^HH 
MapmpyToB nepegBuxeHHH h MHoroe 
gpyroe. A nonb30BaTenu npu ^T0M 
ocTanucb npexHHMH. O hh He xena- 
roT 3agyMHBaTbCH o npo 6neMax 6e3- 
onacHocTH h nerKoMHcneHHo pa3- 
pemaroT 3anpamuBaeMHe ^ y H ^ u u ,  
He HHTepecyHCb npu  ^T0M, 3aqeM, 
npegnonoxuM , Bameft u rpym - 
Ke $ y H ^H H  onpegeneHHH Bamux 
KoopgHHaT unu  gocTyn k agpecHoft 
KHure. nonb30BaTenb Ha nogo6HHe 
3anpocH q a ^ e  Bcero oTBeqaeT <<3,a». 
H b pe3ynbTaTe cHuxaeT ypoBeHb 
cBoeft 6e3onacHocTH.

H h $ p a c m p y K m y p H b i e  y a 3 e u M o c m u .

ATaKyro^ue BH6uparoT pexuM  
h cnoco 6 ocy^ecTBneHHH aTaKH 
b 3aBHCHM0CTH o t ee ^ n u .  OgHaKo 
HyxHo noHHMaTb, qTo MoryT H3Me- 
HHTbCH ycTpoftcTBa, 0^epa^H 0HHHe 
cHcTeMH Ha HHx, Ho ocTaHeTcH HeH3- 
MeHHHM pHg ^ y H ^ u f t ,  HanpuMep 
gocTyn k HHTepHeTy no KaK0My-T0 
H3 HHTep^eftcoB — Bluetooth, Wi-Fi, 
GPRS H T. g.
Y H 3 e u M o c m u  n p 0^ p a M M H 0^0 o G e c n e -  

n e H u a .  rnaBHoft b ^T0M pHgy, 6e3 
coMHeHHH, HBnHeTcH 3agepxKa 
b BHnycKe 06H0BneHuft nporpaMM- 
Horo o6ecneqeHHH gnH cMapT^o- 
hob. CerogHH cy^ecTByeT orpoM- 
Hoe KonuqecTBo cMapT$0H0B nog 
ynpaBneHueM Android, gnH ko tophx  
HHKorga He 6ygeT Bbmy^eHo o6hob- 
neHue 0^epa^H0HHHX cucTeM. KpoMe 
Toro, He c to h t  3a6HBaTb, qTo oqeHb 
qacTo nonb30BaTenu gaxe  npu Hanu- 
q u u  ucnpaBneHuft gnH HMero^ux- 
ch Bepcuft 0^epa^H 0HH0ft cucTeMH 
He ToponHTCH ycTaHaBnuBaTb ux. ^T 0 
MoxeT gnuTbCH HegenHMH, a HHorga 
H MeCH^MH.
y a 3 e u M o c m u  e  n p u M r n e H u a x .  MHorue 
nonb30BaTenu g ax e  cerogHH ycTa- 
HaBnuBaroT cboh npunoxeHHH 
H3 C0MHHTenbHHx HCT0qHHK0B. ^T 0, 
b CBoro oqepegb, ucnonb3yroT 3noy- 
MHmneHHHKH.
n o M 3 o e a m e d u  K a K  y a 3 e u M o c m b .

H np o u 3BoguTenu, h nocTaB^u- 
kh  3auHTepecoBaHH npexge Bcero 
b tom, qTo6H npogaTb cboh ycTpoft- 
cTBa h o6nerquTb ux ucnonb30BaHue. 
B pe3ynbTaTe nonb30BaTenb o6nagaeT 
KpaftHe n 0BepxH0CTHHMH 3HaHHHMH 
b oTHomeHuu Heo6xoguMHx npaBun 
6e3onacHocTH. Be3ycnoBHo, HeKo- 
TopHe nonb30BaTenu MoryT 6ec- 
noKoHTbCH no noBogy K0H$HgeH^H- 
anbHocTH, ogHaKo num b HeMHorue 
noHHMaroT, KaK ^T0 cBH3aH0 c npego- 
cTaBneHueM pa3pemeHHH Ha nonyqe- 
Hue gocTyna k onpegeneHHoMy Tuny 
HH$opMa^HH. ,3,a h, KpoMe Toro, 
coBeTH nonb30BaTenHM Mo6unb- 
h h x  ycTpoftcTB cerogHH HaftTH Kyga 
cnoxHee, qeM coBeTH nonb30BaTe- 
nHM KoMnbroTepoB.

B n aflM M M p  E e 3 M a n b m  ( v l a d b @ w i n d o w s li v e . 
c o m ) —  c n e u M a n M O T  n o  o d e c n e n e H u ra  
d e 3 o n a c H o c T M , M M eeT 3 B a H u n  M V P  C o n s u m e r  
S e c u r i t y , M i c r o s o f t  S e c u r i t y  T r u s t e d  A d v i s o r
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