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O6pasoBaH|/|e: dBTOMaTtun3aumna TeXHONOrm4ecKknx npoueccoB n rpon3soacTB

Bonee 15 net onbiTa CTPOUTENLCTBA TEXHONOrMYECKNX CETEN U CUCTEM
CBSI31 B 9HepreTuke n Hedterase

Bonee 10 net onbiTa co3gaHua cuctem ACY TT1, tenemexanukn, ACTYO,
ACKY3, n gucnetyepckoro ynpasneHus

bonee 7 net onbiTa co30aHNSA KOMMIEKCHLIX CUCTEM KI/I6ep6e3OI'IaCHOCTI/I

kenept paboumnx rpynn PHK CUTP3




Ectb SCADA U 3TOro AOCTaTo4YHO AnS Ectb SOC, M 3TOro AOCTAaToO4YHO AnS
ynpaBrieHnss Npou3BOACTBOM yrnpaBneHnsa 6e3onacHOCTbLIO
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Kusyuwine Bosne ASC KOTbl FOBOPSAT YTO C SKOSIOTMEN Y HUX HET npobrnem ©
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AOCTYNHOCTDb
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HenpepbiBHOCTL
TEeXHONOoOrmYeckKkmx
npoueccoB He
3aBUCUT OT
KopnopaTuBHOIO
cermeHTa UT-

NHOPACTPYKTYpbI
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MacwTtabbl n
KPUTUYHOCTDb
TEXHONOrM4YeCcKnxX
CerMeHToB a5
bu3Heca B pasbl
BblLLIE
KOpnopaTUBHbIX
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cermeHToB UT-
NHAPACTPYKTYPbI XYyXKe
KOprnopaTuUBHbIX,
YyA3BMMOCTHU
TpMBUAanbHbIE N UX
MHOIO

...HO OlOAXeThbI
TPATATCA B
OCHOBHOM Ha
6e3onacHoOCTbL
KOpnopaTuBHOIoO
cermeHTa



MP SIEM B npoMbILUNTIEHHOCTMH
2016-2019 rr.

® SnekTpoaHepreTtvka

" Hepreras npeanpuaTnm
BeayLLMX MOHUTOPUHT
besonacHoctn ACY TI1

OA) N TEXHOSNTOMMYECKNX

® Metannyprus

® MpomnpouseoacTeo ceten

® TpaHcnopt

OBBLEM aKTUBMPOBAHHBLIX NMULIEH3UN B
oTpacnax NPOMbILLNEHHOCTH
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c 6e3onacHoOCTLIO

Cucrtembl NPOTMBOABAPUNHON 3aLLUTDI
CucTtembl AMarHOCTUYECKOro KOHTPONS
CucTteMbl NOXapHOW CUrHanusaumm

Cuctemsl KOHTPOIA AO0CTYnNna

TexHonornyeckoe BuaeoHabnogeHme

¢
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BnoknpoBku B cuctemax ynpasneHus
Cuctembl KoHTpona MNTH
CucteMbl XMUYECKOW 3aLUUTbI

CuncTtemMbl 9KONOrM4ecKoro KOHTpPOINA



Industrlal Cybe;'securlty '

Sltuatlon Awareness

| ptsecurity.com ‘




Industrial Cybersecurity Situation Awareness

TEOPUA

MICA ENDSLEY*

Former Chief Scientist of the U.S. Air Force

- PERCEPTION

Bocnpusitue aneMeHTOB OKpy»KatolLiel cpeabl BO

BPEMEHU U NPOCTPaHCTBe,
« ANALYSIS

AHanu3 n noHMMaHue BCero NPonNCxXoasLLero

* PROJECTION

[Mpoekuna cobblTnin Ha Bnvxanwee dyayllee

*https://en.wikipedia.org/wiki/Mica_Endsley

NMPAKTUKA

POSITIVE TECHNOLOGIES

« COLLECT & PROCESSING
Cbop n obpaboTka Bcero o6 bEma CoObITUI U

apTedakToB

« ANALYSIS & DECISION SUPPORT

AHanms n nony4yeHue 3aksio4eHnn 0 CUTyaumm B LEerioMm,

NnoaAepXKka NPUHATUS peLLeHni

* FORECASTING & EARLY RESPONSE

MporHo3npoBaHMe 1 paHee pearnpoBaHue C Lienbio

obecneyeHns ynpaBnsiemMocTy npoLecca unm oobekTa



MHoro 6yke u crpenok -

COLLECT &

PROCESSING > ANALYSIS &

FORECASTING &
DECISION SUPP°R> EARLY RESPONSE>

Industrial cybersecy

rity situation awareness process flow

+ System software &
hardware event

* Inventory and
configuration data

* Vulnerabilities

* Network traffic,

+ SCADA projects,

* OT data

+ Corp-wide assets & network topology

+ Correlation all events into understandable
* Pen-tests & security audits

* OT network security monitoring

+ Critical OT data monitoring

+ Critical manufacturing process monitoring
+ Vectors reachability& attack chain analysis
« OT security Incidents tracking

* High-level
reporting

+ Security &
threats reports

» Compliances

source data

processing function

reporting

SECURITY MONITORING &
PROTECTION

ASSESSMENT & compum«c%

RESPONSE & INVESTIGATIO

g

industrial cybersecurity management process flow

nepcneKkruBHas
obnacrtpb
pa3BuTuA

OT cybersecurity




yameutenoHoe pagom!

NMpeanpuarua yxe
MMerT Heobxoammsbie
MHCTPYMEHTbI U
TexXHONIormm

- SIEM

« NTA

« OT network security monitoring

« Critical OT data & process monitoring
« Security assessment & compliance

Cnepywowmm war gns
npeanpuaTumn

« Onpenenutb KPUTUYHbLIE NMPOM3BOACTBEHHbIE PUCKU
BbICTpOUTb NpOLIECCHI
Paclumputb 1 doopmanuaoBaTtb NONUTUK

Cnepywowmm war gns
NOCTaBLLMKOB peLieHUM

[MepenTn OT NOCTABOK

KOHCTPYKTOPOB K NOCTaBKaMm
aKcnepTuUsbl



Positive OT cybersecurity solutions

COLLECT & PROCESSING>

ANALYSIS &

DECISION SUPPORT > FORECASTING & EARLY RESPONSE >
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MAXPATROL SIEM

3KCNnepTu3bl

OT cybersecurity expert packs
OT cybersecurity compliance

OT cybersecurity forecasting




NpuxoauTte 3a akcnepTusoun!

CeBs>xmtechb

t: +7 495744 01 44
sales@ptsecurity.com
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