COBpeMeHHbIe BAbl MOLLEeHHNn4YeCcTBa "

BO3MOXHaA CaMo3allunTa OT HUX
Kcenus LWyapoBa

AKTyanbHOCTb Yrpo3bl MOLLUEHHMYECTBa C rogamu nuwb Bo3pacTtaeTt. Y
3110YMbILLITEHHMKOB NOCTOSAHHO MOSIBAAITCA HOBblE TEXHUYECKME CPEACTBA,
pacwmpsaeTcs  Kpyr BO3MOXHOCTeW. PasButne cpeactB  CBA3UM U
MHdopmMaTmn3sauma oduiectTesa NPUBOANT K TOMY, YTO MECTO NPECTYNNEHNS U
NPecTynHMKa MOXeT pas3fensaTb okeaH. B cBsA3WM C 3TMM BO3HUKaeT
cepbe3Hasi npobnema onpegeneHns  JNIMYHOCTU  3M0YMbILUSIEHHUKA.
PaccnepoBaHue dakta MoWeHHUYeCTBa OOBOSIbHO TPYOOEMKOE 3aHATUE,
ocobeHHO B cdhepe KOMMNbOTEPHOW MHGOPMALMK, NO3TOMY CTOUT BCE CUTbI
HanpaBuUTb Ha CO34aHMe YCrOBUA, HE JonycKarwmx nogodHele cnyyaun. B
OAaHHOM CTaTbe€ KpaTKO pacCMOTPEHblI 4acTo BCTpevawwmecs BuAabl
MOLLEHHNYEeCTBa U NepeyvncreHsl cnocobbl 0opbbbl C HUMN.
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1. MoweHHNYeCcTBO, OCHOBaHHOE Ha MNPUMEHEHUM  coLmarnbHOM
NHXXEHepun.

TeneoHHOE MOLLEHHNYECTBO.

KomnboTEepHOE MOLLEHHMYECTBO.

Moandukaumm 6aHkoMaToB.

MoonenbHble KapThl.

MopaenbHble JOKYMEHTDI.

ok wn

MoweHHNn4YeCcTBO, OCHOBaHHOE Ha MNPUMEHEeHUU couunaribHOMn
UHXXeHepuu

CouunanbHasa MHXeHepust — 3TO UCMNOSb30BaHNE 3HAHNN O YENIOBEYECKOM
NnoBeAEHUM ONS HanpaBfeHuUs ero Ha OOCTUXEHME Xernaembix uenen [1].
Yrpo3bl MOLWEHHUYECKUX OEeUCTBUMA CO CTOPOHbI COLManbHbIX MHXEHEepOB
OCTalTCA aKTyanbHbIMU B TEYEHME MHOIMMX BEKOB. Kak 1 paHblue, MOLLUEHHUK
NUCNonb3yeT HWYEro He nogo3peBaloWmMX ngen Ons  coBeplleHus
npecTynnexus. B aTom eMmy nomoratoT 3HaHWe NCUXonornun, Bolbop yaavyHoro
MOMEHTa, NPaBUbHOM XepTBbl, yMeHNe ybexaatb B CBOE NpaBoTe.
CouuanbHass WHXeHepust noapasfensdeTcs Ha npsaMyd U obpaTHyo.
Mpumep wmeToOoa nNPSIMON cOUMANbHOW UHXEHepun — obpalleHne K
COTPYAHUKY OT WMEHW BbIWECTOSALWEro pykoBoacTBa C TpeboBaHUAMM
BbINOSTHATL OnpefeneHHble OeUCTBUSA, KOTopble co3fadyT YA3BUMMOCTb B
cuctemMe  3awutbl M obecnevar  3fIOYMbILWIEHHUKY  BO3MOXHOCTb
HeCaHKLUMOHMpOBaHHOIrO Adoctyna. B kayectBe npumepa obpaTtHom
coumanbHOM  UHXEHEpUM  MOXHO  MpMBECTM  cuTyauumo,  Korga
3MIOYMbILUSIEHHMK  3apaXkaeT KOMMbITEpP KepTBbl BUpycaMu U B



HENpPUHY>XOEHHOM pa3roBope «Cry4yanmHo» yrnoMmHaeT O TOM, YTO ABMAEeTCA
cneymanucTtoM Mo YCTpaHeHuo nogobHbIX npobrem, 4Yem BbIHYXXOaeT
YyerioBeKka camoro obpaTtnTbCs 3a NOMOLLIbIO K COLManbHOMY NHXEHEPY.
Mepbl 3alnTbl OT coLmanbHON NHXEHEPUN:

1. MOCTOSIHHbIE  MHCTPYKTaXW COTPYAHMKOB C MPUBEOAEHUEM UM
NPMMEPOB yOauyHbIX aTak couuManbHbIX MHXEHEpPOB, B pesynbTaTte
KOTOPbIX COTPYAHUKM NMOHECNM HaKa3aHue 3a CBOK JOBEPYMBOCTb.

2. KomnnekcHas cuctema 6GesonacHOCTW, BKovawowas B cebs, kak
TEXHUYECKME, TaK U OpraHn3aLMOHHbIE MEPbI 3aLLUTbI.

3. KeanudumumnpoBaHHsle coTpyaHukn CB U COTPYOHMKM  OXpaHbl,
obnagatowme AOOCTaTOYHbIM OMbITOM B 6opbbe C coumanbHbIMM
NHXeHepaMu.

4. MNpoBepkn MO TUMY «TaNMHOro MNOKynaTensy, UMUTUPYOLLME aTaky
coumnanbHOro MHXeHepa.

TenecoHHOE MOLIEHHUYECTBO (SMS, 3BOHKM)

Temy TeneOHHOro MOLUIEHHMYECTBa AOBOSIbHO MOJSIHO PacKpblil B CBOEW
kHure KeeuH MutHuk [2]. TenedOHHOE MOLUEHHUYECTBO — OOVH U3 BUOB
coumanbHOW MHXEHepPUU, KOTOPbIN, B OTSiIMYME OT TPaAULMOHHbBIX MeTO40B,
npegnosiaraeT akTMBHOE UCMNOJIb30BaHWe CpeacTB TenedOHHOW CBA3M.
OOHMM 13 ApKMUX NPUMEPOB COBPEMEHHOIO TeNe(OHHOro MoLIEeHHNYeCTBa
saBnsaetca paccbinka CMC ¢ tekctom «Bawa kapta 3abnokupoBaHa. [ns
pa3bnoknpoBkn obpaTtutecb nNo TenegoHHOMY Homepy: ...». [anblie
BO3MOXHbI [Ba BapuaHTa pas3BuTnsa cobbiTui: MO0 3BOHOK Ha 3TOT HOMEP
OoKaXeTca nnaTHbIM, MO0 3MNOoyMbIWNEHHUK OyaeT ybexagaTb, 4TO
HeobXoQMMO COBepLUMTbL onpeaesieHHble onepaunn Onsg pasbrioKMpOoBKU
KapTbl, KOTOPbIE B UTOre NpuBeayT K NepeBoay AEHEXHbIX CPpeAcTB Ha cHeT
3MN0YMbILUIIEHHMKA.

Mepbl 3aWnTbl OT TeNedOHHOro MOLLIEHHNYECTBA:

1. Bce mepbl, KoTopble Obinn yKasaHbl 4S8 3awWuTbl OT coLmaribHON
NHXeHepun. [NaBHOE NpaBuno — cTapaTbCs NO BO3MOXHOCTU He
nepesBaHnBaTb Ha HE3HAKOMble HOMepa 1 He oTBe4vaTb Ha CMC.

2. lpoBepka Homepa TenedgoHa B VIHTepHeTe Ha Hanudune
MHGOPMAaLIMN O MOLLEHHNYECKUX OENCTBUSAX.

Moaudukaumm 6aHKkomaToB

Mpn npoBegeHnM onepauun ¢ ncrnonb3oBaHMemM 6aHKOMaToOB HEOOXO4MMO
cobnogatb HeCnoXHble npaBuna ©GesonacHOCTM — He  JonyckaTb
nogcmMaTtpvBaHUsa MUH-KOA4A MNOCTOPOHHUMMK  fiMuamMKu, MepecynTbiBaThb
BblAaHHblE AeHbrn, He 3abbiBaTb KapTy BHyTpu BGaHkomarta. OTu npasuna
3HalOT BCe, OHAKO, OOQHUX UX HeLOCTaTOYHO Afis Toro, 4YTobbl 3aWnTUTb
cebsa oT MoLLEeHHNYEeCTBa.

MoOXHO BbIAENUTb TPWU MOMYNSPHbLIX HanpaBneHns MaxuvHauum C
6aHkoMaTaMu: UCNOSb30BaHNE TEXHONOMMYECKMX 3anucen Ana goctyna K



nporpaMmMmHoMy obecneyeHnto 6aHkoMaTa C Lienbi HE3aKOHHOMO NMOJSTyYeHus
OEHEXHbIX CPEACTB, CKUMUHI — UCMOSTb30BaHNE HaKNaaoK ANsi CHYUTbIBAHUS
OaHHbIX KapTbl, @ TaKke HaKnagoK Ha KnaBuaTypy OSisi CYUTbIBAHMS MUH-
Koda, YyCTaHOBKa danbluMBbiX OaHKOMATOB, OC(OPMIMEHHLIX B MOJSTHOM
COOTBETCTBMU C HACTOSLLIMMMU.

Mepbl 3aLLMTbl OT MOLLEHHNYECTB C BaHKOMaTaMu:

1. HeobxoaumMo 3HaTb, Kak BbIrMALAT HaKnagku, ans atoro crnegyet
N3yunTb MHGPoOpMaumo B VIHTepHeTe, B TOM 4ducre doTtorpadpum
YCTaHOBJIEHHbIX B HaHKOMaT CKUMEpPOB.

2. Takke CTOMT 3anOMHUTb, KaK [OSMPKEH BbIrMA4eTb HaCTOSLWMN
baHkomaTt, ocobeHHOe BHUMaHMe crnegyetr ob6paTuTb Ha
KapTONPUEMHNK U KnaBuaTtypy — UBET, (popmMa OYEeHb BaXXHbl,
Hakrnagku UMEKT BHELLUHIOW 4YacTb M MpU NPOCTOM BU3yarbHOM
OCMOTpPE 3aMETHBbI.

3. na 3awutbl OT hanblmBbix GaHKOMATOB 06S3aTENbHO HYXHO
NpoOBEPATb agpeca YCTaHOBKM OaHKkoMaToB Ha odumumanbHbIX
canTax 6aHKoB.

4. Ana  3awmtbl  OT  MWCMNOSIb30BaHUS B KOPBICTHbIX  LIENsX
TEXHOSTOMMYECKNX YYEeTHbIX 3anucen Heobxoaumo TuaTenbHO
KOHTpONMpoBaTb nepcoHan, obcnyxumBarowmnn 6GaHkomaTtbl, Bce
onepaumn JOMMKHbI COBEPLLATLECA MUHUMYM ABYMSI COTPYAHUKAMM.

NMoppenbHbIe KapThbl

Mcnonb3oBaHue Haknagok Ha 6aHkomaTbl onpaBgaHO TOMbKO B crnyyae
AanbHENLEero W3roToBreHna noadernbHbiX MNacTukoBbiX KapT. OHuM
coaepxaT WHdopmMaunilo, KoTopas Oblna 3anucaHa Ha KapTe XepTBbl,
npoBegeHne onepaunn ¢ danblMBON KapTon NPMBOAUT K UCYE3HOBEHMIO
OeHer co cyeTa. PaccnegoBaHne 3aTpygHSeTca TeM, Y4TO CyMMbl OBbIYHO
CHUMatoTCA HebonbluMe, KaXkabl pa3 B pasHbIX MecTax, 3M0YMbILLIIEHHUKN
npu 3TOM NPUMEHSIIOT MACKMPOBKY. 3a4acTylo xo3sieBaMu KapT ABNSAOTCS
WHOCTPaHHbIE rpaxxgaHe, No3TOMY YronoBHble Aena Bo3byXaalTcsa He Tak
4yacTo.

Mepbi 3alnTbl OT NOAAENbHbLIX NSIACTUKOBLIX KapT:

1. Onsa uandeckux nuy - XpaHeHue KapTbl B HEOOCTYMHbIX
MEeCTax, XpaHeHNe NUH-Koda He PEKOMEHOYETCS.

2. Ina opraHumsaumn — BuageoHabnogeHne B GaHkomaTtax, B
NOMELLEHUsIX, rae ycTaHoBneHbl 6aHkoMaTbl, obpalleHne B
OopraHbl BHYTPEHHUX AEN MPU BbIABNEHUN HaPYLLUEHUS.

NopaenbHble JOKYMEHTbI

Ecnu paHbLLe noanenbHble [OKYMEHTbI N3rotTaBnNMBanuchb
3MOYMBbILLNEHHUKAaMM «Ha KOMNEeHKe», TO B HAcTosllLlee BPEMs CYyLLEeCTBYIOT
nporpaMMHble U TEXHUYeckue cpeacTBa, upMbl, NpeaocTaBnsloLme
nogoGHble ycnyrn. B kayecTBe mpumepa MOXHO MPUBECTM creumanbHble



nporpaMmmbl MO WU3rOTOBMIEHMIO  KOMUKA  nacnoptoB. Ha  Bbixoge
3M1I0YMbILUNIEHHUK MOMyYaeT MOSIHOUEHHbIN CKaH nacrnopTta, BbINOSHEHHbIN
Ha rocygapcTBeHHOM BnaHke.

Mepbl 3alunTbl OT NpeabsBAeHUs NoAaeNbHbIX JOKYMEHTOB:

1. HyxxHO o6s3aTenbHO TpeboBaTb OpuUrnMHasibl JOKYMEHTOB U
NX 3aBepeHHbIE KoMK, CTapaTbCsl HE NPUHUMATb BPEMEHHbIE
yOOCTOBEPEHUS FIMYHOCTU, KOTOPble HE WMEKT LOSMKHOM
CTerneHun 3auTbl.

2. CnegyeT  BHMMAaTeNbHO  M3yvaTb  NpeaocTaBfeHHble
yOOCTOBEPEHUS NIMYHOCTU Ha NpeaMeT 3ameHbl hoTorpadun,
COOTBETCTBYET NN OHa Nuuy, NpeabsBMBLUEMY [OKYMEHT.
Kpan neyatb [OMmKeH OblTb YETKMM M POBHbIM, TaKXke
HeobXxoaMMO NPOBEPSATb Ha crneuuanbHOM ob6opyaoBaHMM
HanuMyue crneumanbHbIX 3HaAKOB, MpoABNAWMXCA nNpu YO
N3Ny4YeHnn.

3. ObsazaTenbHO NPOBOAMTbL  UHCTPYKTaXM COTPYAHWKOB O
Npu3Hakax noggenkM  OOKYMEHTOB, B TOM  4ucne
MHOCTPaHHbIX rpaxgaH. O4YeHb HEMHOrne nan 3HalT, Kak
BbIrNAaUT Y4OCTOBEPEHME NIUYHOCTY rpaXkaaHuHa Kntasa unm
FOxxHOM Kopew.

KomMnbroTepHOe MOLWEHHU4YeCTBO

CornacHo ctatbe 159.6 YK [3] nog KOMMbIOTEPHBIM MOLUEHHUYECTBOM
NOHUMAETCSA XULLEHUE YYXXOro MmyLlectBa unv npuobpeTteHne npaBa Ha
Yy>XOe MMYLLLeCTBO NyTeM BBOAa, yaaneHus, 6rnokmposaHnd, moandukaumm
KOMNbIOTEPHOM  MHGopmMauum  nmMbo  MHOrO  BMelwlatenscTBa B
dYHKUMOHNPOBaHNE CpPeacTB XpaHeHud, obpaboTkm wunu nepenayu
KOMMbIOTEPHOM MHJOOpMaLINn nnm NHJOPMALIMOHHO-
TeNeKoOMMYHUKaLMOHHBIX ceTen. Micxoas m3 aToro onpeneneHusi, MOoXHO
BblOENUTb HECKOJSTbKO rpynmn MOLLEeHHNYEeCTBa:

1. Beog komnbioTepHON MHopMauuun. lpumep: 8800 fio2uHa U rnaporisi
3apeaucmpupo8aHHO20 ofb3o8amersii U MOosfiydeHue, makum
obpasom, rnezanbHO20 Oocmyrna K pecypcaMm JlOKaslbHOU cemu
npednpusmus, 4mobbl 8 OdarnbHelUweM ocyuwecmsums XuuweHue
Yy)K020 uMyuiecmsa.

2. YoaneHne KOMMblOTEPHOM  MHGopmauun. [lpumep: ydaneHue
UHopmauuu Ha catime o Mepax be3onacHocmu, Komopbie OO/HKeH
cobrodameb rosnb3oeamesib, a makxe O Crlydasix MoWeHHuU4Yecmea.

3. brnokuposaHue KOMMbIOTEPHOM MHdopMaLnn. lpumep:
6510KUposaHuUe Hacmpoek be3ornacHoCcCmMu Mexcemegozo dKpaHa Oris
OarsibHelwea0 rnosydYeHuUss docmyna K UHGbopMayUuOHHbIM pecypcam.

4. Mogndumkaumsa KomnbloTepHon wHdopMauuun. [llpumep: nooMmeHa
MIameXxHbIX PeKkeu3umos 051 He3aKOHHO20 MOsly4YeHUs: OEHEXHbIX
cpedcme.



5. MHoe BMelwaTenbCTBO B (OYHKLMOHMPOBAHWE CPEACTB XpaHeHus,
obpaboTkm wunuM nepedadn  KOMNbIOTEPHOM MHOpMaunn  wUnu
MHJOPMaLMOHHO-TENEKOMMYHUKALVNOHHbIX ceTen. lpumep:
ycmaHoenieHue  «3aknadok» 8  rpoepaMmMHoe  obecrnieqyeHue,
HecaHKUUOHUPOBaHHOE MOOKIIIOYEeHUE K cemsm ces13u.

Yalle Bcero pasnuyHble MeToAbl WCMonb3ylTcs COBMecCTHo. [pumep:
oTrnpaBka CooOLLIEeHUs neranbHOMY MOMb30BaTENO C LIENbl 3apakeHus
KoMmnbloTepa. TposiHCKas nporpamMma, cojepxXallasca B NUCbME,
ocyLlecTBnsieT coop MHdOpMaLUK (NOrMHbLI, Naponu), yaaneHne npasun
6e30nacHOCTU  MeXCeTeBOro 9dkpaHa U moaudukauuio  Tabnuubl
pa3peLleHHbIX ip-aapecoB. 3aTeM HapyLUMTENb Nony4aeT NOMHbIA A0CTYN K
NHOOPMAaLIMOHHBIM pecypcam nyTem BBOAA NOMYYEHHOro nornHa 1 napons
CO CBOEro KomnbtoTepa.

Mepbl 3allnTbl OT KOMMNbKOTEPHOIo MOLLEeHHN4YeCTBa.

1. HasHayeHne OTBETCTBEHHbIX MU, [faBHbIA — AOWUPEKTOP, NNYHas
3aUHTEPECOBAHHOCTb, OCTalflbHble HaYanbHUKN — KaXObll B CBOEW
obnacrtu.

2. VIHCTpyKTaxu nepcoHara v KIIMeHToB.

3. CnyxebHble paccnenoBaHus.

4. YcTaHOBKa U HAcTpoKrKa CpeacTB 3awmTbl MHopmaLuuu.

MonynsipHble BUAblI MOLLEHHUYECTBa B cdhepe KOMMbITePHOM nHdopMaLmu:

1. ®UWKMHroBbIe NMCbMA.

2. BypycHble aTtakun 1 3apaxxeHnst TPOSSHCKUMK nporpaMmmamu.

3. CoumnanbHas NHXeHepus C NCNOMNb30BaHNEM cpeacTs
BbIYMCNUTENBHOWN TEXHUKN.

4. HeCaHKUMOHMPOBAHHbIA  OOCTYN K CUCTEME  OUCTAHLUWMOHHOro
BGaHKoBCKOro obcrnyxnBaHus.

5. MNogmeHa canTta kKoMmnaHun.

6. [Noggenka anekTpoHHou noanucu. MolweHHUYecTBa Ha WHTEPHET-
ayKUMOHax.

7. [enctBusa BHyTPEHHMX 311I0YMbILLIEHHNKOB.

OTaenbHO Xo4yeTca OTMETUTb (PULLIMHE, KaK OAWH M3 Hambonee akTUBHO
pasBMBaKOLWIMXCA  BWOOB  MOLWEHHWYecTBa. DPUWINHIOBbIE  MNUCbMA
npeacTaBnsaloT COOOM SNEKTPOHHbIE COOOLLUEHNA OT 3MOYMbILLIEHHMKA,
opOpMIEHHbIE, KakK oduumanbHoe nucbMo OT ©OaHka, YHMBEpCUTETa,
nposaniepa, OHM HanpaBnATCA C Uernbl NonyyvyeHnsa JIorMHa U napons
none3oBartens K WHPOPMaAUMOHHOW CUCTEME C LUenbi MPUCBOEHUSA
OEHEeXHbIX cpeacts, NMbo OpyrMX UEeHHbIX pecypcoB. Takve nucbMa
coaepXaT CCbIfIKM Ha CanT-KOMUIO OpraHn3aunmn, oT UMEHU KOTOPON SIKOObI
oTnpaBneHo 3To nucbMmo. [lonb3oBaTens BBOAUT CBOW [JaHHble Ha



nogaenbHOM camTe, YeM B pe3yrnbTate 1 MNMoJib3yrTCA 3J10YMbILLUITEHHUKN.
Erlaronapﬂ HEBHUMATEJIbHOCTUN N XaJlaTHOMY OTHOLUEHUIO nonb3oBaTeneun,
CbI/ILIJI/IHFOBbIe nMcbMa UCMNOJib3yTCA MOLLEHHNKaMM OOBOJIbHO YCNeLwHO.

Mepbl 3aLnTbl OT PULLINHTA:

1.

BaHkn Hukorga He OygyT NpocUTb MpucnaTb UM NOMMH U Naporb.
JTloboe nucbmo ¢ npocbbor noaTBEPAUTL CBOW AdaHHbIE OOSIHKHO
BbI3blBaTb NO4O3PEHUS U BHUMATENBbHO U3yYaTbCs.

Mepen Tem Kak nepexoguTb MO CCbIflkaM, yKasaHHbIM B ntobGoM
9NEKTPOHHOM Co0bLeHnn, HeobxoaMMo nNpoBepuTb ee B Bpaysepe,
SABNSAETCA NK npegnaraembli pecypc HaCTOSLLMM afpecom caunTa.
[Moanucb CCbINKAM MOXET He COOTBETCTBOBATb CaMOW  CCbISIKe.
[MpoBepATb CTOUT CaMy CChISIKY.

BHMuMaTenbHO ndyyamte TEKCT MMCbMa, YaCcTO MOLLUEHHMKM OOMyCKatoT
O4YeBMAHbIE TPAMMaTUYECKNE N CUHTAKCUYECKNE OLLIMOKMN.

[Mpy BO3HMKHOBEHMM NOAO3PEHUIN, HEOBXOAMMO 0BPaTUTLCS B CIYXKOY
TEXHUYECKONM MNOOOEPXKKA W NPOBEPUTb, OCYLLUECTBNANAcb v
nogobHasi pacchblifika.

BaXHO NMOMHWTb, YTO Oaxe ecnvM MUCbMO MPULLSIO C HACTOSLLEro
SNEKTPOHHOro sAwmKa 6aHka, €ero HyXHO TwaTeNbHO W3Yy4nThb:
BO3MO>HO 3I1I0YMbILLSIEHHMK NOMY4YMi AOCTYN K 9NEKTPOHHOM MoyTe.

NanuwHee nposaBreHne pgoeepmd K HE3HaAaKOMbIM JilogAM, MUCbMaM C
HEeEN3BECTHbIX aApecoB, CMC W 3BOHKaM nNpmMBoAUT K HeratnBHbIM
nocnencTBuAM, YTOObI nx n3dexarb, Heob6xoaMmo NPOoABNATb
0AUTENBHOCTb N OCO3HaBaTb BO3MOXHbIE PUCKMN CBOUX AENCTBUN.
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. KeBH MutHuK «MckycctBo obmMaHa» - KHUra o coumnasnbHom

NHXeHepnn, B TOM YUCIIE O TGJ'IG(*)OHHOM MOLUEHHUNYECTBE.

. «MoweHHN4YeCcTBO B chepe KOMMbOTEPHON MHAIOPMALIMNY



