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MNpegucnoBue

1 PA3PABOTAH ®efepasibHbiM  FOCYAAPCTBEHHbIM  Ka3eHHbIM yupexaeHuem «BoiickoBas uacTb 43753»

(B/u 43753), OO6WECTBOM C OrpaHMYeHHOW OTBETCTBEHHOCTbH «LleHTp 6e3onacHocTn  uHcopmauum» (OO0
«LIB»)

2 BHECEH TexHuueckum KOMUTETOM MO cTaHAapTu3auum TK 362 «3alumTa nHhopmaummns

3 YTBEPXAEH W BBEAEH B [AEWCTBME [pukasom ®PenepansbHOrO0 areHTcTBa MO TEXHUYECKOMy pe-
ry/IMpPOBaHnIo 1 MeTponiormmn ot 29 Hosbpsa 2022 . Ne 1378-cT

4 BBEJEH BINEPBbIE

MpaBuna nNpYMeHeHWs HACTOSLWEro cTaHgapTa YyCTaHOBMeHbl B cTaTbe 26 deaepanbHOro 3akoHa
0T 29 moHa 2015 r. Ne 162-93 «O cTaHgapTu3auyun B Poccuiickoii degepauun». NHpopmauyma o6 uns-
MEHEHMNAX K HacTosWeMy cTaHgapTy NybavkyeTcs B eXerogHoMm (Mo COCTOSHMIO Ha 1 sHBaps TeKyLlero
roga) MHOpMauUMOHHOM YKasaTenle «HauuoHanbHble CTaHAapThbi», a oUUMaIbHBIA TEeKCT W3MEeHEHWNH
M MOMNpaBOK — B EXeMeCa4YHOM WHAOPMaLMOHHOM YKasaTene «HauuoHanbHble cTaHgapTbi». B cnyvae
nepecMoTpa (3aMeHbl) UM OTMeHbl HacTOsAWero craHjapTa COOTBETCTBYWLlee yBefoMmNeHVWe byfeT
ony6/MKoBaHO B 6MXalilleM BbIMYCKE €XeMeCAYHOro WHGOPMAaLMOHHOro ykasaTens «HauuoHasbHble
cTaHfapTbi». COOTBETCTBYWLWAA MHopMaLns, yBeLOM/IEHME U TEKCThbl pasMellalnTCcs Takke B UH-
hopmaLMoHHOl cnucTeme o6LLero nonb3oBaHUss — Ha ouumansHoOM caiTe defepanbHOro areHTcTBa Mo
TEeXHUYECKOMY perynmpoBaHnio 1 MeTposiorMm B ceTu VMIHTepHeT (Www.rst.gov.ru)

© Odhopmnenne. PreY «NHCTUTYT cTaHAapTusayumn», 2022

Hactoswmii  ctaHgapT He MoXeT ObiTb  MOMIHOCTBI WM YacTUYHO BOCMPOWM3BEAEH, TUPaXMpOBaH U  pac-

npocTpaHeH B KauyecTBe OMUUMAILHOTO UW3haHus 6e3  paspelleHus ®defepasibHOro  areHTcTBa Mo TEXHUYECKO-
My perynpoBaHuio 1 MeTposiorumn


http://www.rst.gov.ru
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BBegeHune

Cepys  cTaHOapToOB  «YMNpaB/ieHWE  KOMMbITEPHbIMY  WHUMAEHTaMU»  ONpefenseT  efuHbli  CTPYKTYpupoO-
BaHHbIi NOAXO4 K oOpraHv3auuM W BefEeHU [AeATeNbHOCTU N0 YNpaBfieHU KOMMNbIOTEPHbIMW  MHUMAEHTaMU B
pamMkax  (QYHKUMOHMPOBAHUSA  FOCYAAPCTBEHHOW  CUCTEMblI  OBHapyXeHus, npegynpexaeHns wn  nuksugauuM  no-
CnepcTBUli KOMNbIOTEPHBIX aTak Ha MHAhOPMaLMOHHbIe pecypcbkl Poccuiickoii ®epepauumn (TocCOMKA).

B cootBetctBUM ¢ TOCT P 59710 CTpyKTypUpOBaHHbI MOAXOA[ K OpraHusauum u BeAeHW0  aeATeslb-
HOCTM NO YyMpaB/fIeHNO  KOMMbIOTEPHbLIMU  MHUMAEHTaMW  NpejycMaTpuBaeT — cregylolive  craguy  ynpasfeHus
KOMMNbHOTEPHLIMU VHUMAEHTaMU:

- opraHusauus AeteslbHOCTW N0 YyNpas/ieHWNI0 KOMNbIOTEPHLIMU UHLUAEHTaMU;

- 0BHapyXeHue n permcTpaumns KOMNbTEPHbIX NHUUAEHTOB;

- pearmpoBaHVe Ha KOMMbIOTEPHbIE MHLUMAEHTDI;

- aHanu3 pe3ynbTaToB AesATeNIbHOCTY N0 YNPaB/IeHWI0 KOMNbITEPHbIMU UHLMAEHTaMMU.

HacTosawuii ctTaHgapT onpegensieT cogepXaHne aTanos, BbINOMHAEMbIX Ha CNeayowmx CTagusx:

- 0BHapyXeHve 1 perucTpauys KOMNbTEPHbIX NHLWAEHTOB;

- pearmpoBaHve Ha KOMMbIOTEPHbIE MHUMAEHTDI;

- aHanu3 pe3ynbTaToB AesATeNIbHOCTY N0 YNPaB/IeHWI0 KOMNbITEPHbLIMW UHLMAEHTaMMU.
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HALIMOHA/IbHBIN CTAHAOAPT POCCUNCKOW ®EAEPALINN

3auwmTa nHdopmaumn
YMNPABJIEHVE KOMMNbKOTEPHbIMA MHUWOEHTAMU
PYKOBOACTBO MO pearmpoBaHuio Ha KOMMbIOTEPHbIE NHUUAEHTbI

Information protection. Computer incident management.Guide to responding to computer incident

Jata BBegeHuna — 2023—02—01

1 O6nacTb NpUMEHeHUs

HactoswwmiA crtaHgapT onpejensieT CoAepXaHuWe 3TanoB, BbIMOSHAEMbIX Ha Crefylowmx Ccragvsx  ynpas-
NIeHNA KOMMbIOTEPHBIMW UHLMAEHTAMM:

- 06HapyXeHvie 1 perucTpaums KOMNbTEPHbIX MHUMAEHTOB;

- pearnpoBaHve Ha KOMMbIOTEPHbIE UHLNAEHTI;

- aHanu3 pesynbTaTtoB AEATE/IbHOCTM N0 YNPaBAEHU0 KOMMNbIOTEPHBLIMU UHUMAEHTAMMN.

HacToawuiAi  ctaHgapT npefHasHayeH Kak A1 CyGbekToB  rocyfapCTBEHHOW  CUCTEMbl  OBHapyXeHus,
npesynpexgeHns 1 AuKBUJauuMu  MNOCAeACTBMIA  KOMMbIOTEPHbIX — arak Ha  MHGOpMauWoHHble  pecypcbl  Poc-
cuiickoi  ®epepaumm  (FTocCOlMKA), camoCTOAATe/IbHO  OCYWECTBAAKOWMX  ynNpaBleHUEe  KOMMbTEPHbIMA  WUH-
umaeHTamm B OTHOWEHUW COBCTBEHHbIX WHOPMALMOHHLIX pecypcoB, Tak W Ana cybbektoB [0OcCOlKA, B
30HY OTBETCTBEHHOCTM  KOTOPbIX BXOAAT  WHOPMALMOHHbIE  Pecypcbl, NpuHagnexaiwve ApyrMM  cybbektam
ocCOIlMKA (aanee — opraHusauun).

2 HopmaTumBHbIE CCbIJIKA

B HacTofWwem cTaHapTe UCNo/b30BaHbl HOPMATMBHbLIE CCbISIKM Ha Crefylolive cTaHaapTbl:

FOCT P 59547 3awmuTta uvHpopMauun. MOHUTOPUHT  MHOPMaUMOHHOK  6e3onacHocTu.  O6wme  nono-
XeHus

FOCT P 59709 3awuta wuHopmaumn. YnpasfeHne KOMMNbTEPHbIMA WHUMAEHTaMu. TepMuHbl K onpe-
aenexus

FOCT P 59710 3awuta wHcopmaumn. YnpasjeHne KOMMbITEPHbIMU  MHUMAeHTamu. O6Lwue nosoxe-
H¥A

FOCT P 59711—2022 3awuTta WHGoOpMaUMK. YnpaBneHve KOMMbITEPHbIMM  MHUMAEHTamu. OpraHusa-
UMs AeATENIbHOCTU MO YNPaBEHNIO KOMMBIOTEPHLIMU MHLUMAEHTAMMN

MpumeyaHme — TMlpy MOMb30BAHUM HACTOALWMM CTaHAAPTOM LEeNecoobpasHo MNPOBEPUTL AENCTBME CCbIMOUHbIX
CTaHAapTOB B MHOPMALMOHHOI cucTemMe O6LLEero Mnosb3oBaHus — Ha ouuMasibHOM calite defepasibHOro areHTCTBa no
TEXHUYECKOMY PErysiMpoBaHuio U METPOSIorUn B CETU VIHTEPHET UM MO eXerogHoMy WH(OPMaUMOHHOMY ykasaTesnio «Ha-
LMOHasbHblE CTaHAAPTbI», KOTOPbIA OMy6/IMKOBAaH MO COCTOSIHWIO Ha 1 sAHBaps TEKyLero roga, U rno BbiMyckaMm exemecsu-
HOM0 MHCOPMALMOHHOIO yKasaTens «HauuoHaslbHble CTaHAapTbl» 3a TeKyLWid rod. ECNM 3aMeHeH CCbIIOYHbIA CTaHaapT,
Ha KOTOPbIA AaHa HeAATMPOBAHHAs CCbIfKa, TO PEKOMEHAYeTCsl MCMOMb30BaTh AelCTBYIOLLYI0 BEPCUID 3TOTO cTaHaapTa
C YYETOM BCEX BHECEHHbLIX B AAHHYI0 BEPCUID M3MEHEHWA. EC/IM 3aMeHeH CCbUIOYHbIA CTaHAApT, HA KOTopblli faHa Aatu-
poBaHHas CcCbifika, TO PEKOMEHAYeTCsl UCMO/Mb30BaTb BEPCUI0 3TOTO CTaHAApTa C yKa3aHHbIM BbIle TOAOM YTBEpPXAEeHUs
(NpuHsATKS). Ecnn nocne yTBepXAeHUst HACTOSILLEro CTaHAapTa B CCbIIOYHbIA CTaHAApT, Ha KOTOPbIA AaHa AaTMpoBaHHas
CCbI/IKa, BHECEHO M3MEHEHMe, 3aTparuBatoLLiee NosioxXeH1e, Ha KOTOPOe aHa CCblKa, TO 3TO MOJIOKEHUE PEKOMeHAyeTCs

M3paHue ocmymansHoe
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NPUMEHATb 6e3 yyeTa [faHHOro nsmeHeHus. Ecnu CCbI/TOYHbIN CTaHAapT OTMEHeH 6e3 3aMeHbl, TO MOSIOXEHNE, B KOTOPOM
AaHa CCbl/1IKa Ha Hero, pekomeHayeTcAa NpuMeHATb B YaCTu, He 3anar|/|Ba|ou1,e|7| 3TY CCbIJIKY.

3 TepMuUHbI 1 onpegeneHns

B HacTosem cTaHAapTe npumeHeHbl TepMuHbl Mo FTOCT P 59709 n TOCT P 59547.

4 O6uwwme NnonoxeHus

Hactoswwmii  ctaHgapT onpefenseT coAepxaHne Tpex CTauil  ynpaBfieHWs  KOMMbIOTEPHbIMW  MHUMAEH-
Tamu, KOTOpble BK/TIOYaIOT B ce651 COOTBETCTBYIOLLME 3TanbI:
a) ob6HapyxeHue n perncTpauust KOMNbLITEPHbIX MHLMAEHTOB:
1) peructpauus npusHaKkoB BO3MOXHOIO BO3HUKHOBEHWS KOMMbIOTEPHbIX UHLMAEHTOB;
2) noATBepPXAeHWE KOMMbIOTEPHbIX MHLMAEHTOB;
6) pearvpoBaHWe Ha KOMMNbIOTEPHbIE MHLMAEHTDI:
1) onpefenieHne BOBMEYEHHbIX B  KOMMbIOTEPHbIA WHLUWAEHT 3/1EMEHTOB  MHopMauMoHHOR  MHdpa-

CTPYKTYpbI;
2) NIOKa/IM3aLVsi KOMMBIOTEPHOTO MHUMAEHTA,;
3) BbISIBNIEHUE NOCNEACTBUI KOMMNbIOTEPHOTO MHLIMAEHTA,;
4) NMKBMAAUMA NOCNEeACTBUI KOMMbIOTEPHOTO MHLUMAEHTA,;
5) 3aKpbITME KOMMbIOTEPHOIO UHLMAEHTA;
6) thrkcaumsi MaTeprasio, CBA3aHHbIX C BO3HUKHOBEHMEM KOMMbIOTEPHOTO MHUWAEHTA;
7) YCTaHOB/IEHNE NMPUUMH U YCNOBUIA BO3HUKHOBEHUSI KOMMBIOTEPHOMO UHLMAEHTA;

B) aHann3 pes3ynbTaToB AesTeIbHOCTU MO YNpPaBieHUo KOMMbIOTEPHBIMU MHLUMAEHTaMN:

1) npuobpeTeHMe U HakomjeHue OfbiTa MO pe3ynbTaTaM YNpaBfeHUss KOMMbIOTEPHbIMU  MHUMAEHTA-
Mu;

2) paspaboTka peKoMEeHAauWii No ycTpaHeHUl B WH(OPMALMOHHBIX pecypcax MNpuUYMH W YC/IOBUiA
BO3HMKHOBEHMSI KOMMbIOTEPHbIX MHLWAEHTOB;

3) OLEHKA pe3ybTaToB 1 3PEKTMBHOCTY PearmpoBaH1s Ha KOMMbIOTEPHbIE MHLMAEHTSI.

5 OGHapyXeHue N perucTpaumns KOMMnbTEPHbIX MHUNAEHTOB

5.1 O6wwe NoNnoxeHns

[esATenbHOCTb MO OGHAPYXXEHWIO M perucTpauyn  KOMMbIOTEPHLIX  WMHUMAEHTOB  OCHOBLIBAETCS Ha  pe-
3ynbTatax MNpoOBOAMMOINO B  OpraHM3aluy  MOHWUTOPWMHIA  MHCGOPMALMOHHOM  Ges3onacHocT, B pamkax KOTOpOro

ocyliecTBisieTcss c60p  MHGOpMaUMM O COGLITUSAX 6E30MacHOCTY U WHbIX AAaHHbIX MOHUTOPUHTA U3 Pas/INuHbIX
MCTOYHMKOB.

MpumeyaHne — C6o0p MHopMauum O Cco6bITUAX 6e30NacHOCTM U WHbIX AaHHbIX MOHUTOPWHIA, HEO6XOAMMbIX
0151 06HAPYXXeHNs1 KOMNbIOTEPHbIX MHLMAEHTOB, OCYLLECTBAETCS B cooTBeTcTBMM ¢ TOCT P 59547,

CTagua «OBHapyXeHue W  perucTpaums  KOMMbIOTEPHLIX WHUMAEHTOB»  BKIOYaeT B ceba  creayouime
aTanbl:

- perucTpaums Npru3HakoB BO3MOXHOTO BO3HUKHOBEHMWSI KOMMbIOTEPHBIX MHLWAEHTOB;

- MNOATBEPXAEHME KOMMbIOTEPHBIX MHLWAEHTOB.

5.2 PeFVICTpaLI'VIH NPU3HakKoB BO3MOXXHOIo BO3HMKHOBEHUA KOMMNbOTEPHbLIX MHUNOEHTOB

Pernctpauusi  Npu3HakoB  BO3MOXHOTO  BO3HWKHOBEHWSI  KOMMbIOTEPHbIX  WHUMAEHTOB  MOXET  OCYLUEeCT-
BMATCA  Kak aBTOMATU3UPOBAHHbIM  CMNOCO6OM  (C  MCMOMb30BaHWEM  CpefcTBa  ynpaB/ieHWs  COObITUSIMU  UH-
chopMaLMOHHOA  6e30MacHOCTM) Ha  OCHOBE  NpaBWI  perucTpauum  NpU3HaKoB  BO3MOXHOTO  BO3HUKHOBEHUS
KOMMbIOTEPHBbIX  WMHUMAEHTOB, Tak W  HeaBTOMaTM3MpOBaHHbIM  cnocobom  (cneuyuannctamu  nogpasgeneHus,
OTBETCTBEHHOrO 3@  yMpaB/eHMe  KOMMbIOTEPHbIMW  WMHUMAEHTaMW, Mpu  CamMOCTOSTE/IbHOM  aHann3e  CcobbITuit
6e30nacHOCTM B XOfe MOHUTOPUHIA WM NpW  MNOJlyYEeHWUM COOTBETCTBYIOLLEA uHGopMauMy OT pabOTHUKOB Op-
raHmsaumm).

2
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MpumeuvaHne — TlOHATME «MPU3HAK BO3MOXHOIO BO3HUKHOBEHUS KOMMBIOTEPHbIX WHLUMAEHTOB» MNPUMEHS-
0T B CBA3W C TeM, 4YTO cpeacTBa ynpaBJieHUA co6bITMAMN I/IHq:)OpMaLI,I/IOHHOI‘/JI 6e3onacHocTu qI)I/IKCI/IpyIOT BO3HWKHOBE-
HUe cutyauun, Kotopas MOXeT CBMAeTe/IbCTBOBaTb O BO3HMKHOBEHWW KOMMBHOTEPHOro MHUMAEHTa, a He caM qﬁ)aKT ero
BO3HNKHOBEHUA.

521 Pernctpauysa npu3HakoB BO3MOXHOIMO BO3HUKHOBEHUA  KOMMbIOTEPHbLIX WHUWAOEHTOB aBTO-
MaTU3NPOBaHHbIM CTOCO60M

Pernctpaumsa  npuv3HakoB  BO3MOXHOTO  BO3HWKHOBEHMSI  KOMMbIOTEPHbLIX  MHUMAEHTOB  aBTOMAaTU3MPOBAH-
HbIM  CMOCO60OM  OCYLLECTBMSIETCS C  WCMO/SIb30BAHWEM  CPeAcTBa  yNpaBMeHUss  COObITUAMKU  MHAPOPMAaLMOHHOW
6e30MacHOCT Ha OCHOBE MpaBWa  perncrtpauum MNpPU3HaAKoB  BO3MOXHOMO  BO3HWMKHOBEHUS  KOMMbIOTEPHbLIX — WH-
UNOEHTOB.

MpaBwna  perucTpauum  MNPU3HAKOB  BO3MOXHOTO  BO3HUKHOBEHWS  KOMMbIOTEPHbIX  UHUMAEHTOB  [OJDKHbI
no3Bo/IATb peannM3oBaTb OAWMH WM  COBOKYMHOCTb CreAylolux MEeTOA4OB aHanv3a, HanpaB/fieHHbIX Ha  BbISB-
NleHne NPUYNHHO-CNEeACTBEHHOW CBA3N MeXAy COObITUAMN 6€30MacHOCTU Y UHLIMU AaHHLIMU MOHUTOPUHra:

- CUrHaTypHble MeToAbl, OCHOBaHHble Ha COMOCTaB/IEHWN KOHKPETHbIX MPW3HAKOB W YC/OBWIA  B3auMMmo-
cBsi3ei cobbITUA 6€30MacHOCTU U UHBIX AAaHHbLIX MOHUTOPWHIA;

- GeccurHaTypHble MeTOAbl, OCHOBaHHble Ha BbISIBMEHWM CTATUCTUYECKOW W WHOW 3aBUCUMOCTU  Mexay
COObITUAMKM  6e30MacHOCTM UM WMHBbIMU  JaHHbIMWU  MOHUTOpPUHTA ¥ (OpMUMPOBaHMM  npodomneid  PyHKUMOHMpOBa-
HMSt HOPMALMOHHBIX PECYPCOB.

MpumeyaHne — TMpodnib YHKUUOHMPOBaHUA (OPMUPYeTCA Mo pes3ynbTatam MOBEAEHYECKOro aHannsa, Ko-
TOpbI COAEPXUT Habop aTtpubyToB M WX 3HAYEHW. Takne AaHHble XapakTepusyloT paboTy KOHKPETHOro MPWIOXEeHUs B
cpefie PYHKLUMOHMPOBAHUA B ONpeie/IeHHbIN NPOMEXYTOK BpeMeH!.

CurHaTypHble MeTofbl aHanv3a BK/YAOT nNpaBufa perucTpauym  Npu3HakoB BO3MOXHOTO — BO3HUKHOBE-
HUS  KOMMbIOTEPHLIX MWHUWAEHTOB, CO3[aHWE W  HaCTPOiiKy KOTOPbIX OCYLIECTB/SIET Cneuuanuct nogpasgesne-
HUS, OTBETCTBEHHOTO 32 YNPaB/IeHNE KOMMbIOTEPHBIMU UHLUAEHTAMN.

BeccurHaTypHble  MeToAbl  aHa/M3a  peasiM3yloTcsl  paspaboTuMkoM  CpPeAcTBa  YNpaBfiEHWS  COObLITUSIMU
MH(OpPMaLUMOHHOV  6e3onacHOCT B MPOrpaMMHOM  KOAE CPeAcTBa, afoOpUTMbl  KOTOPbIX HEe MOryT ObiTb W3-
MeHEeHbI CneunanncTom noapasaenieHns, OTBETCTBEHHOIO 3a YNpaB/eHNe KOMNbIOTEPHbIMU UHUMAEHTaMK.

MpumeuvaHne — TlpaBunia perucTpauMu MnpPU3HaKoB BO3MOXHOrO BO3HWKHOBEHMS KOMMbIOTEPHbIX WHLMAEHTOB
MOryT cofepxaTb YCNoBusi oT6opa CoO6bITUA 6€30MacHOCTM U WHbIX AaHHbIX MOHWTOPWHra B BUAE OTAENbHbIX JIOrMYECKMX
onepauuii, HanpUMep KOHBIOHKUMA («W»), AnsbloHKumMs («UW»), oTpuuaHune («HE») u nMx KoMGUHauwii, Kputepumn cpa-
6aTbiBaHUS MpaBuia, YYUTbIBAKOLWIME KO/IMYECTBEHHbIE, BPEMEHHbIE U WHblE XapaKTepUCTVKM COObITUI 6e30macHoOCTU 1
MHBIX AAHHbIX MOHUTOPUWHIA, a TakKe pe3ynbTaTbl WX CPaBHEHUS («60MbLUE», «MEHbLUE», «pPaBHO» WU WHble). MpaBuna
perucTpaumMn npu3HakoB BO3MOXHOMO BO3HUKHOBEHUSI KOMMbIOTEPHbIX WMHUMAEHTOB Takke MOryT cofepxaTb onepaTopsbl
BbINOSIHEHWSA OENCTBUIA B 3aBUCUMOCTUM OT COOTBETCTBUA MNEpPEMEHHbIX (O6BLEKTOB, MPUHUMAIOLLMX HECKOSIbKO 3HaueHwuin)
3aflaHHOMY YC/OBUIO, LUMK/IMYECKME W WHble OMnepaTopbl, MO3BONSIOLME MOBLICUTL 3MEKTUBHOCTL U TOYHOCTb OMUCaHUS
KpuTepreB oT6opa cob6bITUIA 6@30MaCHOCTU Y UHbIX AaHHbIX MOHUTOPUWHTA.

PelleHne 0 HaMuMM MAn OTCYTCTBUM MpU3HAKa BO3MOXHOrO BO3HUKHOBEHWS KOMMbIOTEPHOTO MHUMAEHTA NpUHMMA-
€TCs Ha OCHOBE MpaBW/ PErMCTPaLMM MPU3HAKOB BO3MOXHOIO BO3HUKHOBEHUSI KOMMNbIOTEPHbIX UHLMAEHTOB.

Mpu aBTOMATU3MPOBAHHOM  CMOCO6GE  perucTpauum  npusHaka BO3MOXHOTO  BO3HUKHOBEHWS — KOMMbOTEp-
HbIX WHUMAEHTOB WHGopMauus O [AaHHOM 3aperMcTpypoBaHHOM Mpu3Hake nepegaeTcsa M3 CpeacTBa  ynpaese-
HUA  COBLITUAMU  MH(OPMALMOHHOW 6e30MacHOCTM B CPEACTBO  YNPaBMEHWS  MHUMAEHTaMKW, [Ae Ha  OCHOBaHWK
nocTynuelleli  MHopmMauuy  aBTOMaTMdeckn  popMUpyeTcs  KapTouka  Mpu3Haka  BO3MOXHOIO — BO3HVKHOBEHUS
KOMTMbIOTEPHOMO MHUMAEHTA.

522 Pernctpaunsi nNpU3HaKoB BO3MOXHOTO BO3HWKHOBEHWSI KOMMbIOTEPHbIX  MHUWAEHTOB  Heas-
TOMaTU3MPOBaHHbLIM CNOCO60M

Peructpauus  NpU3HakoB  BO3MOXHOFO  BO3HWKHOBEHMS  KOMMbIOTEPHLIX  WHUWAEHTOB  HEaBTOMAaTU3MPO-
BaHHbIM  CMOCOGOM  OCYLLECTBASIETCS  CMELuManucTamy  nofapasfesieHnsi, OTBETCTBEHHOTO 3a  yNpaB/ieHWe  KoM-
MbIOTEPHBIMU  MHUWAEHTAaMW, MPU  CAMOCTOATE/IbHOM — aHannM3e CcobbiTUil  6e30MacHOCTM B XO4€  MOHMTOPUHra
WAM  NpW  NOSIyYeHUM  COOTBETCTBYOWEH WHopMauuu OT  paboTHWKOB  opraHusaumy. HeaBToMaTU3MpoOBaHHas
perucTpaumsi  NpU3HaKkoB  BO3MOXHOTO  BO3HVKHOBEHUSI  KOMMbIOTEPHbLIX  WHUMAEHTOB  OCYLLIECTBASETCA B Cpej-
CTBE YNPaBMEHUS MWHUMAEHTamMyW TMyTEM BHECEHUSI B KapTOuky Mpu3HaKa BO3MOXHOIO BO3HWKHOBEHMS KOMIMbiO-
TepHOro MHUMAEeHTa Heo6XoaMMON MHopMaLH.
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5.3 TlMoaTBepXaeHUe KOMMNbIOTEPHbIX MHLUMAEHTOB

MoaTBEPXAEHNE  KOMMbLIOTEPHOTO  MHUMAEHTA  OCYLLECTB/SIETCS B XOA4e MPOBEAEHWs MPOBEPKM  3aperu-
CTPVPOBAHHOIO NPU3HAKA BO3MOXHOIO BO3HUKHOBEHWS KOMMbIOTEPHOTO MHLMAEHTA.

Takas npoBepka MNPOBOAWTCA  cheuuanucTamMu, OTBETCTBEHHbIMKM 33 pearpoBaHuMe Ha  KOMMbIOTEpHble
VHLMAEHTBI (DYKOBOAUTENAMU paboumnx rpynn pearnpoBaHusi Ha KOMNbIOTEPHbIE UHUUAEHTI).

MpymeyaHuns

1 CneunanucTbl, OTBETCTBEHHbIE 3a pearMpoBaHMe Ha KOMMbIOTEPHble WHUMAEHTbI (pyKoBOAWUTENM paboumx rpynn
pearnpoBaHus Ha KOMMbIOTEPHbIE UHLMAEHTBI) OCYLLECTB/IAOT CNeAYOLLYI0 AesATENTbHOCTb:

- npoBefeHVe NPoBEPKN (DAKTOB BO3HUKHOBEHUS KOMMbIOTEPHBIX MHLMAEHTOB C Lie/1bio UX NMOATBEPXAEHUS;

- peructpaums KOMNbITEPHbIX MHLMAEHTOB B C/lyYae UX NOATBEPXAEHUS;

- KOHTPOJIb BbINOJIHEHUSA 3TANOB pPearnpoBaHnsa Ha KOMMbIOTEPHbIE MHLIMAEHTLI.

Mpy oCyLIEeCTB/IEHUN KOHTPONA BbINO/IHEHNUA 3TamnoB pearnpoBaHWs Ha KOMMbIOTEPHble WHUMAEHTbI CneuuasIuncT,
OTBETCTBEHHbI 3a pearrpoBaHne Ha KOMMbIOTEPHbIA WHUMAEHT (PyKOBOAMUTENb paboyeil rpynnbl pearnpoBaHns Ha KOM-
MblOTEPHbIE MHUMAEHTBI), AO/MKEH NPUHUMATL PeLUeHne O HeobXOAMMOCTU NPUB/IEYEHUS OpraHusauun, OCyLLeCcTBAsOLWe
KoopAnHaLUmio AeATe/IbHOCTM B YacTy yNpas/ieHNs KOMMNbIOTEPHbIMU NHUUAEHTaMMN.

2 B pamkax ¢yHkumoHupoBaHus FocCOIMKA opraHu3aumeit, ocyLiecTBAAIOLLEA KOOpAVHAUMI0 AesATenbHOCTW B Ya-
CTV yNpaBfEHUs KOMMbIOTEPHbIMW WMHUMAEHTaMK, aBnseTcs HauuoHanbHbIli KOOPAVHALMOHHBIA LEHTP MO KOMMbIOTEPHbIM
VHUMAEHTaM.

Peructpupyemble  MNpuU3HaKy  BO3MOXHOFO  BO3HMKHOBEHUS  KOMMbIOTEPHbIX  VHUUAEHTOB  pacnpenensitoTcs
Mexgy —crneuuanucTamMu, OTBETCTBEHHbIMKM 33 pearMpoBaHWe Ha  KOMMbIOTEPHble  UHUMAEHTbl  (pyKoBoauUTens-
MU paboumx [pPynn pearvpoBaHWs Ha KOMMbIOTEPHbIE WHUMAEHTbI), B MOpsAKe ouepean w/vam c  ydeToMm npeg-
BapUTeNIbHO  OMpPeAeNieHHbIX  TWUMOB  KOMMbIOTEPHLIX  WHUMAEHTOB, W/WAM  reorpadduuyeckoro  MecTOMNosIoKeHUs
VHC(OPMALMOHHBIX ~ PECYpPCOB, B KOTOPbIX  PErucTpuUpyloTCs  NPU3HAKM  BO3MOXHOMO  BO3HWUKHOBEHWSI  KOMIbHO-
TePHbIX NHLMWAEHTOB.

MpumevaHne — B pamkax dyHkumoHnpoanms [ocCOIMKA Tunbl KOMNbITEPHbLIX WHUWAEHTOB onpegenset
opraHm3aums, oCyLLecTBALWan KOOPpAVHALNIO A4eATe/IbHOCTU B YacTu yrpaB/ieHNs KOMMbIOTEPHLIMU UHLMAEHTaMU.

MpoBepka (bakTa BO3HWKHOBEHWSI KOMMbIOTEPHOTO  WHUMAEHTA MpeAycMaTpuBaeT  BbINOSIHEHWE — Cleayto-
LLMX NpoLeayp:

a) aHaM3  WHgopMauuu, cofepxalleiicas B KapTouke Mpu3Haka BO3MOXHOTO BO3HUKHOBEHWSI  KOMIMbIO-
TepHOro UHUMAeHTa.

MpumeyaHne — TMpu aHanu3e uHOpPMaUMKU, CcoAepXallelica B KapTouyke Mpu3HaKka BO3MOXHOMO BO3HUKHOBE-
HMUSI KOMMbIOTEPHOrO WHLMAEHTA, NPOBOASAT OLLEHKY MHOpMaLWK, CBA3AHHON C CObObITUAMKM 6€30MacHOCTU, Ha OCHOBaHWUW
KOTOpbIX Obla1 3aperucTpupoBaH MpPU3HaK BO3MOXHOrO BO3HWMKHOBEHUS KOMMbIOTEPHbLIX WHLUWAEHTOB, ANS OnpefeneHus
Xapakrepa B/IMSHUA Ha WHGOPMaLMOHHbIE PEeCYpCbl C LeNbld NPUHATUS peLleHns O permcTpauum KOMNbITEPHOro WHUW-
AeHTta. Mpn HeobxoAMMOCTM OCYLLECTBAAIOT CO0pP M BHECEHMEe AONOMHWUTENbHON nHdopmauun. B cnyyae noarBepxaeHus
KOMMbIOTEPHOIO MHUMAEHTa OCYLLECTB/IAOT €ro perncTpaumio 1 Co3AarT KapTouKy KOMMbIOTEPHOIO MHLUMAEHTA.

B pamkax dyHkumoHupoBaHus TocCOIMKA chopmat 1 cogepXaHue KapToyek KOMMNbITEPHbIX WHLUMAEHTOB, KOM-
NbIOTEPHbIX aTtak U YA3BUMOCTEN onpefenseTcs opraHusauven, ocyllecTBASIWER KoopAMHALMO AeATesIbHOCTM B 4acTu
ynpaBneHust KOMNbTEPHbIMU UHUMAEHTaMW;

6) cbop gononHuTENbHOW WHGOpPMauun, TpebyeMoin Ana noaTBepXAeHus akta BO3HWMKHOBEHUSA  KOM-
MbIOTEPHOro MHUMAEHTa (Mpy He06X0AMMOCTH), B XO€e KOTOPOro MOTyT BbIMOTHATLCS:

1) onpoc nonb3oBaTeneit MHPOPMALMOHHBIX PECYPCOB, BOB/IEUEHHBIX B KOMMbIOTEPHbIA MHLUUAEHT;
2) onpoc cneuvanucToB noApasfefieHuid, OTBETCTBEHHbIX 3a 3KCM/yaTauumio  MHPOPMALUMOHHBIX — pe-
CYpCOB, BOBJ/IEYEHHBIX B KOMMbIOTEPHbIA MHLUUAEHT;
3) nonyyeHne [fAaHHbiX O (PYHKUMOHMPOBAHWM CEPBUCOB, O6GecneuynBallLyX peanv3auuio  KpuTude-
CKMX MPOL,EeCCOB OpraHu3aLuu;
4) nMpoBepka >KypHasioB COGbITWIA Ha nNpeaMeT HaJMuus  CBUAETENbCTB O  HeCaHKLMOHWPOBaHHOM
NPOCMOTPE, N3MEHEHUW UMW yAaNIeHUN HAYOPMaLLK;
5) vHble peiAcTBMSl, MO3BONAKOLWME NOMNYYNTb MHAPOPMALMIO, HEeoBXOoAMMYK ANs  NPUHATUSE  pelleHust
0 perncTpauym KOMNbITEPHOrO MHLMAEHTA.

MpymeyaHne — KapTouka MNpu3Haka BO3MOXHOMO BO3HWUKHOBEHWSI KOMMbIOTEPHOrO WHUMAEHTA [AO/MKHA Coaep-
XaTb MHopMaLMio 060 BCEX COOLITUSIX GE30MacHOCTM U WHbIX AaHHBIX MOHWTOPWHIA, KOTOPbIE MOCMYXWAN OCHOBaHWEM
[N perucTpaumm npru3Haka BO3MOXHOTO BO3HUKHOBEHWSI KOMMbIOTEPHOTO MHLMAEHTA.
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[na npoBefeHWs NpoBepku pakTa BO3HWKHOBEHUSI KOMMbIOTEPHOMO WHUMAEHTA CMELMaINCTY, OTBETCTBEHHOMY 3a
pearmpoBaHMe Ha KOMMbIOTEPHbIA WHUMAEHT (PyKOBOAUTENIO pabouyeil rpynnbl pearnpoBaHns Ha KOMMbIOTEPHbIE WHLU-
[OEeHTbI), TpebyeTcs crneayrowlas nHgopmaLms:

- MNoATBepXAarwLllas Wan onposeprawwias akt npusegeHns MHOPMALMOHHOIO pecypca B COCTOsIHME, NMpW KOTO-
pPOM OH MOJIHOCTBIO U/IM YACTUUYHO He MOXET o6pabaTbiBaTb WHoOpMaLUo, HEOGXOAUMYH A5 06ecneyeHnst KpUTUYECKMX
MPOL,ECCOB, W/WN OCYLLECTBASATL yNpaB/ieHne, KOHTPOIb NI MOHUTOPUHT KPUTUYECKUX NMPOLLECCOB;

- noATBepxgawllas unu onposepratowas akTt HapyleHnss 6e3onacHoCTM MHopMauun, Heobxoaumoln anst o6e-
crneyvyeHnss KpUTUYECKMX NPoLLeccoB (HapyLleHre ee KOHPUAEHLNaNbHOCTH, LeNOCTHOCTU U/WAn fOCTYNHOCTHN);

B) NPUHSTUE PeLleHUsl 0 PEMUCTPALLMM KOMMLIOTEPHOMO HLMAEHTA, Er0 NPUOPUTETE U YPOBHE BMSIHUSA.

MpumeyaHusa

1 Peructpauuss KOMMbIOTEPHOIO MHUMAEHTA OCYLLECTB/ISETCA, eCnv B XOfe MNPOBEPKM MNOATBEPXAeH (hakT BO3-
HUKHOBEHMA KOMMbIOTEPHOrO WHUMAeHTa. [pu perncrpauum KOMMbIOTEPHOTO MHUMAEHTa cnefyeT co3faBaTb KapTOukKy
KOMMNbLIOTEPHOTO MHUMAEHTA.

Pernctpauma KOMNbIOTEPHOrO WHUMAEHTa HEe OCYLLECTB/IAETCA, eC/v B XO4e MPOBEPKM YCTAHOB/MEHO, YTO peructpa-
LS Npu3Haka BO3MOXHOM0 BO3HUKHOBEHMST KOMMbIOTEPHOTO MHUMAEHTA ABMSETCS JTIOXKHONA.

Ecnu B Xxode NpoBepku ObIIO YCTAHOBMEHO, YTO MPUYMHON perucTpauum npusHaka BO3MOXHOIO BO3HUKHOBEHWS
KOMMNbIOTEPHOTO MHUMAEHTa ABMSETCA KOMMNbIOTEpPHAs ataka, B Cly4yasX, eCc/iy KOMMbIOTEPHbIA WHUMAEHT HE perncTpupy-
eTcs, TO A0/MKHA hOPMMPOBAaTLCA KApTOUKa KOMMbIOTEPHON aTaku 1 KapTouka yAa3BUMOCTY.

2 TpropuTeTbl U YPOBHWN BAWSHUSA KOMMbLIOTEPHOIO MHUMAEHTA MOrYT ONpeAendaTbCs BMECTe C perucrpauueli npu-
3HaKa BO3MOXHOrO BO3HWKHOBEHMWS KOMMbIOTEPHOIO WHUMAEHTA Mpu cpabaTbiBaHWW NpaBuaa, HO OHU AO/MKHbI NOATBEPX-
JatbCa cneuuanvcTom, OTBETCTBEHHbIM 3a pearupoBaHie Ha KOMMbIOTEPHbIA MHUMAEHT (pykoBoauTenem pabouyein rpyn-
Mbl pearnpoBaHns Ha KOMMbIOTEPHbIE UHLUUAEHTBI), ¥ NPU HEOOXOAUMOCTU YTOUHATLCS.

Moaxon K onpeAeneHnto YypoBHEN BAWAHUA U NPUOPUTETOB KOMMbIOTEPHbLIX WHLUMAEHTOB MpUBEAEH B MPUIOKEHUSAX
AnBTOCT P 59711—2022.

Mocne noaTBepxXAeHWsi  dakTa  BO3HWKHOBEHWS — KOMMbIHTEPHOTO  WMHUMAEHTA  OCYLECTBNSIETCA  HEMES-
NIEHHOe  YBE[IOM/IEHVE CMeuManncToB, BXOAAWMX B cOcTaB pa6ouyeid rpynnbl, Ha3HAYEHHOW ANA  pearMpoBaHus
Ha 3aperncTpupoBaHHbIVi KOMNbIOTEPHBIA MHUMAEHT.

MpumedyaHne — HasHaueHue paBouvx rpynn ANns pearupoBaHusi Ha KOMMbIOTEPHbIA MHUMAEHT MOXeT OcCy-
LWECTBNATLCS aBTOMATMUYECKU CPEACTBOM YMpPaB/feHUs MHUMAEHTaMU A7 KAXAOr0 Tna KOMMbIOTEPHOrO WHUMAEHTa Waun
He aBTOMAaTMYecKu CMELMANNCTOM, OTBETCTBEHHLIM 3a pearvpoBaHMe Ha KOMMbIOTEPHbIA WHUMAEHT (pyKoBoauTenem pa-
60oueli rpynnbl pearnpoBaHns Ha KOMMbIOTEPHbIE UHLMUAEHTbI).

OfHOBpPEMEHHO C YBEJOMJIEHWEM CMELWAINCTOB, BXOAAWMX B COCTAB paboyeil  rpynnbl, HA3HAYEHHO
ONA  pearypoBaHUs Ha  3aperncTPUpOBaHHbI  KOMMbIOTEPHbLIA  WHUMAEHT, AO/MKHO  OCYLLEeCTBNATLCA — YBEOM-
NEHVEe  OpraHu3auuMW, OCYLIEeCTBASIOWENR KOOPAMHALMIO  AesTeNIbHOCTM B 4YacTu  yNpaB/ieHUs  KOMMbIOTEPHLIMM
VHUMAEHTaMW, C HanpaB/fieHUWeM KapToukM KOMMbIOTEPHOTO WHUMAeHTa (B c/lyyae Perucrpauum  KOMMbHTepHO-
ro WHUMAEHTa) WK KapTodeK KOMMbIOTEPHOW aTakm U Ys3BUMOCTW, KOTOPble MOIM GbiTb  WCMO/b30BAHLI  NpU
npoBefieHNN KOMMbIOTEPHOM aTakm (ecim B XoAe MNPOBEPKM Mpu3HaKa BO3MOXHOMO BO3HMKHOBEHMSI  KOMIblO-
TEPHOro MHUMAEHTA 6bI10  YCTAHOB/EHO, 4YTO MPUYMHOM €ro perucTpauum sIBNseTcs KOMMbloTepHas aTaka, B
Cyyasx ecsim KOMMbIOTEPHbI UHLMAEHT HE PEFUCTPUPYETCS).

6 PearnpoBaHue Ha KOMMNbIOTepPHble MHUMAEHTbI

6.1 O6Lwme NonoxeHns

Cragus «pearMpoBaHWe HA  KOMMbIOTEPHbIE  WHUMAEHTbI»  COCTOMT U3  C/efylolyx  noc/ieoBaTesbHbIX
aTanos:

- onpefeneHve BOB/IEYEHHbIX B KOMMbIOTEPHbLI WHUMAEHT 3/1EMEHTOB  WMH(OPMALMOHHOW  MHpaCTpyK-
TYpbI;

- JIOKa/IN3aLmMs KOMMNbIOTEPHOTO UHLUMAEHT];

- BbISIB/IEHWE NOCNEACTBUIA KOMMNBIOTEPHOTO MHLUMAEHTA,;

- NVKBMAALMS NOCNEACTBUIA KOMNBIOTEPHOTO UHLMAEHTA;

- 3aKpbITUE KOMMBIOTEPHOTO UHLUMAEHTA.

OTAeNbHbIMM 3Tanamm B paMKkax CTaguu «pearmpoBaHve Ha KOMMbIOTEPHbIE MHUMAEHTbI» SBNSIOTCA:

- chuKcauysi MaTepuasnos, CBA3aHHbLIX C BO3HUKHOBEHWEM KOMMbIOTEPHOTO UHLMAEHTA;

- yCTaHOB/IEHNE NPUUMH 1 YCNOBUIA BO3HUKHOBEHMSI KOMMLIOTEPHOTO UHLMAEHTA.
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MpumeyvaHne — [aHHble 3Tanbl MOrYT MNPOBOAUTLCA MapasyiesibHO C OCTa/lbHbIMW 3Tanamm pearMpoBaHusa u
Jaxe nocne arana «3akKpbITUe KOMMbIOTEPHOrO MHUMAEHTa». BbiNo/IHEHWE AaHHbIX 3TanoB He B/IMAET Ha 3akpbiTUe KOM-
NbOTEPHOro MHUMAEeHTa.

OnucaHve 3TanoB «ukcauns MarepuasioB, CBA3AHHbIX C  BO3HWKHOBEHVWEM  KOMMbIOTEPHOIO  WHUMAEH-
Ta» W «yCTAHOBMEHME TMPUYMH W YCNOBUI BO3HWKHOBEHMS KOMMbIOTEPHOTO WHUWMAEHTa» npeAcTaB/eHo B pas-
nene 7.

6.2 OnpefeneHne BOBMEYEHHbIX B KOMMbIOTEPHbIN MHLMAEHT 3/1EMEHTOB MHOPMAaLNOHHO
WHMPACTPYKTYpbI

Ha oaTtane «onpegeneHne BOB/IEYEHHbIX B KOMMbIOTEPHbIA UHUMAEHT 3/71€MEHTOB WMH(OPMALMOHHON  MH-
PpacTpykTypbl»  cheyvanuctamn, BXOAAWMMM B COCTaB paboueid rpynnbl  pearmpoBaHWs Ha  KOMMbHTEPHbI
WHUWMAEHT, [OO/KHbl  BbINOMHATLCA  AEWCTBWSl, HanpaB/fieHHble Ha OMpefesieHue BOBJMIEYEHHbIX B KOMMbHOTEp-
HbIl  WHUMAEHT S/1IEMEHTOB  MH(OPMAUMOHHOMW  MHPACTPYKTYpbl, Ha KOTOpbIX WMEHTCA NpPU3HaKM 3aperncrpu-
pOBaHHOIO KOMMbLIOTEPHOTO MHUMAEHTA, C Lie/blo UX JasibHelLueli nokanusaumm.

Ha pucyHke 1 npeActaBneHa Cxema OpraHu3auMOHHOTO npolecca 3Jtana «onpefesieHne  BOB/IEYEHHbIX
B KOMMbIOTEPHBIA MHUMAEHT 3/1IEMEHTOB MHPOPMALMOHHOW UHPPACTPYKTYPbI».

Onpep.eneHme BOBNEYEHHbIX

PaBouas rpynna L/ )
pearuposaHus Ha B KOMNbOTEPHBIM UHUWAOEHT
KOMMNBbIOTEPHBIA MHUWAEHT 3MEeMEHTOB MH(POPMALMOHHOW

UHMPaCTPyKTYpbI

Mepepava uHbopmaumn
0 BbINONHEHHBIX -
OencTensax

MpoTokonuposaHue
BbIMNOMHEHHbIX AEACTBUIA

BoeneyeHHbie B KOMNBIOTEPHBLIA
WUHUMAEHT 3neMeHTbl UHOOPMALNOHHON
VHPaCTPYKTYpPbl OnpeaeneHsl

] MNpoBepka NONHOTL! Mepexon Ha atan
III Y [OCTaTOYHOCTH «nokanusaumst
CrnieuuranucT, OTBETCTBEHHbI nHdopMaymu KOMMbIOTEPHOMO UHUMAEHTa»
33 pearmpoBaHne Ha KOMNbITEPHbI
VHUMAEHT (pykoBoauTens pabovei Tpebyemblin acbbekT
rpynnbl pearnpoBaHus Ha OTCYTCTBYET CosaaHve 3agaHus
KOMMbIOTEPHbIE MHLIMAGHTbI) Ha A0PabOTKy BbINONHEHHBIX
AewcTenii

PucyHok 1 — CxemMa opraHn3auyoHHOro npotecca arana «onpefesieHne BoBIeYEHHbIX B KOMMbIOTEPHbIA MHUUAEHT
3/1EMEHTOB UH(OPMALMOHHON NHDPACTPYKTYPbI»

[na onpeaeneHns BOBMEYEHHbIX B  KOMMbIOTEPHbIA  WHUMAEHT  3/1eMEHTOB  MHGOPMAaUMOHHOW  uHpa-
CTPYKTYpbI CrieflyeT U3y4nTb COCTOSIHWE 3/1IEMEHTOB MHAIOPMALIMOHHOW UHPPACTPYKTYPbI.
MN3yyeHne  COCTOSHWMA  3M1EMEHTOB  MHOPMALMOHHOW  MHAQPACTPYKTYpbl  AOMYyCKaeTcs  OCYWEeCTBMsATb  C
MCNO/Ib30BaHMEM NMPOrPamMMHbIX W/ NPOrPaMMHO-TEXHUYECKMX CPEACTB, NpeAHa3HauYeHHbIX:
a) AnsA nonyvyeHus gocTtyna K gaiiioBoi cucteme;
6) nonyyeHus AOCTyNa K XXypHanam permcrpaumm cobbiTuii 6e30nacHOCTH:
1) onepayunoHHoi cuctembl (OC);
2) CpeAcTB  3awuTbl  MHGoOpMauuyM (aHTUBUPYCHble CpeacTBa, CpeactBa  OOHapyXeHuss  KoOMMbloTep-
HbIX aTaK 1 UHble CPeACTBa 3aluThbl UHhopMaLun);
3) npuknagHoro nporpammHoro obecnevenus (MO);
B) CKaHMpOBaHWs iaii/ioBoli CUCTEMBI C LieNbio BbisSiBNEeHUst BpeaoHocHoro MMO;
r) npoBeAeHVs1 UHBEHTapu3auuy,;
) npoBeAeHus aHanm3a ysi3B1MOCTEN;
e) OLEHKM  paboToCcnocOBGHOCTM UM NPOM3BOAMTENBHOCTM  3/IEMEHTOB  MHOPMAUMOHHON  MHpacTpykK-
TYpbI;
X) MOMyyYeHns HopMauun U3 Cnyxobl KaTasoros,
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M)  MOSlyYeHMs1 MNapamMeTpoOB CETEBbIX HACTPOEK W WHopMauum O CeTeBOl akTUBHOCTU 3/1EMEHTOB  WH-
(pOpMaLMOHHON NHAPACTPYKTYPbI;

K) aHa/iu3a CceTeBOro Tpadhvka, UMPKYIMPYIOLWEro MeXay 3/eMeHTaMu  UHOpMaLUVOHHOK  MHbpacTpykK-
Typbl, a TakkKe ApYrMMU (PYHKUMOHUpYOLWMMU B ceTn WHTepHeT pecypcamu, B TOM 4ucC/ie 3ahUKCUPOBAHHOIO
B MOMEHT BO3HUKHOBEHWNS KOMMbIOTEPHOrO MHLUMAEHTA (MPY HaUTMYNW Takoli BO3MOXHOCTW);

n) 06HapYyXXeHUsA KOMMbIOTEPHbIX aTak.

6.3 Jlokanusaumsa KOMMNbHOTEPHOro MHUMOEHTa

Ha aTtane «nokanuMsauus KOMMLIOTEPHOrO WHUMAEHTa»  CreuyanuctaMu, BXOAAWMMKM B cocTas  pabouelt
rpynnbl  pearMpoBaHMsi Ha  KOMMbIOTEPHbIA  UHUMAEHT, [AO/MKHbl  BLINOMHATLCS — AEWCTBUS,,  HanpaB/eHHble  Ha
orpaHuyeHme  (PYHKLMOHMPOBAHUA  3/1IEMEHTOB  MHC(DOPMALMOHHON  MHAPACTPYKTYpbl, BOBMIEYEHHbIX B  KOMMbiO-
TePHbIA UHUMAEHT, C Lieflblo NPeAoTBPALLEHNS €ro AasibHeliLlero pacnpocTpaHeHus.

Ha pucyHke 2 npeAcTaBfieHa Cxema OpraHu3alMOHHOTO Mpouecca aTana  «/10Kasm3almsi  KOMMbIoTepHO-
ro MHUMAEHTax.

Cneunanuct, OTBETCTBEHHbIN °
y . n nNeHN
3a PEarMpoBaHNe Ha KOMNBIOTEPHbIA Onpeaenenine
" NEPBOOYEPEAHBIX MEP
VHUMAEHT (pyKoBOAMTENL paboueit
rpynnbi pearnposaxns Ha
KOMMNBIOTEPHBIE NHLMAEHTBI)

\

{__
OnoseuweHve | OrpaHuyeHvie B3anmMoaencTens dukcauns matepmanos,
O KOMNbIOTEPHOM UHUMAEHTE | | OrpanudeHue gocryna O0beKTa aTaku ¢ UHbIMK cee CBA3AHHbLIX C BOSHUKHOBEHRUEM
| K 06beKTy ataku 3nemMeHTaMn UHHOPMaLIMOHHON KOMNBIOTEPHOrO UHLMAEHTA
| MHPACTPYKTYpbI (UMPOBLIX CBUAETENLCTB)
Mons3osaTent MHHOPMALMOHHOTO g L
pecypca, 3aaeiCTBOBaHHOTO w —————— - - - -
8 KOMNbIOTEPHOM UHLIMAEHTE 1
BbInonHeHve onpeaeneHHsix
nepBoOYEpeaHbIX Mep
Pabouas rpynna [J [
pearuposaHus | BbinosiHenne mep Mpotokonuposanne _ | Nepenava nucopmauuu
Ha KOMNbIOTEPHBIN UHUMAEHT no nokanu3auynn BbINONHEHHbIX AeACTBUA 0 BbINOMHEHHbIX Mepax
Cneunanuct, OTBETCTBEHHBIA @
3a pearmposaHne Ha ' N
KOMMNbIOTEPHBIA NHLMAEHT KomnbtoTepHbIN UHUMAEHT
(pyxosoauTens pabouel rpynnbl nokanu3osaH
pearnposaHus Ha TMposepka Mepexoa Ha 3Tan «BbIRBNEHre
KOMNbIOTEPHbIE MHLIMAGHTSI) 3(DHEKTUBHOCTI »| NOCNEACTBIIN KOMNBIOTEPHOTO
BbINONHEHHbIX MEP VHUMAEHTa»
Tpebyembin acpdpext
oTCyTCTBYeT CosnaHue 3a8aHus Ha
L0paboTKy BbIMONHEHHBLIX MEP

PucyHok 2 — Cxema opraHv3aLyoHHOTo npoLecca aTana «/10Kaim3aLyst KOMMNbITEPHOTO MHLUUAEHTA»

K npumepam  BO3MOXHbIX ,Cl,eIZCTBVII‘/'I, KOTOpble  MOryT BbINOMHATLCA NpU  NoKann3aunnm  KOMNbHOTEPHbIX
NHUNOEHTOB, MOXXHO OTHECTU:

- MpUMeHeHue G/I0KMPOBOK (MCMOJIb30BaHNE MEXCETEBOIO aKpaHa).

MpvmeuaHne — BNOKMPOBKA C WCMOJSIb30BAHWEM MEXCETEBbIX 3SKPaHOB WCMOMb3YIOTCA A8 NpejoTepalle-
HMUS HecaHKUMOHWPOBAHHOIO BO34elCcTBMA. Hanpumep, € WCNOb30BAHWEM MEXCETEBOIO 3KpaHa MOXHO 3ab/10KkMpo-
BaTb WH(OPMaLMOHHbIE NOTOKM C IP-agpecoB, C KOTOpbIX pacnpocTpaHseTcsa BpefoHocHoe 10O, wnuoHckoe MO, a Tak-
xe |P-agpecoB MOYTOBbIX PETPAHCMATOPOB, WCTOYHWKOB (oMLLMHrA M cnama. [oyTtoBble 6G/10KMPOBKM BKIOYAOT B cebs
hmnbTpauuio BMOXEHWI, CTPOK TeMbl W afgpeca oTnpasBuTenei. [na npefoTBpalleHns [ocTyna K HepaspeLueHHbIM Wav
BPEAOHOCHbIM Be6-caiiTam nim xoctam (y3nam) MoryT npuMeHsiTbes 610kmpoBkn URL-aapecoB 1 JOMEHHbIX MEH;

- OTK/OYEHVE (305U, UCK/THOUEHNE).

MprmeyaHne — OTK/IIOUYEHNE 3aPAKEHHOTO 3/1eMeHTa  WHGOPMALMOHHON  MHpacTpyKTypbl  (rpynnbl  3/e-
MEHTOB WM WMH(OPMALMOHHOTO pecypca B LEOM) OT JIOKa/IbHOW BbIYMCNUTENLHOM CETW MOXeT NpeaoTBpaTuThL 3apa-
)XEHME OCTa/IbHOW YacTu MH(OPMALMOHHON MHDPACTPYKTYpbl. OTK/IOUEHWE 3apPaKEHHOTO 3/1eMeHTa MHOPMALMOHHOM
MHGOPACTPYKTYpb! (Tpynnbl 3/1IEMEHTOB WX MHDOPMALIMOHHOMO pecypca B LE/IOM) OT CeTu VIHTepHeT Wau iobbiX ApYrux
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06L1e0CTYNMHbIX CceTell CBsI3W MOXET NpPefoTBpaTUTb HECAHKLMOHUPOBAHHLIA [OCTYN W, COOTBETCTBEHHO, HapylleHue
KOH(OMAEHUNATBHOCTY, LENOCTHOCTU U JOCTYMHOCTM WHpopmauun. B HEKOTOopbIX Cryyasx LienecoobpasHo ocyluecT-
BM1AATb MOHUTOPUHI BPEAOHOCHOV aKTMBHOCTU, OFPaHU4MB MpPU 3TOM BO3MOXHOCTM 3/10YMbILL/IEHHUKA aTtakoBaTb Apyrue
UHhOpMaLMOHHbIE peCYpChl;

- BbIK/IIOYEHNE.

MpumeyaHne — Ecnu pganbHeiwee (YyHKUMOHMPOBaHME 31eMeHTa WMHOPMAaUVOHHOW WUHAGPACTPYKTYpbl (rpyn-
Mbl 3/1EMEHTOB UM MHCHOPMALIMOHHOTO pecypca B Lie/IoM) NpuBeAeT K YHUUTOXeHU0 (NoTepe) AaHHbIX, MOXeT OblTb npu-
HATO pelleHne O MpekpaLlleHnn (OYHKLMOHMPOBAHUS 3/1eMEHTa WMHAOPMAaLMOHHON WHAPACTPYKTYpbl (TPynnbl 3/1EMEHTOB
UM MHopMaLMOHHOro pecypca B Leniom). CnefyeT yunTbiBaTb, YTO BbIK/IHOUEHWE 3/IeMeHTa UHpopMaLMOHHOM nHApa-
CTPYKTYPbl MOXeT OoTpuLaTe/IbHO CcKasaTbCs Ha paboTe KOHKPETHbIX Mosib30BaTesieil, CepBUCOB U Pa3/INUHbIX KPUTUUYECKUX
npoueccoB. [lJaHHOEe pelleHne AO/MKHO NPUHUMATLCA B KOOPAMHALMW C COOTBETCTBYIOLMM PyKOBOAWTENEM WWan OTBeT-
CTBEHHbIMM 3a 3KCMyaTauuio MHPOPMAaLMOHHbLIX PECYPCOB OpraHmn3aLuy;

- U3MEHEeHUs MapLUpyTU3aLmK.

MpyMeyaHne — WM3MeHEHWs MapLIpyTM3aumMn OCYLLECTB/AIOTCS C Lefblo YCTPaHeHUs MaplupyTa, fno KOTOpoMy
[leACTBYET 3/10YMbILINIEHHUK, NPENATCTBYS €My B MOJlyYeHUM [0CTyna K MHGOPMALMOHHBIM pecypcam, KoTopble MOryT
ABNATLCA 06bEKTAMU aTaku, a Takke 6/I0KMPOBaHNSA MEXaHU3MOB nepegaun (pacnpocTpaHeHus) BpeaoHocHoro Mo;

- OTK/1lo4eHne nnun 6}'IOKI/IpOBaHVIe npoueccos.

MpymeyaHne — B fAaHHOM C/lyyae OCYLIECTB/AETCS OTK/IloYeHMe WM 6/10KMpoBaHMe MpOoLECCOB, KOTOpble
MOTM 6bITb MCMO/b30BaHbI 3/T0YMbILLIEHHUKOM;

- OTK/IKOYEeHNe YyYeTHbIX 3anuceii nonb3oBaTteneil.

MpumeyaHne — B pgaHHOM criydyae OCYLLECTB/IAETCA OTKNHOUYEHNE YYETHbIX 3anuceii nosnb3oBaTeneil, KOTOpble
MOIN ObITb NCNOJIb30BaHbI 310YMbILLUIEHHUKOM.

Mobble  un3MeHeHWs B MHAOPMALMOHHBLIX — pecypcax, BK/w4Yas AeNCTBUA MO JIOKa/M3aumMm  KOMMbloTep-
HOrO  WMHUMAEHTa, MOryT TNpUBECTM K nNoTepe  (YHUUYTOXEHWO) WHAOPMALUWK, CBA3AHHOMW C  BO3HUKHOBEHMEM
KOMMbIOTEPHOrO  MHUMAEHTa  (UMpoBbIX cBUAETenbLCTB). CnepyeT ybeautbCs, 4YTO BCA  MHopmauus, Heobxo-
auMas A9 yCTaHOB/IEHWS MNPUYMH U YC/IOBUW  BO3HUKHOBEHWSI  KOMMbIOTEPHBIX  WHUMAEHTOB  (UMChpoBble  CBU-
JeTenbcTBa), cobpaHa B NO/IHOM 06beMe nepes, BHECEHNEM KakKUX-IMO0 CUCTEMHBIX U3MEHEHWIA.

6.4 BblsiB/IeHME NOCeACTBUIA KOMMBbIOTEPHOIO NHLMAEHTA

Ha aTane «BbifiBfieHWe MOCMEACTBUIA  KOMMbIOTEPHOTO  MHUMAEHTa»  cneusanucTamu, BXOAAWMMKU B CO-
cTaB paboueli rpynnbl pearupoBaHWs Ha KOMMNbIOTEPHbIA WHUMAEHT, AO/MKHbI  BbINOAHATLCA AENCTBMS, Hanpas-
NEHHble Ha BbISIBIEHWE MPU3HAKOB HEraTMBHOTO BO3AENCTBMS Ha  3M1eMEHTbl  MHAIOPMALMOHHOW  MHPpaCTpyK-
TYpbl, BOB/IEYEHHbIE B KOMMbIOTEPHBIA NHLWAEHT.

Mpy BbISBNEHNWM NPU3HAKOB HEraTMBHOrO BO3AENCTBMA HA  3NEMEHTbl  WMHMOPMAUMOHHOW  UHAPACTPYKTY-
pbl, BOB/IEYEHHble B KOMMbIOTEPHbLIA WHUMAEHT, CrheuuanucTbl, BXOAsWye B cocTaB paboyei rpynnbl  pearvpo-
BaHNA Ha KOMMbIOTEPHbIA WHUMAEHT, [OO/MKHbI MNPOBECTVM [AeTaslbHblli  aHa/M3  MMELWNUXCA  AaHHbIX O  KOMMbHO-
TEPHOM WHUMAEHTE.

Ha pucyHke 3 npeActaBneHa cxemMa OpraHM3auMOHHOrO npouecca 3Tana  «BbIABMIEHWE  NOCNeACTBUNA
KOMMbIOTEPHOIO MHUMAEHTaY.

K npumepam npu3HaKoB HeraTVBHOIO BO3A4ENCTBMA HA  3/IEMEHTbl  WHAOPMALMVOHHON  MHDPACTPYKTYpPbI,
BOB/IEYEHHbIE B KOMMbIOTEPHbIA WHUMAEHT, KOTOPble BbISBASAIOTCA B XOA4E aHa/n3a WMEeKLWUXCA [AaHHbIX O
KOMMbIOTEPHOM MHLMAEHTE, MOXHO OTHECTU CefyloLlee:

- HeluTaTHas ceTeBas akTMBHOCTb 3/1IEMEHTa MH(OPMaLUOHHOW MHAIPACTPYKTYPbI;

- cO34aHHble, MOAMUUMPOBaHHbIE, YyAasieHHble ainbl, KaTanorn, napameTpbl HacTpolikm OC, cpeacTs
3almTbl MHpopmauuu, npuknagHoro Mo;

- OTK/IOHEHMA OT 3T&IOHHbIX (JONYCTUMbIX) napameTpoB KoHdwurypaumn OC, cpefcTB 3awuTbl  UHoOp-
mMaumu, npuknagHoro Mo;

- OTK/IOHEHMA OT 3Ta/IOHHOrO (4OMYCTMMOr0) cocTasa npuknagHoro MO, yctaHosieHHoro B OC;

- OTK/IOHEHWS OT 3Ta/IOHHOTO (A0MNYCTUMOr0) COAEPXKaHNA CUCTEMHBIX U 3aluLLaeMbIX daiiios;

- BbINOSIHEHHbIE MOTEHUMASIbHO BPEAOHOCHbIE KOMaHAbl, B TOM 4WC/E pPachofiOKEHHble B OnepaTtuBHOM
namsTu;

- MpUW3HaKW, NAEHTUULMPYIOLWME NCTOYHMK KOMMbIOTEPHON aTaku;

- npu3Hakm c60eB, nepesarpy3oK, OCTAHOBOK W ApYrMX HapylleHwid B LwTaTHoW pa6bote OC, cpefcts 3a-
WmMTbl MHchopmaumm, npuknagHoro No;
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BbiagneHue npusHakos OnucaHne NpU3HaKkoB HEraTUBHOMO
Pabouas rpynna [) HeraTUBHOrO BO3AEWACTBMA HA BO3AENCTBUSA HA 3NEMEHTH!
pearupoBaHus Ha ANeMEHTbI UHCOPMALIMOHHOMK WHPOPMALMOHHOWR
KOMMbLIOTEPHBIA MHUNAEHT ﬁ NHPACTPYKTYPbI WHPaACTPYKTYpEI

MNepenaya nHpopmauun

0 BbINONHEHHbIX MpoTokonuposaxue

BbIMOMHEHHbIX AEACTBUIA

OeNCTBUAX
MocnepcTaua KOMNLIOTEPHOTO
MHUMAEHTa onpeaeneHs!
CReLmManicT, OTBETCTBEHHbIN gn MpoBepKa AOCTATOUHOCTH Mepexon Ha sTan
w > 8 , «NIMKBMAALMS NOCNEaCcTBuNi
3a pearvpoBanue Ha BbIMONHEHHbIX AEUCTBUNA KOMMLIOTEDHOTO MHLIAREHTE
KOMI’]biOTeprIVI nHUUOEHT p LA
(pyxoBoauTtens paboyei rpynnb
pearnpoBaHua Ha Tpebyemblin achekT

KOMMbHOTEPHBIE MHUNAEHTbI) oTCYTCTBYET Cospanvie 3apanus

Ha AopaboTKy BbINONHEHHbIX
mep

PucyHok 3 — Cxema opraHv3aLoHHOTo npoLecca aTana «BblsB/IEHWE NOCNeACTBUI KOMMNLIOTEPHOMO UHLMAEHTa»

- NPU3HaKW  HapyLIeHWA  (PYHKUMOHWPOBAHUS  CEeTEBbIX  CMYX6, AHOMasibHOrO  MCMOMb30BaHUA  CUC-
TEMHBbIX PECYPCOB;

- [Opyras WHGopMauus, XapakTepHas A/ OTAeSIbHbIX TWUMOB KOMMLIOTEPHbIX WHUWAEHTOB W KOMMblOTEp-
HbIX aTax.

6.5 JlnkBngaumsa nocneacTBuii KOMMbIOTEPHOrO MHUMAEHTa

Ha aTane «aukBMpauusi NOCNEACTBUA  KOMMbIOTEPHOrO  MHUMAEHTa»  cneuuanucramu,  BXOASWMMW B
cocTaB pabouyeil rpynmnbl  pearpoBaHWs Ha KOMMbIOTEPHbIA  MHUWMAEHT, [AO/DKHbl  BbIMOMHATLCA  OEWCTBUSA, Ha-
MpaBneHHble Ha YCTpaHeHWe TMOCNeACTBUA  HeraTMBHOTO  B/IMSIHAA  KOMMbIOTEPHOrO  MHUMAEHTA Ha  MHdopma-
UMOHHbI  pecypc (MO BO3MOXHOCTM) W/WMAM  BOCCTAHOB/IEHME  3/IEMEHTA  MHM(OPMAUMOHHOW  MHPACTPYKTYpbI
(rpynnbl 31€EMEHTOB MK MHGPOPMALIMOHHOIO pecypca B LieioM) n/unm obpabaTsiBaemMoi B HeM MHOPMaLUK.

Ha pucyHke 4 npefAcTaBneHa CxXeMa OpraHW3auyoHHOTO Mpolecca 3Tana  «IMKBUZAUWS  MOCAeACcTBuiA
KOMMbIOTEPHOTO MHLMAEHTAY.

[ OnpegeneHue HanpaeneHus
PaBouas rpynna pea ps Cornacosarue
pearnpoBaHna Ha —t BbINONHSAEMbIX paboT no nukesuaaunu cocrasa pabor
KOMNbIOTEPHbIA UHUMAEHT NOCNEACTBUA KOMMbIOTEPHOrO MHUMAEHTA
[ ]
Nonb3osaTtens NHHOPMALMOHHOTO -
pecypca, 3aAeiiCTBOBaHHOM w
B KOMNbLIOTEPHOM UHLMAEHTE i
OTMeHa Ha anemMeHTe MHAOPMALIMOHHOM BoccraHosnenne us | | Mepepaua
NHPACTPYKTYPbI, BOBNIEYEHHOM B o oo | PE3EPBHBIX konmit OC, | | nHopmaummn
KOMMNbIOTEPHBIN MHUWAEHT, BbISBNEHHbIX npuknagHoro MO n | O BbINONHEHHbIX
N3MEHEHUW OT BPEAOHOCHBIX BENCTBUN nHdopmaumnu I LencTBuaAx
CneuunanucT, OTBETCTBEHHbIA |
3a pearupoBaHue Ha -
KOMMBIOTEPHbIA UHUNGEHT L)
(pyxoeoauTens paGoued rpyanks w MNocneacTsns KOMNbIOTEPHOMO
pearvposanis Ha MHUMAEHTA NUKBUAMPOBAHB!
KOMNbIOTEPHbIe MHHMAGHTbI)
MpoBepka JOCTaTOMHOCTH Mepexop Ka 3Tan «3akpbiTue
BbINONHEHHEIX AENCTBWIA KOMMNBIOTEPHOTO NHUNAEHTa»
Monb3oBaTens MHHOPMALMOHHOTO @
pecypca, 3aaeicTBOBAHHOIO w TpebyeMblit achchexT
B KOMNbIOTEPHOM UHLUMAEHTE oTcyTCTBYET
Co3spaHve 3aganus
Ha gopaboTky

BbINOMHERHbIX 4eUCTBUIA

PucyHok 4 — CxemMa opraHusaLoHHOro npoLecca atana «/MKBuaaLms nocieAcTBuii KOMMbLITEPHOTO UHLMAEHTa»
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K npumepam BO3MOXHbIX [ENCTBWIA, KOTOpble MOryT OblTb BbINOMHEHbl ANA  NUKBUAALMW  NOCNEACTBUIA
KOMMbIOTEPHOIO MHUMAEHTA, NPUBEALLETO K HEraTMBHLIM NOC/IEACTBUAM Ha YPOBHE CETU, MOXHO OTHECTU:

a) BHeceHMe Wu3MeHeHWli B napameTpbl HacTpoek OC, cpeacTB 3awWTbl UHGoOpMauuM W NpUKIaAHOro
MO, hyHKUMOHMPYIOLLETO B UH(DOPMALMOHHBIX pecypcax, BOBIEYEHHbIX B KOMMNbIOTEPHbIA UHLNAEHT;

6) OTK/IIOYEHNE  HEWUCMOMb3YEMbIX  (PYHKUMIA  TeNeKkoOMMYyHMKaUMOHHOro  obopygoBaHusi  (Hanpumep,  OT-
K/lOYeHVe  ysA3BUMbIX CEpPBWCOB  WAW  MNPOTOKOSIOB, KOTOPble  WCMOMb30Ba/INCL /1 pacnpocTpaHeHus  Bpepo-
HocHoro M0);

B) CMeHa  ayTeHTU(PMKALWOHHOW  MHGOpMaUMXM  CKOMMPOMETMPOBAHHbLIX  YY4eTHbIX  3anuceli  NONb30Ba-
Tenei:

1) Ha TeNnekoMMyHUKaLMOHHOM 060pyA0BaHUN;
2) cpeAcTBax MEXCeTeBOro aKpaHWpoBaHUS;
3) cpefcTBax 3alUMTbl OT KOMMbIOTEPHbIX aTak, Hanpas/IEHHbIX Ha 0TKa3 B 0OC/TYXUBaHUU;

r BHECEHWe N3MeHeHW B npasuna qunbTpauuy MexXceTeBbIX SKPaHOB;

) BHeceHVe W3MEHEHWA B napameTpbl O4YMCTKM Tpadvka B CpefcTBax 3awmMTbl OT KOMMbIOTEPHbIX aTak,
Hanpas/eHHbIX Ha 0TKa3 B 06CNYXNBaHWK;

e) NOAK/IOYEHNE pe3epBHbIX pPecypcoB (KaHanbl CBA3M, CepBepHOe 000pyfoBaHve, BUPTyasibHble  Ma-
LUIMHbI, 060pyAOBaHNe 13 COCTaBa 3anacHbIX MHCTPYMEHTOB 1 NPUHAA/IeXHOCTEN);

X) mMurpaums (nepemeLleHmne) BUPTyasibHbIX MalliuH B CTOPOHHUE BUPTYasibHble MHPaCcTPyKTypbI.

K npvmepam BO3MOXHbIX Mep, KOTOpble MOryT ObiTb MPUHATBI A8  WMKBMAALMW  MOCNEeACTBUIA  KOMMbHO-
TEPHOro VHUMAEHTa, NPMBEALLEro K HEraTMBHbIM NOC/IEACTBUAM Ha YPOBHE NpuKknagHoro MO, MOXHO OTHECTW:

- BbINOJIHEHME HACTpOlikKM 6e3onacHon KoHdurypaumm npuknagHoro unu  cneuyansHoro MO, BOBAe4YeH-
HOro B KOMMbIOTEPHBIA UHLMAEHT;

- BOCCTAHOBMIEHME W13 akTya/lbHbIX pPEe3epBHbIX KOMuiA haiinos, 6a3 [aHHbIX, KOHUrypaumoHHbIX daii-
0B, NOABEPTLUMXCA MOANMDUKALMM NPY KOMNBIOTEPHOM MHUMAEHTE;

- BOCCTaHOB/IEHWE YAalleHHbIX ainoB, B TOM 4YMC/AE€ C WCNOMb30BAHWEM  CNeLUasibHbIX  UHCTPYMEH-
TasIbHbIX CPEACTB;

- ypaneHue TO, BOB/IEUYEHHOTO B KOMMbIOTEPHbIA WHUMAEHT, M BCeX ero ¢ainoB C nocneaywlleid ycTa-
HOBKOW aKTyasibHOI Bepcun gaHHoro MO 1 akTyaibHbIX 06HOB/IEHWIA 6€30NacHOCTL.

K npumepam BO3MOXHbIX Mep, KOTOpble MOryT ObiTb MPUHATbI A0S  JIKBAZAUMW NOCMAEACTBUNA  KOMMbHO-
TEPHOro VHUMAEHTA, NPMBEALLEro K HeraTMBHbIM NOC/1eACTBUAM Ha ypoBHe OC, MOXHO OTHECTH:

- yaaneHue spegoHocHoro Mo;

- OTMEeHa W3MeHeHWli, BHECEHHbIX BpeAoHOCHbIM [1O (Hanpumep, YyAasieHWe CO34aHHbIX BPEeAOHOCHLIM
MO aiinoB, OTMEHa BbINO/HEHHLIX W3MEHEHWU A B  KOHdurypaumm un HacTpoiikax OC, ypaneHue Cco3gaHHbIX
BPEeLOHOCHbIM MO yyeTHbIX 3anucei);

- CMeHa ayTeHTU(UKALWOHHOW MHdopMauMn AN CKOMMPOMETUPOBAHHbLIX — YYETHbIX  3anuceli  nonb30-
Batenei B OC;

- BOCCTAHOB/IEHNE CPELACTB 3aluThl MHGOPMaLMK, DYHKUMOHMPYOLWKX B cpese OC;

- BoccTaHoB/ieHne OC B uenowm;

- HacTpoiika 6e30onacHoli  KOoHdurypaumm cpeacTs  3awutbl  MHGOPMaumKn, (QYHKUMOHMPYHLWNX B  cpeae
(o]0

- HacTpoiika 6e3onacHoi koHdurypauum OC;

- nepeycraHoBka OC wu npuknagHoro [MO ¢ nocnegywoled ycTaHOBKOW akTyaslbHbIX OOGHOBNEHUA 6e3-
onacHocTH.

6.6 3aKpbITVe KOMMbLIOTEPHOTO NHLUMAEHTA

PelleHne 0 3aKpbITUX KOMMLIOTEPHOrO MHUMAEHTA MPUHMMAeTCs Mo pe3ynibTaTam NPOBEpKM  crneuuanu-
CTOM, OTBETCTBEHHbIM 3a pearMpoBaHWe Ha KOMMbIOTEPHbI WHUMAEHT (pykoBoauTeniem pab6oueil rpynnbl  pe-
arypoBaHus Ha KOMMbIOTEPHbIA MHUMAEHT), B XOAe KOTOPOW onpeAensieTcsas MNoHOTA  BbINOSIHEHHLIX W 3anpo-
TOKO/IMPOBAHHbLIX AEWCTBUIA NO pearMpoBaHWi0 Ha  KOMMbLIOTEPHbIA  MHUMAEHT, BbINO/IHEHHBIX HA  KaXZOM 3Tane
pearmpoBaH1s Ha KOMMbIOTEPHbIN MHLMAEHT.

KapToukn  KOMMbIOTEPHbIX  WHUWAEHTOB  MOC/Ee  3aKPbITUS  COOTBETCTBYHOLUMX  KOMMLIOTEPHbIX  MHLUMAEHTOB
He [O/MKHbl Y[AANATbCs, TaK Kak OHM MOryT ObiTb WCMO/b30BaHbl B JasibHEWWEM Kak TUMOBble LWAGIOHLI  Aeii-
CTBUIi MO pearMpoBaHWi0 Ha aHaOTMYHbIE KOMMbIOTEPHbIE WHUMAEHTbI M NpW  MPOBEAEHUM aHanv3a AesTeslb-
HOCTW N0 WX YMNpaB/EHWIo.
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MprmedyaHne — KapToukM 3aKPbITbIX KOMMLIOTEPHbLIX WHUMAEHTOB MOTYT WCMOMb30BaTbCs B KauyecTBe TUMOBbIX
Wab1oHOB AEWCTBUIA N0 pearMpoBaHWi0 HA aHasIOTMYHbIe KOMMbIOTEPHbIE WMHLUMAEHTLI B OpraHv3auuu ¢ Lesblo hopMmpo-
BaHUA 6a3bl 3HaHWiA, JOCTYMHOW cneuuanucTamM, BXOAAWMM B COCTaB paboumx rpynn pearMpoBaHust Ha KOMMbIOTEPHblE
VHUMAEHTbI MPY paboTe C HOBbIMY KOMMbIOTEPHBIMW NHLUAEHTAMU.

7 ®dukcaunsa matepuasnoB, CBA3aHHbIX C BO3HMKHOBEHNEM KOMMbIOTEPHbIX
NMHUMNOEHTOB, N YCTaHOBJ/IEHUE MNMPUNYUH U ycn0|3w7| NX BOSHNKHOBEHUA

7.1 ®dukcauma maTepnasioB, CBA3aHHbIX C BO3HUKHOBEHNEM KOMMbIOTEPHbIX MHUNAEHTOB

CoctaB MartepuasioB, CBA3@HHbIX C  BO3HVWKHOBEHVWEM  KOMMbIOTEPHbIX  WMHUMAEHTOB  (UM(poBLIX  CBUAe-
TeNbCTB), NOANexXaLmx ukcaLmm, 3aBMCUT OT TNa KOMNbITEPHOTO UHLMAEHTA 1 €70 NOC/IeACTBUIA.

B pamkax pearMpoBaHus Ha KOMMNbIOTEPHble WHUMAEHTbl MOryT pukcupoBaTbCa cregylowme  marepua-
Nbl, CBSA3aHHbIE C BO3HNKHOBEHWEM KOMMbIOTEPHBIX MHUMAEHTOB (L1poBbie CBUAETENLCTBA):

- 3/IeKTPOHHble 06pasbl LITATHbIX MAalUWHHbIX HOCWUTENein WHgopMauuy CpeacTB  BbIYUC/IUTENIbHOW  Tex-
HUKM WM CbEMHbIX MALLUHHbBIX HOCUTENel nHdhopmaLmn;

- cogepxumoe paboyeit namsaTu (gamn) npouecca, agpa OC unm OC B Lenowm;

- CceTeBOW TpadvK, LUPKYVPYIOLWA MeXAy BOB/IEUYEHHbIMM B  KOMMbIOTEPHbIA  WHUMAEHT 3/1eMeHTamMu
MH(POPMALMOHHON  MHGPACTPYKTYPbl, a Takke Mexay 3TMU 3MeMeHTaMu W 3neMeHTamy  Apyrux  YHKLUOHK-
pyloLmx B cetn VIHTepHeT pecypcos;

- 06pasubl BpegoHocHoro MO;

- OoTAenbHble haiinbl, TakMe Kak >XypHasibl peructpaumm cobbiTuii  6e3onacHocTy, daiinbl peectpa OC,
CUCTEMHbIE 1 No/b3oBaTenbekme daiino;

- COO06LLEHNS 3N1IEKTPOHHOI NOYThI;

- CHUMKWN COCTOSIHWA BUPTY&SIbHBIX MaLLVH.

7.2 YcTaHOBEHWe NMpU4YnH n yCJ'IOBI/IVI BO3HUKHOBEHUA KOMIMbOTEPHbLIX MHUNAEHTOB

[eaTenbHoCTb MO YCTAHOB/IEHWIO MPUYMH U YC/IOBWIA  BO3HWUKHOBEHWUSI  KOMMbHOTEPHbIX  WMHUWMAEHTOB  Ha-
npaBneHa Ha onpedeneHve (akTopoB, OO6YCMOBMBLUMX BO3MOXHOCTb  BO3HWKHOBEHMSI  KOMMbLHOTEPHOTO  WMHLW-
AeHTa n/mnu cnocobCcTBOBaBLUMX €r0 BO3HUKHOBEHUIO.

CyllecTBYIOT  pas3/iMyHble BuAbl aHa/m3a 3aPUKCMPOBAaHHbLIX  MaTepuasioB, CBA3@HHbIX C  BO3HWKHOBEHU-
€M KOMMbITEPHbIX WHUMAEHTOB (UMCDPOBLIX CBUAETENbCTB), KOTOPble MOryT 6biTb  BbIMOMIHEHbI A1 YCTAHOB-
NIEHNS MPUYKH N YCIOBUI MX BO3HWMKHOBEHMS. K Takum BUAaM OTHOCSTCS:

- aHanus geiicTeuiA Nonb3oBartenei.

MpumeyaHne — AHaM3 [AeiCTBUIA Nosib30BaTesieil SBASETCA MPOLECCOM U3YYEHUS CBELEHWI, 3af0KyMEHTU-
pOBaHHbIX B X04e Onpoca /1ua, B3aMMOAENCTBYHOLLENO C 3/1EMEHTOM WMHOPMALMOHHON UHPACTPYKTYPbl, BOB/IEYEHHbLIM
B KOMMNbIOTEPHbI/ NHUMAEHT B MOMEHT €70 BO3HWKHOBEHWSI.

K cBegeHusM, noanexaluym U3yuyeHuto B Xo4e aHanv3a AeicTBuii nonb3oBarteneil, oTHOCSATCS:

- [peiicTBUA nonb3oBaTeneli, KOTopble BbINOMHAMNCL A0 W BO BPEMS PerncTpaumy KOMMbIOTEPHOTO MHUMAeHTa (Ha-
npuMep, nocelleHne Be6-caiiTa, OTKPbITUE COOGLLEHWSI 3MEKTPOHHOM MOYTbl, OTKPbITUE 3/IEKTPOHHOIO [OKYMeHTa, Noj-
K/IloYeHne HocuTens nHgopmalun n apyrue);

- cBefeHus 06 MrHOPUPOBaHWM MOMb30BaTeNIEM MOSBASAOLWMXCA coobleHnii OC, cpeAcTB 3awuTbl MHhOPMALMN 1
npuknagHoro MO (Hanpumep, 0 HEO6XOAMMOCTU BbINOMHUTL 06HOBNEeHWMe OC, ee mepesarpysky, O BblsIBIEHHOM MOTEHLM-
a/lbHO BPeAOoHOCHOM chaiine);

- aHanm3 OC anemeHTa UHOPMaLMOHHO NHPACTPYKTYPbI.

MpumvevaHne — AHanm3 OC 3nemeHTa WH(OPMAaLMOHHON WHMPACTPYKTYpPbl SABASETCA MNPOLECCOM  U3y4YeHus
cobbITnii 6e3onacHocTn OC, cpefcTB 3aluMTbl MHAOpMauMn u npuknagHoro MO, KOTopble pPerucTpupoBasiUCb 40 U BO
BPEMSI BO3HUKHOBEHUSI KOMMBIOTEPHOIO MHUMAEHTA.

K cBegeHusm, nognexawym wusydeHuto B xoge aHanmza OC anemeHTa WMH(OPMaLMOHHON WHAPACTPYKTYpSI,
OTHOCHATCA:

- XypHanbl (NPOTOKOMbI) perncrpaumn cobbituii 6esonacHocTn OC, cpeAcTB 3aluTbl MHGOPMALMU Y NPUKIAAHOro
Mno;

- MHJopMaLmsa 0 3anyLLeHHbIX NPOrpaMMHbIX npoLeccax;

- MHopmauus 06 YCTaHOB/IEHHbIX CETEBBIX CECCUAX U OTKPbITbIX CETEBbIX MOPTAaXx;

- peectp OC (npn Hannuun);
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- MHdopmauusi 06 aTpubyTax 06BEKTOB (haiifIoBOIt CUCTEMBI,

- COCTaB y4YeTHbIX 3anvceii nonib3oBarteneii u ux npas;

- aHaau3 3aLmLLEeHHOCTH.

MpumeyaHne — AHanM3 3aWMEHHOCTU SABNSETCHA MNPOLECCOM W3YYeHUs UHAopMaumnm 06 akTyasibHbIX YA3-
BuMocTax OC, cpeAcTB 3aliuTbl uHGOpMauun u npuknagHoro MO, dyHKUMOHUPYOWero B MHAOPMALMOHHbLIX pecypcax,
BOBJ/IEYEHHbIX B KOMMbIOTEPHbIN UHLMAEHT.

K cBefieHuaM, noanexatim n3y4eHnto B XoAe aHanunsa 3aLmiieHHOCTH, OTHOCATCA:

- CylLecTBylLWMe pe3ynbTaTtbl NPOBEAEHNS MEPONPUATHI MO aHa/IM3y 3aLMLLEHHOCTM UHPOPMAaLMOHHBIX PeCypCoB;

- ceTeBas koHgurypaumsa OC, npuknagHoro Mo;

- rpynnosble Nnonntuku 6esonacHoctn OC;

- yHKUMOHabHbIe NapaMeTpbl HacTpoek npukiagHoro MO, cnyx6 OC;

- COCTaB YCTAHOBJIEHHbIX (HEeYyCTaHOBJ/IEHHbIX) akTyaslbHbIX 06HOBNEHW 6Ge3onacHocTn OC, cpeAcTB 3awWuThl WH-
hopmaumn n npuknagHoro MNo;

- cOoCTaB NpPOrpaMMHOrO K annapatHoro obecnevyeHnss 3/1eMEeHTOB WHDOPMAaLMOHHON MHPPaACTPYKTYpbl, BOBMNEYEH-
HbIX B KOMMbIOTEPHbIA UHLUAEHT;

- adann3 ceTeBoro Tpaduka.

MpumeyaHne — AHanM3 ceTeBOro Tpagmka SBASETCA NPOLECcCOM WU3yyYeHus ceTeBoro Tpadmka u uHdopma-
UMM O NoTokax CeTeBOro Tpadnka B OTHOLUEHWM 3/1EMEHTOB WMHAIOPMALMOHHON WMHPaCcTPYKTypbl, BOBMIEYEHHBIX B KOM-
NbOTEPHbIA UHUMAEHT A0, BO BPEMSA Y NOC/E€ BO3SHUKHOBEHWNS KOMMbIOTEPHOIO MHUMAEHTA.

K cBefieHnsM, noanexatiym n3y4yeHuo B Xoe aHasinsa ceTeBoro Tpaginka, OTHOCATCS:

- KOMuA ceTeBOro Tpadmka w/unmu ero pparmeHTbl, 3addMKCMpoBaHHblE cpeAcTBaMu 3anvucu (aHasmsa) ceTeBoro
Tpadhuka, 13 (B) cermeHTa (CErmMeHT) NI0KaNbHOW BbIYMCNUTENBHON CETU, B KOTOPOM PACMO/IOXEH 3/1IEMEHT MH(OPMaLMOH-
HOW MHAYPACTPYKTYPbI, BOBMEYEHHbIN B KOMMbIOTEPHbIA UHUUAEHT;

- Konua ceTeBOro Tpadwmka wunu ero dparmeHTbl, 3acdMKCUpoBaHHble CPEeACTBOM OOGHApPYXEHUS KOMMbITEPHbIX
aTak (cucTemoil 06HapyXeHUs1 BTOPXEHWIA) UK UHBIMW CPeACTBaMM BbISIB/IEHWS YTPo3 6€30nacHOCTV MHhopmauum;

- cTatucThyeckas M MHas MHopmauus O NoTokax CeTeBOro Tpadmka Mexzay 371eMEeHTOM WH(OPMAaLMOHHON WH-
(PpacTpyKTypbl, BOB/IEYEHHbIM B KOMMbIOTEPHbIA WHUMAEHT U BEPOSTHbIM WMCTOYHWKOM KOMMLIOTEPHOW aTakuM, a Takke
MeXay 3/1eMEHTOM WMH(OPMAaLMOHHON MHAPACTPYKTYPbl, BOB/IEYEHHbLIM B KOMMbIOTEPHbIA WHUUAEHT, U OPYIMMW CETEBbI-
MW YCTPOACTBAMU /TIOKa/IbHOM BbIYMC/IUTENBHOM CeTH;

- cTatucTnyeckas U MHas MHopMauMa O MoToKax CeTeBOro Tpadumka, 3adMKCMpoBaHHas TesleKOMMYHUKaLUWOH-
HbIM 060pYy0BaHVEM WU/N CELMann3npoBaHHbLIMK CpeacTBaMu.

IMOoTOKOM ceTeBOro Tpadhmka cuMTaeTcs Habop CeTEBbIX KaApoB, MPOXOAALMX B OLHOM HamnpasfeHUU K OAHOMY
CceTeBOMY YCTPOICTBY B paMKax OHOr0 CETEBOr0 CeaHca;

- aHanun3 NpPorpamMMHbIX Y MH(HOPMALIMOHHBIX 06EKTOB.

MpuvedyaHme — AHaiM3 MPOrPaMMHbLIX W MHAIOPMALMOHHBIX OGBLEKTOB SIBASIETCS NPOLECCOM  WUAEHTUMKALUM
BPELOHOCHOTO MPOrpamMMHOro koga B 06bekTax haiifioBoil CUCTeMbl, B OMEPATVMBHOW MaMsATV CPEACTB BbIYMC/IUTESIbHOM
TEXHUKU U B MH(IOPMALVMOHHLIX 06bekTax (Be6-CCbIsKU, NPOrpamMMHblii Kog Be6-CTpaHuLbl, KapTOUHbIE TPAH3aKUMU U UHble
CTPYKTYPUPOBAHHbIE KOHCTPYKLMW AaHHbIX), BbISIB/IEHUS B HUX CBA3E C BPEAOHOCHbIMK pecypcamu Wau pecypcamu,
NpeAnooXUTENIbHO NCMOJIb3YEMbIMU 3/10YMbILLIEHHKAMU, @ TakKe onpeAenieHust NpuHumMna ux paéoTsi.

[nsi aHanm3a nporpaMMHbIX 06 bEKTOB [10MYCKAETCS BbIMOJIHATL CEAyHoLLMe NPoLeaypbl:

- o6paTtHas pas3paboTka MCMOSHAEMbIX W 6UHapHLIX (halifioB NMyTeM AM3accemMGIMpPOBaHWst WX MALUMHHOMO KOAa,
LeKoMNUAsLMKM  (BOCCTAHOBMEHUS) MPOrPaMMHOTO KOAa [0 MCXOAHOro (MepBOHAYasIbHOM0), MCMOMb30BaHUS pexuma oT-
nafiku NporpaMMHoOro Koaa,;

- UW3yYeHVe MOBELEHVSI MPOrpaMMHbIX O6BHEKTOB W BAIUSIHUA WX Ha cpedy (hyHKUMOHMPOBaHUS, chaiinoBylo cuctemy
B aBTOMATW3MPOBaHHO 3aMKHYTOli cucTeme (Cpesie) NpesBapuTeNIbHOTO BbINOSIHEHUS MPOrPaMM.

Mpu ycTaHOBMEHUM MNPUYMH W YC/IOBUIA BO3HWKHOBEHWSI KOMMbLIOTEPHOTO MWHUMAEHTA A0MycKaeTcs NpPOBOAWTb He-
CKOJIbKO BUAOB aHa/M3a. YPOBEHb WM Fy6UHA MPOBOAMMOIO aHasiM3a 4acTo MOXET 3aBMCETb OT MOCTaB/IEHHOW B opra-
HM3aUuMK 3a4aun.

8 AHanus pe3ynibTaToB AeATe/IbHOCTM MO YNPaB/eHNIO KOMMNbIOTEPHbLIMMN
NHUMAEHTaMM

8.1 O6Lwme NonoxeHns

Cragua «aHanui pesynbTatoB  OeATeNIbHOCTU MO YNpaB/IEHWIO  KOMMbIOTEPHLIMU  WHUUAEHTAMW»  BKJ/IO-
yaeT B cebs cnepywoune atanbl:
- an06peTeHme N HakKonMeHne onbiTa no pesysibtatam yrnpab/ieHNA KOMNbTEPHBIMN NHUWAEHTAMU,

12



FOCT P 59712—2022

- paspaboTka pekoMeHAaLWii Mo YCTPaHeHWio B WHMOPMALMOHHLIX pecypcax nNpuuMH U YCNOBUIA BO3-
HUKHOBEHWSI KOMMbIOTEPHBIX UHLMAEHTOB;
- oueHKa pe3y/ibTaToB U 3(DPEKTUBHOCTY pearnpoBaHmns Ha KOMMNbIOTEPHbIE UHLUAEHTBI.

8.2 TpuobpeTeHne 1 HaKOMJeHWe OnbiTa MO pe3ynbTataM ynpasB/ieHWs KOMMbIOTEPHLIMU
MHUMAEHTaMN

Mpouecc nNpuoGpeTEHUss W  HAKOM/IEHWS OMbiTa SABASETCA BaXHOW COCTaB/sOWENn BefeHus  fesTtesb-
HOCTU MO YNPaBMEHWIO KOMMbIOTEPHbIMYM  UHUMAEeHTamu. [locne 3aBeplleHUss BCeX JTanoB pearMpoBaHus Ha
KOMMbIOTEPHBIA  MHUMAEHT BakKHO, 4TOObI OpraHuW3auus npuobpena W Hakonwia OnbiT  YNpaB/eHUs  KOMIbio-
TEPHbIMU UHUMAEHTAMMN.

MpuobpeteHne ¥ HakoM/eHWe oOMnbiTa MO pe3ynbTatam  YNpas/ieHWA  KOMMbIOTEPHbIMW  MHUMAEHTAMWU  MO-
3BOSISIET:

- MAaeHTUUUMPOBATL MeETOAbl W  CNOco6bl O6HapPYXeHWs U perucTpaumm  KOMMNbIOTEPHbIX WHUWAEHTOB U
pearvpoBaHuUss Ha KOMMbIOTEPHbIE WHUMAEHTbI, KOTOPble MNoKasasM CBOW 3MEKTVBHOCTL B  OTHOLIEHWM YyXe
3aKPbITbIX KOMMbIOTEPHBIX UHUWUAEHTOB;

- popabotaTb (akTyanu3vpoBaTb) [OOKYMEHTAUMI B YacTW YNpaB/eHUS  KOMMbIOTEPHbIMU  UHUMAEHTaMMU,
TOM 4uc/e MONUTUKY YMpaBfiEHUs  KOMMbIOTEPHBIMW  WHUMAEHTAMU W MNaH pearMpoBaHWsa Ha  KOMMNbHOTEPHble
WHUNAOEHTBI.

Bce wv3mMeHeHMA (KOPPEKTUPOBKW, [OMOJSIHEHWSA), NpejiaraeMble K BHECEHWO B MJ1aH pearMpoBaHns Ha
KOMMbIOTEPHbIE  WHUMAEHTbI, OTHOCAWMECA K 3Tanam «OOHapy)XeHue W perucTpauusi  KOMMbHTEPHbIX  UHLM-
OEHTOB» U «pearMpoBaHWe Ha KOMMbITEPHble WHUMAEHTbI», OO0/MKHbI  6blTb  Hagnexawum obpas3om npose-
peHbl X MPOTECTMPOBaHbl, T. €. [AO/MKHbI ObiTb NPOBeAeHbl TPEHUPOBKM NO OTpaboTke MeponpuaTMin  nnaHa
pearnpoBaHus Ha KOMMNbIOTEPHbIE NHUMAEHTbLI B COOTBETCTBUM C nonoxeHuamu FOCT P 59711.

8.3 PaspaboTka pekoMeHgauunii No ycTpaHeH1io B UHOPMaLMOHHBIX pecypcax NpuynH
1 YCMOBUIA BO3HNKHOBEHUS KOMMbIOTEPHbIX MHLMAEHTOB

Mo pesynbTaTam pearupoBaHWsi Ha KOMMbIOTEPHbIE WHUMAEHTbI W YCTAHOB/IEHWS MNPUYUH W YCMOBWUIA KX
BO3HWKHOBEHWA cnegyeT paspabatbiBaTb pekoOMeHZauMu Mo  YCTpPaHeHWo B MHOPMALMOHHBIX —pecypcax npu-
YMH U YCNOBWI BO3HUKHOBEHUSI KOMMNbLIOTEPHbIX MHLMAEHTOB. TakMe pekoMeHAaumum MoryT BKIoUaTh:

- peKkoMeHgauum No MPUHATAIO  AOMNOMHWTENbHbIX Mep 3aluTbl UHopMauuM B COOTBETCTBMM C  HOp-
MaTUBHbIMU  MPABOBbLIMU  aKTaMW U1 METOAUYECKUMW  JOKYMEHTamu  YNOSHOMOYEHHbIX  hefepasibHbiX  OpraHoB
ncnonHutenbHon Bnactm (PCB Poccum mn ®CTIK  Poccun), B TOM uucne pgopaboTky (akTyanmsaumio) wu/vuam
pa3paboTKy fOKyMeHTaL MW, periamMmeHTUpytoLLeil Bonpockl obecneyeHns 6e30nacHOCTY OpraHm3aumu;

- pekoMeHAaLMM NO NOBbLILLIEHWIO 3aLLULLLEHHOCTU MHCDOPMALIMOHHBIX PECYPCOB OT KOMMNbIOTEPHbIX aTak;

- pekoMeHAauuum Mo YCTPaAHEHU TEXHWYECKUX MPUUYMH U YCNOBUIA, CNOCOGCTBYIOLWMX MNPOBEAEHNID Ae-
CTPYKTUBHOIO BO3AENCTBUSI HA MH(DOPMAaLMOHHbIE PECYPCHI.

8.4 OueHKa pe3y/ibTaToB U 3PMEKTUBHOCTY pearmpoBaHus Ha KOMMbIOTEPHbIE MHUMAEHTbI

Mocne 3aBeplleHMsi BCeX 3TanoB pearvpoBaHusi Ha  KOMMbIOTEPHbIA  MHUMAEHT  crnefyeT  MPOBOAWTH
OLEHKY pe3y/ibTaToB 1 3EKTUBHOCTM NPEeANPUHATBLIX AEACTBUIA.

Takasi oueHKka HanmpaBneHa Ha To, 4TOObl OMpeAenuTb, HACKOMbKO 3HEKTVBHbI Te WAWM  WHble NpoLecchl
1 npoLeaypbl pearnpoBaHns Ha KOMMNbHOTEPHbIE NHUMAEHTDI.

OueHky pe3ynbTatoB W 3EeKTMBHOCTU AENCTBWIA, NPeAnpuHATbIX Ha Kax4OM 3JTane pearmpoBaHus Ha
KOMMbIOTEPHBIA  MHUMAEHT, Lenecoobpa3Ho MpoBOAWTb B OTHOLEHWM KOMMbIOTEPHbIX WHUMAEHTOB CO  cpef-
HUM, BbICOKUM W KPUTUYECKMM YPOBHAMW B/IMSIHUS W HA OCHOBaHMU 33a[0KYMEHTUPOBAHHbIX pe3ynbTaToB pe-
armpoBaHus.

Takke, Mocne 3aBeplleHWs BCEX 3TanoB pearMpoBaHUs Ha  KOMMbHOTEPHbIA  MHUMAEHT, LenecoobpasHo
npoBoAUTL paboune CcOBellaHusi CO  ChneuuanucTamyM BCeX NoApasfefieHwid, yyacTBYWOWMX B  AeATebHOCTU
No ynpaB/fiEHWIO KOMMbIOTEPHbIMW  MHUUAEHTAMU Ha CTaguax «OGHapyXeHne U perucTpauusi  KOMMbTEPHbIX
WHUMAEHTOB» U «pearnpoBaHne Ha KOMMNbOTEPHbIE MHLUAEHTbI».

Ha paboyem coBeLLaHuny LenecoobpasHo 06CcyauTh criegytowme Bonpochl:

- OueHKka [JocTaToyHOCTM W 3heKTMBHOCTU MPOLECCOB W Npouedyp pearMpoBaHUs Ha KOMMbIOTEPHbIE
WNHLMOEHTbI, U3/IOXEHHbIX B NaHE;

- MpeaioxXeHWst MO BK/IYEHUO B MJaH pearupoBaHWs Ha KOMMbKOTEPHble WHUUAEHTbl  AOMOSIHUTENbHbIX
npoLeccoB U1 npoueayp, KOTOpble MOrAM  6bl  NOBbICUTL  3PMEKTUBHOCTL  AEWCTBUIA, BbINOMHSAEMbIX Ha CTagusx
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«0BHapyXeHMe W perucTpauusi KOMMbIOTEPHbIX WHUMAEHTOB» W  «pearnpoBaHME Ha  KOMMbIOTEPHbIE  MHUMAEH-
ThI»;

- NpeanoXeHuss Mo  WUCMOMb30BaHWI0  JOMOSIHATENbHLIX WHCTPYMEHTa/IbHbIX CPeACTB € Lesblo  MOBbllLe-
HUA  3h(PEKTUBHOCTM pearvpoBaHWsi W  YCTAHOBMIEHWUSI MNPUYMH U YC/NIOBUMIA  BO3HUKHOBEHUS]  KOMMbIOTEPHbIX  WH-
LUMOEHTOB;

- oueHka 3dEKTMBHOCTM 0O6OMeEHa WHGOpPMauMeldi O KOMMbITEPHbIX WHUMAEHTAX Mexay BCEMU CTOpo-
Hamy, MNPUHMMAKLLMMKU yyacTMe Ha CTagusix «OOHapyXeHue ©  perucTpaums  KOMMbHTEPHbIX WHUUAEHTOB» U
«pearnpoBaHvie Ha KOMMbIOTEPHbIE UHLWAEHTbI».

MpumeuyaHme — OueHKa pe3ynbTaToB M 3PMEKTUBHOCTM pearnpoBaHnisl Ha KOMMbIOTEPHbIE MHUMAEHTbI MOXET
OCYLLIECTB/ATLCS HA OCHOBAHWM CNeAyIoLLIMX nokasaTeneii:

- cpefHee Bpemsi NpoBeAeHNsi NPOBEPKY NMPU3HAKOB BO3MOXHOMO BO3HUKHOBEHWS KOMMbIOTEPHbLIX MHUMAEHTOB;

- cpefHee BpeMsl ONpeAesnieHUs BOB/IEUEHHbIX B KOMMbIOTEPHbI MHUMAEHT 3MEeMEeHTOB MH(OPMAaLIMOHHON
VHPaCTPYKTYpPbI;

- cpeaHee Bpems Niokann3alyin KOMMbIOTEPHbIX MHLUMAEHTOB;

- cpefHee Bpemsl BbIsIB/IEHWS! MOCNEACTBUI KOMMNbIOTEPHbIX MHLWAEHTOB;

- cpefHee Bpems IMKBUAALMM NOCNEACTBUIA KOMMbIOTEPHBIX MHLMAEHTOB;

- cpeaHee BpemMsl pearmpoBaHns Ha KOMMbIOTEPHbIE UHUMAEHTbI;

- MPOLLEHT KOMMbIOTEPHBIX MHUMAEHTOB, [/151 KOTOPbIX 6bIIM HAPYLLEHbI CPOKM BbINO/IHEHWS 3TANOB pearmpoBaHus.
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