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2. BBegeHue

MNonutnka mMHdpopmaumoHHoN 6besonacHocTn (panee — Monutmka) OPFTAHU3ALUUU (panee —
CoKpallleHWne) onpeaensaeT cuctemy B3riagoB Ha npobnemy obecneyeHns nHbopmaunoHHoW (ganee —
MB). MpeacraBnaetr coboit CMCTEMATUIUPOBAHHOE W3/I0XKEHME BbICOKOYPOBHEBbLIX Lenei M 3agad
3alWMTbl, KOTOPbIMM HEOBXOAMMO PYKOBOACTBOBATbCA B CBOEM AEATENbHOCTM, @ TaKXKe OCHOBHbIX
NPUHLMMNOB NOCTPOEHMA CUCTEMbl ynpaBieHMA WHbOpMauMoHHOM 6e3onacHocTbio (ganee — CYUB)
YupexaeHus.

ObecneyeHne MHOOPMALMOHHOW 6e3onacHOCTM — Heobxogumoe yCioBUE A/1A YCMELWHOro
OCYLLECTB/IEHMSA YCTaBHOMN AeATeNIbHOCTM YUpeKaeHus.

ObecneyeHne wnHPopmauMOHHOM 6e30MacHOCTM BK/OYaeT B cebsa obylo AeATeNbHOCTb,
HanpaB/IeHHYIO Ha 3aWwuTy MHOOPMALMOHHBIX PEecypcoB U/uan noaaepKuBaoLlleit MHOPaACTPYKTYPbI.
MoNNTUKa OXBaTbIBaeT BCe aBTOMATU3MPOBaAHHbIE N TENIEKOMMYHWUKALMOHHbIE CUCTEMbI, BAaAeNbLEM U
no/ib3oBaTesIeM KOTOPbIX ABAAETCA YuperkaeHue.

Peanunsauma MOAUTUKM AONXMKHA UCXOAUTb U3 MNPEAMNOCHINIKMA, YTO HEBO3MOMKHO obecneunTtb
Tpebyemblli ypoBeHb 3alMILEHHOCTM UHHOPMALMOHHbIX PECYPCOB HE TONbKO C MOMOLLbIO OTAENbHOro
CpeAcTBa, HO U C MOMOLLbBIO MX MPOCTON COBOKYMHOCTU. HeobxoAMMO MX CUCTEMHOeE, COrnacoBaHHoe
mexay coboit npumeHeHue, a oTae/ibHble pa3pabaTbiBaemble 3/1eMeHTbl MHGOPMALMOHHOMN CUCTEMDI
OOJ/IKHbI PaCCMaTPUBATBLCA Kak YacTb eANHON MHPOPMALMOHHON CUCTEMBI B 3aLLMLLEHHOM UCMONHEHUN
npu onTMuMmaZibHOM COOTHOLWWEHUN TEXHNYECKUX N OPraHN3aUNOHHbIX MEpOI’IpVIﬂTVIVI.

MonnTrKa MHPopMaLMoHHOM 6esonacHocTH opraHusaumsa
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3. O603HaYeHUs U COKpaLleHUus

APM ABTOMaTU3NpPOBaAHHOE paboyee mecTo

AC ABTOMATU3NPOBAHHAA cMCTEMA

ey locynapcTBeEHHOE BIOAMKETHOE yuperkaeHue

n6 NHdopmaumnoHHan 6e3onacHoCcTb

np NHbopmaumnoHHbI pecypc

nc NHbopmauyoHHas cuctema

nC CMT NHdopmaTm3aLumMmn 1 cBA3M CNYTHUKOBOFO MOHUTOPUHIA TPaHCMNopTa
Ut NHbOopMaUNOHHbIE TEXHOOMMN

HCA, HecaHKLMOHUPOBaHHbI AOCTYN

OK3 OpraH KpunTtorpaduyeckoi 3awmThbl

no MporpammHoe obecneyeHune

CK3u1 CpeacTBo KpunTtorpadmyeckon 3awmTbl MHGOpPMaLMm
CYWNb Cuctema ynpassieHua MHPOPMaLLMOHHOM 6e30MacHOCTbIO
A0 flpocnascKas obnacTb

MonnTrKa MHPopMaLMoHHOM 6esonacHocTH opraHusaumsa
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4. TepMUHBI U onIpeae/IeHU

ABTOMATM3MpPOBAHHAA CUCTEMA — CUCTEMA, COCTOALLAA M3 MepcoHana M KOMIMJIEeKca cpescTs
aBTOMaTM3aUMM €ro AeATeNbHOCTM, peanmsylowas MHPOPMALMOHHYIO TEXHOJIOTMI0 BbINOJAHEHNA
YCTAHOBNEHHbIX QYHKLMNA.

ABTOpM3aLI,VIﬂ — npeaocraBneHune Cy6'bEKTy npas Ha A0CTYM, a TaKXe npeaocraBneHmne Aocrtyna B
COOTBETCTBUU C YCTAHOBJ/IEHHbIMU NPaBaMn Ha AOCTynN.

AyTeHTUPMKAUUA — MpoOBepKa MPMHALIEKHOCTM CyObeKTy AocTyna npeabsBAeHHOro UM
naeHTMdMKaTopa; NoaTBEPKAEHNE NOLJMHHOCTH.

besonacHocTb MHPoOpMauMU — 3AWMWEHHOCTL WHPOPMAUMKM OT €€ HeXKenaTenbHoro
pasrnaweHnsn (HapyweHnsa KOHPUAEHLMANbHOCTU), UCKAXKEHUA (HapyLWEeHUA LEeNoCTHOCTH), yTPaTbl UK
CHU}KEHWA CTENEHN AOCTYNHOCTU, a TaKXKe HE3aKOHHOTO e€ TMParKMPOBaHUS.

BusHec-npouecc — M0CNeAOBATE/NbHOCTb TEXHONOMMYECKM CBA3aHHbIX oOnepauuii  no
NpegoCTaBNEHMIO MPOAYKTOB, YCAYr W/UAW  OCYLLECTBAEHMIO KOHKPETHOrO BMAA AeATeNbHOCTU
YupexaeHus.

Bnageney aktMBa — $U3MYECKOE WAW  LOpUOMYECKOE  JIMUO, KOTOpoe HajaesieHo

aAMUHUCTPATUBHON OTBETCTBEHHOCTLIO 3a PYKOBOACTBO M3roTOB/IEHWEM, pa3paboTKON, XpaHeHMeMm,
NCNONb30BaHMEM UM 6e30MacHOCTbIO aKTMBa. TEPMUH «BAafesnely» He 03Ha4yaeT, YTo 3TOT 4YeNoBeK
daKTUUYeCcKM nmeeT Npaso cO6CTBEHHOCTU Ha 3TOT aKTUB.

Bnageneu MHGOPMALMOHHBIX pecypcos, UHGOPMaLMOHHDbIX CUCTEM, TEXHONOMUI U CpeacTB UX
obecneyeHMa — cyObLEKT, OCYLECTBAAKOLWMIA BAaJEHUE M MONb30BaHUE YKasaHHbIMKM OOBEKTaMMU U
peanusyloWwmii NoIHOMOUYMA PACNOPANKEHUA B NpeaenaXx, yCTaHOBAEHHbIX 3aKOHOM.

DOKYMeHT — 3aduKcMpoBaHHAA Ha MaTepuanbHOM HocuTesne MHOOPMALMA C PEKBU3UTAMM,
No3BONAOLWMMU € NAEHTUPULMPOBATD.

DoctynHocTb MHPOPMaLMK — COCTOAHME, XapaKTepmusyemoe cnocobHocTbio MC obecneunsatb
6ecnpenaTCTBeHHbIN A0CTYN K MHPOPMALMUN CYOBEKTOB, UMEIOLMX Ha 3TO MOJIHOMOYMA.

3awuta uHPopmauuMM — OeATeNbHOCTb, HamnpaBAeHHaa Ha MNPeAoTBPalileHME  YTEYKM
3awmwaemon  MHOOPMALMK, HECAHKUMOHMPOBAHHLIX W  HenpegHaMEpPEHHbIX BO3AEUCTBMI  Ha
3almwaemyro MHGopMaLMIo U CPeacTBa A0CTYNa K HEM.

NaeHnTuduKauma — npucsoeHne cybbektam AocTtyna, obbektam AocTyna MaeHTUOUKaTopos
(YHMKaANbHbIX UMEH) M (UNK) cpaBHEHME NPeabABAEHHOrO UAEHTUOUKATOPA C NepeyHemM MPUCBOEHHbIX
naeHTMUKaTopoB..

VIHd)opmau,vm — cBegeHnAa o nunudax, npeagmetax, d)aKTaX, C06bITMHX, ABNEHNAX N Mnpoueccax
He3aBUCUMO OT d)OprI nx npeacrassieHuA.

MHdopmaumnoHHana 6e3onacHocTb (UB) — cocTosaHMe 3aWMLLEHHOCTU MHTEPECOB YUperkaeHus.

MHdopMaLMOHHAA cucTeMa — COBOKYMHOCTb cogepkalleica B 6asax AaHHbIX MHGOPMaLMK U
obecneumBatowmx ee 06paboTKy MHGOPMALMOHHBIX TEXHONIOTUIN U TEXHUYECKUX CPEeACTB.

MonnTrKa MHPopMaLMoHHOM 6esonacHocTH opraHusaumsa
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MHdopmaumnoHHbI npouecc — npouecchl c6opa, 06paboTKM, HAKONAEHWUA, XPaHEeHNA, MOUCKA U
pacnpocTpaHeHusa nHpopmaumnu.

MHdopMaumMOoHHbIA pecypc (aKTUB) — BCE, YTO MMEET LLeHHOCTb MU HaXoAMUTCA B PaCOpAKEHUM
YupexaeHua.

MHuMaeHT — HenpeaBuAeHHOE UK HexenatenbHoe cobbiTue (rpynna cobbiTuit) 6esonacHocTy,
KoTopoe MnpuBeao (MOryT NpUBECTU) K HapylleHWo PYHKUMOHMPOBAHMA MHOOPMALLMOHHON CUCTEMbI
MAM  BO3HWKHOBEHWIO  yrpo3 6e30nacHOCTM MHPOPMaLMK (HApYLIEHUIO KOHOUAEHLMANBHOCTH,
LLeNOCTHOCTH, AOCTYNHOCTH).

MHunaeHT MHPOPMALMOHHON 6e30MacHOCTU — OOHO WAW Cepus  HeXKenaTesbHbIX WK
HeOoXMAaHHbIX cobbITUI UB, MetoLWwmMX 3HAaUNTEIbHYIO BEPOATHOCTb HapyLeHna BU3HeC-NpoL,EeccoB Uamn
npeacrasnaowmx yrposy Ub.

Kommepueckaa TaliHa — KOHOUAEHUMaNbHOCTb MHOPMALMM, NO3BOAIAIOWANA ee obnagaTento
NPU CYyLWECTBYHOLWMX AN BO3MOXKHbIX 06CTOATENLCTBAX YBENNUYUTL L0XO4bI, U36eKaTb HeonpasaaHHbIX
pacxo40B, COXPaHUTb NOJIOXKEHUE HA PbIHKE TOBApPOB, paboT, yCAyr UaM NONYYUTb MHYIO KOMMEPUYECKYIO
BbiroAy.

KoHTponupyemaa 30Ha — NPOCTPAHCTBO (TEppUTOPUA, 34aHWE, 4acTb 34aHWA), B KOTOPOM
WCKIOYEHO HEKOHTpoAupyemoe npebbiBaHMEe ML, a TaKXKe TPaAHCMOPTHbIX, TEXHUYECKUX N UHBIX
cpeAacTs.

KoHduaeHuymanbHaa uHpopmauma — MHGopMaLMa C OrpaHNUYEHHbIM AOCTYNOM, HE COAEp KaLlan
CBeZlEHWNN, COCTABAAIOLWMX rOCyAapPCTBEHHYIO TaliHy, AOCTYN K KOTOPOW OrpaHNYMBAETCA B COOTBETCTBUM C
3aKoHoaaTenbcTBoM Poccuiickoi Pepepaumu.

KoHduaeHumanbHoCTb MHPOpMaUMM —  COCTOSIHME  3alMWEHHOCTM  MHbOpMaLMK,
XapaKktepusyemoe cnocobHocTbio MC obecneumBatb coxpaHeHUe B TaliHe MHGOPMaLMK OT CyObEKTOB, He
MMeIoLMX NOSTHOMOYMIA Ha O3HAKOM/IEHUE C HEW.

Mo6unbHbIN KOA4 — HEcamoCToATE/IbHOE MpPOorpaMmMHoOe obecrneyeHne WANM  KOMMOHEHT
nporpaMmmHoro obecrneyeHna (CKPUMTbI, MaKpPOCbl, WHbIE KOMMOHEHTbI) MOJy4aemble W3 MecT
pacnpocTpaHeHus Mob6WAbHOTO Koga, nepegaBaemble MO CETU M BbINOSHAEMblE Ha KOMMOHEHTax
MHPOPMALMOHHOM cucTembl (B MecTax MCMonb3oBaHMA mobunbHOro Koda) 6e3 npeaBapuTebHOM
YCTaHOBKM (MHCTannAuMM) No/b30BaTenem A1A PacluMpeHus BO3MOXHOCTEN CUCTEMHOrO M (Man)
NPUKNAAHOro NPOrpamMmmMHOro obecnevyeHus.

HecaHKLUMOHMPOBaHHDbIN A0CTYN — AOCTYN K MHPOpMauun mam AencTBua € MHbopmaumen,
Hapywatowme MpaBwWaa  pasrPaHUYeHMs  [4OCTyna C  WCMOJIb30BAaHMEM  LUTATHbIX  CPEeAcTs,
npegocTaBAAeMbIX CPEACTBAMM BbIYUCAUTENBHON TEXHUKN UM aBTOMATU3MPOBAHHbIMW CUCTEMaMMU.

O6paboTka pucKa — npouecc Bbibopa 1 peanunsaumm mep no moamduKaunmn (CHUKEHMUIO) PUCKa.
Monutuka — oblwme Lenm n ykasaHms, popmasibHO BbiparkeHHbIe PYKOBOACTBOM.

anBMﬂeI'VIVI — 3TO NnpaBa A0OBEPEHHOro obbeKTa Ha coBepuwieHune KaKknx-nnbo ,D,EVICTBMVI no
OTHOLLEHUIO K 06beKTam CUCTEMDbI.

Puck — couetaHue BEPOATHOCTH cobbITMA 1 ero I'IOCI'IE,CI,CTBI/IVI.

MonnTrKa MHPopMaLMoHHOM 6esonacHocTH opraHusaumsa
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Cuctema ynpasneHua MHpopmauuoHHOMK 6e3onacHocTbio (CYUB) — uactb oblieit cuctemsl
ynpaBneHua, OCHOBaHHas Ha OLEHKe PWUCKOB, nNpeAHa3HayeHHaa [A1A COo34aHuA, BHeApeHwus,
3KcnayaTaluum, MOHUTOPMHTIA, aHaiM3a, CONPOBOXKAEHUA U coBeplueHcTBOBaHUA Ub.

Cob6cTBEHHUK MHPOPMALMOHHbBIX PECYPCOB, MHGOPMALMOHHDbIX CUCTEM, TEXHONOMUIA U CpeacTs
ux obecneuyeHna — cybbeKT, B NOJHOM 06bEMe peannsylolmii NOJHOMOYMA BNALEHUS, NOJb30BaHUA,
pacnopaXeHUn yKasaHHbIMU 06beKTamum.

Co6biTua MHPOpMaLMOHHOW 6e30MacHOCTU — MAEeHTUPUUMPOBAHHOE COCTOAHWE CUCTEMBbI,
cepBMca MAM CETU, CBUAETENbCTBYIOLLEE O BO3MOXHOM HapyLleHUW MONUTUKM 6e30MmacHOCTU UK
OTCYTCTBMU MEXaHU3MOB 3aluTbl, MO0 nNpexae HeM3BecTHaa CUTyaumsa, KOTopas MOMKeT UMETb
OTHOLIEeHWe K 6e3onacHOCTU.

¥Yrpo3a — OnacHoCTb, NpeanoaratoLas BO3MOXKHOCTb noTeps (ywepba).

LenoctHocTb UHOpMaLUU — yCTOMUNBOCTb MHOOPMALMU K HECAHKLMOHNPOBAHHOMY AO0CTyNny
WU CNYyYaMHOMY BO3AEMCTBMIO Ha HEE B npoLecce 06paboTKM TEXHUYECKMMM CPpeaCcTBaMM, Pe3y/1bTaToM
KOTOPOro MOXKET ObITb YHUUTOXKEHUE N UCKaXKeHUEe MHPOopMaLMK.

MonnTrKa MHPopMaLMoHHOM 6esonacHocTH opraHusaumsa
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5. llesb

OCHOBHOW Lle/1blo, HA AOCTUMKEHME KOTOPOM HanpaBs/ieHbl BCE NON0XKeHMA HacToAwel MoanTmkuy,
ABNAETCA 3aWmMTa MHPOPMALMOHHBLIX PEecypcoB OT BO3MOXHOIO HAHECEeHMAs WM  MaTepuanbHOoro,
dusnyeckoro, mMopanbHOro MAM MHoro yuepba, nocpeacTBOM CAy4alHOro WAM NpeaHamepeHHoro
BO34eiCcTBMA Ha MHDOPMaL MO, eé HocuTe v, npoueccbl 06paboTKn K Nepenaym, a TakkKe MUHUMU3ALUSA
puckos UB.

Ona  [OCTUXKEHMA OCHOBHOM uenn Heobxoammo obecneumBaTb 3PPeKTUBHOE pelleHue
cneayowmx 3aaay:

e CBOEBPEMEHHOE BbIsIBIEHME, OLEeHKa U NPOrHO3NpPOBaHNE NCTOYHMKOB yrpo3 Ub;

e  CO34aHMEe MexaHM3Ma onepaTMBHOrO pearMpoBaHuMA Ha yrpossl Mb;

e peaoTBpalleHne U/ Man cHukeHue yuwepba oT peannsauum yrpos Mb;

e 3aliuMTa OT BMeLlaTeNbCcTBa B npouecc GyHKUMOHUPoBaHUA MC NOCTOPOHHUX nL;

e cooTBeTCTBME TpeboBaHMAM  DefepanbHOr0  3aKOHOAATENbCTBA, HOPMATUBHO-
meToandeckumx AokymeHToB PCB Poccum, PCTIK Poccmm 1 AoroBopHbIM 0653aTeNbCTBam
B Yyactn Ub;

e obecneyeHune HeNpPepbIBHOCTU KPUTUYECKUX BU3HEC-NPOLLECCOB;

®  [OCTUXKEHWE afeKBaTHOCTU Mep Mo 3alwmTe oT yrpos UB;

e M3yyeHWEe NAPTHEPOB, KIMEHTOB, KOHKYPEHTOB W KaHANAATOB Ha paboTy;

e HegonyuweHWe NPOHUKHOBEHUA CTPYKTYP OPraHM30BaHHOW MPECTYNHOCTU U OTAE/IbHbIX
JUL, € NPOTMBONPABHLIMU HAMEPEHUAMMU;

e BbISiIB/IEHME, MNpeaynpeXxgeHne U fnpeceyeHne BO3MOXKHON MPOTUBOMPABHON U UHOM
HeraTMBHOM AeATeNbHOCTU COTPYAHUKOB;

® MOBbILIEHWE Ae0BONM penyTaumm U KOPNopaTUBHOM KybTypbl.
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6. OcHOBaHUs AJI1 pa3padOTKU

Hactoawaa nonutMka paspaboTaHa Ha ocHoBe TpeboBaHWI 3aKoHoAaTenbcTBa Poccuiickol
depepaunmn, HakonNeHHOro B YupexkaeHun onbiTa B obsiactn obecneveHmns Wb, nHtepecos n uenemn
YupexaeHus.

an HanncaHMn OTAENNIbHbIX NONOMKEHUN HaCTOFILLI,e% NONNTUKN UCNONBb30BAJIUCL Ceaylouimne
HOPMaTUBHbIE AOKYMEHTbI:

e [OCT P NCO/M3K 27001 «MeToabl 1 cpeactsa obecneyeHus besonacHocTu. CUCTeMbI
MeHeaKMeHTa MHPOopMaLMOHHOM 6e30nacHOCTUY;

e PC BP UBBC-2.0-2007 «MeToaunyeckne pekomeHaauuu no AOKYMeHTauuuM B obnactu
obecnevyeHuna MHGOPMaLMOHHON BE30NACHOCTW...»;

e PC BP WMBBC-2.2-2009 «MeToauKa OLEHKM PUCKOB HapyleHua UHPOpMaLMOHHON
6e3onacHoCTn»;

e PCBP MBBC-2.5-2014 «MeHeaKMeHT NHUMAEHTOB MHGOPMALMOHHOM 6e30NacHOCTNY;

e (CTO BP UBBC-1.0-2014 «Ob6ecneyeHne MHPopMaLMOHHON 6E30MacHOCTM OpraHu3auni
H6aHKoBCKOM cuctembl PO, ObLme NoNoKeHUA».
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7. 06J1aCcTh A€l CTBUA

Hactosawasa MonuTtmnka pacnpoctpaHaeTca Ha Bce 6u3Hec-npouecchl YupexaeHua n obasatenbHa
ANA NPUMEHeHUA BCeMU COTPYAHMKAMUM N PYKOBOACTBOM YUperkAeHWA, a TaKKe NoJib30BaTeNamMm ero
MHGOPMALMOHHbBIX PECYPCOB.

Hacrosuwasa noanTUKa pacnpocTpaHAeTca Ha UHGOPMaLIMOHHbIE CUCTEMbI YHPENKAEHUA.

Nuuga, ocylLuecTBAsOWMe pa3paboTky BHYTPEHHMX OOKYMEHTOB YupexaeHus,
pernameHTUpyloLWmMx Bonpocbl WHPOPMAUMOHHOM 6e3onacHoCcTM, 06A3aHbl  PYKOBOACTBOBATLCSA
HacTosLen MNoNnTUKOMN.
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8. CopepxaHue OJIUTHKHA

8.1. Cucrema ynpagsieHUsA UHPOPMALLMOHHOM 6€30MaCHOCTbIO
Ona AoCTUXKEHUA yKasaHHbIX Lesiel 1 3a4ad B YupexXaeHun BHeapaeTca cucTtema ynpas/ieHus
MHGOPMAUMOHHOM 6e30NacHOCTbIO.

CYUB [OKymMeHTMpOBaHa B HacToAleM MOoAUTMKEe, B MpaBuaax, npoueaypax, paboumx
WMHCTPYKLMAX, KOTOpble sBAAOTCA 06A3aTeNibHbIMM ANA BCeX PabOTHUKOB YupexaeHua B obnactu
aenictena cuctembl. [JoKymeHTUpOBaHHble TpebosaHua CYUB posoaaTtca A0 cBeAeHUA paboTHUKOB
YupexaeHus.

CpeactBa ynpaBneHus WHGOPMAUMOHHOMW 6e30MacHOCTbIO BHEAPAIOTCS MO  pesy/ibTaTam
nposeaeHns OLEHKN PUCKOB MHPOPMALMOHHOM be3onacHOCTH.

CTOMMOCTb BHEAPSAEMbIX CPeACTB ynpaBaeHMsa MHGOPMaLMOHHON 6e30MacHOCTbIO He A0/KHA
NpeBbIWaTb BO3MOMKHbI yLep6, BO3HMKAIOLWMIA NPpY peannsaumm yrpos.

8.1.1. CTpyKTypa JOKYMEHTOB
B uenAx co3gaHMA B3aMMOCBA3AHHOW CTPYKTYPbl HOPMATUBHBIX AOKYMEHTOB YupeKaeHuA B

obnactm obecneyeHns MHPOPMALMOHHON Oe3onacHoCcTU, paspabaTbiBaemble U OOHOBAAEMblE
HOPMaTUBHbIE JOKYMEHTbI 4O/IKHbI COOTBETCTBOBATb CeAYIOWEN MepapXun:

( )
MonnTtnka MHGopMaLMOHHOM
6esonacHocTH
L J

AV
4 A
NHCTPYKLMK, pernameHTsbl,
nopaaKu
. J
AV
4 A

JOKyMeHTbI, noaTBepXKaatoLme
WCMONIHEHME HOPMATUBHbIX aKTOB
BEPXHUX YPOBHEMN
& J

\

1) HacroAauwas MoanTrKa aBnseTca BHYTPEHHUM HOPMATUBHbLIM 0KyMeHTOM no B nepeoro
YPOBHA.

2) [OKyMeHTbl BTOPOrO YPOBHAI — WHCTPYKUMW, MOPAAKM, PEernameHTbl U npouune
OOKYMEHTbI, OMUCbIBAOWME AENCTBUMA COTPYAHUKOB YYperKaeHWa no peannsauuu
OO0KYMEHTOB NepBOro 1 BTOPOro YPOBHA.

3) [lOKYMeHTbl TPeTbero ypoBHA — OTYETHble AOKYMEHTbl O BbINOJHEHUM TpeboBaHMIA
[ OKYMEHTOB BEPXHUX YPOBHEN.
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8.1.2. OTBeTCTBEeHHOCTH 3a o6ecneuyenue b

Ona HenocpeactseHHoW opraHusaumm U 3bdeKTUBHOTO  GYHKUMOHUPOBAHUA  CUCTEMbI
obecnevyeHnn nHGopmauMoHHOM BesonacHocTU B YupexxaeHnn dyHKuMmn obecnedeHna Ub BO3NOMKeHbI
Ha oTAen HasBaHMue. Ha 3To nogpasgeneHne Bo3naraeTcsa peweHme cneayroLmx OCHOBHbIX 3a434:

e npoBeaeHue B XnsHo Monntnkm UB;

e onpeaeneHue TpeboBaHM K 3almuTe MHOPMaLUNK;

e  OpraHuMsauma MeponpuaTUiA U KoopaMHaLmMa pPaboT Bcex noapasaeneHuii no Bonpocam
KOMM/IEKCHOM 3aLLNTbl UHPOPMALMK;

®  KOHTPO/b U OUEHKA 3GDEKTUBHOCTM NPUHATLIX MEP U NPUMEHAEMbIX CPEACTB 3aLLMUTDI;

® OKasaHMe MEeTOAMYEeCKOM MOoMOoWM COTPyAHWKAm B Bonpocax obecneyeHus
MHPopmMaLMOHHOM Be3onacHOCTH;

® perynspHas OUEHKa W ynpaBJeHWe puckamum WHPOPMAUMOHHOM 6e3onacHocTU B
COOTBETCTBMM C YCTAHOB/IEHHbIMM NpoueaypaMn B 061acTv ynpaBaeHUsa puckamu;

e BbIOOpP M BHeApeHWe CPeacTB 3alMTbl MHPOPMALMKM, BKAKOYAA OpraHM3aUMOHHbIE,
du3nyeckne, TeXHUYEcKMe, NpPOrpaMmHble M NPOrpamMmHO-annapaTHble CpPeacTBa
obecneyeHuna CYUB;

e obecneyeHne MUHMMANbHO-HEOBXOAMMOro AOCTyna K MHGOPMAUMOHHBIM pecypcam,
OCHOBbIBanACb Ha TpeboBaHMAX BU3HEC-NPOLECCOB;

e uHbOpMMpPOBaAHME, 0BYYEHME M NOBbIWEHME KBanUdUKaLNKN PpabOTHUKOB YupexaeHusa B
chepe nHpopmaLmoHHON BesonacHocTy;

e paccnegoBaHMA UHUMAEHTOB MHPOpPMaLMOHHON B6e3onacHoCTy;

e cbop, HaKonneHue, cucTematvsaumss U obpaboTKa MHPoOpmMauMM MO BOMpocam
nHdopmaumoHHoM besonacHocTy;

e obecneyeHne HeEOBXOAMMOro YpOBHS OTKa30ycToMumnBocTn UT-cepBUCOB M AOCTYMHOCTU
AaHHbIX 4NA NoApasaeneHui.

Ona peweHuna 3agay, Bo3noKeHHbIX Ha otaen HA3SBAHWUE, ero coTpyAHMKM MMeEIOT cregytowme
npasa:

e onpepenatTb HeO6XO0AMMOCTb M pa3pabaTbiBaTb HOPMATUBHbIE OKYMEHTbI, Kacatowmecs
BonpocoB obecneyeHns 6e3onacHOCTM  MHPOPMALUMMK, BKAOYAA  OOKYMEHTHI,
pernameHTUpylowme LeATeNbHOCTb MNoJib3oBaTene MHPOPMaLMOHHON CcUCTEMbI B
yKasaHHoM obnacTy;

® nony4yaTb MHGOPMAUMIO OT NOAb30BaTeNEeN MHPOPMALMOHHBIX cUCTEM YupeaeHusa no
NobbIM acneKkTam NpUMeHeHUA MHGOPMALMOHHbIX TEXHOIOMUI B YUpeKaeHUHU;

® y4yacTBOBaTb B MPOpPaboOTKe TEXHUYECKUX PeELUeHUt no Bompocam obecneyeHun
6esonacHocTM  MHOpPMaLMM  NpPU  MNPOEKTUpOBaHMM U pa3paboTke  HOBbIX
MHOOPMALMNOHHBIX TEXHOIOTUA;

®  Y4YacTBOBATb B UCMbITAHMAX Pa3paboTaHHbIX UHGOPMALMOHHbBIX TEXHOIOTMIA MO BONPOCam
OLEHKM KayecTBa peanusaumm TpeboBaHuii no obecneveHnto 6HesonacHOCTU
nHpopmauymm;

®  KOHTPO/IMPOBATb AEATE/NIbHOCTb NOJIb30BaTeNEN NO Bonpocam obecneyeHus UB;

® [OTOBWTb NPEA/NIOKEHUA PYKOBOACTBY N0 obecneyeHumto TpebosaHun UB.
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8.2. O0bEeKT 3alMThI

8.2.1. OTBeTCTBEHHOCTbH 3a pecypcChl

B yupexxaeHUn A0NKHbI ObITb BbIABAEHbI U OLLEHEHbI C TOYKN 3pEHUA UX BAXKHOCTU BCe pecypchbl.
[na Bcex UEHHbIX PecypcoB Ao/KeH ObiTb COCTaBleH peecTp (nepedeHb). bnarogapsa nHbopmaumm o
pecypcax YupexaeHua peannsyetca 3awuta MHGoOpmaLmK, cTeneHb KOTOPOI copasmepHa LieHHOCTU U
BaXKHOCTW pecypcos.

B NC YupexaeHua npucyTCcTBYIOT CaeaytoLme TUMbl pecypcos:

e  UNHPOPMALIMOHHbIE pecypcbl, coaepalimne KoHbuaeHUManbHyo nHopmaumio, n/mam
CBElEHWA OrpaHWYeHHOro n[ocTyna, B TOM u4ucne WHbopmaumio o PUHAHCOBOM
DEeATeNbHOCTU YUperXKaeHuns;

e  OTKPbITO pacnpocTpaHaemas MHPopmauusa, Heobxoammas gns paboTbl YuperkaeHus,
He3aBUCUMO OT POpPMbI U BUZA €€ NpeacTaBaeHNs;

e uHOOPMAUMOHHAA WHPPACTPYKTypa, BK/AOYaA cuCTembl 06paboTKM M  aHanusa
MHPOpMaLMN, TEXHUYECKME M MPOrpaMmHble cpeacTBa €€ obpaboTku, nepegaun u
OTObBparkeHMA, B TOM YnUC/e KaHaibl MHGOPMALMOHHOrO 06MeHa 1 TeIEKOMMYHUKaLUUMY,
CUCTEMbl W CpeacTBa 3alWnTbl MHGOPMAUMM, OBBEKTbI U MOMELLEHMA, B KOTOPbIX
pa3smeLlLeHbl TaKMe CUCTEMBI.

[na  Kaxgoro pecypca [Ao/keH O6biTb HasHaueH Bnagenel, KOTOPbIM oOTBeyaeT 3a
COOTBETCTBYIOWYIO KnaccuduKaumio MHGOPMaLMM U PecypcoB, CBA3AHHbLIX CO cpeacTBamu 06paboTku
MHPOPMaUMK, a TaKKe 3a Ha3HaYeHWe W NepUuoaMuYecKylo NPOBEPKY MNpaB AOCTYNa WM KaTeropui,
onpeaenéHHbIX NOAUTUKAMK YNpaBaeHna 4ocTyna.

8.2.2. Knaccudpukanysa uHpopmanuu

Bce MHoOpmaLMOHHbIE pecypcbl, NoANexallme 3awuTe, AOMKHbI BbITb KnaccuduuMpoBaHbl B
COOTBETCTBMM C BAXHOCTbIO M cTeneHblo goctyna. Knaccudukauma uHPopmaumm [omxHa 6biTb
[OKYMEHTUPOBAHA U yTBEPXKAEHA PYKOBOACTBOM YUperKAeHNA.

Knaccudukauma nHdopmaumm AOMKHA NPOBOAMTLCA BAAAE/bLEM Pecypca, XpaHAWEero uam
obpabatbiBatowero uHboOpmaumio, 4AA  onpegeneHuMa  Kateropuu  pecypca. [epuoguyecku
KnaccuouKaumsa [O/KHA MepecMaTpuBaTbCA A8 NOAAEPMKAHUA aKTya/ibHOCTM €& COOTBETCTBUA C
KaTeropuemn pecypca.

Pecypcbl, coaep:kawme KOHOUAEHUMANbHYIO UAM KPUTUYHYIO MHOOPMALMIO, AOMKHbI UMETb
COOTBETCTBYOLLYO NOMETKY (rpnd).

MonnTrKa MHPopMaLMoHHOM 6esonacHocTH opraHusaumsa



8.3 OueHka n obpaboTka pMcKkoB CrpaHuua 15 u3 45

8.3. OueHka M 06pabOTKa PUCKOB
B yuperaeHUn gonkHbl 6bITb onpegeneHbl TpeboBaHUA K 6e30NacHOCTM NYTEM MEeTOAMYECKON
OUEHKN PUCKOB. OLI,eHKM PUCKOB A0/1KHbl BbIABUTb, Oonpeaenntb KOMYECTBO U PaACnONIOKUTL NO
NPUOpPUTETAM PUCKMU B COOTBETCTBMMU C KPUTEPUAMM MPUHATUA PUCKOB U BUSHEC-LLENAMMU yUYperKaeHUs.
Pe3yanaTb| OUEHKN AO0JIXKHblI onpeaenAtb COOTBETCTBYHOLYIO pPeakuynio pPyKoBOACTBA, MPUOPUTETDLI
ynpasaeHua puckamm Ub n Habop mexaHM3MOB KOHTPOAA ANA 3aLMTbl OT STUX PUCKOB.

OueHKa p1cKkos npeanosiaraeT CMCTEMHOE COYEeTaHME aHaNM3a PUCKOB U OLEHUBAHMA PUCKOB.

KpOMe TOro, OuUeHKa pPUCKOB WU Bbl60p MEXaHU3MOB KOHTPO/A AO0JIXHbl NPOU3BOAUNTLCA

nepnoanyeckn, yTOObI:

®  yyecTb U3MeHeHUs BusHec-TpeboBaHUI U NPUOPUTETOB;
® [PUHATb BO BHUMaHME HOBble Yrpo3bl U YA3BUMOCTY;
e ybeauTbca B TOM, YTO peaiN30BaHHbIE CPeACcTBA COXPAaHUAM CBOHO 3GPEKTUBHOCTD.

Mepen 06paboTKOM KaXKaoro pucka YupexkaeHue A0JIKHO BbibpaTb KpUTepUn AN onpeaeneHus
BO3MOXHOCTM NPUHATUA 3TOFO PUCKA. PUCK MOXKET BbITb NPUHAT, ECNU €ro BeIMYNHA AOCTAaTOYHO Mana U
CTOMMOCTb 06paboTKM HepeHTabenbHa AN YupexaeHua. Takme pelleHns A0MKHbl PErMCTPUPOBaTLCA.

[na Karaoro M3 oLLeHEHHbIX PUCKOB AOIKHO NPUHMMATLCA O4HO M3 peLleHunii no ero obpaboTke:

L] npumeHeHne COOTBETCTBYHOLWNX MeXaHU3MOB KOHTPOAA ANA yMeHblleHUNA BeNYUHbI
pWCKa 10 NPUEMIEMOTrO YPOBHS;

® CO3HaTeNbHOE M 06EKTMBHOE NMPUHATME PUCKA, ECIN OH TOUYHO YA0BAETBOPAET MoAUTUKe
YupeKaeHUa 1 KpUTEPUAM NPUHATUSA PUCKOB;

®  YK/NOHEHWE OT PUCKa NYTEM HeAONyLEHNA AeNCTBUIM, MOTYLLMX BbITb €ro NPUYNHOMN;

® [repenaya PUCKOB APYroi CTopoHe (ayTCOPCUHT, CTpaxoBaHMe U T.1.).
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8.4. bezonacHoOCTb NepcoHasia
Ponu n obasaHHOCTM No obecneyeHnto 6e30nacHOCTH MHC])OpMaLI,MOHHbIX pecypcos, onncaHHbIE
B cooTBeTcTBUM C [Monutnkoir UB YupexaeHua, AOKHbI ObiTb O0BeAeHbl A0 COTPYAHWKA Npu
TPYAOYCTPOMCTBE M BHECEHbI B €0 AO0/IKHOCTHble 06A3aHHOCTU. Ctoga AO0/KHbI BXOAUTb Kak obuwue
06a3aHHOCTU MO peannsaumnn n nogaeprke noJINTUKU 6630ﬂaCHOCTM, TaK U KOHKPETHbIE 06A3aHHOCTU MO
3alUMTE PECYPCOB U MO BbINOJIHEHMIO KOHKPETHbIX ONepauuii, CBA3aHHbIX C 6e30MacHOCTbIO.

8.4.1. YcioBus HaliMma

Bce npuHMMaemble Ha paboTy COTPYAHWKU OO0MKHbI 0406pUTL M MoANMcaTb CBOU TPYAOBble
[O0roBopbI, B KOTOPbIX YCTaHaBAMBAETCA UX OTBETCTBEHHOCTb 3a Mb. B 40roBop A0NKHO 6bITb BKAOYEHO
cornacvMe COTpyAHMKa Ha MpoBeAeHMEe KOHTPO/IbHbIX MEPOMNPUATUIA CO CTOPOHbI YupexaeHua no
npoBepke BbiNOMHeHUA TpebosaHuii Wb, a Takke o06s3aTenbcTBa N0 HepasrialleHuto
KOHOUAeHUManbHo MHbopMaummK. B aorosope AoNKHbI 6bITb ONKUCaHbl Mepbl, KOTopble ByayT NPUHATI
B C/lydae HecobntoaeHUs coTpyaHMKOM TpeboBaHuit Ub.

O6s3aHHOCTM o obecneyeHuto UB AomKHbI BbiTb BKAKOYEHbI B LOMMKHOCTHbIE WMHCTPYKUMU
Ka*K4oro COTpyaHuKa YupexgeHus.

Bce npuvHMMaemble COTPYAHUKM LONXKHbI 6bITb 03HAKOMJIEHDI noa pocnumcb C nepevyHem
MHd)OpMaLI,MM, OrpaHM4YeHHOro Aoctyna, C YCTaHOB/IEHHbIM PEXMMOM C Heln nc Mmepamum OoTBETCTBEHHOCTU
3a HapyLweHue 3Toro pexmma.

Mpu npepocTaBaeHUU COTPYAHUKY aoctyna K UC YupexgeHua oH A0/MKEeH 03HAKOMMUTLCA Mo,
pPOCNUCb C MHCTPYKUMen nonb3osartensa NC.

8.4.2. OTBeTCTBEHHOCTb PYKOBO/CTBA

PykoBoacTBo YuperkaeHua p[o/MkKHO TpeboBaTb OT BCeX COTPYAHMKOB, MNOAPAAYMKOB W
nonb3oBaTesiell CTOPOHHUX OpPraHW3auuMii NpPUHATMA Mep 6e30MacHOCTM B COOTBETCTBUM  C
YCTaHOB/IEHHbIMM B YUpeKAeHUN NOAUTUKaMU 1 NpoLeaypamu.

YNONHOMOYEHHbIE pykosoACcTBOM yHDE)K,EI,EHMFI COTPYAHUKU MMEKOT NpaBO B YCTaHOB/ZIEHHOM
nopAagke, 6es yBegomneHumA nonb3oBaTesnen, npon3soanTb NPOBEPKU:

e  BbINOJHEHUA AENCTBYIOLLMX MHCTPYKLMI No Bonpocam UB;

e [laHHbIX, HAXOAALWMXCA HA HOCUTENAX MHPOPMaLUK;

e [lopagKa NCnosib30BaHWUA COTPYAHNKAMU MHPOPMALMOHHBIX PECYPCOB;
o CofeprKaHua CiyKebHOM nepenucku.

8.4.3. OG6y4yeHue UB
Bce cOTPYAHWMKM [OMKHBI NPOXOAUTb MEPUOAMYECKYID MOAFOTOBKY B 06/1aCTU NOAUTUKM U
npoueayp Ub, npnHATbIX B YupexxaeHuu.

8.4.4. 3aBeplleHMe UM U3MEHEHUS TPYAOBBIX OTHOIIEHUN

Mpu yBONBHEHUWN BCE MpefocTaBleHHble COTPYAHWUKY MpaBa AocTyna K pecypcam UC JonxHbI
6bITb yaaneHsl. MpyM M3MeHeHUN TPyA0BbIX OTHOLLEHWI YAANATCA TONbKO Te npasa, HeobxoANMOCTb B
KOTOpPbIX OTCYTCTBYET B HOBbIX OTHOLLEHMWAX.
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8.5. dusnueckass 6e30NacCHOCTh

8.5.1. 3amuméHHbIe 06/1aCTH

Cpeactea 06paboTkM MHbOpMaLMKM, NOAAEPNKUBAIOWIME KPUTUYECKU BaKHble U yA3BUMblE
pecypcbl YupesKaeHua, AOMKHbI OblTb pasmelleHbl B 3aWMWEHHbIX obsactax. Takmmu cpeactsamu
ABNAIOTCA: CepBepbl, MarucTpasbHoe TeNeKOMMYHUKaUNOHHOe obopyaoBaHue, TefiedpoHHbIe CTaHUuM,
KpoccoBble naHenun, obopyaosBaHue, obecneuymsatollee 06paboTKy M XpaHeHUe KOoHPUAeHUMaNbHOM
nHpopmaymu.

3awmuéHHble 061acT A0MKHbI 06ecneymBaTbCa COOTBETCTBYIOLMMM CPeACTBaMU KOHTPONSA
Joctyna, ob6ecneymBaloMm BO3MOXKHOCTb J0CTYMa TOJ/IbKO aBTOPM30BaHHOrO NepcoHana.

3anpelaetca NpuMéM noceTuTeNne B MOMELLEHUAX, KOr4a ocyllecTBafeTcs o06paboTka
MHGOPMALUM OTPAHNYEHHOTO 40CTYNa.

[na xpaHeHWA cnyKebHbIX LOKYMEHTOB M MALUMHHbIX HOCUTEIEN C 3alumL,aeMoi MHbopmaumen
nomeLleHns cHabxatoTca cetdamn, MeTanIMYECKMMM WKadamu mam wKadamm, obopyaoBaHHbIMU
3aMKOM.

MomeLeHUn A0NXKHbI 6biTb 06ecnedeHbl cpeacTBaMmM YHUUTOXKEHUA AOKYMEHTOB.

8.5.2. O6./1acTv 061Ero AOCTyna

MecTa focTyna, 4Yepes KOTOpble HeaBTOPW3OBaHHblE /MLA MOTYT MONacTb B MOMELLEHMSA
YupexaeHus, O0MXHbl KOHTPOAMPOBATLCA U, €CAN 3TO BO3MOXKHO, AO0/KHbI BbiTb M30NMPOBaHbI OT
cpeacts 06paboTku MHPopmaLum € Lenbio NpeaoTBPaLLeHUA HECAaHKLUMOHNUPOBAHHOIO A0CTyNa.

8.5.3. BcnoMmorarejibHbIe CJIyXKObI

Bce BcnomoraTenbHble Cyb6bl, TakMe KaK 31eKTponuTaHue, BOAOCHabXeHue, KaHanusaumsa,
OTOMN/IeHMe, BEHTUAALMA U KOHAMLMOHUPOBaHME BO3AyXa AO/KHbI 0becneymBaTb rapaHTUPOBAHHYIO U
ycTolumsyto pabotocnocobHocTb KomnoHeHToB UC YupexaeHua.

8.5.4. YTuiausanus wjid NOBTOPHOE HUCMO0J/Ib30BaHMe 060PyA0BaHUsA

Co Bcex HocuTenien nHGoOPMaLLMK, KOTOPbIMM YKOMMNEKTOBAHO yTUAIM3upyemoe obopyaoBaHue,
AONXHbI rapaHTUPOBAHHO YAaNATLCA BCE KOHOMAEHUMANbHbIE AaHHblE N INLEeH3MoHHoe MO. OTcyTcTBUe
3awmiLaemon nHbopmMaLmmn Ha HOCUTENAX A0MKHO BbiTb NposepeHo otaenom NC CMT YupexkaeHusa, o
YEM [01XKHa BbITb cAeNaHa OTMETKA B aKTe CMcaHma.

8.5.5. IlepemelieHue UMyHIEeCTBA

O6opyaoBaHue, nHdopmauma nuam MO foNKHBI NEPeMELLATLCA 3a Npeaenbl YUpexAeHUs TONbKO
NPU HaZMYMU NUCbMEHHOTO paspelleHns pykoBoAcTBa. COTPYAHWMKM, MMelolMe NpaBo nepemeLLaTb
obopyaoBaHMe 1 HocuTenn nHdopmaumm 3a npegensl YupexaeHua A0KHbI ObiTb YETKO onpeaeneHbl.
Bpema nepemelleHns 060pyaoBaHUA 33 npeaenbl YUpewAeHUA U BpPema ero BO3BpaTa AO/KHbI
PEerMcTpmMpoBaThCA.
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8.6. KonTpoJsb gocTtyna
OCHOBHbIMW MoOsb30BaTENAMU UHOPMAUUM B MHPOPMALMOHHON cucteme YupexaeHus
ABNAKOTCA COTPYAHWUKU CTPYKTYPHbIX I'IO,£I,p83,£I,€J1€HMVI. ypOBEHb NONHOMOYMNI KaXX4o0ro nosib3oBaTtena
onpeaenseTca UHAMBUAYANAbHO. KaxKabl COTPYAHMK NOb3YeTCA TONbKO NPeAnncaHHbIMU eMy NpaBamu
MO OTHOLWEHUIO K MHd)OpMaLI,MM, C KOTOpOﬁ emy HeO6XO,£I,MMO pa60TaTb B COOTBETCTBUU C AO/TKHOCTHbIMU
06A3aHHOCTAMM.

Jdonyck nonbsoBatenen K pabote ¢ MHOOPMALMOHHBIMW pecypcamu A0/MKeH ObiTb CTPOro
pernameHTMpoBaH. Jllobble M3MEHeHMA CoCTaBa M MONHOMOYMI MONb30BaTeNeM MOACUCTEM AO0JIXKHbI
npousBoAUTLCA B YCTAaHOBAIEHHOM MOPAAKE, COMNAacHO pernameHTa npeaocTaBAeHus  [ocTyna
nosb3oBaTesien.

Kaxgomy nonb3osatento, AoNyWEeHHOMY K paboTe ¢ KOHKPETHbIM MHPOPMAaLMOHHbBIM aKTUBOM
YypexaeHus, [0NXHO OblTb COMOCTaBAEHO MepcoHasbHOe YHMKanbHoe wuma (y4éTHaa 3anucb
nonb3oBaTenAa), Nog KOTopbiM OH ByaeT perncTpmposaTbea U paboTaTtb ¢ UA.

B cnyyae npousBOACTBEHHOM HEOBXOAMMOCTM HEKOTOPbIM COTPYAHMKAM MOryT 6biTb
COMOCTaB/IeHbl HECKO/IbKO YHUKAJIbHbIX UMEH (YY4ETHbIX 3anncei).

BpemeHHas yyeTHas 3anmncb MOXET ObiTb 3aBeeHa A/15 N0/b30BaTe/Is Ha OrPaHUYEHHbIN CPOK
ONA BbINOJIHEHUS 3a4a4, TPeOYOWMX PaclUMPEHHbIX MOJHOMOYUNA, AN ANA NPOBEAEHUA HACTPOMKM,
TecTMpoBaHMA WHGOOPMALMOHHOW CUCTEMbI, AN OpPraHWsauMmM rocTeBoro AocTyna (nocetutensm,
COTPYAHMKAM CTOPOHHMX OpraHM3aLmMii, CTaxKepam M MHbIM MO/Ib30BaTENAM C BPEMEHHbIM AOCTYMOM K
MHOOPMALMOHHOM cUCTEME).

B obwem cnyyae 3anpelLeHo co34aBaTb U MCMOAb30BaTb OOLLYIO NO/b30BATENbCKYO YUYETHYIO
3anucb Ana rpynnbl nosib3osaTeneil. B caydaax, Korga 310 Heobxogumo, BBMAY OCOBEHHOCTel
aBTOoMaTM3Mpyemoro 6usHec-npouecca WaM opraHusauuu Tpyaa (Hanpumep, NOCMEHHOEe AeXypcTBo),
Mcnosib3oBaHMe obLlel YYETHOM 3anuMcKM LOJIKHO COMPOBOMKAATLCA OTMETKOM B KypHane y4yéTa
MalLMHHOro BpEeMeHU, KOTopan A0/XKHa 0AHO3HAYHO NAEHTMOMLMPOBATL TEKYLLEro BAaAebla YYETHOM
3aMnuncK B KaxKabli MOMEHT BpemeHU. OgHOBpeMEeHHOe UCNOo/Ib30BaHMe O4HOM 06LLLEe NO/b30BaTE/IbCKOM
YUYETHOW 3anMcK pa3HbIMU NONb30BaTENAMM 3aMNPELLEHO.

Pernctpmpyemsbie y4éTHble 3anNncK NoapasaenatoTca Ha:

e [lonb30BaTeNbCkME — MNpegHasHauyeHHble ANA ayTeHTUdMKaumm nonb3osatenen WP
YupexaeHus;

e  CUCTEMHbIE — UCMO/Ib3YEMbIE A8 HYKJ, ONepPaLMOHHOM CUCTEMDI;

e CnyebHble — npegHasHayeHHble AN GYHKUMOHMPOBAHMA OTAENbHbIX NPOLLECCOB UK
NPUNOKEHUN.

CuctemHble  y4éTHble 3anucu  GOPMMUPYIOTCA  ONEpPauMOHHOM  CUCTEMOW W AO/KHbI
MCMNO/Ib30BaTbCA TO/IbKO B C/1y4asX, NPeAnMCaHHbIX AOKYMEHTaUMeN Ha ONepaLMoHHY0 CUCTEMY.

Cny:kebHble y4ETHblE 3aMUCKU WCMOJb3YHOTCA TObKO A/ 3anycka v paboTbl cepBUCOB WU
NPUNOXKEHNA.

Mcnonb3oBaHME CUCTEMHbIX UK C!'Iy)Ke6HbIX yLIéTHbIX 3anucen Aana perncrtpaummn nonb3osaTtenem
B CUCTEME KaTErTopUYECKHN 3anpeLlLeHo.
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Mpoueaypbl pernctpaumm M B6AOKMPOBAHMA YUYETHbLIX 3anuceit MNoAb30BaTeNel AO0/KHbI
NPUMEHATLCA C CobAloAeHNEM CeayoLWmnX NPaBuA:

®  1CMNONb30BaHWE YHUKaANbHbIX naeHTUduMKaTopos (ID) nonb3osaTenelt oA 0AHO3HAYHOIO
onpeaeneHuns n conocTaBNeHUs TMYHOCTU C COBEPLUEHHBIMW el AeNCTBUAMM;

® KCcnonb3oBaHWe rpynnoBbix ID paspelwwaTb TONbKO B C/ly4ae, ecan 3To Heobxoammo ans
BbINOJIHEHWUA 3a434u;

e npepoctaBneHve U 6A0KMpoOBaHME nNpaB  [O/MKHbI  OblTb  CaHKUMOHMPOBAHLI WU
[LOKYMEHTUPOBAHbI;

e npepocTaBsieHMe npaB goctyna K WP, TonbKo nocne cornacoBaHuAa € BA3AeNbLEM
AaHHoro UP;

® perucTpaums u 610KMpPoBaHMeE YYETHbIX 3aMnCen AOMYCKAETCA C OTAE/bHOMO paspeLleHns
pykoBoAcTBa YuperkaeHus;

®  ypoBEHb NPEAO0CTaB/EHHbIX MOJTHOMOYMI LOMKEH COOTBETCTBOBATL NPOU3BOACTBEHHOM
HEOBX0AMMOCTM U HacTosAwen MONUTUKE U He CTaBUTb NOZ Yrpo3y pasrpaHuyeHue
pexnmoB paboTbl;

®  COrnacoBaHWe U3MeHeHuWA Npas AocTtyna c otaenom UC CMT;

®  [OKyMeHTasibHaA GMKcaLMA HasHaUYEeHHbIX NOJIb30BaTeNto NPaB AOCTYNa;

e 0O3HAaKOMJIEHWe NoJib30BaTes1eN NoA NOANUCH C MTMCbMEHHBIMW AOKYMEHTaMM, B KOTOPbIX
pernameHTUpPYyrTCA UX NpaBa JOCTYNa;

® pepoCTaB/ieHMe A0CTYNa C MOMEHTA 3aBepLUeHMA NPpoLeaypbl PErMcTpaLum;

e obecneyeHne co3gaHuA U nopaeprKaHus GopmManbHOrO CNUCKA BCeX MOJb3oBaTenei,
3aperncTpupoBaHHbIX a4na pabotbl ¢ UP nam cepsncom;

® Hemea/ieHHOe yaaneHue uamn 6aoKMpoBaHWe Npas JOCTYNa Nosib3oBaTes1el, CMEHMBLLMX
[OMIKHOCTb, GOPMY 3aHATOCTU UK YBONIMBLLMXCA U3 YuperKaeHus;

e ayauT ID 1 y4yeTHbIX 3anunceli NONb30BATEIEN HA HAIMUME HEUCNONb3YEMbIX, UX YAaneHne
1 6/I0KMPOBKA;

e obecneyeHne Toro, 4tobbl nuwHWe ID nonb3oBaTenelt He 6blAM AOCTYMHbI APYrUM
nosb3oBaTenaAM;

e o0becneynTb BO3MOXHOCTb NPesocTaBNeHMs No/b30BaTeAM A0CTYNa B COOTBETCTBUM C
MX OO/MKHOCTAMM, OCHOBAHHbIMM Ha MPOM3BOACTBEHHbIX TpeboBaHMAX, NyTemM
CYMMWPOBAHWA HEKOTOPOro 4Yucaa MpasB AoCTyna B TWUMOBble npoduan AocTyna
nosb3oBaTenem.

8.6.1. YmpasiieHMe NpUBUJIETHSAMU

Joctyn  coTpygHuka K MHOOPMAUMOHHbIM  pecypcam  YupexpgeHua AoskeH  b6biTb
CaHKLUMOHMPOBAH PYKOBOAMTENEM CTPYKTYPHOro nogpasfesieHns, B KOTOPOM YMCAMTCA COMIacHO
WTAaTHOMY PaCnMCaHUIO AAHHbIA COTPYAHWK, M BAAAE/bLLAMU COOTBETCTBYIOWMX MHPOPMALMOHHBIX
pecypcoB. Ynpas/ieHVe JOCTYNOM OCYLLECTBAAETCA B COOTBETCTBMM C YCTAHOB/IEHHbIMM NpoLesypamm.

Hapenenue npusunertmamm m ux wuUCNOJsb3oBaHME LOOSTKHO 6bITb CTPOro orpaHn4yeHHbiIm U“
ynpasaAeMbIM. Pacnpep,eneHme I'Ipl/lBVIﬂEI'Mﬁ AO/TXHO ynpasaATbCA C NOMOLLbIO npouecCa perncrtpautmmn
ITUX I'IpMBMI'IEI'I/Il‘/JI. LOoMKHbI 6bITb PacCMOTpEHbI cheaylowmne sTanbl:

®  JIO/KHbl ObITb MAEHTUOUUMPOBAHLI MPUBWUAEIMM OOCTYMA, CBS3aHHbIE C KaXKAbIM
CUCTEMHbIM NPOAYKTOM, Hanpumep, C ONepaLmoHHON CUCTEMON, CUCTEMOW YNpaBaeHUA
6a30W AaHHbIX U KaXKAbIM NPUIOKEHNEM, @ TAKKe NOIb30BATEIU, KOTOPbIM OHW LOJIKHbI
6bITb NPefoCTaBNEHDI;

® NpuUBWIETMU  [O/KHbI  MPEAOCTaBAATbLCA  NOJIb30BATENSAIM  Ha  OCHOBaHWU
«MPOU3BOACTBEHHON HEOBXOAMMOCTUY U TOJIbKO Ha Mepuod BPeEMEHU, HEOBXoAMMbI
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ONA  OOCTUMKEHMA MNOCTaB/IEHHbIX LUefei, Hanpumep, NPUBUAETUN, MUHUMa/bHO
Heobxoanmble ANA BbINONAHEHMA UX GYHKUMOHaNbHbIX 06A3aHHOCTEN, TONbKO TOrAa,
Korga 3Tu NpUBUIErMN HEObXOAMMbI;

JOJIKeH ObiTb obecneyeH NPoUECC CaHKUMOHMPOBAHUA BCEX MNPeAoCTaBAEHHbIX
I'IpVIBVIﬂeFVIVI n Co3aaHMe OoT4eToB Mo HUM, NpuBuUNernn Henb3Aa npeaocrtaBnATb A0
3aBeplIeHUs npoLecca nUx perucrpauuu;

YHUKanbHble NPUBUAETMM AO0MKHbI NpUcBaMBaTbCcA Ha Apyroi ID nonb3osaTtens, He TOT,
KOTOpbIM Mcnoab3yeTcs npu 0bbl4HOM paboTe nosib3oBaTens.

KoHTponb M nepuoamMyeckuii nepecMoTp Npas A0CTyna noJsib3osaTtenelt K MHGOPMALMOHHbLIM

pecypcam YuperKaeHua ocyLecTBaseTca B npouecce aygmta b B cooteeTcTBum ¢ NMpasmunamu ayanta Nb

N YCTAaHOBJ/IEHHbIMU NpouUeaypaMM.

8.6.2. YnpasBiieHHe IapoJISIMHU
Maponn — cpencrtBo NPOBEPKM AMYHOCTM Nosb3oBaTena gna goctyna K UC wam cepsucy,

obecneunBatollee MAeHTUOMKAUMIO U AYTEHTUPUKALUIO HA OCHOBE CBEAEHMUIN, WM3BECTHbIX TOJIbKO

nonb3oBaTeNto.

MpepocTaBneHMe Napoaei oNKHO KOHTPOANPOBATLCA NOCPEACTBOM OPULLMANBHOM NpoLeaypbl,

oTBeyatollel cneayowmm TpeboBaHMAM:

BCE MONb30BATENM [OMKHbI OblTb O3HAaKOMJIEHbl MNOA POCAUCb C TpeboBaHWeM
COXPaHEHMA B TallHE IMYHbIX U TPYMNMNOBbLIX Naposei;

npwv HaaN4YMM BO3MOMKHOCTM, HEODXOAMMO HACTPOUTb CUCTEMY TaKMM 06pa3om, 4Tobbl
npu NepBom BXoAe N0JIb30BaTeNA C HAa3HAYEHHbIM €My BPEMEHHbIM NapoJemM cUCTEMA
cpasy ke TpeboBasa ero CMeHUTb;

BPEMEHHbIE NAPON  AO/KHbI  Ha3HayaTbCA NONb30BaTeNl0 TO/ABKO NOC/Ae €ro
MAEHTUDMKAUNK;

Heobxoanmo wu3beraTb nepegayn Maposiem € WUCNO/Sb30BAHMEM TPETbUX /UL, UK
He3alWmnPpPOBaHHOM 3NEKTPOHHOM NOYTON;

BPEMEHHblE MAPOJIM He [AOJIXKHbl OblTb YyraabiBaembiMM W MOBTOPAOWMMUCA OT
nosib3oBaTenNs K N01b30BaTeNIO;

Nno/sib30BaTe b AO/IKEH NOATBEPANTL NOAYYEHWNE NAPOSA;

Napoan AONXKHbI XPaHUTLCA B 3N1EKTPOHHOM BUAE TOIbKO B 3aLMLLIEHHOM dpopme;
Ha3HayeHHble npoussoauTenem MO naponn AOAXKHbI ObiITb M3MEHEHbl Cpasy noc/e
3aBepLEeHUA UHCTANNALMUK;

HeobXoAMMO YCTaHOBWUTL TpeboBaHMA K ANMHE Napons, Habopy CMMBONOB U YuUcCay
NonbITOK BBOAA;

HEeOBX0AMMO N3MEHATb NAPOaA NOJIb30BATENA He pexe oaHOoro pasa B 90 aHel.

Mpwn HEO6XOAMMOCTM MOXHO PaCCMOTPETb BO3MOXXHOCTb MCNOJ1Ib30BaHNA APYrUX TEXHO/I0MNM

M,Cl,eHTM(bMKaLI,I/IM n EYTEHTI/Id)VIKaLI,I/IVI I'IOﬂbBOBaTEJ'IeVI, B 4aCTHOCTH, 6I/IOMETpVI‘-IECKVIX TeXHOﬂOFMl)'I,

NpPOBepKKN NoanMcK 1 annapaTHbIX cpeacTs (cmapT-kapTsl, e-Token/ruToken, unnbl 1 T.0.).

8.6.3. KoHTpoJib nnpaB gocTyna
Y106bl 06ecneuntb 3¢PEKTUBHbLIA KOHTPONb [OCTyMa HeobxoAuMMo BBecTM oduLManbHbIN

npouecc perynsapHoi NpoBepKM Npas A40CTyna No/ib3oBaTesell, 0TBeYaIoWMIA Creayowmnm TpeboBaHUAM:

npaea A0CTyNa No/ab30BaTeei A0MKHbI MPOBEPATLCA Yepes perynapHble MHTepBabl (He
pexke 04HOro pasa B NOAroAa), a Tak:Ke nocsie BHeCeHs Kaknx-nmbo nsmeHexuii 8 UC;
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e MpaBa [AocCTyna nonb3oBaTeNel [O/KHbI NPOBepPATbCA W MNepeHasHayaTbcA npwu
U3MEHEHUN UX A0JIMHOCTHbIX 06sA3aHHOCTEN B YupeskaeHUW, a TaKxKe npu nepexoge ¢
oAHOI paboTbl Ha ApPYryto B Npeaenax YupexkaeHus;

e poBepKa Npas No/b3oBaTenei, UMeLWmMx ocobble NPUBMUAETUN ANA A0CTYNa B CUCTEMY,
[OJ/IKHa NPOBOAMTLCA Yallle (He peXke oAHOro pasa B 3 mecaua);

e HeobXxoAMMO perynspHo NpoBepATb aAeKBaTHOCTb Ha3Ha4YeHHbIX NPUBUAETUA, BO
nsbexxaHue noaydyeHns Kem-anmbo 13 nosibsosaTesnei U3ANWHNX Npas;

®  M3MeHeHMe NPUBUIETMPOBAHHbIX YYETHbIX 3aMMcen A0NKHO NPOTOKONMPOBATHLCA.

KOHTpO}'Ib Ha4 BbINO/IHEHMEM nNpoueayp ynpasaeHUA A[OO0CTynom nosib3oBaTenemu AOTKEH
BK/1IOYaTb:

e KOHTponb Haa pobaBneHuem, yaaneHMem WU U3MEHEeHUEeM UAEHTUPUKATOpPOB,
ayTEHTUUKALMOHHbIX AAHHBIX M MHbIX 06 BEKTOB MAEHTUPUKALMMK;

® NpOBEpPKY NOANMHHOCTM NONb30BaTeIei Nepen CMeHoW naponei;

® HemeaJsieHHoe 6710KMpoBaHMeE NpaB AOCTyNa NPu YBOJIbHEHUK;

e 6J/IOKMpOBaHMeE YYETHbIX 3aNncen, HeakTUBHbIX bosiee 45 aHen;

® BK/IOYEHME YYETHbIX 3anucei, WCNONb3yeMblX MNOCTaBWMKaMU ANA  yAANEHHOM
noaAep’KKn, TOJIbKO Ha BPpeMsA BbINOIHEHUA PaboT;

®  OTC/IeXXMBAHME YAANEHHbIX YYETHbIX 3aNUCEN, UCMOJIb3YEMbIX NOCTaBLUUKaMM, BO Bpems
pabor;

® npeaoTBpalLeHMe NOBTOPHOIO UCMOAb30BaHNA naeHTUdMKaTopa Nosb3osaTens u (Mau)
YCTPOMCTBA B TEYUEHNE HE MEHEE TPEX NET;

® 03HaKOMJ/IEHME C MpaBUAaMM U Npoueaypamm ayTeHTUPUKaUMKM BCeX MOJb30BaTeNen,
MMELWMX A0CTYN K CBeAEHMAM OrPaHNYEHHOro PacnpoCcTpaHeHUs;

®  1CNONb30BaHME MEXaHM3MOB ayTeHTUdMKauuMu Npu goctyne K noboli 6ase AaHHbIX,
cogeprKallein cBeaeHUAa OrpPaHMYEHHOro PacnpPoOCTPaHEHWs, B TOM 4Yuc/ie AOCTyne Co
CTOPOHbI NPUAOXKEHUIN, AAMUHUCTPATOPOB M Nt0BbLIX APYrMX NOAb30BaTENEN;

e paspelleHMe 3anpocoB U MNpAMOro Aoctyna K 6asam fJaHHbIX TO/MbKO  A4AA
aAMUHUCTPATOPOB 6a3 AaHHbIX;

e  6/I0KMpPOBaHMeE YYETHOM 3anNnCK Ha Neproa, paBHbliit 30 MUHYTamM UK A0 Pa36A0KMPOBKK
YYETHOM 3aMNUCKh aAMUHUCTPATOPOM;

e 6/I0KMPOBaHME YYETHbIX 3anuceil Nosib3oBaTenell Npu BbIABAEHWMM MO pesyabTaTam
MOHUTOPUHTa (MPOCMOTPa, aHanU3a) KypHaioB perncTpauumn cobbiTii 6e3onacHocTU
AeNCTBMIA NoNb3oBaTesnieil, KOTopble OTHECEHbl OMepaTopoM K COBbITUAM HapylleHUs
6e3onacHoOCTU MHbOPMaLUK.

8.6.4. HUcnosib30BaHUe NapoJjen

NaeHTndurKatop 1 naponb nonbsosatens B UC ABNAIOTCA YYETHbIMU AAHHBLIMKW, HA OCHOBAHWUK
KOTOPbIX COTPYAHMKY YuperKaeHna NpeaocTaBAaoTCA NpaBa 4OCTyna, NPOTOKOUPYIOTCA MPON3BOANMbIE
MM B cCUCTeMe QJeNUcTBUA M obecneuymBaeTca pexum KoHouaeHUuManbHocTh, obpabaTtbiBaemoit
(cospaBaemoli, NnepeaaBaemoit U XpaHUMOW) COTPYAHUKOM MHPOPMaLLUN.

He ponyckaeTcA WCNO/b30BaHME Pas3/IMYHbIMU MOAb30BAaTENAMU OOHUX U TeX Xe y‘-IéTHbIX
AaHHbIX.

MepBOHayanbHOE 3HayeHMe MNapo/iA  YYETHOM 3anucM  NOJIb30BATeNs  yCTaHaB/AMBaeT
AgmuHucTpaTop 6e3onacHoOCTy.
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JInyHble Nnapoan ycTaHaBAMBAOTCA NepBbii pa3 coTpyaHMkamm otgena MC CMT. Mocne nepsBoro
BXOZa B CUCTEMY W B JajbHeEWLWeEM MaposvM BblIBMPAKOTCA MNO/Nb30BaTENAMM ABTOMATU3MPOBAHHOM
CUCTEMbI CAMOCTOATE/IbHO C YY4ETOM Ceaytowmnx TpeboBaHui:

e [A/IHa NapofA A0/XKHA bbITb HE MeHee 8 CUMBOJIOB;
® B YKC/Ie CMMBOJIOB NAPO/A AOKHbI MPUCYTCTBOBATb TPU U3 YETbIPEX BUAOB CUMBOJIOB:
o OYKBbl B BEPXHEM PETUCTPE;
o OYKBbl B HUKHEM PETUCTPE;
o umndpbl;
o cneuunanbHble cUMBObI (! @ #S % A& * () - _+=~[1{}|\:;"'"<>,.?/);
®  MapoJib He JOMKEH COAEPKATb IETKO BbIYMCAAEMbIE COYETAHUA CUMBOJIOB, HaNpumep,
o wumeHa, amununm, Homepa TenedoHOB, AaTbl;
O nocnefoBaTe/IbHO PacCroJIoXKEHHbIE Ha KnaBuMaType cumBOJbl («12345678»,
«QWERTY», nt1.4.);
obuwenpuHaTble cokpaweHusa («USER», «TEST» u T.n.);
NOBCEAHEBHO MCMOJIb3yeMOE C/10BO, HaNpumep, UMeHa uan Gamuammn apysen,
KOANEr, aKTEPOB MM CKAa30YHbIX NEPCOHAXKEN, KNYKN KUBOTHbIX;
O KOMMNbIOTEPHbIN TEPMMUH, KOMaHAA, HaMMeHOBaHWe KOoMMaHui, web caiTos,
annapaTHOro UK NporpammHoro obecneyeHus;
O YTO-NM60 M3 BbILENEPEYNCIEHHOIO B 06PAaTHOM HanucaHuu;
O YTO-NMb60 M3 BblLENEPEUNCIEHHOTO € A0baBNeHNEM LMdpP B HAYae UAN KOHLLE;
® MpW CMeHe Napo/iA 3Ha4YeHMe HOBOrO AOJ/IKHO OT/IMYATLCA OT NpeaplayLiero He meHee
yem B 4 nosnumax;

e ans pasnnyHbix MC HeobxoaAnmo ycTaHaBAMBaTb COBCTBEHHbIE, OT/IMYAKOLWMECA NAPOK.
CoTpyZHUKY pekomeHayeTcA BbIbMpaTb Napo/ib C MOMOLLbIO CeAytoLLen npoueaypsbl:

e BblbpaTb Pppasy, KOTOPyLO Nerko 3anomHUTb. Hanpumep, «Tpu myapeua B 04HOM Tasy
NyCcTUANCH MO MOPIO B FPO3y»;

e BbibpaTb Nepsble OYKBbI U3 KaXKAOM0 C/1I0BA KTMBOTMMNMBIY;

e HabpaTb nonyyYeHHyO MOCNeAOBATENbHOCTb, MEPEKUYMUBILUUCD HA  aHIIMICKYHO
packnagky kKnasmatypbl: «nvdjnggvdu»;

e BbibpaTb HOMeEp CMMBOJIA, KOTOPbIN ByAET 3anNnCbiBaTbCA B BEPXHEM PErUCTpe U nocne
KoToporo byaeT cneumanbHblit cumBon. Hanpumep, 3To ByaeT nsaTbld CMMBOA, A B
KauyecTBe CneumnasbHOro cMmBoia BblbpaH «#». Monyyaem: «nvdjNH#ggvdu».

CoTpyaHUKy 3anpeLiaeTcs:

e Co0b6lLaTb CBOW Napoab KOMY-1160;

®  YKasblBaTb NMapoJ/ib B COOOLLEHMAX INEKTPOHHOM MOYTbI;

®  XpaHWTb MApOAK, 3aNMnCaHHbIe Ha Bymare, B IeTKO AOCTYMHOM MECTE;

®  1CMONb30BaTb TOT }KE CaMblii MaPOAb, YTO U ANA APYTUX CUCTEM (Hanpumep, AOMaLUHUIA
WHTEpPHET NpoBaliaep, becnnatHas aNeKTPOHHasA noyta, Gopymbl U T.M.);

®  1CMNOAb30BaTb OAMH M TOT e Maposib 41a A0CTyNa K Pas/iMyHbiM KoprnopaTueHbim UC.

Bxo4 nosb3oBaTens B CUCTEMY He [O/KEH BbINONHATbCA aBTOMaTuM4yecku. MNokupaa pabouee
MeCTO Mo/1b30BaTe b 0653aH 3a6/10KMPOBaTb KOMNbIOTEP (MCNob3ys KOMOUHauMK Win + «L» nam Ctrl +
Alt + Delete - «BnOKMpPOBaTb KOMMbIOTEPY).
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CoTpygHuK 06s3aH:

e B C/lyyae NoA03PEHUA Ha TO, YTO NAPO/b CTas KOMY-1MbBo M3BECTEH, MOMEHSATbL MNapo/ib U
coobWmTb 0 pakTe KoMNpPoMeTaunm CoTpyaHuKy otaena MC CMT;

e HemeaJ/IeHHO coobWnTb COTpYyaHUKY oTaena MC CMT B cnyyae Nosiy4eHus OT KOro-1nbo
nNpocbObl COOOLWNTL NapPOb;

®  MeHATb Naposib Kaxable 90 aAHewn;

e  MeHATb Naposib no TpebosaHUo AamuHuctpatopa Mb.

Mocne 20 HeyAayHbIX NOMNbITOK BBOAA Napoas yYETHaA 3anunck 6aokMpyeTca Ha 10 muHyT. Mpwm
cucTemaTUYecKo BNOKMPOBKe Y4€THOW 3anucu  paboTHUKom (6onee 3  pas) onosellaetcs
AamunHuctpatop UB.

YupexaeHue octasnneT 3a coboi npaso:

®  OCYLLEeCTBAATbL MNEpPUOSMYECKYIO NPOBEPKY CTOMKOCTM naposieit nosb3oBaTenew,
MCNOJb3yeMbIX COTPYAHUKamu gaa goctyna kK UC;

® NPUHMMATb Mepbl AUCUMIIJIMHAPHOINO XapaKTepa K COTPyAHUKaMm, Hapywalowmm
NOoN0XeHUnAa HaCTOHU.Leﬁ NONUTUKN.

8.6.5. Ilosib30BaTe/IbCKOE 060PYAOBaHME, OCTAB/IsAEMOE 6€3 MPUCMOTpPa

Monb3oBaTeIn A0MKHbI 0becneymBaTb Heobxoanmyto 3almTy o0b6opyaoBaHUs, ocTatoweroca bes
npucmotpa. Bce nonbsosaTenn AonxHbl BbiTb 0cBegomaeHbl o TpebosaHmax UMb 1 npasuaax 3awmThl
ocTtatowerocs 6e3 npucmoTpa 06opya0BaHUA, a TakKe 0 CBOMX 06A3aHHOCTAX No obecneyeHunio 3ToM
3aLUTbI.

8.6.6. IlosmMTHKaA YHUCTOrO CTOJIA
CoTpyaHWKM YupexaeHua obasaHbl:

®  COXPaHATb M3BECTHbIE UM MAPOAU B TalHE;

®  3aKpblBaTb aKTMBHbIE CEAHCbI MO 3aBepLIEHUMN PAabOTbI, €C/IM TONIBKO UX HENb3S 3aLLUTUTD
noaxoAAawmnm 610KUPYIOLLMM  MEXaHW3MOM, Hanpumep, 3alMWEHHbIA naposiem
XpaHUTe/Ib 3KPaHa;

® MO 3aBepLIeHNN ceaHca BbIXOAUTb M3 CUCTEMbI Y YHMBEpPCanbHbIX IBM, cepsepoB u
oducHbIx MK.

3anpelyaeTca BecTM 3anucb naponei (Hanpumep, Ha bymare, B nporpammHom daiine uam B
KapMaHHOM YCTPOICTBE), 33 UCKOYEHMEM C/1y4YaeB, KOrAa 3anmncb MOXKET XPaHUTbCA 6e3onacHo, a MeTos,
XpaHeHWs 6bln yTBEPKAEH.

[JOKYMEHTbl M HOCUTENM C KOHdUAEHUMANbHOW WHPOpMauUMel A0AKHbI ybupaTbca B
3anupaemble mecTa (celidbl, WKadbl 1 T.M.), ocobeHHOo Npu yxoae ¢ paboyero mecTa.

KON\I'IbI-OTepr N TepMUHaNbl OO0/TXKHbI 6bITb OCTaB/IEHbl B COCTOAHUWN BbINOJHEHHOMO BbIXO4a M3
CNCTEMDI, KOraa OHWN HaxoaATCA bes npuCcMmoTpa.

Bxoa, nonb3oBaTena B CUCTEMY He AO/IKEH BbINOMHATLCA aBTOMaTMyecku. MNokmaas pabodee
MEeCTO NoJsib3oBaTe b 06513aH 3a610KMPOBaATb KOMMblOTEP (Mcnosb3ya KombuHauun Win + «L» naum Ctrl +
Alt + Delete = «BnoknpoBaTb KoMmnblOTEPY).
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[oKyMeHTbl, cogepxaline KoHOMAEHUMANbHYIO WHPOPMALMIO, [AO0MXHbl M3bIMaTbCA U3
neyaTtawLLMX YCTPONCTB HEMEA/IEHHO.

B KoHLe paboyero AHA COTPYAHMK AO/IKEH NPUBECTU B NOPAAOK NMCbMEHHbIN CTON U yBpaTb BCe
odUCHbIe AOKYMEHTbI B 3anupaembli WwWKadp nam ceno.

Onsa yTuamMsauum KoHOUAEHUMANbHBIX AOKYMEHTOB, AO0JIXKHbl MCMNONb30BAThbCA YHUUTOXKUTENU
bymaru.

Mo oKoH4YaHWWM pabouyero AHA W B C/AydYae AJAUTENbHOIO OTCYTCTBMA Ha pabouyem mecTte
Heobxo4MMO 3anMpaTb Ha 3aMOK Bce WKadbl U cerdbl.

8.6.7. MoGHJIbHOE KOMIIbIOTEPHOE 06GOPYAOBaHUE

Mpy ncnonb3oBaHMM MOBWbHBIX CPeacTB (Hanpumep, HOYTOYKOB, MAAHLIETOB U MOBMAbHbBIX
TenepoHoB) HeobxogmMmo cobaoaaTb ocobble Mepbl NPefOCTOPONKHOCTU, YTOObI He [oMnycTUTb
KOMNpoMeTaumio MHGopMaLMKn, NpUHaanexalen YupexgeHuto. Heobxoammo npuHATL odULMANbHYIO
NOJIUTUKY, YYMUTbIBAIOLLYIO PUCK, CBA3AHHBINM C UCNOJ/Ib30BaHNEM MOBWIbHBIX KOMMbIOTEPOB, U B YaCTHOCTU
¢ paboToi B He3aLWMLEHHOM cpeae.
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8.7. llosiMTHKA A,0NyCTUMOrO MCNO0J/JIb30BaHUSI HHPOPMALMOHHBIX PECypCOB
Obuwme 06A3aHHOCTHN NOSIb30OBATENA:

e npu pabote c MO pyKoBOACTBOBATbCA HOPMATUBHOM AOKYMeHTauuel (pyKoBoaCTBOM
nonb3osaTens);

e 06pallatbea B CAYKOY NoAAepKKU NoNb30BaTeNeN UK K CNeLnanmcTam, HasHaueHHbIMU
OTBETCTBEHHbIMM 33 CUCTEMHOE  aAMUHUCTPUpPOBaHME U  MHOOPMALMOHHYIO
6e30nacHOCTb, NO BCEM TEXHUWYECKMM BOMpOCam, CBfi3aHHbIM C paboTon B
KopnopatusHo UC (nogknioyeHue K KopnopatmsHoi WC/pomeHy, WHCTannauma u
HacTpoiika MO, yaaneHue BMpPYCOB, NpeaocTaBieHMe A0CTyna B ceTb VIHTepHeT M K
BHYTPEHHMM CETEBbIM Pecypcam, PEMOHT U TEXHMYECKOE 0OCNYKMBaAHME U T.MN.), 3 TaKKe
33 HeobXoAMMOM MEeTO0/I0rMYEecKon/KOHCYNbTaLUMOHHON MOMOLLbLIO MO BOMPOcam
NPUMEHEHNS TEXHUUYECKUX U NPOrpamMmMHbIX CpeacTB KopnopaTtueHoi UC;

® 3HATb MPU3HAKW MNPaBUALHOMO (GYHKLUMOHNMPOBAHMA YCTAaHOBNEHHbIX MNPOTrPaMMHbIX
NPOAYKTOB U CPeaCTB 3alnUTbl MUHOPMaLUK;

®  MMHUMM3NPOBATL BbIBOA Ha Ne4vyaTb obpabaTbiBaemoit MHPOpMaLMK.

MNonb3oBaTento  3anpeweHoO  MNPOU3BOAWUTb  HECAHKLUMOHMPOBAHHOE  PacnpoCTpaHeHue
CNpaBo4YHOM WHGOOPMaLUKM, KOTOpPAA CTAHOBUTCA AOCTYMNHa MpPW NOAKAOYEHUM K KopropatusHoh NC
YupexaeHua.

8.7.1. Hcnoab3oBaHue I10
Ha APM <Ha3BaHMe opraHuM3auuuM> [OMYCKAeTCA MCNOAb30BaHWE TOJIbKO JIMLEH3MOHHOrO
nporpammHoro obecrneyeHusn, yTBEPKAEHHOIO B NepeyHe paspewwéHHOro NnporpaMmmHoro obecneyeHums.

3anpeweHo He3aKoOHHOEe XpaHeHWe Ha XeCcTKMx aumckax APM <Ha3BaHue opraHusaumu>
MHbopMaumu, asasaowenca ob6bekTom aBTopckoro npasa (MO, poTorpadun, mysbikanbHble ainbl, UTPbl,

nT.A.).

PelweHne o nprobpeTeHUN W YCTaHOBKE NPOrpamMmHOro obecneyeHusn, HeobxoguMmoro ans
peanusaumn  MeguUMUHCKMX, UHAHCOBbLIX, A4MUHUCTPATUBHO-XO3AMCTBEHHbIX M  ApYyrMX 3agad
NPUHUMAET rNaBHbI BPay No NpeacTaBAeHUMM HavyalbHUKA <Ha3BaHME OTBETCTBEHHOIO OTAEeNa>.

JOoKymeHTbl, NoATBEpPKAA0LLME NOKYMNKY NPOrpammMHOro obecrneyeHus, XpaHATca B byxraatepum
Ha NPOTAXEHUU BCero BpemMeHU UCNONb30BaHUA NNLEH3UN, KONUU YKa3aHHbIX AOKYMEHTOB BMecCTe C
JINUEH3NOHHbIMM cOorNlaleHnamm Ha MO, kntoyamu 3awmnTbl MO 1 ANcTpmMbyTMBaMU XPaHATCA B <Ha3BaHUe
OTBETCTBEHHOrO OTAena>.

Monb3osaTenn APM He MMeIOT NpaBa yAanaTb, U3MEHATb, AOMNONHATb, 06HOBAATb NPOrPaMMHYHO
KOHduUrypaumio Ha APM <Ha3BaHWe opraHM3aLumn>. YKasaHHble paboTbl, a TaK e paboTbl N0 yCTaHOBKE,
pernucTpauum u akTMBauMM MNPUOBPETEHHOrO NNUEH3UOHHOTO MO MOryT 6biTb BbINOJIHEHbI TOJIbKO
COTPYAHVMKaMM <Ha3BaHWE OTBETCTBEHHOTO OTAENA>.

CBegeHMA O BHOBb MPUOBPETEHHOM MporpaMmHom obecrnedyeHun A0MKHbI 6biTb BHECEHb! B
nepeyeHb paspeléHHOro NPorpaMmmMmHoro obecneyeHus.

8.7.2. HUcnoan3oBaHue APM u UC
K paboTte B UC YupexxaeHus A0nNycKaloTcs M1La, Ha3HavyeHHble Ha COOTBETCTBYIOLLYHO A0/IKHOCTb
W NpoLlelne MHCTPYKTaX No Bonpocam MHPOpMaLMOHHOM 6e30nacHoCTY.
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Kaxkgomy coTpygHuKy YypexaeHus, KoTopomMy Heobxoaum poctyn K WP B pamkax ero
OO/IKHOCTHbIX 06A3aHHOCTEN, BbIAAIOTCA MOA, POCNUCb HeobxoAuMble cpeacTBa aBTOMATU3ALMM.
OTBETCTBEHHOCTb MO YCTAaHOBKE W MOAAEPKKE BCEX KOMMbIOTEPHbLIX CUCTEM, OYHKUMOHMPYIOWNX B
YupexgeHuu, Bo3noxeHa Ha otgen NC CMT.

Kaxablit coTpyaHWK YupexkaeHus, obecneyeHHbln APM, nonyyaer nepcoHasbHOe CeTeBoe Ums,
Napo/ib, agpec 3NeKTPOHHOM NOYTbl U IMYHbIWA KaTafor B CETU, KOTOPbIM NpeaHasHayYeH A/1a XpaHeHUs
pabouunx daiinos.

PaboTa B UC coTpyaHMKam pa3peLleHa To/bKO Ha 3aKpennéHHbIX 3a HUmu APM, B onpeaenéHHoe
BPEMSA 1 TOJIbKO C pa3peLleHHbIM NPorpaMmmHbIM obecneyeHnem u ceTeBbIMN pecypcamu.

Bce APM, ycTaHOB/NEHHble B YUYperKAEHUWU, UMEIT YHUDUUMPOBAHHbLIN Habop odUCHbIX
nporpamm, npesHasHavyeHHbIX ANA Noay4YeHUs, 06paboTkn M obmeHa uHbopmaumelt, onpeaenéHHblii B
CTaHZapTe paboumx mect YupexgeHusa. MameHeHMe yCTaHOBAEHHON KOHGUIypauum BO3MOXKHO nocse
BHECEHMA COOTBETCTBYIOWMX MNOMPABOK B CTAaHAAPT pPaboymx MecT wamM no cnyxebHOW 3anuckKe,
cornacoBaHHou ¢ otaenom NC CMT. KomnnekTauma MepcoHasibHbIX KOMMbIOTEPOB anmapaTHbIMK U
NPOrpamMHbIMM CPeACTBAMM, A TaKKe PacnoNoXKeHUe KOMNbOTEPOB KOHTpoMpyeTca otaenom UC CMT.

CamocTosTeNlbHasA YCTaHOBKA MporpammHoro obecneyeHmns Ha APM 3anpeuieHa. YCTaHOBKa U
yaaneHue ntoboro nporpaMmHoro obecnevyeHuns Npons3BoAMTCSA TONbKO cOTpyaHMKamum otgena UC CMT.

B cnyyae obHapysKeHUs HEeMCnpaBHOCTM KOMMbHOTEPHOro obopyaoBaHMA WUAM NPOrPaMMHOrO
obecrneyeHus, Nosib3oBaTesNb A0JIKeH obpatuTbea B otaen NC CMT.

CoTpygHukmn otaena MC CMT MmeloT NpaBoO OCYLLECTBAATb KOHTPO/b Haj, YCTAaHOBNEHHbIM Ha
KOMMblOTEPE MPOrpamMmMHbIM obecrneyeHnem, U MPUHMMATb Mepbl MO OrpaHUYEHUI0 BO3MOMKHOCTEMN
HeCaHKLUVMOHNPOBAHHOW YCTaHOBKM MPOrpamm.

MNepenaya 4OKYMEHTOB BHYTPU YupexaeHua NponsBoanTCca TONbKO NOCPeiCTBOM O6LU,MX nanok,
d TaKXXe cpeacrsamm 3/'IEKTpOHHOVI NoYyThbl.

Mpu pabote B UC YuperkaeHuns coTpyaHUK 06A3aH:

® 3HAaTb W BbINOAHATbL TpebOBaHMA BHYTPEHHUX OPraHU3aLMOHHO-PACNOPAANTENBHbIX
OOKYMEHTOB YupexxaeHus;

e ucnonb3zosatb MC n APM VYuperKaoeHWA WUCKAOYUTENbHO ANA BbINOJHEHWA CBOMX
CnyXebHbIx 06A3aHHOCTEN;

e  (CTaBWTb B U3BECTHOCTb oTaen MC CMT o nobbix dakTax HapyleHus TpebosaHuii UB;

e (CTaBUTb B M3BecTHocTb oTaen UMC CMT o nwobbix daktax cboes MO, HEKOPPEKTHOro
3aBepLUEHNA 3HAYMMbIX ONepaLLmin, a TaKXKe NoBPEXAEHMA TEXHNUYECKMX CPeCTB;

® He3ameaMTEeNbHO BbINO/HATL Npeanucanma otaena NC CMT YuperkaeHus.

o [pepoctasnatb APM cotpyaHukam otaena UC CMT gna KoHTpons;

e [lpy HeobXx0AMMOCTM NpeKpaLleHna paboTbl Ha HEKOTOPOE BPEMA KOPPEKTHO 3aKpblBaTb
BCe aKTUBHbIe 3aaa4m, 610KMpoBaTh APM;

e B cnyyae HeobxoAMMOCTM NpoJO/KEHMA pPaboTbl MO OKOHYaHMM paboyero AHA
nponHdopmmpoBaTtb 06 atom otaen NC CMT.

Mpwn ncnonsvsosaHnm NC YupexgeHua sanpeLleHo:
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e uncnonb3oBaTb APM u NC B ANYHbIX Lenax;
e  OTK/AlOYaTb CpPeacTBa YNpaBAEHWs M CPEeACTBa 3allWTbl, YCTaHOB/AEHHble Ha pabouyei
CTaHuuu;
e nepepasaTb:
O  KOHOMAEHUMANbHYO MHPOPMALMIO 33 UCKNOYEHNEM CNYHaEB, KOTAa 3TO BXOAUT
B CAyXebHble o06s3aHHOCTM M cnocob nepegaun aBaseTca 6Ge30MacHbIM,
cornacosaHHbIMm ¢ otaenom NC CMT;
o WuHbopmaumto, dainbl uam MO, cnocobHble HAPYWUTb WAM  OFPaHUYUTb
dYHKLMOHaNbHOCTL /I06bIX MPOrpaMMHbIX W annapaTHbIX CPeAcCTB, a TaKKe
CCbIJIKM Ha BbllLeYyKa3aHHble 06beKTbI;
O  YrpOXKatoLLyto, KIEBETHUYECKYIO, HENPUCTOMHYIO MHPOPMaLMIO;
®  CaMOBOJIbHO BHOCUTb M3MEHEHUA B KOHCTPYKLMIO, KOHOUTYpaumio, pasmeleHne APM un
apyrux y3nos UC YupexaeHus;
® pepoCTaBnATb COTPYAHUKAM YupexaeHusa (3a UcKaouyeHnem agMuHuctpaTopos NC u
MB) n TpeTbum nnuam ocTtyn K ceoemy APM;
e 3anyckatb Ha APM IO, He BxogAwee B PeecTp pa3peleHHOoro K ncnoabsosaHuto MNO;
e 3aWMWaTh HPopmaumio, cnocobamu, He corlacoBaHHbIMU ¢ oTaenom NC CMT 3apaHee;
®  CamoCTOATENbHO MOAKAOYaTh Pabouylo CTaHUMIO U MPoYMe TEXHUYECKMEe cpeacTBa K
KopnopatusHoi UC YupexaeHus;
®  OCYLeCTB/ATb MOUCK CPEeACTB WM MyTEM NOBPENAEHUA, YHUYTOXKEHMA TEXHUYECKMUX
cpeacTs n pecypcos UC nnm ocyLLecTsnATb NOMNbITKU HECAHKLUOHNUPOBAHHOIO A0CTYNa K
HUM;
®  1CMONb30BaTb AJ1A BbINOJIHEHUA CNYXKeOHbIX 06513aHHOCTEN NoKabHble (HE 4OMEHHbIE)
yyeTHble 3anucmn APM.

NHdopmauma o nocewaembix pecypcax MC NpoToKoAMpyeTca M, Npu He0HX0AMMOCTU, MOMKET
6bITb NPeAcTaBieHa PyKoBOAMTENAM CTPYKTYPHbIX NOApa3aeieHni, a Takke PykoBoacTBy YuperkaeHus.

Bce 3neKTpOoHHble COOBLLEHNA U AOKYMEHTbI B 3N1EKTPOHHOM BUAE, NepeAaBaemble NoCpeacTBOM
NC YuperkaeHna nognexkart obs3aTenibHOM NpoOBepKe Ha OTCYyTCTBME BpegoHocHoro MO.

8.7.3. HUcno/ib30BaHHUe pPeCcypCoB JIOKAJIbHOU CETU

Onsa BbINO/MIHEHMA CBOMX CAyXebHbIXx 06A3aHHOCTEN KaxKAabld COTPYAHMK obecneumBaeTca
AOCTYNMOM K COOTBETCTBYIOLMM MHOOPMALMOHHBIM pecypcam. WHPOpMaLMOHHBIMU  pecypcamm
ABNAIOTCA KaTanorn u dainbl, XpaHAWMecs Ha AMUCKAX cepBepoB YuperkaeHusa, 6asbl AaHHbIX,
3NEKTPOHHAA nouyTa.

OCHOBHbIMW pPabouyMmMn KaTasoramu ABAAIOTCA JIMYHbIE KaTasorn COTPYAHWKOB W KaTanoru
nogpasgeneHnin, co3gaHHble B COOTBETCTBUM C 0COBEHHOCTAMM MXx paboTbl. [ocTyn COTPYAHMKOB K
pecypcam ceTu OCyLLeCTBASIETCA COMaCHO MaTpuubl AO0CTyna. BpemeHHoe paclimMpeHue npaB AocTyna
ocywecrsnaetrca otgenom WNC CMT YupexkpgeHua B cooTBeTCTBUM C [lopAaakom npeaocTaBaeHUA
(M3MeHeHKns) NoNHOMOYMIA NOIb30BaTENA.

8.7.4. O6pa6oTKa KOHQUAeHIUATbHON HHOPMALLUU
Mpu obpaboTke KOHPUAEHUMANbHON MHGOPMALMKN COTPYAHUKM 06A3aHbI:

® 3HaTb W BbLINOAHATL TpeboBaHWMAa WHCTPYKUMM no paboTe C KOHPUAEHUMANBHOM
nHpopmaumen;

MonnTrKa MHPopMaLMOoHHOM 6esonacHoCTH opraHusaumsa



8.7 MoAnTrKa AoNyCcTMMOro UCNONb30BaHMA MHPOPMALMOHHbIX pecypcoB  CTpaHuua 28 ns 45

® Npu HeobXoAMMOCTM pasmelaTb KOHOMAEHUMANbHYIO MHPOPMALMIO Ha OTKPbITOM
pecypce KOpnopaTuMBHOM ceTn YuperKaeHus NPUMEHATb CpeacTBa 3alumuTbl OT
HeaBTOPM30BAHHOIO A0CTYNa;

e pasmelaTb 3KpaH MOHMUTOpPA TakKMm o06pasom, 4YTOObI WCKAKYUTL MPOCMOTP
obpabaTtbiBaemoit MHGOPMaLUM NOCTOPOHHUMU NULLAMU;

e He OTNpaBAATb Ha nMneyaTb KOHPUAEHUMANbHblEe [OOKYMEHTbl, €C/AINM OTCyTCTBYET
BO3MOXHOCTb KOHTPO/SA BblBOAA HAa NeYaTb U U3bATUA OTNEeYaTaHHbIX LOKYMEHTOB U3
NPUHTEPa Cpasy N0 OKOHYAHUK NeyvaTw;

e (0b6s3aTesIbHO NpPOBEPATb agpeca MoJsyvyaTesieid 3NEeKTPOHHOM NoYTbl Ha npeamet
npaBUAbHOCTU NX BblBOPa;

° He 3anyCKaTb UCNOJZIHAEMble d)aﬁﬂbl Ha CbeMHbIX HaKonutenax, nojsiydeHHble He U3
[0BEPEHHOIO UCTOYHUKA;

e He nepeaasaTb KOHPUAEHUMANBHYIO MHOOPMALMIO NO OTKPLITLIM KaHalamM CBA3U, Kpome
ceTeln KopnopaTtusHoi UC;

He oCcTaBAATb 6€3 IMYHOro NPUCMOTPa Ha paboyem mecte Unm rae 6bl TO HX BbIIO 3N1EKTPOHHbIE
HocuTenu nHoopmaumm (CD/DVD — ancku, Flash — ycTpoiicTBa M np.), a TaKKe pacneyaTkn us NpuHTepa
UM ByMarkHble KONUKU LLOKYMEHTOB, CoAepKalLmMe KoHOUAEHUMANbHYIO MHPOPMaLUIO.

8.7.5. Hcnosb3oBaHUE 3/IEKTPOHHOM NOYThI
JneKTPOHHaA no4yTa ucnosblyetca Ana obmeHa B pamkax UC YuperkaeHna u obuieaocTynHbIx

ceten MHd)OpMaLLMEVI B BUAE 3/TEKTPOHHbIX COO6LLI,eHMl\;1 N AOKYMEHTOB B 3/IEKTPOHHOM BUAE.

Ona obecneyeHns GyHKUMOHUPOBAHMA 3JIEKTPOHHOM MOYTbl AoMycKaeTca npumeHeHue [10,
BXO4ALLErNO B peecTp pa3peléHHOoro K ncnoabsosaHuto MO.

Mpu paboTe C KOPNOPaATMBHOM 3/1EKTPOHHOM MOYTOM YupexpeHua NoJb3oBaTeNb AOKEH
YUNTbIBATD:

®  3/1eKTPOHHAA NOYTa He ABNAETCA CPeACTBOM rapaHTMPOBAHHOW AOCTABKM OTNPaBAEHHOroO
coobLeHns ao agpecara;

® 3/IeKTPOHHAA MOYTa He ABNAETCA CPeACcTBOM nepenadn MHGopmaLmu, rapaHTUpPYOLWMm
KOoHPUAeHUMaNbHOCTb NepegaBaemoit MHPopmMaumn (nepesady KoHoUAEHUMANbHOM
MHbOPMaLUKN BHE NIOKaZIbHOM ceTu YupexkaeHna HeobxoaAnMmMO OCyLLecTBAATb TO/IbKO B
3awmndpoBaHHOM BUAE);

®  3/1IeKTPOHHaA MoYTa He ABAAETCA CPenCTBOM nepenayn MHGopmauumn, rapaHTMPOBAHHO
NAEHTUOULMPYIOLWMM OTNPABUTENA COOBLLEHMS.

OpraHuszaumeir n obecneyeHnem nopsgaka paboTbl 3NEKTPOHHOM NouTbl B YupexaeHun
3aHmMmaetcs otaen NC CMT.

Kaxkabln cOTpyAHMK YupexaeHua noayvaeT No4YToBbIA afgpec BUAa B AOMeHe
YupexxgeHus. Agpec 3/1eKTPOHHOM MoyTbl BblAAETCcA cOTpygHMKOM oTaena MC CMT npu HayvanbHOM
perncrpauuun noab3osartena B JOMeHe YyperkaeHus.

KopnopaTMBHaA 3/1eKTPOHHAA noyta YuypexaeHua npegHasHayeHa WCKAYUTENbHO ANA
MCNON1b30BaHUA B C}'Iy)Ke6HbIX uenax.

CDYHKLI,I/IOHVIDOBBHI/IE 3I'IEKTpOHHOI7I noytbl obecneymBaeTca 060pyp,OBaHVIEM, KaHaiamu CBA3N U
UHbIMU pecypCamu, npuHagaexawmmm yqpem,u,eHmo. Bce noutosble COO6LL|,€HVIH, nepegaHHble Unn
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NPUHATbleé C MUCNOJ1Ib30BaHUNEM KOpI'IOpaTVIBHOﬁ 9}1€‘KTpOHHOI‘;I NOYTbl NPUHAANEXAT YUperKAeHUI0 U
ABNAIOTCA HEOTbEM/IEMOW YaCTbiO Ero npon3soAaCcTBeHHOIo npouecca.

Niobble COOGLLI,EHMH KOpﬂOpaTMBHOVI 3HEKTpOHHOﬁ NoYTbl MOryT 6bITb NPOYNTaHbI, NCNMO/ZIb30BAHDbI
B MHTEpPECAX yLIPE)K,D,EHMﬂ nmbo yAaneHbl YNO/THOMOYEHHbIMU COTPYAHUKaMU y‘-IpE)'K,D,EHVIﬂ.

Monb3oBaTensim KOPNOpPaTUBHOMN 3NEKTPOHHOM MOYUTbl YUperKAeHUs 3anpelleHo BEeCTU YacTHYH
nepenncky ¢ UCNoib3oBaHMEM CPeACTB KOPNopaTUBHOMN 3M1eKTPOHHOM NnouTbl YupeskaeHua. K yacTHol
nepenncke OTHOCUTCA Mepenncka, He CBA3aHHaA C UCMOJIHEHMEM COTPYAHUKOM CBOUX AO/KHOCTHbIX
obA3aHHOCTEN.

Ncnonb3oBaHWe KOPNOPaATUBHOM 3NEKTPOHHOM MOYTbl YUpexKAeHWa A1 4acTHON Mnepernmncku
COTPYAHMKOM, Haa/exawmm o6pasom, 03HAKOM/IEHHbIM C AaHHOM MONUTUKON, ABNSIETCA HapYyLLEHUEM
TPYAOBOM AUCUMNANHBI YupexkaeHus. MoanucbiBasacb B 03HAKOMJEHMM C Hactosawen [Monantukow,
COTPYAHUK OAET cornacMe Ha O3HAKOMIEHWE U MHOE MCMO/Mb30BaHWE B MHTepecax YYpexaeHua ero
Nnepenmckn, oCyLLECTBASEMONM C UCNOb30BaHMEM KOPMNOPaTUBHOM 3N1EKTPOHHOM MNOYTbI, M COr/lallaeTcs ¢
Tem, YTo Ntoboe MCNoNb30BaHME ero NepPernmnuckm, ocyLecTBAAeMOn C UCMNONb30BaHUEM KOPNopaTUBHOM
3/IEKTPOHHOM NOYTbI, HE MOYKET PAaCCMaTPMUBATLCA KaK HapyLLUeHMe TalHbl CBA3M.

Kaxkabii COTpyOHUK YupexgeHuAa MMeeT NpaBo Ha MPOCMOTP AMBO MHOEe UCNoNb30BaHME B
NHTepecax YupexaeHna coobLieHMi KOpnopaTUBHOM 3NEKTPOHHOM MNOYTbI, KOTOPblE HAMNpPaBAEHbI UK
noJiy4eHbl UM, COOTBETCTBEHHO, C €70 UJIN HA €ro KOPNOPaTUBHbIV 3/1EKTPOHHbI aapec.

Mcnonb3oBaHWe  COOOLEHWI  KOPMOPATUBHOW  3/IEKTPOHHOW  MOYTbl  OCYLLECTBAAETCA
YNOJHOMOYEHHbIMU COTPYAHUKAaMKN YUpeaeHUsA B COOTBETCTBUM C UX PYHKUMAMMU, onpesenéHHbIMA B
OaHHOM TlONUTMKE M B MHbIX JIOKaJZIbHbIX HOPMATMBHbIX aKTax YupexaeHua. lMpocmoTp M uMHoe
MCNONIb30BaHNE COOBOLLEHUI 3NEKTPOHHOM MOYTbl B MHTepecax YupemAeHua OocylecTBaseTca
COTpYyAHMKamu YupexaeHua B LuUensx obecneyeHus 3awuTbl KOHPUAEHLMANbHbIX CBEAEHUN,
obecneyeHnna HOpMaabHOM PaboTOCNOCOOHOCTU CUCTEMbI 3NEKTPOHHOM NOYTbI, B PaMKax 06CNyKMBaHUSA
CEPBMCOB 3/1IEKTPOHHOM MOYTbI, NPU BbINOJHEHUN PYYHOM NEpPecbiIKM COOBLEeHMI, NPUXOAALLMX Ha
KOPMOpPaTMBHbIE 3/IEKTPOHHbIE aapeca YUperKaeHUs coTPyAHMKAM UM FpynnamMm COTPYAHUKOB, a TaKkKe
Mo MOTMBMPOBAHHbIM 3aNpPOCcaM NPSAMbIX UAU HENOCPEACTBEHHbIX PyKOBOANUTENEN Nt0ObIX COTPYAHWUKOB,
Yblo MNOYTY HEOOXOAMMO MCMO/b30BaTb B MHTEpecax YupexaeHus.

Ncnonb3oBaHMe coobLeHnit KOPNOPATMBHOM 3/IEKTPOHHOM NOYTbI B MHTEPEecax YuperKaeHus, B
TOM 4YKC/le 03HAKOMIEHME C COLEP!KAaHWeM COOBLLEHUI, OCYLLECTBASETCA B COOTBETCTBMU C NpaBamwu
AOCTyna K WHPOpMauMK, YCTAHOBAEHHBLIMW BHYTPEHHUMM [ONONKEHMAMU O KOHUAEHUMANbHOM
MHOGOPMALMM M UHBIMW NPABOBbIMW  aKTaMW, pernameHTUPYLWMMU  NOpAAOK obpalieHua ¢
NHdOopMaumelt orpaHMYeHHOro AocTyna.

Ucxopawme 9/1EKTPOHHbIE COO6LIJ,€HVIFI COTPYyAHUKOB y‘-IPE)KAEHWr'I AOJ/IXKHbI  COAEPXKaATb
cneagywouime nona:

e ajpec nony4yartens;

® Tema 3/1eKTPOHHOro CoobLeHUs;

®  TEKCT 3/IeKTPOHHOro coobuleHuA (BNIOXKeHHble dainbl);

®  noanucb OTNPaBUTENS;

* npeaynpexaeHve o cnyXebHoM xapakTepe coobLLeHUA U ero KOHGUAEHLMANBHOCTU.

CDOpMaT noannucn oTnpasuUTenA:
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C ysaxceHuem,

<®amunua umsa>

</lonmHocme>

<CmpyKmypHoe nodpa3sdeneHue>

<HaumeHosaHue YupexcoeHus>

<Adpec>

<HOMepPa KOHMAKMo8: mesnegoH, MecceHOXepsbl, adpeca 371eKMPOHHOU noYymeol>
<calim>

dopmaT npeaynpexRaeHus o cyebHom xapakTepe coobLWEHUA N ero KOHOUAEHUNANBHOCTY:

«3mMo 371eKMpPoHHOoe coobujeHue U 1tobble O0KYyMeHMbl, MPUIOXEHHbLIE K HEMY, COOepHam
KOH(UOeHyuanbHyo uHgopmayuro. Hacmoawum yeedomasem Bac o mom, ymo ecau amo
coobujeHue He nMpedHA3Ha4eHO Bam, ucrnonb308aHuUe, KOMUpPosaHue, PacrpocmpaHeHue
uHghopmayuu, codepxcaujelica 8 HacMoAWeEeM CoobweHUU, a MAKice ocyujecmesneHue
Mobbix delicmeuli Ha ocHose amoli UHGOPMAUUU, CMPO20 3anNpewjeHo U 3awuujaemcs
3akoHodamenscmeom Pocculickoli ®edepayuu. Ecau Bol moayyunu amo coobuweHue mno
owubke, noxanylicma, coobwume 06 amom ommnpagumMesnto no 3AeKmpoHHol noyme u
yoanume amo coobweHue. CONFIDENTIALITY NOTICE: This email and any files attached to it
are confidential. If you are not the intended recipient you are notified that using, copying,
distributing or taking any action in reliance on the contents of this information is strictly
prohibited and protected by the laws of the Russian Federation. If you have received this email
in error please notify the sender and delete this email.»

Mpy dopMMPOBaHMM OTBETOB Ha MNOJYYEHHbIE 3/IEKTPOHHbIE COOBLLEHNA MOXKHO MCMOIb30BaTb

clieaytoLLyto YNpOLWEHHYIO NOAMNNUCH:

C ysaxceHuem,
<®amunusa umsa>
<Homepa menegoHos, MmecceHOMHcepsbl, A0PeCa 31eKMpPOHHOU noymsi>

B cnyyae nonyyeHuma cnykebHOro coobLlieHNs 0 HEBO3MOXKHOCTM A0CTaBKU COOBLLEHUS agpecaTy
WUAW NONYYEHUS U3BELLEHMA OT afpecata O TOM, YTO OH He NOoAy4yua OTNpaBAeHHOe eMy COOblLeHME,
HeobXxo0aMMO CBA3aTbCA C COTPYAHMKOM oTaena NUC CMT.

OTKa3 OoT ganbHenlwero NpenocTaBieHUA COTPYAHUKY YUpexaeHUa ycayr aNeKTPOHHOM NoYTbl
MOKeT ObITb BbI3BaH HapyLUeHUAMM TPeOOBAHNI HACTOALLEN NONUTUKMN.

MpeKpallieHe NpeaocTaBieHna COTPYAHUKY YUPEKAEHUA YCAYT SEKTPOHHOM NOoYThl HacTynaeT
npv NpeKkpaLLeHnmn AeicTBUA TPYA0BOro A0roBopa (KOHTpaKTa) CoTpyAHMKa.

8.7.6. Pa6ora B ceTH

JocTtyn K ceTn MHTepHeT NpeaocTaBaseTcs COTPYAHNKAM YUpeKaeHNa B LeNAX BbIMOJHEHNA UMK
CBOMX CAyKebHbiXx o06a3aHHOCTEN, Tpebyolmx HenocpeAaCcTBEHHOrO MOAKAYEHUA K BHELWHUM
MHPOPMaLMOHHbBIM pecypcam.

Ana poctyna coTpyaHuKoB YupexaeHua K cetu WHTepHeT gonyckaetrca npumeHeHue [0,
BxoaAlLero B Peectp paspelwéHHoro K ncnosbsosanuto MO.

an MCNnonb30BaHUU CETU MHTepHET HEO6XOAMMOZ

e cobntogatb TpeboBaHUA HacToAWwen MOANTUKY;
®  1ICMONb30BaTb ceTb MHTEPHET UCKAIOYMTENbHO A4 BbINOJHEHUA CBOUX CAYXEbBHbIX
obsAsaHHOCTEN;
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e cTaBuTb B M3BecTHocTb otaen UC CMT o nobbix ¢aKTax HapyweHusa TpeboBaHWUM
HacToAwen NMonnTuku;

an MCNoNb30BaHUN CETU MHTepHeT 3anpeLweHo:

®  LCNONb30BaTb MPEAOCTaBAEHHbIA YupexaeHMem AOCTyn B ceTb WMHTEPHET B JIMYHbIX
uenax;

®  1CMNONb30BaTb HECAHKUMOHMPOBAHHbIE anmnapatHble M MNPOrpaMMHble CpPeacTBa,
No3BOJIAIOLLME NONYYNUTb HECAHKLLMOHMPOBAHHDLIM A0CTYN K ceTn MIHTepHeT;

e CoBepwaTtb /Obble AeNCTBMA, HaAMNpas/ieHHble Ha HapyleHWe HOPMaibHOro
bYHKLMOHMPOBaHUA aneMeHToB UC YupexaeHus;

o [lybnnKoBaTb, 3arpy»kaTb M PACAPOCTPaAHATb MaTepmanbl COAEPKALLME:

o KoHdougeHumanbHyto nHOOpMauMio, a Takke WMHOOPMALMIO, COCTABAAIOLLYIO
KOMMEPYECKYIO TalHy, 3a WCKAOYEeHMeM C/lyyaeB, Korga 3TO BXOAUT B
OO/IKHOCTHble 06s3aHHOCTM M cnocob nepedaun nasnsercs 6e3onacHbIm,
cornacosaHHbIim ¢ otaenom NC CMT;

YrPOXKatoLwyto, KNeBETHUYECKYHO, HEMPUCTOMHYIO MHGOPMALLUIO;

BpeaoHocHoe IO, npeaHasHayeHHOe /1A HapyLlleHUA, YHUYTOXeHua nmbo

orpaHuyeHma GyHKLMOHANbHOCTM Nt0ObIX aNMapaTHbIX M NPOrPamMMHbIX CPEACTB,

ONA OCYLLECTB/IEHNA HECAHKLMOHMPOBAHHOTO A0CTYMa, @ TaKMKe CCbI/IKM Ha HEro;
o danbcndpuumpoBatb cBOM IP- agpec, a TakKe Npouyto cayKebHyo nHbopmauumio.

YupexaeHue octasadeT 3a coboit npaBo 6/10KMpoBaThb AN OFPaHNYMBATL A0CTYN NOJb30BaTeNEN
K WHTepHeT-pecypcam, cofiepyaHue KOTOPbIX HEe WMMEET OTHOLIEHMA K WCMONHEHWUIO CAYy»KebHbIX
0653aHHOCTEN, a TaKXe K pecypcam, coAepskaHMe W HanpaBAeHHOCTb KOTOPbIX 3anpelieHbl
3aKOHOAATeNIbCTBOM.

BnoKkunpoBaHWe U orpaHUYeHne JoCTyna Nnoab3oBaTtesei K MHTepHeT-pecypcam oCyLLecTBaAAeTcA
Ha ocHoBe PernameHTa NpUMeEHEHUA KaTeropuin MHTepHeT-pecypcos.

MHPopmauma 0  nocewaemblXx  COTPyAHMKaMK  YupexgeHus  MHTepHeT-pecypcax
NPOTOKOANPYETCA ANA NOCNeAYIOWEro aHaansa M, Npu HeobXoAMMOCTU, MOXKET 6biTb NpeacTaB/eHa
PyKoBOANUTENAM CTPYKTYPHbIX NOApPa3AeNeHMUI, a TakKe PYKoBOACTBY YUpeKAEHUA ANA KOHTPOAA.

CopeprkaHue UHTepHeT-pecypcoB, a Takke ¢alisbl, 3arpyKaemble U3 cet MHTepHeT, noanexar
obA3aTenbHOM NpoBepPKe Ha OTcyTcTBME BpegoHocHoro MMO.

8.7.7. Ucno/ib30BaHUE MOGHUIBHBIX YCTPOMCTB

Moa vcnonb3oBaHMeM MOBUABHBIX YCTPOWUCTB U HocuTenel uHpopmauun B UC YupexaeHua
MOHUMAETCA MX NOAKAYEHME K UHPpacTpyktype WUC c uenbto obpaboTku, npuéma/nepenauu
nHpopmauun mexay MC n MobUAbHBIMM YCTPOMCTBAMMU, @ TaKKe HOCUTeNAMMU MHPOpMaLUH.

Ha npeaocTtaBneHHbIX YupeskaeHnem mobuabHbIX YCTPOMCTBaX A40MNyCKaeTcs ncnonb3osaHue M0,
BXoAALLero B Peectp paspeLwéHHoro K ucnoabsosanuio M0.

K npepoctaBneHHbIM YuperaeHnem MOOUAbHbIM YCTPOWCTBAM M HOCUTENAM WHPOpPMaLUn
npeabaBnsaloOTCca Te e TpeboBaHuAa WB, uto M ana craumoHapHbix APM. LlenecoobpasHocTb
AononHuTeNbHbIX Mep obecneyeHns UB onpegensetcs otaenom UC CMT.
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Mpy MCNONb30BaHMM MNPEAOCTaBAEHHbIX YUYpexKaeHMem MOOMAbHBbIX YCTPOMCTB M HOcUTeneMn
nHpopmauum, COTpyaHMK 06s3aH:

e cobnoaatb TpeboBaHMA HacToAweN MoOANTUKN;

®  1CMONb30BaTb MOBOU/bHbIE YCTPOMCTBA U HOCUTENN MHOOPMALMM UCKAHOYMTENBHO ANA
BbINO/NHEHWUA CBOUX CNYXKebHbIX 06A3aHHOCTENR;

e CTaBuTb B uM3BecTHoCcTb oTaen NC CMT o ntobbix ¢dakTax HapyweHua TpebosaHuin
HacToAwen MonnTuKu;

®  JKCMNyaTMPOBaTb W  TPAHCMNOPTMPOBATb MOOW/bHbIE YCTPOWMCTBA WM HOCUTENU
MHbOPMaLUM B COOTBETCTBMM C TPEOOBAHNAMM NPOU3BOLMUTENEN;

e obecneunBatb ¢u3MYeckyto 6e30MacHOCTb MOOWUBHBIX YCTPOWCTB M HOCUTENEW
MHPOPMaLMKN BCEMM Pa3yMHbIMU cnocobamu;

e u3BewaTb otaen MC CMT o dakTax yTpaTbl (KpaXkun) MobUAbHbLIX YCTPOUCTB U HOCUTENEN
nHbopmaumm.

MpM MCNONb30BaHUM MPEAOCTaBAEHHbIX COTPYAHMKA YUpeKAeHUs MOBMAbHbLIX YCTPOWCTB M
HocuTenen MHGopMaL MM 3anpeLLeHo:

®  CMNONb30BATb MOBMbHbIE YCTPOMCTBA U HOCUTENU MHPOPMALUN B INYHBIX LLENAX;

® nepeaaBaTb MOOMAbHblE YCTPOWMCTBA M HOCUTENU WHPOpMAUMKM Apyrum Anuam (3a
UCKNoYeHnem agMmmnHuctpatopos NC n UB);

®  OCTaBAATb MOBMAbHbIE YCTPOICTBA M HOCUTENN MHPOPMaLMKM Be3 NpUCMOTPa, ecin He
npeAnpuHATLI AeUCcTBUA No obecrnieyeHunto ux Gusnyeckoin 6e3onacHoCTu.

NMoboe B3ammogeiictene (obpaboTka, npuém\nepegaya uHbOpMaLUU) WMHULMMPOBAHHOE
COTpyAHUKOM YupexkaeHusa mexay MC u HeyuTEHHbIMU (TMYHBIMKM) MOBUIbHBIM U YCTPOMCTBAMMU, a TaKKe
HOCMTENAMM MHODOPMALMK, PACCMATPUMBAETCA KaK HECAHKLMOHUPOBAHHOE (33 MCKAOYEHMEM C/yYaEes,
OrOBOPEHHbIX C aaMUHUCTpaTopamm MC 3apaHee). YupexaeHre ocTaBseT 3a coboi NpaBo 6/10KMpoBaTh
WY OrpaHMYMBaTb UCMOb30BaHME TaKMX YCTPOMCTB U HOoCcuTeNeln nHbopmaLmu;

NHpopmauma 06 KMCNoMb30BaHUM COTPYAHUKAMM YUpexaeHus MOBWUAbHbIX YCTPONCTE WU
HocuTene nHpopmauum B NC npoToKkoampyeTca U, NpM HEOBXOAMMOCTH, MOXKET BbiTb NpeacTaB/eHa
PyKoBOANUTENAM CTPYKTYPHbIX NOAPA3AENEHMUI, @ TaKKE PYKOBOACTBY YUpeKaeHus.

NHdopmauma, xpaHAWEACA Ha npeaocTaBasembiX YupexaeHuem mobuabHbIX YCTPOMCTBAX M
HOCUTeNAX MHPOPMaLMK, NOANEKUT 06A3aTeNbHON NPOBEPKe Ha OTCYTCTBUE BpedoHocHoro MO.

B cnyyae yBoabHEHUA, NPeaocTaBieHHble eMy MOBUWbHbIE YCTPOIMCTBA M HocuTenn Hdopmauum
M3bIMAtOTCA.

8.7.8. 3ammuTta ot BpeagoHocHoro I10

Otpen WUC CMT perynapHO npoBepsAeT ceTeBble pecypcbl Y4upexaeHuAa aHTUBUPYCHbIM
nporpammHbim obecneyeHnem w obecrneymBaeT 3aWMUTY BXOAAWENA ISNEKTPOHHOM MOYTbl OT
NPOHMKHOBEHMA BUPYCOB M ApYyroro BpeaoHocHoro MO.

Mpy BO3HMKHOBEHUWM MOAO3PEHMUA Ha Ha/MuMe KOMMbIOTEPHOrO BMpyca (HeTunuyHaa paboTa
nporpamm, nosiBneHune rpadmuyecknx 1 3ByKoBbix 3GHEKTOB, MCKaXKEHUI AaHHbIX, NponagaHue ¢ainnos,
yactoe nNOABNEHME O CUCTEMHbIX OLIMBKaX, yBe/uyeHue ucxogsliero/sxogawiero Tpaduka v T.n.)
COTPYAHUK YupeXaeHus omKeH HesameanutenbHo onoBecTutb 06 atom otaen UC CMT. Mocne yero
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aamMmuHuUcTpatop Ub gomKeH NpoBecTM BHeoYepeaHyo NOHYH NPOBEPKY Ha BUPYChl paboyeit cTaHumum
nonb3oBaTeNA, NPOBEpPMB, B NEPBYIO o4epedb, paboTocnocobHoCTb aHTUBMpYCcHoro 0.

B cnyyae o0OHapyKeHWA Npu MPOBEAEHUM aHTUBMPYCHOM MPOBEPKU  3aparKEHHbIX
KOMMbIOTEPHbIMM BUPYcamm $GaiNoB COTPYAHUKM NoapasgeneHnii 0b6asaHbi:

®  MPUOCTaHOBUTbL paboTy;

e HemeAJ/IeHHO MNOCTaBUTb B WM3BECTHOCTb O ¢akTe OOHapyKeHua 3aparKeHUs CBOEro
pykosoauTtens n otaen NC CMT, a TakKe Blagenbla daina u cMeXKHble noapasaeneHus,
ncnosb3sytowme 3tu dainbl B pabore.

e (CoOBMECTHO C B/Jlage/bLeM 3apakeHHblX BUpycom ¢alinoB nNpoBecTM aHanus
HEeobXoAMMOCTUN Aa/IbHENLLETO UX MCNONBb30BaHMUA.

[na npeaynpexaeHusa BUPYCHOTO 3apaxkKeHns peKoMeHayeTca:

® HUKOrZa He OTKPpbIBaTb ¢ai/ibl M He BbINOJHATL MaKpPOCbl, MOJyYEeHHble B MOYTOBbIX
COOBLLIEHNAX OT HEW3BECTHOrO WAM  NOJO03PUTENbHOrO  OoTnpasuTens. Ypanatb
NoA03PUTENbHBIE BIOXKEHWA, HE OTKPbIBAsA X, M 0YMLLLATb KOP3UHY, FAe XPaHATCA yaaeHHble
coobLeHus;

*  yAanATb cnam, peknamy u apyrme becnosesHble coobLeHUs;

* HMKOrZa He 3arpyKatb ¢ainbl U nNporpammHoe obecrneyeHue M3 MNOAO3PUTENbHBIX MK
HEM3BECTHbIX UCTOYHWNKOB;

nepuoamnyveckm pes3epBupoOBaTb BaKHble AaHHble W CUCTEMHYIO KOHQUIypauumio, XpaHWTb
pe3epBHble Konuu B 6e3onacHoOM mecrTe.
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8.8. IIpuooGpeTeHue, Pa3paboTKa U 06C/1y>KUBAHUE CUCTEM

8.8.1. TpeGoBaHHuA 6€30NMACHOCTH AJIsI HHYOPMALUOHHBIX CUCTEM
Mpu onucaHun TpeboBaHUM K CO3[AHMIO HOBbLIX CUCTEM WAW K YCOBEPLUEHCTBOBAHUIO
CYLLECTBYIOLWNX HEOBXOANMO YUNTbIBATL NOTPEBHOCTL B cpeacTBax obecneyeHna 6e3onacHoOCTy.

TpeboBaHua K 6e30MacHOCTM M cpeacTsa 3alUTbl AOXKHBI COOTBETCTBOBATb LEHHOCTU
ncrnonbsyembix UP 1 noTeHuManbHOMy yuiepby ana YuperaeHuwa B cinydae cbos uam HapyleHwus
6esonacHocTn. OCHOBOWM A5 aHanu3a TpeboBaHWM K 6e3onacHOCTM M BblIGOpy Mep ANA NoALepPHKKU
6e30NacHOCTM ABAAETCA OLEHKA PUCKOB U yNpaB/ieHe pUCKamMu.

CuctemHble TpeboBaHus K MB 1 npoueccam, obecneymBaowmm 3aWmnTy MHGOPMaLMKN, O0KHbI
6bITb BKAOYEHbI HAa PAHHUX CTaanAaX NpoekTuposaHuna UC.

8.8.2. KoppekTHas o6pa6oTKa uHopManuu
[aHHble, BBOAVMbIE B NPUKAAHbIE CUCTEMbI, HEO6XOAMMO NPOBEPATL, YTODObI rAPaHTUPOBATL UX
MpaBUIbHOCTb M COOTBETCTBME NOCTABAEHHOW 3aaye.

8.8.3. Kpunrtorpaduueckue cpeacraa
Bce, noctynatowme B YupexxkaeHue, CK3U ao/mkHbl ObITb y4TEHbI B COOTBETCTBYIOLLEM }KYpPHae
noaksemnaapHoro y4éra CK3U.

B YupeKaeHMM LONKHO OCYLWECTBAATLCA YIPaBAeHNE KNtoYamm ana sdpPpeKTUBHOro NpumeHeHnn
KpunTtorpaduuecknx meTtogoB. Komnpometauua WaM notepa KPUNTOrpadpuuecknx Kaloyeil MoKeT
NPMBECTU K HapyLIEHMIO KOHOUAEHUNANBHOCTH, MOAJANHHOCTM U/UAK LENOCTHOCTU MHOPMAaLUK.

Bce KAOUM OO0/MKHBbI ObITb 3alLMLEHbI OT M3MEHEHUS, YTePU U YHUUTOXeHuA. Kpome Toro,
CEeKpPeTHble M 3aKpbiTble KAKUM A0/KHbI BbiTh 3allUMLUIEHbl OT HECAaHKLUMOHWMPOBAHHOrO PacKpbITUA.
ObopyaoBaHMe, UCMONb3yemMoe A/1A TeHepauuu, XpaHeHUA U apXMBUPOBAHUA KIOYE A0/KHO ObiTb
dU3MYECKM 3aLLMLIEHO.

CornaweHns C  BHEWHWMMM MOCTaBLLMKAMM  KpunTOrpaduueckux ycayr (Hanpumep,
yA0CTOBepAOWMMHY LeHTpammn) 06 ypoBHe NpesocTaBAAEMOro cepBuca A0XKHbI 0XBaTbiBaTb BONPOCHI
OTBETCTBEHHOCTM, HAAEKHOCTM CepBmuca U BpeMeHU peakLumn Npu NpeaocTaBAeHUM cepBuca.

Kpuntorpapuueckme cuctembl W meToabl  caefyeT  UCMNOAb30BaTb  A1A  3aWMThI
KoHPUaeHUManbHOM MHPOPMaLMK, KOraa Apyrne cpeacTBa KOHTPoAa He obecneymBaloT afeKBaTHOM
3aLWUTbI.

[na Kputnyeckon MHGopmaLmnmn A0NKHO UCNOb30BaTbCA WKdPOBaHME NPU UX XPaHEeHUK B 6asax
JaHHbBIX WM Nepesaye No KOMMEPYECKMM WM OTKPbITbIM CETAM, TaKUM KaK MHTepHeT. LndpposaHue
noboi apyroit nHdopmaumm B UC YupexRgeHus LOKHO OCYLLECTBAATLCA TOMbKO MOC/e MNoayYyeHus
NMUCbMEHHOTO pa3peLleHuns Ha 3TO.

8.8.3.1. Tpe6oeaHuii no o6ecneueruio Hb npu ucnoavzoeanuu CK3H
WndpoBaHMe — 3TO KpuNTOorpapuyecknmin Meton, KOTOPbIM MOXKET WCNob3oBaTbcA A/A
obecneyeHns 3aWmUTbl KOHOUAEHUMANBHOM, BaXKHON MAN KPUTUYHOM MHOPMaLUK.

CK3M ponKHbl NOCTaBAATLCA pa3pa6OTHMKaMM C NOJIHbIM KOMMNZIEKTOM 3KCI'I}1yaTaLI,VIOHHOl\;I
AOKYMEHTALUN, BKI'I}O'-IaI-OLLI,eﬁ onuncaHue KA4yeBoi Cncrtemol, npasuna paGOTbI C Heil n obocHoBaHMe
HEO6XOLI,I/IN\OI'O OpraHn3aumMoOHHO-WITATHOIO obecneyeHus.
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MNopagok npumeHeHna CK3UN onpepenaeTca pyKoBoACTBOM YUperKAeHUA N [OIKEH BKAOYATb:

e MOpPAAOK BBOAA B AeiNCTBME, BKAOYAA npoueaypbl BcTpansaHma CK3U B UC;

®  NOPAOOK IKCNAyaTauum;

®  MOpPSAAOK BOCCTAaHOB/IEHMA PaboTOCNOCOOHOCTU B aBapUHbIX CAyYanX;

®  MOPAAOK BHECEHUA USMEHEHWIA;

®  MOpPAJOK CHATUA C SKCNAyaTaLum;

e  MNOpPAAOK yNpaBieHUs KNtouyeBon MHbopmaumnen;

e MOpAAoOK 0bpaleHus C KaoueBoW MHPopMauMel, BKAOYana OEeNCTBUS NPU CMeHe U
KOMMPOMETALMN KAoYEN.

Ona wnopoBaHUa KoHOUAEHLMANbHON MHPOPMALMN MUHUMA/BHO A0MYCTUMOM ANUHHOM KNtoYya
asnAeTtca 128 6ur.

Mpn wucnonb3oBaHun wudposaHns B WUC YupexaeHusa OOJ/IKHbl MNPUMEHATLCA TOJIbKO
YTBEPXKAEHHbIE CTaHAAPTHbIE aAropuTMbl U cepTudmumnpoBaHHble PCb Poccum npoayKTbl, WX
peanusyowme.

8.8.3.2. 3JsaekmpouHbie yughposwvle nodnucu
3UN obecneunsatoT 3aWMTy ayTEHTUOUKALMU N LLEENIOCTHOCTU 3/IEKTPOHHbIX AOKYMEHTOB.

3UN moryT npumeHATbCA Ansa Ntoboit Gopmbl AOKYMeHTa, 06pabaTbiBA€MOro 3/1eKTPOHHbLIM
cnocobom. 3UMN pomKHbI ObITb pPeann3oBaHbl MPU WUCMNOJL30BAHUM KPUNTOrpadUUEecKoro meToaa,
OCHOBbIBAIOLLLETOCA Ha OAHO3HAYHO CBA3AHHOW Mape KAw4el, rae OAMH KN4 MCNoAb3yeTca AOad
CO34aHuA NoANMUCK (CEKPETHbIN/ANUHBIN KNtoY), @ APYroi — A1 NPOBEPKM NOANNCHK (OTKPbLITbIN Katou).

Heobxoanmo ¢ ocoboit TwaTenbHoCTbio obecneunsaTb KOHOUAEHUMANBHOCTb NYHOMO KAHOYa,
KOTOpPbI CleayeT XpaHUTb B CEKPETe, TaK Kak Ntoboi, MMEIOLWMI K HeMY JOCTYN, MOMKET NOANUCbIBaTb
AOKYMEHTbI (N1aTeXu, KOHTPAKTbI), TeM cambim danbcuduumpys NoAnMCb BAageNbLa KNto4ya. 3amTsl
LLeNIOCTHOCTM OTKPbITOrO K/oYa A0/KHA obecneunBaTbCa Npu UCNOb30BaHMM cepTUdMKATa OTKPbLITOrO
K/toya.

KpunTorpaduueckme Kawoum, ncnosbsyemble ansa umbposbiX NOANUCEN, AONMKHbI OTANYATLCA OT
TeX, KOTOpPble UCMO/b3YIOTCA ANS WNPPOBAHMA.

Mpu  wucnonb3oBaHum UM, HeobxoaAMMO  yuuTbiBaTb  TpeboBaHWA  OEWCTBYIOWLErO
3aKoHogaTenbcTBa Poccuitickoli Peaepaumn, onpeaensatowero ycaosus, Npy KOTopbix LMdpoBas Nnoanmcb
NMEET IOPUANYECKYIO CUAY.

8.8.3.1. YnpassieHue Kawyamu
YnpasneHve KpuNTOrpaduUeckMmun Kauamu BaxkHO AnA 3PPEKTUBHOrO WCNoAb30BaHMA
KpunTorpaduyeckux cpeacrs.

Nobas KomnpomeTauusa MAM NOTepAa KpUNTOrpaduyeckuUx KAlYel MOXKeT MpuBecTM K
KOMNPOMETaUMN KOHOUAEHLMANbHOCTU, MNOANMHHOCTM W/UAnM uenoctHoctM mHdopmaumu. Cneayet
NPUMEHATb CUCTEMY 3aLLUTbI ANA obecneveHna ncnonb3oBaHua B UC YupexaeHua Kpuntorpadpuyeckmx
METOA0B B OTHOLUEHMM OTKPbITbIX KAKOYEN, FAe Kaxabl NoNb30BaTelb UMEET Napy KAtodel, OTKPbITbIN
KNto4 (KOTOPbIM MOXKeT HbITb MOKa3aH Nt060MY) M IMUHBIN KoY (KOTOPbIN A0NXKEH XPaHUTLCA B CEKpeTe).
MeToabl C OTKPbITbIMU KAKOYAMU [AOJKHbI MCNOMAb30BaTbCA ANA WKPPOBaHUA M ANA FeHepauuu
uMdpoBbIX Nognucen.
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Kntoum HeobxoaMMO 3aLMLLaTh OT USMEHEHUA M Pa3PYLUEHMS, @ CEKPETHbIM M IMUYHBIM KAtoYam
HeobxoAMMma 3alMTa OT HEaBTOPM30BAHHOrO pacKkpbiTMA. KpunTorpadpuueckme metoabl MOTYT TaKkKe
MCMO/b30BaTbCA A/1A 3TON Lean. PUsnyeckyro 3amTy ciegyeT NPUMEHATb A5 3almMTbl 060pya0BaHUA,
MCMO/Ib3YEeMOro ANA U3roTOBJEHUA, XPaHEHUA U apXMBUPOBAHUA KAKOUEN.

CepBep cepTMouumMpoBaHHOro LeHTpa KYL Lo13KeH XpaHWUTb TEKYLLME OTKPbLITbIE KNOYM ANS BCEX
aBTOPM30BAHHbIX HA 3TO COTPYAHUKOB. [nA 6e30MnacHOro B3aMMOZEWCTBUA C  BHELWHUMMU
nosb3oBatenamm UC YupexkaeHua Heobxo4MMO MCMo/b30BaTb 3/EKTPOHHbIE cepTUPUKATbl TONbKO U3
YTBEPKAEHHOIO CMMCKA CEPTUPULMPOBAHHBIX LLEHTPOB.

CeKpeTHble KAouM MNosib30BaTeNen AOJIKHbI XPaHUTbCA TaK *Ke, Kak M naponu. O nwobom
NoA03pPEeHMMN Ha KOMNPOMETALMIO CEKPETHOMO K/OYa NONb30BaTe b A0/IKEH HEMEAEHHO A0/I0XKUTb B
otgen NC CMT.

Heobxogmumo, 4tobbl cuctema obecneyeHua 6e30MaCHOCTU  WUCMO/Ib30BaAHUA  KJlo4Yel
OCHOBbIBA/1aCb Ha COr/1IAacOBaHUM cnocobos, npoueayp 1 6esonacHbIX MeTo40B ANs:

® reHepauuu KAKOYEW NPU MUCMOJIb30BAHUWM PA3ANYHBbIX KpUNTOrpaduyeckmx cuctem wm
NPUNOXKEHNN;

® reHepauuu U NONyYeEHMUA CEPTUPUKATOB OTKPLITbIX KAtouel;

®  PACCbIIKM KAOYEeN, NpefHa3sHAYeHHbIX MNOAb30BaTeNAM, BK/AKOYAA MHCTPYKLMW MO KX
aKTMBALUMM NPU NONYYEHUNU;

® XpaHeHWA Kaouen (Npu 3TOM HeobXoAMMO HanuuymMe WHCTPYKLMM aBTOPU30BaHHbLIM
nosib3oBaTeNAM AN NOAYYEHMA AOCTYNa K K/tloYam);

®  CMeHbl UM OOHOBJ/IEHWSA K/TIOYEN, BKOUYAA NpaBu/ia NopsaaKka U CPOKOB CMEHbI K/loYen;

e nopsaaKa AeNCTBUIA B OTHOLIEHMM CKOMNPOMETUPOBAHHbIX K/tOYer;

®  AHHY/IMPOBAHMA KIIOYEN, B TOM YMC/ie Cnocobbl aHHYNMPOBAHUA UAU Ae3aKTUBALUM
K/tOYEN, €C/IU KAKYU OblIM CKOMNPOMETUPOBAHbI MM MO/b30BaTe/lb YBOAMACA W3
opraHM3aumm (B 3TOM c/lydae KaoumM HeobxoAMMO apXMBMpPOBaTh);

® BOCCTAaHOB/IEHWE  K/OYEeW, KoTopble ObliM  yTepAHbl WMAM  UCMOPYEHbl, ANA
paccekpeymBaHma 3awndpoBaHHON MHGOPMaLNK;

®  ApPXMBMPOBAHUA N Pe3ePBHONO KOMMPOBAHUS KLOYEN;

®  paspyLleHUs KtoYen;

®  perucTpaumsa Katouden u ayguTa AeUCTBUIN, CBA3AHHbIX C YNPaBAEHUEM KAOHaMMU.

[NAa ymeHblueHUA BEpPOATHOCTM KOMNPOMETALMK, ANA Kalouei HeobxoaMmo onpeaenunts AaTbl
Hayana M KOHLA AeWCTBMA, YTOBbl UX MOXKHO 6blI0 MCMONbL30BaTh NUWb B TEYEHUU OrPaHUYEHHOTO
nepuoaa BPEMEHM, KOTOPbI 3aBUCUT OT 06CTOATENBLCTB MCMNO/Ib30BaHMUA KPUNTOrPadUUECKUX CPeacTs,
KOHTPOJISi M OT CTEMEHU PUCKA PACKPbITUA MHGOPMALUK.

MokeT noTpeboBaTbca Hanmume npoueayp 06paboTKM OPMAMYECKUX 3aMPOCOB, Kacatolmxca
JOCTYyNa K KpunTorpaduyeckMm Kjawouam, Hanpumep, 4tobbl 3awmépoBaHHaA MHOOpMaLMA cTana
AOCTYMHOM B He3aWwmndpPoBaHHOM BUAE AJ/1A [LOKA3aTeNbCTB B Cy4e.

Heobxoanmo obecneumBaTb 3alUMTY OTKPbLITbIX KAKOYEW OT yrpo3 noadenbiBaHusa undposoi
MOAMMCK M 3aMeHbl OTKPbLITOrO K/toya Mosib3oBaTenna cBoum. ITa npobiema pellaeTcA C MNOMOLLbIO
cepTMdUKaTa OTKPLITbIX KAtoyel. CepTUdUKaTbl HEOHX0AMMO M3TrOTaBAMBATL TAKMM CNOCOBOM, KOTOpPbIV
04HO3HAYHO CBA3bIBAN 6bl MHOOPMALMIO, OTHOCALLYHOCA K BAageNbly MNapbl OTKPbITOro/ceKpeTHoro
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KNtoYen, C OTKPbLITbIM Kato4yom. [MO3TOM BaXKHO, YTOOLI MPOLECCY YNpaB/JeHMA, B PamMKax KOTOPOro
dopmupytoTca 3Tn cepTudmKaTbl, MOXKHO BblNO A0BEPATD.

CornaweHns ¢ BHEWHUMM MOCTaBLUMKAMM  KpunTorpapuyeckux ycayr (Hanpumep, c
YAOCTOBEPAOWMMU LeHTpammn) 06 ypoBHe npeaoCcTaBAseMOro cepBuca A0KHbI 0XBaTbiBaTb BOMPOCHI
OTBETCTBEHHOCTM, HaAEXHOCTM CepBmuCa M BpeMeHN peakuumn npu npeaocTaBieHnm cepsuca.

8.8.4. Be3omacHOCTb CUCTEMHBIX ¢ailyIOB
Y10bbI CBECTU K MUHUMYMY pUCK noBpexaeHna UC, B yupexaeHum Heobxogumo obecneunTb
KOHTPO/b Hag BHegpeHnem MO B pabounx cuctemax.

TecToBble AaHHble A0MKHbI HAXOAUTLCA NOA KOHTPONEM M 3aWwmToi. ANA UCnbITaHWUiA 0BbIYHO
TpebyoTca 3HaUMUTeNbHble 06BEMBI TECTOBbIX AaHHbIX, MAKCMMa/ibHO 6M3K0 COOTBETCTBYOLLME paboumm
AaHHbIM.  Heobxoaumo  wusberaTb  MCMONb30BaHMA  paboumx 6a3  AaHHbIX, COAEepPrKalmx
KOHOUAEHUMaNbHY0 UWHPopmaumio. Ecanm 3T 6asbl  BCE e OByayT UCNOAb30BaThCA, TO
KOH}UAEHUMAbHbIE AaHHbIe A0XHbI 6bITb YAa/EHbI UM U3MEHEHDI.

8.8.5. Be3zomacHoCTh npornecca pa3paéoTKU U 006CIyKMBAaHUS CUCTEM

YTobbl CBECTU K MWMHUMYMYy BepOATHOCTb nospexaeHus UC Yupexkpenus, cnepyer BBECTU
CTPOTMIN KOHTPO/Mb Haj, BHeceHMeM W3MeHeHMi. HeobxoauMMO yCTaHOBUTL oduLManbHble NpaBuia
BHECEHMA MW3MeHeHW. OTU nNpaBuia [O/MKHbI TFapaHTMPOBATb, YTO MpoLEeAypbl, CBA3aHHble C
6e30MacHOCTbIO U KOHTPOIEM, He ByAyT HapyLLEHbI, YTO MPOrPAMMUCTbI, 3aHUMAIOLLMECS NOALEPHKKON,
no/lyyaT AOCTYyN TONbKO K TEM YacTAM CUCTEMbI, KOTOpble HEeobxoAuMbl Ana UX paboTbl, U YTO ANS
BbINOMIHEHUA 10600 U3MeHeHUa TpebyeTca NoNyYUTL OPpULMaNbHOE paspelleHre U NOATBEPKAEHME.

Mocne BHeceHMa nameHeHui B UC KpUTUYHbIE ANA BU3HEC-NPOLLECCOB YUpeKaeHUA NPUN0KEHNS
OOJ/IKHbI aHAaNN3NPOBATLCA U TECTUPOBATLCA, YTOObI rapaHTUPOBaTb OTCYTCTBME BPEAHbIX NOCNeACTBUI
ana 6esonacHocTn YupexaeHus.

CnepyeT NpenATcTBOBaTb BHECEHUIO M3MEHeHWI B NaKeTbl M0, 33 UCKAOUYEHMEM HEOBXOAUMbIX
N3mMeHeHui. Bce 3MeHeHUA A0KHbI CTPOTO KOHTPOIMPOBATLCS.
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8.9. YnpaB/jieHUe HHIUAEHTAaMU NHPOPMALMOHHOM 6€30MaCHOCTH
B VYuperaeHunm ponkHa 6biTb paspaboTaHa w  yTBepkAeHa <¢opmanbHas npoueaypa
yBeOM/IeHNa O npoucwecteusax B obnactm WUB, a Takxe npoueaypa pearMpoBaHWA Ha Takue
npoucwecTteunA, BKAKOYaOLWaA B cebsa ,D,EVICTBVIH, KOTOpble A0J/1XKHbl BbIMOJIHATLCA MNPWU MOCTYN1eHUU
COO0bLLEHNI O NPOUCLLECTBUN.

Bce coTpyaHUKM A0MKHbI ObITb 03HAKOMAEHbI C NPOLLEAYPOM YBEAOMIEHMUA, @ B UX 0BA3aHHOCTU
OOKHA BXOAUTb MaKCMManbHo BbicTpas nepesada MHGOPMaLLMK O NPOUCLLECTBUAX.

B gononHeHue K yBEOOMNEHNIO O NpouclecTesnAx UMb n HepocTaTKax 6esonacHoCTH AOTKEH
MCNoNb30BaTbCA MOHUTOPUHT CUCTEM, COO6LLI,€HMI7I n YH3BMMOCTGVI AanAa 06Hapy)KeHMFI nHumaeHtos MB.

Uenu ynpasneHns vHumaeHTamm UMb AomKHbl BbITb COrnacoBaHbl C PYKOBOACTBOM A8 Yy4YéTa
npuopuTeToB YupexaeHus npmu obpalleHnn ¢ MHUMAEHTaMU.

HEO6XOAMMO CO34aTb MeXaHN3Mbl, NO3BO1AKOLWLNE OLEHNBATL N OTC/IEXKNBATb TUMbI UHUUAOEHTOB,
MX MacwTab 1 cBA3aHHbIE C HUMMU 3aTparthbl.
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8.10. YnpaB/ieHHe HENPEPBLIBHOCTbLIO M BOCCTAHOBJIEHUEM
HeobxogmMmo pas3paboTaTb KOHTPO/IMPYEMbIM npouecc Ana obecneyeHUs M NOALEPIKKU
HenpepbIBHOCTU bu3Hec-npoueccoB YupexaeHusa. [daHHbIA npouecc A0/KeH obbeauHAsTb B cebe
OCHOBHbI€ 3/1eEMEHTbI NOAAEPKKU HEMPEPLIBHOCTU 6M3HeC-ﬂpOLI,eCCOB.

B YuperaeHun [0MKHbI 6biITb pa3paboTaHbl M pPeasn30oBaHbl MJAHbl, KOTOpble MNO3BOMAT
NPOAOMKUTb WAM BOCCTAHOBUTb oOnepauun w obecneunTb Tpebyemblli ypOBEHb [OCTYMHOCTU
MHPOPMALMKN B YCTAaHOBNEHHbIE CPOKM NOC/AE MPEpbIBaHUA UAN COOA KPUTUYUECKM BaxKHbIX BUsHec-
npoLeccos.

B Ka)kaom nnaHe NoAfeprKKkuM HenpepbiBHOCTU BU3Heca A01KHbl ObiTb YETKO YKa3aHbl YCI0BUSA
Haya/a ero UCNoHEeHUs U COTPYAHWUKU, OTBETCTBEHHbIE 33 BbINOJIHEHWE KaXKaoro ¢parmeHTa naaHa. MNpu
NosiBIEHUN HOBbIX TPeboBaHWI HeobXOAMMO BHECTM MOMPABKWM B MPUHATbIE MMaHbl AENCTBUS B
HeLTaTHbIX CUTYaLUMAX.

[Nna Kaxaoro nnaHa AosmkeH 6biTb HasHavyeH onpeaenéHHbli Bnageneu. MNpasuna aencTenA B
HeWTaTHbIX CUTyauuax, MNaHbl PYYHOTrO aBapUMHOrO BOCCTAaHOBAEHWA W NiaHbl BO306HOBAEHUA
0eATeNbHOCTU A0/KHbI HAXOAUTLCA B BeAeHUN BNaAeNbLLEeB COOTBETCTBYIOLMNX PECYPCOB UAN NPOLLECCOB,
K KOTOPbIM OHU UMEIOT OTHOLLIEHUE.
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8.11. CoosoaeHne Tpe6GOBaHUM 3aKOHOAATE/IbCTBA
Bce 3Ha4YnMble TDEGOBaHMFI, YCTaHOB/1IEHHbIE ﬂ,eﬁCTByPOU.LMM 3aKOHOOaTENNbCTBOM,
NOA3aKOHHbIMU aKTaMKn U JOFrOBOPHbIMU OTHOLWEHUAMMU, a TaKKe Noaxon y‘-lpe)'KAEHVIﬂ K obecrneyeHuo
COOTBETCTBUA 3TUM TpeboBaHUAM AOMKHbI ObiTb ABHbIM 0O6pa3om onpeneneHbl, LOKYMEHTUPOBAHbI U
noaaepXunBaTtbCA B akTya/ibHOM COCTOAHUWN.

Heobxogmmo cobntogeHne pernameHTMPOBaHHOIO NpoLecca, Npeaynperkaatowero HapylweHue
LLe/I0OCTHOCTW, OOCTOBEPHOCTUM M KOoHbMAeHumanbHocTM WP, copeprkawmx nepcoHasbHble AaHHbIE,
Ha4yMHan oT cTaamm cbopa M BBOAA AaHHbLIX A0 UX XpaHeHuA. MNepcoHanbHble AaHHbleE KOHKPETHOro
COTPYAHMKaA M npouecc ux 06paboTKun fonKeH ObiTb OTKPbITbIM A8 3TOr0 COTPYAHUKA.

B YupexaeHun [onKHbl ObiTb BHeApPEeHbl COOTBETCTBYIOWME Npoueaypbl Ana obecneyeHus
cobntoaeHnn 3aKoHOAATENbHbIX OFPaHMYEHUN, MOA3aKOHHbIX aKTOB M KOHTPaKTHbIX 06a3aTenbcTs no
MCNOAb30BAHUID MATEPMANIOB, OXPAHAEMbIX ABTOPCKMM TMpPaBOM, A TaK¥Ke NO WCN0/Ib30BaHUIO
AvyeHsmoHHoro MMO.

Ba)kHan AOKyMeHTauMa YupexaeHus O0/KHa ObiTb 3alMlieHa OT YTepW, YHUUTONKEHUA U
danbcnPmMKaLmmn B COOTBETCTBUM C TPEOGOBAHMAMM 3aKOHOAATENLCTBA, MOA33aKOHHbIX aKTOB, KOHTPAKTHbIX
obA3aTenbCcTB U BU3Hec-TpeboBaHUN.

Cuctema xpaHeHuMA U 06paboTKKM foNKHA obecneynBaTb YETKYIO AEHTUDMKALMIO 3anNMcen U KX
nepuvosa XpaHeHWa B COOTBETCTBMM C TPebOOBAHMAMM 3aKOHOB M HOPMATUBHBIX aKTOB. ITa cUCTEMA
O0/I)KHA UMETb BO3MOXKHOCTb YHUUYTOMXKEHWSA 3annceit No UCTEeUYEHUN Nepmnoaa XpaHeHus, eCamn 3Tn 3anucu
6onblle He TpebytoTca YuperaeHuto.

KpunTorpaduyeckmne cpeactsa A0/KHbI UCMO/b30BATLCA B COOTBETCTBMM CO BCEMMU MMEOLLMMMUCA
cornawieHnAamun, 3akoHoa4aTe/IbHbIMMU U HOPMATUBHbIMU aKTaMU.
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8.12. Ayaut nHPOpPMaALLUOHHOM 6€30NaACHOCTH
YupexaeHue [O/KHO MNpPOBOAMTb BHYTpeHHWe npoBepkn CYUB yepes 3ansaHMpOBaHHbIE
WHTEepBanbl BpeMeHM!.

OCHOBHble LeNv NpoBeAeHUA TaKUX MPOBEPOK:

®  OLEHKa TeKyLLero ypoBHsa 3awmweHHocTn UC;

®  BbIIBEHWNE M IOKANN3ALMA YA3SBUMOCTEN B cucTeMe 3awmTbl UC;

®  aHA/M3 PUCKOB, CBA3AHHbIX C BO3MOXKHOCTbIO OCYLLECTBAEHUA Yyrpo3 6e3onacHocTu B
OTHOLWeHun UP;

e oueHKa cooTBeTcTBUA MC TpeboBaHUAM HacToswen MonnTmKu;

e BblpaboTKa pekomeHZaUMIM No coBeplueHcTBoBaHUO CYUB 3a CYéT BHeApeHMA HOBbIX U
noBblIWeHUA 3PPEKTUBHOCTM CYLLECTBYIOWMX Mep 3aWwmTbl UHGOpMauuu.

B uMcno 3agay, pelaembix Npu NpoBeaeHMM NPoBepPoK 1 ayantos CYMUB, BxoaaT:

e cHOp M aHaN3 UCXOAHbIX AaHHbIX 06 OpraHM3aUMOHHOMN U GYHKUMOHANBLHOM CTPYKType
NC, HeobxoamMmbix ANA oUueHKKU coctoaHma UB;

® aHaAU3 CYLEeCTBYHWOLWENW MNOAUTUKM 6e30MacHOCTM UM APYrUX OpraHU3aLMOHHO-
pacnopAaMTeNibHbIX OKYMEHTOB MO 3alwmte MHPOpMaLMM HA NpeameT UX NOAHOTbI U
3 PeKTMBHOCTM, a TaKe (popmMMpoBaHUE pPeKoMeHZaUMin Mo KX paspaboTke (uMau
nopaboTke);

®  TexXHMKO-3KOHOMMYecKoe 060CHOBaHUE MeXxaHM3MOB be3onacHoCTy;

® MpoBepKa MpaBWIbHOCTM MNoabopa M HACTPOMKM CPeacTB 3awuTbl MHOOPMALLUWK,
dopMUpOBaHME MPEONONKEHUN MO WCNONb30BAHUIO CYLLECTBYIOLMX W YCTAaHOBKe
OOMNOJIHUTENIbHbIX CPeACTB  3alMTbl A4 MOBbIWEHUA YPOBHA HAAEXHOCTU WU
6e3onacHoctn UC;

e pasbop MHUMaeHToB b N MUHUMM3ALMA BOSMOMKHOTO yLepba oT UX NposBAeHuUA.

PyKOBOACTBO M COTPYAHUKM YdperKaeHus npu npoBeaeHun y Hux ayguta CYUB ob6AasaHbl
OKa3blBaTb CoAelcTBME ayaMTOpam M MNpeaoCTaBAATb BCHO HeobXxoAMMylo AnA NpoBeAeHuA ayauTta
MHbOPMaLMIO.
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8.13. lIpeaocraBiieHure yCIAyr CTOPOHHUM OpPraHU3anusaM

8.13.1.CoryialieHUA O IPeAOCTaBJIEHUHU YCIYT
B cornaweHna o npefocTaBAeHUN YCAyr CTOPOHHUM OPraHM3auMAmM AO/KHbI ObiTb BKAOYEHbI

Tp66OBaHMﬂ 6e30ﬂaCHOCTVI, onuncaHune, 06BbEMbI M XapPaKTePUCTUKN KaveCTBa NPeaoCTaBnAeMbIX YCAYT.

8.13.2.AHau3 npeaocTaBJIeHUA YCAyTr
Ycnyru, oT4éTbl M 3anucK, NpeaocTaBAfsemMble CTOPOHHUM OpraHM3aumAM, OOMKHbI MOCTOAHHO

NPOBEpPATLCA M aHANIM3NPOBATHLCA. B OTHOLLEHNAX CO CTOPOHHEW OpraHMn3aLmMen A40KHbI NPUCYTCTBOBATb
cneaylolime npoLecchb:

®  KOHTPO/Ab 06bEMa N KauecTBa YCyr, OTOBOPEHHbIX B COMNaLLEHUSAX;

e pepaocTaB/ieHMe CTOPOHHEN opraHmnsaunmn nHpopmaumm ob nHumaeHTax b, cea3aHHbIX
C npeaocrtasiAaeMbiMn ycnyramm, h cCoemectHoe niyyeHue 3TOM VIHd)OpmaLI,VIVI;

®  aHaNM3 NpeaocTaBNeHHbIX CTOPOHHUMW OpraHM3auMAMM OTYETOB O NPeaoCTaBAEHHbIX
ycnyrax;

e ynpasneHue NtobbiMn 0O6HAPYXKEHHbIMK NPpobAEMamMK.

8.13.3.IIpuémka cucrem
B yupexaeHun ponxeH 6biTb pa3paboTaH M yTBEPXKAEH MNOPAJOK NPUEMKM HoBbIX WUC,

06HOB/IEHMA M HOBbIX Bepcuii MO.
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9. OTBeTCTBEHHOCTbD

Ovpektop YupexpeHusa onpenenser NpUOPUTETHblE HamnpaBieHWA AeAaTeNbHOCTM B 0bnactu
obecneyeHnss U6, mepbl Mo peanu3aunmn HacToawen MONUTUKM, YTBEPXKOAET CMNUCKM OOBEKTOB MU
CBeAeHUN, nognexalmx 3alimMTe, a TaKKe ocywecTBaseT obliee pyKkoBoacTBO obecnevyeHnem Wb
YupexaeHus.

OTBETCTBEHHOCTb 33 NOAAEPKAHME NONONKEHMI HacToALLelM MOAUTUKMN B aKTYaIbHOM COCTOAHUM,
co3faHue, BHeApeHWe, KOOpANHaLMIO U BHECEHME U3MeHEHUI B npoueccbl CYUB YupexxaeHna nexuT Ha
pykosogcTse otaena NC CMT.

Bce pyKoBOAMTENM HECYT NPAMYIO OTBETCTBEHHOCTb 3a peanmsauuio NoAnTUKKN 1 eé cobaoaeHne
NMepcoHanoM B COOTBETCTBYHOLLMX NOApPa3AeNEHUAX.

PaboTHMKM YuperaeHMA HecyT NepcoHasibHY0 OTBETCTBEHHOCTb 33 cobatoaeHMe TpeboBaHWUM
OokymeHToB CYUB wn o06a3aHbl coobwaTb 060 BCex BbIABAEHHbIX HapyweHuax B obnactu
nHbopmaunoHHom besonacHocTn B otaen NC CMT.

B TpydoBbix A0roBopax M [AOMKHOCTHbIX WHCTPYKUMAX PabOTHUKOB yCTaHaB/AMBaeTcA
OTBETCTBEHHOCTb 33 COXPAaHHOCTb CNyX»ebHoW MHPopMaLMK, cTaBlled U3BECTHOW B CUY BbINOJIHEHUA
cBOUX obA3aHHOCTEN.

PyKoBOACTBO YuperKAeHMA PeryaspHo NpoOBOAUT COBELWAHWA, MOCBALWEHHbIE npobaemam
obecneyeHns MHGopmaumoHHOM 6e3onacHOCTU C Lenblo GOPMUPOBAHNA YETKUX YKA3aHWIA NO 3TOMY
BOMNPOCY, OCYLLECTBAEHUA KOHTPOIA UX BbINOJIHEHMSA, @ TAKXKE OKA3aHUA afMUHUCTPATUBHOMN NOAAEPHKKM
MHUUMaTMBaM no obecneyeHuto Ub.

HapyweHune TpeboBaHM HOPMATUBHbLIX aKTOB YuperkaeHusa no obecneveHuno UB sasnsertca
ypesBblyaiHbIM MpPoOUCLIECTBMEM M ByaeT CAyXWTb MOBOAOM W OCHOBAHMEM AN NpOBeAeHWA
CNyKebHOro paccienoBaHus.
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10. KoHTpoOJib 4 IEpECMOTP

O6Wmin KoOHTPOIb cocToaHUA UB YuperkaeHus ocyllecTeaseTca AMpekTopom.

TeKyLwuit KOHTPOAb cobntoaeHua HacToawel NMonntmku ocywecrenset otaen MC CMT. KoHTposb
OCYLLEeCTB/AETCA NYTEM NPOBeAEHUS MOHUTOPUHIA U MeHeaMeHTa nHumnaeHtos Ub YupexkaeHnusa, no
pe3ynbTatam oueHKn MB, a TakKe B pamMKaX MHbIX KOHTPOJIbHbIX MePONPUATUIA.

Otaen UC CMT exerogHo nepecMmaTpuBaeT MONOMKEHUSA HACTOALLEA NOAUTUKU. M3meHeHuA U
DOMNONHEHMA BHOCATCA NO MHMUMaTuBe otgena MC CMT unm JupeKktopa v yTeepxKaatoTca JupeKtopom.

MopAaaoK nepecmoTpa AOKYMEHTOB BTOPOrO M TPETbero ypoBHEMN onpeaenderca B AaHHbIX

OOKYMEHTaXx.

Bce nsmeHeHuA, BHeCEHHbIe B HAacToAwwyo MNoantnky Nb oonxHbl yunTbiBaTbCA B AnCTe «AcTopma

U3MEHEHUNINY.
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11. MHcropus U3MeHeHUM

Bepcua

[ata
yTBEpPXKAeHUA

N3meHeHun

KTo BHEC n3meHeHun

MNonuntnka nHdopmaymoHHon 6esonacHocTH
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