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Use case ass DNS-aktnBHOCTM (Nnpumep)
‘ Mosnogon (MeHee 7 oHen) Toachuk k BHeLHeMmy [P
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Tunosble use case baHkosckozo SOC.
Ymo mbl 00/XCHbI MOHUMOPUMb 0653aMmesbHO ?

ba3oBbiM ypoBeEHb: cOOp cBeaeHUM 06 aTaKyrOWMUX AOMEHAX:
- CobpaTb AOCTAaTOYHO AQHHbIX 415 NPUHATMA peeHnsa o 6AOKNPOBKe Nnun
NOCTaHOBKE nog MOHUTOPWHT,

« [laHHble A0MKHbI MNPOXOAUTb NEPEKPECTHYIO NPOBEPKY A1 CHUKEHUSA
BEPOSATHOCTU BNIOKMPOBKU UM NPOMYCKa aTakM 13-3a OLLMOOK NepBoro

AN BTOPOrO pPoaa;
 JaHHble MOKHO MUCMOb30BaTb A1 PETPOCMNEKTUBHOIO aHaNM3a



Cbop cBegeHM 06 aTakyroLWMX AOMEHAX

[laHHble U3 KYPHaNO0B NPOKCU-CEPBEPOB, MEMKCETEBbIX 3KPaAHOB,
MapLLPYTN3aTOPOB, MOYTOBbIX LLU/THO30B N CEPBEPOB:

e CUHXPOHU3UPOBAHHAA METKA BpeMeHU cobbiTuA

« MHAMKATOpPbI, HA OCHOBE KOTOPbIX MOXHO byaeT co3aaTh MHAMKATOPDI
KOMMpoOMeTaumn, Tak1e Kak:

- ASN

- [P

[lomeHHOe nms/30HHas MHopMaLua

FQDN

- URL

MepeHanpaB/ieHUA Ha ApyrMe pecypchbl U T.4.



DNS ocHOBa Kputnyeckom MHPpacTpyKkTypbl MHTEPHET

Google ‘!Ju

Windows 7
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Bce BO3MOKHble . Jltobble ceTeBble apXUTEKTYPb Bce onepaunoHHble
YCTPOMCTBA CUCTEMDI

2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



YTO npomncxoaunT, Korgaa mbl Nnocellaem BCero oauH CanT?
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[Mpymep NMHANKATOPOB U3 pPeasibHON GULLMHIOBOW PACCbINIKM

« nationalbank[.]bz



[Mpymep NMHANKATOPOB U3 pPeasibHON GULLMHIOBOW PACCbINIKM
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PuwmnHr — nationalbank|.]bz

national bank belize B Q

Q Bce 2 KapTbl ) Hosoctu ] KapTtuHku (] Bugeo : Ewe HacTtpoiiku MHCTpyMEHTBI

Pesynesraros: npumepHo 32 100 000 (0,87 cek.)

National Bank of Belize

https://www.nbbl.bz v NepeBecTu aty cTpaHuuy
National Bank of Belize are an institution of integrity, transparency and sound banking,
dedicated to providing you with financial products that are designed to ...

2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



PuwmnHr — nationalbank|.]bz

ﬂHﬂEKC national+bank+belize HaitTu & =

Mouck KaptuHkn Bwupeo Kaptel Mapker Hosoctu [lepesoguuk Odup Konnekuum 3Hatokm Yenyru Ewé

v National Bank of Belize Hawrnock 2 MnH pesyniraros
anbbl.bz v Oatb o6bsiBneHve [lokasaTb BCce

Welcome to National Bank of Belize Limited! We are an institution of integrity, transparency
and sound banking, dedicated to providing you with financial products that are designed to
meet the banking needs of all Belizeans. The People’s Bank... Yutatb ewwé >

W National Bank of Belize - Wikipedia
@ en.wikipedia.org > National Bank of Belize v
The National Bank of Belize Limited (NBBL) is a government-owned bank headquartered in
Belmopan, Cayo District, Belize. With $47 million in assets (2016) it is the smallest
commercial bank in Belize. YnTtatb ewwé >

bb Belize Bank — Our Country. Your Bank
@ belizebank.com v
At Belize Bank we know you aren’t looking for a complicated solution. ... The Belize Bank
Limited offers its customers both local and international credit cards under the VISA and
MasterCard (international only) brands. Read More. Security Center. Yutatb ewé >

El Central Bank of Belize
@ centralbank.org.bz v
The Central Bank of Belize regulates Belize’s financial system ... The Central Bank of
Belize, in collaboration with the Ministry of Finance, launched Belize’s National Financial
Inclusion Strategy on 17 September 2019. Learn More. The Bank... YuTaTtb eweé >
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Details for nationalbank.bz

This domain is currently in the Umbrella block list.

Timeline

~/\ DNS Queries ¢ DomainEvents (3 DNS Changes

Google VirusTotal

Umbrella Investigate Risk Score: 100 @

Current Content Category: None

Oct 20th, 2019 - Nov 19th, 2019

19 Max. Queries: 19
1
S
T T T T T T T
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Event History == Security Categories — DNS Changes — Query History
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nationalbank.bz ‘ m BACK TO TOP

Nameserver Associated Domains Last Observed

ns1.suspended-domain.com Greater than 500 Total - At least 75 malicious Current

ns2.suspended-domain.com Greater than 500 Total - At least 75 malicious Current
Showing 2 of 2 Results

Show more WHOIS data ~

F=

Host Q

IP Count 1

Geo Distance (sum, mean) 0, 0 km

Registrant Country &8 AU s

Requester Distribution

COUNTRY PERCENTAGE

mm Russian Federation 66.67%

== United States 33.33%

Distribution 0 T 67%
Associated Samples POWERED BY CISCO AMP THREAT GRID
Threat Score SHA256 Signature AV Result
[ 81 ] fe5135ce1928f613e2b0500eadbd588e9ead84feb5fd377e4b03284f9515¢c31a

1-10f1



Tunoesie use case baHKkoacko2o SOC. Ymo abl 0011 (HbI
MOHUMoOpuUmMe 0bs3amesibHO ?

« CpeaHUN YPOBEHb: PacKpbITUe MHPACTPYKTYPbI 310YMbILLIEHHUKE (C
OZHOrO JOMeHa Unu No e-mail BnagenbLa) AnAa NPoOakKTUBHOIO BHECEHMUSA B
YepHble CMUCKU U MOHUTOPUHIA TOTO, YTO eLle MOKET NPON3ONTU B

byaywem:



BbiABNEHHbIE MHAMKATOPbI U3 PULLMHIOBOM PACCHINKU

« nationalbank[.]bz

. 62.76.44[.]28

« ad2c5f31e65b8710c8230067a22e8206

« C:\Users\[username]\AppData\Local\Temp\vuwlIn\
- wateroilclub[.]Jcom

. 204.44.118[.]201

- 150039308d5385b8170a01307864b761

«  Formixing[.Jcom

. 185.244.149[.]78 n T.A.
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Tunoesie use case baHKkoacko2o SOC. Ymo abl 0011 (HbI
MOHUMopumes 0bsa3amesnbHoO?

* CPEeAHUM YPOBEHb: PErYASPHbIA MOUCK CAaNTOB-K/IOHOB (C MOMOLLLbIO
CKpunToB 1 ¢ nomoubto GUI):

« https://github.com/brad-anton/brand watch



https://github.com/brad-anton/brand_watch

[TONCK CaMTOB-K/IOHOB:

:brand_watch ruivanov$ python brand_watch.py nationalbank

(py2-venv) .
ftp.accessnationalbank.com
wwl.wwwparknationalbank.com
asalaccounting.alainnationalbank.com
firstnationalbankafton.biz.at
mbox.internationalbanking.eu
centurynationalbankcom.plastbut.pl
postmaster.ehnationalbank.com
mxs.accessnationalbank.com

mail.nobleinternationalbank.com
(py2-venv) :brand_watch ruivanov$

2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



[TONCK CaMTOB-K/IOHOB:

(py2-venv) :brand_watch ruivanov$ python brand_watch.py centralbank
news.centralbanking.co.uk

mail7.centralbankng.ng.tn

gateway.advantagecentralbank.com

ml.centralbanking.co.uk

mx5.advancescentralbank.com

mail4.advantagecentralbank.com
mailer.advantagecentralbank.com
ns2.advantagecentralbank.com
directory.centralbanking.co.uk
mx1l.advantagecentralbank.com

(py2-venv) :brand_watch ruivanov$

2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



[TONCK CaMTOB-K/IOHOB:

csco INvestigate

SEARCH PATTERN SEARCH
——

*nationalbank.*

Showing 500 results for .*nationalbank.*

Search maxed out at 500 results. For complete results please narrow your search.

Domain Name
postmaster.ehnationalbank.com
mxs.accessnationalbank.com
ftp.accessnationalbank.com
mbox.internationalbanking.eu
centurynationalbankcom.plastbut.pl
asalaccounting.alainnationalbank.com
firstnationalbankafton.biz.at

ww1.wwwparknationalbank.com

Security Categories

Newly Seen Domains
Newly Seen Domains
Newly Seen Domains
Newly Seen Domains
Newly Seen Domains
Newly Seen Domains

Newly Seen Domains

(2] ] INVESTIGATE Constrain RegEx search to Last 30 days

First Seen

November 19, 2019, 04:11pm
November 19, 2019, 01:14pm
November 19, 2019, 11:42am
November 19, 2019, 09:04am
November 19, 2019, 06:22am
November 19, 2019, 04:54am
November 18, 2019, 08:57pm

November 18, 2019, 05:09pm

Ruslan Iy



[TONCK CaMTOB-K/IOHOB:

ceco  INvestigate

SEARCH PATTERN SEARCH
——

.*centralbank.*

Showing 157 results for .*centralbank.*

Domain Name
mx1.advantagecentralbank.com
ns2.advantagecentralbank.com
gateway.advantagecentralbank.com
mailer.advantagecentralbank.com
mail7.centralbankng.ng.tn
news.centralbanking.co.uk
m1.centralbanking.co.uk
directory.centralbanking.co.uk
mail4.advantagecentralbank.com

mx5.advancescentralbank.com

Security Categories

Newly Seen Domains
Newly Seen Domains
Newly Seen Domains
Newly Seen Domains

Newly Seen Domains

(2] ‘ INVESTIGATE Constrain RegEx search to Last 30 days

First Seen

November 19, 2019, 03:51pm
November 19, 2019, 01:51pm
November 19, 2019, 01:50pm
November 19, 2019, 12:36pm
November 19, 2019, 01:36am
November 18, 2019, 05:16pm
November 18, 2019, 05:16pm
November 18, 2019, 05:16pm
November 18, 2019, 05:04pm

November 18, 2019, 05:02pm

Ruslan Ivi



Tunoesie use case baHKkoacko2o SOC. Ymo abl 0011 (HbI
MOHUMoOpuUmMe 0bs3amesibHO ?

« CPeAHUN YPOBEHb: NPOBEAEHUNA paccnefoBaHUA KNOEPKPUMMHANBHOMN
NHPpacTpyKTypbl (bopymbl, BPH-xoCTUHIM 1 T.N.):



LUndposanbumk Locky — npumep BbiaABneHUA MHOPACTPYKTYPbI

Domain — IP | Network — IP | IP — Sample
Association Association Association
IP — Domain IP — Network WHOIS
Association Association Association
A\
AUG 17 -26 DAYS SEP 12

Q*.7asel7[.]top B /N A

Umbrella i) total

2019 Cisco and/or its affi

iates. All rights reserved. Cisco Public



O *.7asel7[.]Jtop

®© 185.101.218.206

Association Association

© 1,000+ Q 600+
DGA domains Threat Grid files
ccerberhhyed5frqa[.]8211fr[.]top SHA256:0c9¢328eb66672¢

f1b84475258b4999d6df008

2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

O 91.223.89.201

Association

AS 197569 —



Threat detected same day

domain was registered.

- DGA JUL14 -7 DAYS JUL 21

— Q) jbrktgnxkimuf].]info . 4N A
Umbrella > | total

Threat detected before

domain was registered.

% DGA JUL 18 -4 DAYS -26 DAYS AUG 21
— © mhrbuvcvhjakbisd[.]xyz . O A
Umbrella DOMAIN > | total

REGISTERED



S

 Malware

* Ransomware

* Phishing

e Crimeware forums

* Credit card dump shops

BRKSEC-2049



Insight into the IP network

myhearthstonehomes.org|

INVESTIGATE

IP Addresses

First seen Last seen IPs

9/14/17 9/14/17 184.168.221.49 (TTL:)

[8/31/17 9/13/17 184.168.221.49 (TTL: 600) ]

8/30/17 8/30/17 52.14.244.225 (TTL: 600)

2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Details for 52.14.244.225

Hosting O malicious domains for 1 week

This IP is currently in the Umbrella block list as malware

Security Categories: Malware

Threat Types: Bulletproof Hosting An AWS IP abused by Alex’ BPH and

offered to criminal customers to host
malspam attack domains

AS

Prefix ASN Network Owner Description
52.14.0.0/16 AS 16509 AMAZON-02 - Amazon.com, Inc., US 86400

2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Known malicious domains on the same IP

Known domains hosted by 52.14.244.225

agentssellingtips.info antoineandmuse.com apadriana.com brookestonehousevalue.info centralflhousevalue.info

l heymamaradio.com Iimap.antoineandmuse.com imap.centralflhousevalue.info imap.vetstuff.com myoutdoorchild.com
rexahunter.com susannahope.com thechristianblog.com verumpharmaceuticals.com whymovenow.info writerbloggers.com
www.heymamaradio.com www.zashealth.com zaspharma.com zassys.com accuratewindermerehousevalue.info
greathomesellingtips.info newwestorangehomes.info package2china.com realestatetruth.info vetstuff.com
wgopodcastbooking.com writerblogger.com www.agentssellingtips.info zasbiopharmaceuticals.com zasproperties.com
zasbiopharm.com zashealthsystems.com zasholdings.com zashealth.com lovelyflrealestate.com ourrealtyguy.org
protectorsuperhero.com www.lovelyflrealestate.com www.realestatetruth.info www.zasholdings.com www.zasproperties.com
myhearthstonehomes.info myhearthstonehomes.net myhearthstonehomes.org ourrealtyguy.info ourrealtyguy.net
ourrealtyguy.us www.myhearthstonehomes.info www.ourrealtyguy.org

2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



heymamaradio.com) BACK TO TOP

This domain is associated with the following attack: Hancitor Dropper

This domain has a suspicious prefix score

This domain has a suspicious RIP score

Classifier prediction: suspicious Umbrella risk score:
DNS queries
2k
5
=]
=
Z
T o1k
3
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v
8 N

18. Aug 20.Aug 22.Aug 24.Aug 26.Aug 28.Aug 30.Aug 1.Sep 3. Sep 5. Sep 7. Sep 9.Sep 11.Sep 13.Sep 15.Sep

2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Overarching patterns across
a dozen malspam campaigns

Malspam Campaign 1 Campaign 2

Spoofed A
sender + performanceair.com . -+uspackagers.com
Phishing urls domain o o
are hosted on )
AWS cloud Alex Phishing  + myhearthstonehomes.org I A I --downetwpnj.net
services ‘ :
Hancitor 2 + thettertrefbab.ru - +Hedtfortedlet.ru
Pony C2 -+ mebelucci.com.ua = [ crabbiesfruits.com
BPH 2 A
SDn‘:j'”Ciltn‘fl‘i EvilPonyC2 - uneventrendi.com 1 orcateheck.com
BPH and ’
abused Zl d c2 I f b- i h d
hosters oader -+ lycasofrep.com --rebjusjohed.com
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