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FMOCYJAPCTBEHHBIH CTAHIAPT POCCHHCKON DEJEPAILMH

Jamura wnhopMamHK
HMCIBITAHHA NMPOrPAMMHDBIX CPEACTE HA HATMYHE KOMITbHOTEPHLIX BHPYCOB
TunoBoE PYKOBOLICTED

Information security. Software testing for the existence of computer viruses. The somple manual

Jara seegeana 1999 —07—01
1 OBJACTE MPHUMEHEHHWSH

1.1 Hacrodiuuil crapiapT pacnpocTPpaHAaeTcd Ha HCNBITAHHA NporpassuLy cpescte (MO voux
KOMITOHEHTOR, UeIH KOTOPLIN — OOHapy#uTL 6 51ux [1C ¢ veTpaHHTE HI HHX KOMNBIOTERHLIE BHVCLE
(KB) cuaamu cregManbMLIX NpeanpHatHil (nogpainedeuil), W vertamamiupaer obwie TpeboBaHMA K
OPraHHIaude ¥ NPoBEIe HHID TAKHY HCTTRTAHHH.

1.2 TpeGopanus, YCTAHOBIEHHLIE HACTOSLIMAM CTAHIAPTOM, HANTPAKITEHELL HA ODECTTEYeHHME CITeUMAnLHOH
oopaboTEH T1C o genax sespnenna KB, a Tak#e Ha veTpaHeHMe NOCASICTENH, BROBAHHLN BOIMOMKHLIMA
BOAIEHCTEMAMHE KB Ha onepalHoHHEE CHCTEMEL, CHCTEMHER W NONLIOEITeNLCKHE (Pallisl ¢ AporpamMMasi |
DAMHEAMM, HAUATEHERE CEKTOPE MAMHHTHBEIX DHCKOR, TATHUE padsdemerysa dainos n ap.

1.3 HacTogwui cTaugapT YeTaHARTHBAST THIIOBRE TPeDOoBaIHHA, NPeILABRTHEMEE K HCLITasuuas [10C
Ha vatuyue KB, B ToM uncne:

= K COCTABY MEPOTIPHATHI N0 NOArOTOBKE W NMPOBEIEHMID HCMEATIHHIA;

= K COCTaBy, CTPYETYPE H HATHAMEHHME OCHODHLY dYacTell nporpaMsyHo-anmapaTHoro cTenaa, obec-
MEYH BLOIIEND APOBeIeHe HCNLITAHHH;

= K BEGOPY H HCOOIBIOEAHHED METOO0B MPORSIeHHA HCMLITaHMi;

= K TeCTOBRMA (AHTHEHPYVCHEIM) TIPOCpasisam, ODHapvEHEIOMIHM W YHHUTORAIOWNHM KB,

- K COCTABY H CONSpaMMi Q0KVMEHTALHH, fMECHPYVIGLUEH NOPaIoK NpoBedeHia HCOBTaHH 11X
PeVILTATEL

1.4 Hacrodgmui crauiapt npeidaiiaded 108 NPpUMeHeHHA B HCNBITATENLH BN 1alopaTtopHdas, npo-
BOLALLHY cepTHhHEauHoHHEe HeneTauna [1C Ha penoaued e TpeboBaHHl IAMATHE HHpOopManH.

2 HOPMATHEHLIE CCBLIKH

B macTosiuies cTAMIAPTE HCNOILIOBAHA CCRUTEA HA CASIVIOILHA CTanIapT:
MCT 19301 =79 ErMMas CHCTEMA NPOrpaMMHOoil JoKysmeHTanni. [porpaMsa 0 METONMKA HCTL-
Taruil, TpedoRanPa K CONEpEaHHID M Ojopsme HHI

3 OIPEAENEHHA H COKPAILEHHA

B vacTodes cTaugapTe NpHMe el CAeIVIOmMe TepMHEE ¢ COOTRETCTRYHLLHMH Qe Iene HHAMH:

JamETa NpOTPAMMHELIX CPENCTE — OPTAHHIALHOHHLE, NPABOBEIE, TEXHHUYECKHE M TeXHOJOTHYECKHE
MEPEL, HAMPARTEH HEE Ha NPeIoTBpalueHHE BOIMOMHLIY HECAHKMHOHHPOBIHHLIX e HCTBHH M0 OTHOILEHHIG
K MporpaMsHEy CPeacTiaM W YCTPpaHeHHE MOCIeIcTRHE 3THXY 1eHCTEMI.

(pEEAAR — JeHCTEMA TPETEEH CTOPOHE, UENhE KOTOPEIX - MOITBERAHTE (C MOMOLLID CEpTH-
fHEATa COOTRETCTEHA) TO, YTO MIDSTHE (B TOM YHCIE OPOrpaMMHcs CPEeIcTRO) MW VCIVIE COOTRETCTRYET
OpeIeNeH HEM CTANIARTAM HIK IPYTHM HOPMATHEHLM J0KVMEHTIM.

INpodinasTiEs — CHCTEMATHYECKHE NeHCTRHA JKCIUIYATALIHOHHOTO MEpoOHATL, Uelh KOTOPhIN —
BRABHTE H VCTPAHHTE HeQIaronpiaTHiE HIMeHeHHa B CBOHCTBAX W XapaKTepHCTHEAN HCMOTBIVEMBIX
MPOrPEMAMHEY CPEICTE, B YACTHOCTH TPOBSRHTE JKCTLIVATHPYEMEIE, XPAHMMBEE M {HIH ) BHOBEL MTOTYYEHH LS
MPOrpEMMHBEE CRPEICTED Hi HATHYHE KOMILIOTEPHLIX BHRYCOE,

Hamamne ofmumnnog
*
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Peauana — nNpopepra BHOBL NOTYYeHHBIX MPOTPAMM CNEUHATEHEMH CPEeICTRAMH, NPOBOIHMAS ITYTEM
HX JAMVCKA B KOHTPOIHPYEMOH cpeae.

Hecankumonuposanibiil J0CTVI K OPOrPaMMiLIM CPeICTBAM — A0OCTY K MPOrpaMMan, JaiHcaHHBLM
B aMATH JBM MM HA MAWMHHOM HOCHTENE, 3 TAKAE OTPAXEHHLIM B JOKYMEHTILWH Ha 3TH IPOrpaMMEl,
OCYIIECTRNEHHE ¢ HAPYILEHHEM YCTAHORTE HHEIX TIPABAN.

Bakunnuposanie — o0paboTea dainon, DHCKOB, KATATOMOR, MPOBOEHMAN © MPHMEHEHHeM CIIeumH-
ATLHEIX MPOrpass, COAIAKMIHY YCIORHA, MOIO0HEE Teu, KOTOPLE COIMAKNTCA ONPeieneH HblM KOMITBIO=
TEPHEIM BHPYCOM, H HITPYAHAILUHY NOBTOPHOE end NOARIEHHE.

KoMnbioTepbiii BHPYC — OporpaMua, CnocobHan COSTEaRaThE CROM KOMHH (He0h A 3aTeNLH0 COBIaIan-
LHE ¢ OPHHHAIOM) @ BHEIAPATE X B afiel, CHCTEMHELE OTACTH KOMOBIOTEPd, KOMIBIOTEPHLIY CeTeH,
4 TAKAE OCVILECTRIATE HHEE AECTPYETHEHEE deiicTeua. [IpM 2TOM KONHH COXPAHAKT CHOCOGHOCTE
NATBHERIUETD PACHPOCTPAHEHHA. KOMILOTEPHLIH BUPYC OTHOCHTCH K BPEIOHOCHEIM MPOrpaMMan.

B macTosmen cTARIapTe NPHHATE CAEIYIOUIME COKPALEHHA:

= [T = nporpassMiBEe cpeacTha.

= KB = KOMOLETEDHEE BHPYCEL.

= MPBEM — pepcoHalbHad WeKTPOHHO-BEYHCIHTEIEHAA MAWHHE (NMepCoHaTLHBIH KOMILIOTER).

- BBM — wIeKTPOHHO-BRYHCIHTEIBHAA MALLIHHA

4 NMOPHAOK NMPOBENEHHA HCIIBITAHHA NPOIPAMMHBIX CPEINCTB
HA HATHYHE KOMITBKTEPHBIX BHPYCOB

4.1 HMcnuranna [N1C va vaamuue KB caeaver npopoidTh Ha cHelHANLHO 060pyIOBAHHOM MPOTpaMM-
HO=AMNAPATHOM ACAETIATEILHOM CTEHIE, B COCTARE KOTOPOID QOCTHHLE GLThL HeolxoIuMble TEXHMIeCKHe
W OPOTPAMMHEE CPEICThi, B TOM YMCIe AHTHOHPYCHERE NPOrpaMMbl.

4.2 Tpennpuartie |nogpasgenedqe (aaee — opranusauus )|, nposoagues nposepky [NC na sannuue
KB, aomeno noglepaibaTk HCNEMTATENRHEN CTeHI B padoTocnocoDHOM COCTOHHMHE H HE JONYCKATE
npoddEHoEeHHA KB B nporpamssl B JanHee 00 HaYana NpoBeisHid HenLTanri.

4.3 Opraguzauud, nposoadwad npoeepry NC va vanwyawe KB, noosua onpetendts U sahukcHpo-
BATE: B NPOTPaMMe HCNBITAHANE Uenk H 00BEM MCNBTANHE, 8 TAKEe CEOM 00A3aTENLCTEA, KaCaloliHeCHd Mep
3AHTEL nposepAemiiy [TC or gx tapaxenua KB ¢ vuetom Tpedosaunit FOCT 19.301.

4.4 Mepu no awpre nposepaesisX [TC o1 3apaenud KB \oryT BRI0UATE B ceb:

- PABPAGOTEY W BLEIGTHEHHE KOMILIEKCA MePpOnpHATHIT o npodiNakTHES, PeBHIHE W BaKIHHHPO-
BAHHID HemonbayeMsiy [1C;

- MOATOTOBKY JTOEHOCTHEIX JTHI, OTBEYAIONIMY 34 [poseaeiHe nomusranui [1C;

= pazpaloTEY K BRIDOP CAOCODOE NpHMeHEHHR POrPaMMHO-TEXHHYSCKHX CPEacTe LA 0DHapye It
KB o [1C;

= BIAHMOIEHCTEME OPraHMIaAlEN, JAKA3LIBAIIIHY W NPOEOOAIIHY HenwTauusa [10C;

= KOHTPOTL 33 NpoBegenies Henbmanmid [1C;

- pUeHKY JfuheKTHEHOCTH NPHMeHSeMEIY AMTHEAPYCHRIN CPeacTh;

- COBEPIIEHCTROBANME cHCTeMEl MeponpuaTinil no samwute [T or KB wa ocdoBe coBpeMEHHLIX
AocTiAeHHE HadopyMagHorHol TeEXHONOIHN,

= YCTAHORMEHHE AAMHHHCTPATHENGEH OTESTCTEEHHOCTH ITHHOCTHRY MU 33 BLMOTHe HHe Tpedona-
HHH samuTe TC ot KB

= HAZHAMEHMHE OTBETCTREHHLIY IOTAHOCTHEX JMU H ONPEIeIeHHe HX NOAHOMOYHH, OTHOCALIHWXCH K
OPCAHHIALTHH B NPoDeIe D MeponpuaTHi no saavte [1C oT KB,

4 5 Opradnaaund, sunoausowad nposepiy NC pa naaune KB, nouosua ofecneymTs Beck NpoLece
MPOESPEH HeoOXOTHMEMH BRIMHCIHTENLHBIMH TEXHHYSCKHME H NPOrpasMMHBIME CReICTEAMME, 3 TAKHe
HATHAYNATE CHSMHATLHG O0VUEHHEIX COTPYAHMKOD LT MPOBEISHHA MCTIBTaHHIL.

4.6 Oprauuzanndg, eeinoadAomad npopepky [T na pansumne KB, momkna HazHauHTE NOCTOAHHOTD
MPeOCTABMTENR, KOTOPLIA NOaIyqasT onpelefleHible NoIHOMOMHA | HeceT NOCTOaHHYI0 OTBETCTREHHOCTL
3 BEIIOIHEHHE TPeDORIHH I, YCTAHOWICHMEY HACTOALLHM CTAHIAPTOM.

4.7 B coCTap TEXHHYSCKHX CPEACTE MCMBETATENLHOMD CTeHIa JOMEHE BXOONTEL

= coBMecTHMEEe [TDOBM;

= HeQDXOAHMBEIE TeMEHTE! TETeKOMMYHHKATIHOHHEIY ceTell;

- KAHANLL COATH.

4.8 KoukpeTHsif HaDOop TeXHHYSCKHY KOMMIOHEHTOR HCALITATENEHOID CTEHIA OOVIACH DBITE TAKHM,
YTo0L GRAH oDecneYe s YOIOBHA BOCHIPOMIBEIEHHA BCEX HeoDXNOAHMBIY BHEIHME BoagelcTeHi wa [1C
B OpOUECCE MpoBelcHE] HCnLTaHui.
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[Mepen HavyanomM HCOBITAHWH COCTAR TEXNHMYECKHY CPEICTR, HCMOTLEIYEA LY 1718 NPOBLIeHHA MPOREPDK
NC pa vaauane KB, nogaen 6Lt cOrmacoma i ¢ opraniiamnedl, sakatkinaomwed ari nposepii. [pi 3towm
COMTACOBAHME JOUIHHO DRTE OdrpyiIeHo COOTESTCTRVIOLIMAM AKTOM.

4.9 Hapagy ¢ KOMNOHEHTAME, YEAsaHHeMK B 4.7, B COCTAR HCMBITATENLHOMD CTEHIA MOMNYT BXOOHTE
COOTRETCTEYIOLIHE AMMARATHLEE AHTHEHPYCHLEE CpencTia. K HHM OTHOCATCA:

= KOMIBIOTEPEE CMNEUHATEHON KONCTRPYELHK, GIarojapd KoTopoil HecaH KUMONHPOBAHHBEH J0CTVD K
JaHHkIM H Ipaxerdne daion KB MoryT GRTE CVILECTEEHHG JATPYIHEHLL

- CHEUHANLHEIE TLIATE, TOIKTOUYAEMEE K ogHoMy H3 patkesmob [I9BM » pumonsaomme me win
HHLE (DYHELHH SIMTE U paaiiim;

- BMEKTPOHMEIE KUK 3AHTEL HHOPMALAN, [EAEBHLIM ZOCTOHHCTEOM KOTOPLIX ARIASTCH MY
MOV H EHOHLTBHOCTL,

410 Coctan ¥ WHKUHOHANLHOE HATHAYSHME NPOrPAMMHBIX CPEICTE MCMBTATERLHOMD CTEHIA
OAPEIENAINTCA CHCTEMON JELIHTE, NPpHMeHAeMOol NPH NPoBeIeHiE HenETanud TTC #a nammuuwe KB,

411 MNMporpaMyieie CPeICcTia, BXOAAIIME B COCTAR MCMBTATEIBHONS CTEHIA, IOMMHE 0DeCeY HBATE

= perylApHoe BeIeHHe APXMBOE HIMEHEHHIX kil mon;

- KOHTPOILHYIG NPOBEPKY COOTEETCTRMA MIHHLL M IHAYEHHA KOHTPOILHEY CYMM, VEIILBISMEY B
CEPTHHRMEATE M NOTVIEHH BN MpOrpasbiay;

= CHCTEMATHYECKOE OOMVIIEHHE MEPBLIX TpeX GalTos CeKTOPa HAYANLHOH 3AMPYIKH Ha MOIVYEHH LIX
HECHCTEMHEIN IHCKETAX:

= APYTHE BUEL KOHTPUTH Oel0CTHOCTH NPporpaMs nepel CUHTHBAHASM C JHCKETLI;

= MPOREPEY NPOrpaMs Ha HUTHYHE HIBECTHRX BHios KB;

= OOHADYAEESHHE OOMNBTOE HECAHKUHOHHPORAHHOMD JOCTVIIA K HCIBITATENLHEM (HHCTRYMEHTLL=
HEIM} M (HIH) HCNBETYEMBIAM TIPOTPAMMan M JAHHBLIM ]

- BAKUHHHApoEaHHe faiinton, THCKOR, KATANOMOR ¢ WCMOILIOBAHMEM PeiMIeHTHEIX OpOrPasi - BaK -
L, COAMAMMIAN APpH QVHELHOHHPORBAHKK YCNOBHE ana obouapyaenna KB pamuoro muaal

= ABTOKOHTPONL USMOCTHOCTH MPOrpasy MNepel MX SamyckoM;

= yoaneHde obHapvaennoro KB #3 apamedHbly nporpadM WIH JaHHLIX B BOCCTAHOBAZHHE HX
MEPBOHAMAN OO COCTOSHISA.

4,12 Cocrap NporpaMMHbIX CpPedCTB, WCOOILIVEMEX NPH NPOBEIEHHH HCNLITAHWE Mo npocLbe
FAKATUHMED, 1OKeH ORTE JOKVMEHTAILHO bopaiel B COOTRETCTBUMH C TpeDOBAHMAMMY TaKATUMKL.

413 CpokH npopefeHHd HCNBETAHHE DI0KHE DETE VCTAHORIEHE B MPOTPAMMEe H METOIHES MCTikl-
TAHHI 00 OOrOBOPEHHOCTH MERIV JAKATUHKOM H OpraliIamiel, nposonaiield e TaHM.

4.14 [posepaesete 10 povsemi OLITE nepeladbl 048 HCOLTAHAE Ha MACHHATHBEY. HOCHTEIAX
(IHCKeTax) BMECTE C© JOKYMeHTaHei.

415 Cocrap padoT no AoAroToBKe H NpoBeaeHHr senutaduf NC va wanuyue KB B obues coyyae
CIEVIOLTH i

= AHAKOMAEHME ¢ JokyMeHTauned ua MNC;

= pHEbop MeTonop npobeprl IO sa vanmune KB;

- onpedeneHie KOHPHIVPALHH IPOrpaMAMNEX M anNnapaTHLIY CPpelacTE HCNETATeILHOIO CTeHa;

- MOMQOTOBKS NPOPEMMEO-ANMapaTHONG HCMETATENEHOMD CTEHLA K NPOBES1eHIG MCnLITAHHA]

= OPraHM3aUHT ¥ IPpoBEIeHHE HCEMTIHHA;

= oifopaine HHe npoTokona nposepid [TC i ero nepelava B Oprad no cepTipHEIlHE B COOTEETCTERHH
¢ 6.2 HaCTOHUIETD CTAHTAPTA,

= [epeiaud akasuHEy nposepeHiiy [1C Ha MardHTHEX HOCHTERRX (IHCKeTax),;

= WCTAHOMMEHHE M0 COTNACOBAHMEY C 3AKATYREOM MPaRAN (MOPAIKA) FAPAHTHH OO CONpOBORITE I
npopepeHibx [TC,

4 16 MNMpopepra NC @ga panwude KB & obiies cmvaae BETOUAET B ceba

= MOMCK BHpyconoiobHex dparsedtos wogos 10

= MOQETHPOBINHE CHTYVALHE, MPpeqnooRHTeILHO CocobHEIY BLEIGATE aKTHEMIAUHN KB

= AHANHI GCcobe HHOCTEH paansopeicTerd koMoouenTos [T ¢ okpyaammel onepaurorodl cpeno;

= OTPEEeHHE PeIVILTATOR MPOBEPKHM B COOTRETCTRYIOIIEH A0KVMEHTILIME.

5 METO/IbI IPOBEJAEHWH UCHBLITAHHIA IPOIPAMMHBIX CPENCTE
HA HAIIMMHUE KOMITBIOTEPHBIX BUPYCOB

5.0 [Mpy penranmax 10 #a ganuuse KB Honoas3yoT ABe OCHOBHEIE TPYINE MeToaos obHapyse-
HuA KB H 32HTe NPporpaMsM 0T HHX NPOrpasMMHBe B annaparHo-NporpaMsHLe.
K nporpadMsHLy MeToIaM OTHOCHTCH!
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- CHAMHpOEIHNNe;

= DDHAPYACHHE HIMeHEHHH,

= IBPACTHYECKHHA aHamtna;

= PEIHABHTHEE sCTOPOMA:,

= BakuHHHpoBanue [NMC,

ANNApATHO-MPOTPAMMHEBIE MeTOOLL OCHOBAME]L HA Peamti i Mobors (MI0GLIN) H3 VEATAHHEY BLILE
MPOrpaMsHEX MeToIon uHTel [T o7 KB ¢ noMOolls0 CReumaibHeg TEXHMYECKHX VCTPOHCTE.

3.2 Tpu paGope MeTod0B HenuTadMil 1 samuTe [1C ot KB cnenyver pyKoBOOCTBOBATLECH CBETEHHAMH
& CYMIHOCTH KAROOTT M3 HHX, MPHBEICHHLME B 3.4=—3Y9, 4 Takse J0NONHHTEIHEMH NOACHEHHAME ob
WX BOTMOAHOCTAN, JOCTOMHCTEAY M HeIOCTATKAY, NPHAESIEHHEIMHA B IPHI0KeHHN A

3.3 B KOHEPETHEX HCNBTAHHAY MOIYT OBITE HCIOALIOBAHLL CoCcobE ¥ cpeacTea obHapyaenus KB,
PEATHIVIOUIHE OIMH M3 METOIOE, VEASAHHLIX & 5.1, wnu iy KoseOHHami.

3.4 Merod CEANHPOEINH JEIKMASTCH B TOM, YTO CIEUHLIEHAL AHTHENPYCHAA NPOrPaMMa, Haski-
BagMan CKAaHepomM, NMoCHed0BaTeNEHO APOCMATPHEIET nposepaesdble Daiiel B OOMCKEe TAK HAILI B3 MLIX
sCHIHATYPs MagecTHRX KB, [lpy 2ToM nNo0 cHrHATYPOH MOHHMAINT YHHEATEHYID MOCIS10BATENLHOCTE:
GaiTOnR, NMPHEATIERAITVID KOHEPETHOMY HIBeCTHOMY KB H He BCTpedaioiuvIoCd B APYTHY [POrpsaa.

3.5 Merog ofHapyaeHHa WiMeHeH Ui SNCTIOUaAeTCd B TOM, YTO AHTHEMPYCHAA NPOTPAMMA Mpeina-
PHTEILHG ZATIOMHHAET XAPAKTEPHCTHEN BeeX ol/IacTell JUCKD, KOTOPLIE MOTYT MOARSRTATECH HATILIE HHI0
KB, a saTem nepHogHuecky nposepaeT Wy, Ecan HaiMeHeHMe ITHX XapakTepucTHR GyaeT obuHapy#weno, To
TAKAs NporpaMMa coobIIHT MoMLIOBATEINy, 4T0, BOIMOEHO, B KOMILOTeR monan KB.

AHTHBAPYCHEIE NPOrpaMMBl, OCHOBAHHEBEE Ha OOHAPVEESHMH HIMEHSeHMH OporpaMsMHuol cpelbl,
HAZLABAITCH PERMI0RAMH.

3.6 Meton 3EpHCTHUECKOTO AHATHE PEATHIVETCA C NMOMOMILID AHTHEHPYCHEX APOrPaMM, KOTOpLE
MPORe P IOT CCTALHELE MPOTPAMMBl H 3ATPYIOUNHLIE CEKTOPL THCKOD H IMCKET, NLTAACh OOHAPVENTE B HHX
Koa, xapaktepHbiil ama KB, Tak, danpusep, JBpUCTHYECKHE AHATHIATOPR MOXET ODHAPVEHTL, YTO B
MPpoBe PAeMol NPOrpasMse NPHCYTCTEYET Ko, YCTAHARMHEBAKHUHE peadIeHTHEIR MOIVIE B [TaMATH.

3.7 B smetoae peiHIeHTHEIX CTOPKEH HCNOILIVIOTS] aHTHEHPYVCHEE MPOrPaMaMll, KOTOPLIE MOCTO-
AHHO HAXOMATCH B ONEpaTHBHON MAsATH KOMOBIOTEPA W OTCIEEM BT BOe NOJ03PHTEIBHER JelcTRmM,
BETIETHAEMEE OPYTHMY Nporpassasi. PeidIedTHEIH CTOpoE COODIINT MOBIOBATEND O ToM, YTO
KAKAA-THO0 NporpaMya NWTAeTed HIMeHNHTE 3ATPYI0UHLI CeKTOp MeCTKOM JHCKA HTH AMCKET, 4 TAKKE
BRIMTHHMBIN fhaia.

5.8 BakupuuposiiHe YCTAHABTHEAET cOocod 3anTel oboill kounkpetHod nporpasmsel ot KB, npu
KOTOPROM K IT0H Nporpasye NPRCoeIHHAeTeR CReUHATEHEA MOOVIL KONTROTA, Cheddludil 5a ee HENOCT-
M ThED.

[Tpy 2ToM OPOBEPAIDTCH KOHTPONEHAA CYMMA NPOIPAMAMEL WIH KAKHE-THGO IpYTHE 8e XapaKTepHo-
THEH. Eciv KB zapaxaeT BaKUHHAPOBRIHHLIL daiin, sMoayih KoOHTPoSs GOHAWEHBIET HIMEHSHHE KO-
TPUTEHOH CyMMEL pafiaza § coobiiaeT of 3TOM IOILI0BIATED.

5.9 AnnapatHo-TiporpaMyHEe MeTonsl mumMTe [NC o1 KB peatuiviores ¢ NoMoLLK crelHaIiig-
POBAHHOIG YCTPORCTEA — KOHTPONEPa, BCTARIASMOrO B OJHH W3 PAILEMOn PacUlMpetHd KOMILIOTERD, W
CNEUMATLHOTD NPOrpaMMHEOTe 00eCnede S, VI PARTAIOIE Mo paboTol 3Toro KONTROULUTERE H PeaTAIVIOILETD
COHH WIH HECKOIBKDG HI NPOrPEMMHBY METOOOB, VEAZAHHEN BhILLIE.

6 TPEBOBAHHUA K JOKYMEHTALIHH HA HCIIBITAHUA [TPOTPAMMHBIX CPEACTB

6.1 JdokvMenTalna, ofopyvIgeMad Npd NoIroToRKe W npopeaeHin Henutanuii MC na wanmune KB,
NOMKHA CONepHATE COSIeHHA, OTPUAINWME Uelk, O0LeM, MOPAIoK MPOBEIeHHA H PeIVILTATL TAKHX
HCTTLITAHMIL.

6.2 Bunyck aorvsedTa Brda «[IpoTokod NpoBeprH MPporpaMMHEEIX CPEACTE Ha OTCYTCTRHE KOMIILIO-
TEPHEIX BHPYCORs ARTASTCA obdsarelbHbiM. Dopuy goxyvsenta «[lpoTokon NpoRepkd NpOrpaMMHLIX
CRPEOCTE HA OTCVICTEHE KOMMBIOTERHBIX BHPVCORs ONPeIeidnT B YCTAHORIEHHOM NOpAIKe M NepelinT i
OpraH no cepridiEalit.

6.3 dpyrie BHikl J0OKYMEHTOR, BLIOYCKAEMBIX MO pedyikTataM ucenuranuil [T na namume KB, u
AOTERTHHTENRHEE TPeDoBAHMS K MY COO0SpAaHHIn ONpegeiqioT Mo CorIacomHMiy My opralmIanHed,
prnoauAomel nposepiy [MC, B opradudanHell, 3aKatLEA0Wed 3Ty NPoOBEPKY.

6.4 doxyMenTanna, oTHOCAINAACA K MenuTanuas [1C va nammuue KB, mower GWTE NpeicTanneHa
Ha MATHHTHEX HOCHTENRY JaAHH BIK.

4



rocT P 5118898

NPHIOKEHHE A
{ompaaayne]

NMOACHENHA

0} BOAMIGKHOCTAX PRUTHSHEX METOI08 GOHAPYHREHNA H YOTPAHCHAR KOMILMTEPHEIX BHEYCOR

Al CRAHUPOBAHHE HBESSTCH CAMEIM OPOCTLIM NPOTPAMMHLM MeToaoM noucka KB,

AHTHEHPYCH LK HPOMPMME-CEIHEPE MOMYT FEPAHTHPOBIHHO ODHAPYEHTE TOOALRKD Ve wisectHee KB, koropre
DEULH [PSABAPHTCIEHO WIVICHE W JUIH KOTOPRIX DU ONPeIsIcHa CHIHATYL

Mporpassas -crasepay He 00R3ATEIEHD XPAHRTE B CeBe CHrHaTypil soex dasecTiex KB, Oun sonyt, sanpasiep,
EPUHHTE TOUILKD KOHTPMUIBHER CYMME CHIHATYE. AHTHEHPYCHBIS NPOTPAMMBE-CKAHEPE, KOTOPBIE MOIYT YILIHTE
obHapysesnee KB, obwuwo sasmsmores nonwdaraso.

Ann sfupesTHEHOID HCNOIBIOBAHUA SHTHEMPYCHBIX [IPOIPEMM, PELTHIVEOLIHY METO CKEHHPOBIHHN, HE0DX0-
MM MOCTORHHD ODHORTATE WX, MOV CAMBICS [TOCISIHNE BEPCHH.

A2 Mevon obHAPYKEHHS MIMEHCHWH OCHOBAH HE HCOOILIOBIHHH SHTHBHPYCHBIX [IPOTPEMM-PEEHE0POE,
EOTORRE JAN0MHHAKT B CHenuaasdex frailnax oOpainl ragsioil Sarpyioduoil SuHcH, SIpPyIcdHEY  CORTOpon
AOTHHYSCKHE THOKOE, MEPAMeTPR BOEX KOHTPOAHPYEMN dailion, o Takse mHopsMaumo o CTPYETYPS KATWION0E |
HOMEPE TUIONHY KascTepos aueka. Mort BeiTe nposepedsl B IPYIHE SIPIKTEPHCTHEN KOMOBKTERE: 00Les YOTAHOE-
JEHHOH ONCPITHEHOH MAMATH, KOIHYECTED IOIKTIDMEHHEY K KOMIBETEPY THCKOB H B [APEMETPE.

[porpasyel-peBnEops. OTEHIHAIEHD MOVT obHapyaHTe modee KB, 1ame 1e, ROTOpRIe paHer He OeUis
MIBECTHE!. DUHAKD CHIYeT YUUTHBITE, 00 HE BOS HIMEHEHHA BRisadbl sropserses KB, Tak, sarpyaousan sanuce
MOBET MIMCHMTBCH OPH ODHOBICHHH BEPCHM ONEPRUHOHHOR CHCTEMBL, 4 HEKOTOPRE [POIPAMMEL 3E1THE EBAKT
HAMEHACMEID QHHHBE BHYIPH CBOCIG BuInoaHMsors daiten, KoMmopidbe §@ilinl BOMeHsuores slne Jame; Tax,
Hanpusep, cpaiin AUTOEXEC. BAT ofuuio HAMeHECTCH 50 BPEMH YOTEHOBEH HOBOID NPOrPEaMMHEOT oDecie et My,

Mpoirpassin-peaiiopsl He DOMOTYT M B TOM COYYSC, KOCIA MOIES0EITE T SINHCRIEICT B KOMILOTEP HoBERIA g,
speckeHupil KB, [ps srom, cocon KB spean 1pyrie nporpassisl, vee YWITHHBE PEEHIOPOM, OH GyEeT 0OHIPYETH.

JAonoaHHTEIEHOR  BOIMOEHOCTERY IPOIPAMM-PEEHI0POE HEIHETCH CNOCcobHOCTE BOCCTAHOBHTE HIMEHEHHLIE
{mpaaeHHBIC ) PaATL B 3arpyY M HBIE CCETORE HL GCHOBAHNK 3EUI0MBEHHOI paHe: aaopaaie.

AHTHERPVCHLE 1 OIPEMSE -PEBH30DE HEALIE HCIHMIBIOBATE A0 obHapyxeqHns KB b feitnex aosysmeaTon, Tak
Kk oTH it nocrossso wasensotres. [Mosromy mos xodipoas 38 sesEeEse Gaiass Cleaver Bonib3eET:
NPOFPEMAE -CRAHEPE WIH JBPHCTHYCCKHIE anans,

AL DREPHCTHUSCKHN BHATHI NOABOIHET OOHAPYANBATE pader HewmecTHne KB, npuaes s sroro ve Haao
NPENREPETEALHO COBUPATE JaHHLEE O ilIoB0i CHcTeMe, KK TPeiyeT MeTon ODHAPKEH R seHEHHiE.

K CUHOBHLIM HEEOCTATEIM SRPHCTHYSCKOID METOLE OTHOCHTOR CUIEIVEHLIHE:

- NPUHUMITHEIEHO HE MOTYT Bure obuapysens sce KB,

- BOIMOEHD MOSBRIEHHE HOKOTOPOTD KOIHYSCTEE MOEHEX CHrHwios ob obuapvscanid KB 8 nporpassas,
HCIBIYVEMUHYE BHPYCONOUODHEE TEXHOIOTHH (HANPHMER, AHTHBHPYCR ).

A4 BoAbIMHCTES PLAMASHTHEY CTOPOREH MOIBOIEET AHTOMATHYECKH NPOBEPATE BOE JANYVCKACMELE [IPOTPEMM B
Hi 3apackeHse mapecTHe vy KB, Takas nposepra GyAeT 38HHMATE HEKOTOPOS BPEMS, B IPOUSCT SATPYIEH [POTPEasis 1Ll
EMEILTHTCH, HO S0 MOILS0BETe I DYIET vECPeH, w10 maBccTHee KB He cMorT SKTHBHIMPOBETICH HA SN0 KOMIBIOTEPE.

PeniacHTHEE CTOPORI HMERTT OHEHE MHOIT HELOCTHTEOE, KOTORER IEIAKTT 3T0T KIA0C IPOPESM S0 TPHIOLHEI
i menonssoEsEes. Muooe nporpasme, e ie copepaame KB, sorT s nsmes 1eiCTERAL, HE KOTOPRIS PELripyEsT
peanEeHTHEE croposa. Hanpasep, obermas gosanas LABEL sameHser gaHHBIe B 30rpyaodHoM CoKTOPE M BHOEIBACT
cpabarssanie croposa. Hosrosy pabord nonkes0sgmens DYIET NOCTORHHG NPEPEIBETECH PUATPEEARLMMH COODLLIEHHAMH
AHTHEHPWE. KPose Tors, s Eemeib B s By KLs sl pa pEIEaTh, BROBAHD JTH 370 CPafirb BHEe KOMNLOTEPHEIM
EHPYVCOM M Her. Kax noERsisaer npastHEs, paHO W TECETHO TOBIOBITENL TRIEMBET PEaIeHTHEG cropos. M,
HAKOHCL, ELIE UHH HETOCTATOR PCiiAcHTH BX CTOPOCKE I SUCTHMAETCS 1 TOM, SCTO OHM JA0CTAH B DLETE HOCTOSH HO S TP RS HL
B ONEPETHEHYE NEMATE M, CICHMEITEIEHO, YMEHBILAKT O5bEM MEMATH, BOCTYITHOE APyTist [PorpasyEs.

A5 OCHOBHBIME HETGCTATEAME METOIE BAKUHHIPIEGHEA ARTRDTCH BOSMORHOCTE 00018 TAKOH SEILNTED TP
MCIHIBIOBEHHHE KOMIBOTEPHEM BUPYCOM THE HEILBAEMOH «CTEAC-TEXHOIONHHS , i TUEXS HEODXOIHMOCTE HAMEHCHHE
KOYEE [TPOrPAMs, Wi-2 4er0 HeKOTOPRE [IPOrPasM sl HAYHHEET paioriTh HEROPPLKTHD HIH MOTYT NEpeCTars pabotars,.

AD ANmAPATHO-TIPPEAMMHER METOR MPEICTERTHIOT COBOH OIHH M3 CAMEIY HATSHHLN cnocodon 3sumre [1C ot
speckenns KB, Braropaps 1oy, @m0 KOHTPOURP TAR0H SEUHTLL OKT0NEH K CHCTEMHOH WIHHE KOMIBIOTERL, OH
MCTYEET TIECTH B KOHTPOIE HAD BOCME ODFEIN HHAME K QHCKOROH nopcicrese soansorep. [porpasssos obocresere
ERCELPETHOM SUHTE NOIRMEAET YEAWTE OMICTI feiilonnii CHOTeEME, KOOEE Helka UaMernTs. [losmeres sMomer
FEMLHTHTE MESEYE 3PVEHYE JENHCE, 3PV EMHLE COKTUPLL, BulNEHEMbE s, daibns cosdurypamem n i Ecm
ANFEEPETHO- AP PEMMHBIT  KOMILICKD ODHAPVEHT, 4T0 KAKAH-IHD0 NPOFPEMMa NLTECTCH HAPYIIHTE YOTAHORIEHHYHY
WY, OH MOMHST HE TOIBKD CODOILNTE 00 27008 NOALMBITEN. H 1 A0 KEPORETE DELHERILYE PADOTY KOANERTTeE,

ANNApETHEE YPORSHE KOHTPMUIE 3 IHCKOBOH nogcHcremoll koMneoTepa ve nossoiser KB sasackaposrs
cebn. Kak ronsxo KB nposent cebs, on cpaty Dyaer obuapysed. [py aros copepuesso DeapiuiiaHo, KK HMEHHD
spaboraeTs KB o kaxse cpeacTBe ol HCOOALIVET LR J0CTYNA K IHCKEM H IHCKSTEM.

ANNAPATHO-NPOrPAMMHES CPEACTEA JAIMTE MOIBOVSINT He ToABKD BIMHTHTE kKosnworep ot KB, vo taxse
BOHPEMH MPECedh BRIUTHEHNAES [POIPass, HALCAICHHEY HA PaspyieHie duiinosoi cueress kosmnsorepe Kpoue
TONG, ANTEPETHO-IPONPEMMHEE CREECTEL MOSENIHEFT SULHTHTE KOMITBNTER O7 HEKELTHpHUHPOBEHHOND IIOUIL30BEE-
TEIIH, HE A MY YORINTE BERHYES MHROPMannD, epedopsuTipoBETE THCK, HIMEHH T hailnel kosfsrypaumi.

HeaocrarkoM annapario-nporpasMyHby METOI0E HEIHCTCH TPHHIMNHAEHAT BOIMOXHOCTE nponverure KB,
CCAM OHM HE METEOTCH HIMOCHATE SLHIeHA B faiins 8 cHoresiie ofiacTy.
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