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1. OBIIIME IOJIOKEHUA

1.1. HacTosimee pyKOBOACTBO MO YIPABICHHUIO YSI3BUMOCTAMHM B OpraHe
(opranumzanuu) (nmanee — PykoBoacTBo)  pa3paboTaHO B COOTBETCTBUU €
noamnyHkToM 4 nynkta 8 I[lonoxxenust o denepaibHON cy>K0€ M0 TEXHUYECKOMY U
DKCIIOPTHOMY KOHTPOJIO, yTBEpkAEHHOro VYkazoMm llpesunenra Poccuiickoit
®enepanuu oT 16 aBrycra 2004 r. Ne 1085.

1.2. PyKOBOJCTBO OmpefensieT COCTaB M CojAepKaHue padoT Mo aHaIu3y U
YCTPaHEHHUIO YSI3BUMOCTEU (J1ajiee — YIpaBICHHUE YSI3BUMOCTSIMH), BBISIBICHHBIX B
MPOrPaMMHBIX, TPOrPAMMHO-AMIAPATHRIX CPEACTBAX MHPOPMAIMOHHBIX CHUCTEM,
UH(OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIX CETel, aBTOMAaTU3UPOBAHHBIX CHCTEM
yOpaBieHUs,  HUHPOPMAIUMOHHO-TEIIEKOMMYHUKAIIMOHHBIX  MH(QPACTPYKTypax
IIEHTPOB 00pabOTKU JaHHBIX, HA 0a3e KOTOPHIX (DYHKIMOHUPYIOT STU CUCTEMBI U
ceTu (nanee — UHPOPMAIMOHHBIE CUCTEMBI).

1.3. Hactosimee PykoBOACTBO MOMJIEKUT NPUMEHEHHUIO TOCY/1apCTBEHHBIMU
opraHamu, OpraHu3alusMd, B TOM 4YHCJI€ CYOBEKTaMH KPUTUYECKOMN
uHdopmarmonHoi uHPpacTpykTypbl Poccuiickoit ®denepanuu, SBISIOIIMMUCS
ornepatTopaMu HHGOPMAIIMOHHBIX (ABTOMAaTU3UPOBAHHBIX) CUCTEM (J1ajiee — OpTraHbl
(opranuszanuu)) TMpUd MOPUHITHM HWMH MeEp MO YCTPAHEHUIO YSA3BUMOCTEH
MPOTrPAaMMHBIX, MPOTPAMMHO-AMAPATHBIX CPEJCTB MH(GOPMAIIMOHHBIX CHUCTEM B
COOTBETCTBHUHM C TpPEOOBaHUSAMHU O 3aluTe HWH(OpPMAIMU, COJEpKaIlIeics B
rOCyJapCTBEHHBIX MH(POPMAIIMOHHBIX CUCTEMax, TPEOOBAaHUSIMHU IO 0OECTICUCHHIO
0e30MacHOCTH  3HAYMMbIX  OOBEKTOB  KPUTHUECKOW  HMH(POPMALMOHHOU
uHdpactpyktypsl Poccuiickoit ®denepannu, a Takke HHBIMU HOPMATHUBHBIMU
MPaBOBBIMH aKTaMH U MeToandeckumu nokymeHtamu @CTIK Poccun.

1.4. 3amauamu PykoBoJiCTBa SABISIFOTCS CO3/IJaHUE OCHOBBI JUISI pa3pabOTKU
JIETaJIbHBIX PETJIAMEHTOB U CTAHJIAPTOB IO YNPABJICHUIO YS3BUMOCTSIMU C YUYETOM
O0COOCHHOCTEM (DYHKIIMOHUPOBAHUSI OpPraHoB (OpraHu3alldii) M OpTraHU3aIMs
B3aUMOJICUCTBUSL ~ MEXIY  CTPYKTYPHBIMH  TOJIpa3JIeJICHUsIMA  OpPraHOB
(opranuzanuii) Mo BOIpocam yCTPAHEHUS YSI3BUMOCTEH.

1.5. YopaBienue ysS3BUMOCTSMU CEPTHPUIMPOBAHHBIX MPOTPAMMHBIX,
MIPOTrPaMMHO-AIIIAPATHRIX CPEACTB 3alUThl WHGOpPMAIMU O00eCreYnBaeTcs C
Y4€TOM DOKCIUTyaTal[MOHHOM JIOKYMEHTAIlMd Ha HHUX, a TaKXe PEKOMEHJalui
pa3paboOTYUKOB.

1.6. B  PykoBoicTBE  HCHOJB3YIOTCA  TEPMHUHBI M OMNpPEIEICHUS,
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YCTaHOBJIEHHbIE HalmoHalbHbIMU cTaHaaptamu ['OCT P 50922-2006 «3amwuta
uHpopmarmu. OcHOBHble TepMuHbl u ompeneienus», ['OCT P 56545-2015
«3amurta wuHDOpManMU. YA3BUMOCTH HMHQPOPMAIMOHHBIX cucTeM. [IpaBuia
omucanus  ys3BuMmocteil», ['OCT P 56546-2015  «3ammra  uHpOpMaIuu.
Vsa3BuMoctd  MHPOpMalMOHHBIX — cucTeM. Kiaccudukanus — ys3BUMOCTeH
UH(GOPMAITMOHHBIX CUCTEMY, ['OCT P 59547-2021 «MoHuTOpHHT
uHpopMarmonno 6e3omacuocti», [OCT P 59709-2022 «3ammra undopmammu.
VYrpaBiieHre KOMIBIOTEPHBIMU UHIIMICHTaMU. TepMUHBI U OTIPEACICHUS U UHBIMU
HAIlMOHAIBHBIMU CTaHAAPTaMU B OOJACTH 3alMThl MHGOPMALMK U OOeCrieYeHUs
nH(pOpMaITMOHHOM 6€30ITaCHOCTH.

1.7. B PykoBOACTBE MCTIOIB3YIOTCS 0003HAUEHUS HA CXeMaX, TPUBE/ICHHbBIC B

IMPHUIIOKCHUHU K HACTOAIICMY JOKYMCHTY.
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2. TPOOECC YIIPABJIEHUA YA3BUMOCTSAMHAU

2.1. Ilpouecc ynpaBiaeHus YSI3BUMOCTSIMH BKJIIOYAET IMSITh OCHOBHBIX ATaIlOB

(pucyHok 2.1).

1. MoHuTOpHHT
yA3BHMOCTel 1
OLICHKA UX

5. KonTpoanb
yCTpaHeHust
yA3BHMOCTEMH

NPUMEHUMOCTH

2. Onenka
YSI3BUMOCTeil

4. YcTpaHeHue
YA3BHUMOCTEH

3.0npenenenne
MeTOo0B U
NPHOPHTETOB
yCTpaHeHus
yA3BHMOCTei

Pucynok 2.1. — Dtansl paboT 10 yIpaBiICHUIO YSI3BUMOCTIMHU

Ha »rame MOHUTOpHMHra YS3BUMOCTEH M OICHKH WX IPUMCHHUMOCTH
OCYIIIECTBIISICTCS BBIABIICHUE YA3BUMOCTEH HAa OCHOBAHHUHU JAHHBIX, TIOJYyYaeMbIX M3
BHCITHUX W BHYTPCHHHUX MCTOYHUKOB, U MPUHATHE PEHICHUH MO UX MMOCIICIYIOIICH
oOpaboTke.

Ha »ortame oIncHKH YS3BUMOCTEH OINPEACISICTCS YPOBEHb KPUTHYHOCTH
YS3BUMOCTEH  IPUMCHUTCIBHO K  MH(GOPMAIMOHHBIM  CHCTEMaM  OpraHa
(opranuzanun).

Ha stame onpeseiieHuss METOJIOB M MIPUOPUTETOB YCTPAHCHHS YA3BUMOCTEH
OIPEACISCTCS MPUOPUTETHOCTh YCTPAHCHHS YI3BUMOCTEH U BBIOMPAIOTCS METO/IbI
WX YCTpaHEHHS: OOHOBJICHUE MPOTPaMMHOI0 oOecriedeHHus W (WJIU) MPUMCHCHHE
KOMIICHCUPYIOIIHX MEP 3aIUuThl HHPOPMAITUH.

Ha sTane ycTpaHeHus ys3BUMOCTEH MPUHUMAIOTCS MEPhI, HAallPaBJICHHbIC HA
yCTpAaHCHUE WM HCKIIOYCHUE BO3MOXKHOCTH MCIIOB30BaHMS (dKCILUTyaTal[|H)
BBISIBJICHHBIX YSI3BHMOCTECH.

Ha srame KOHTpOJS yCTpaHEHHWsS YS3BUMOCTEH OCYIIECTBISCTCS cOOp U
00paboTKa TaHHBIX O MPOIECCE YIPABIICHUS YSI3BUMOCTSIMH U €T0 pe3ysibTarax, a

TaKXe NPUHATHE PELIEHUN 110 YIIYYIIEHUIO JaHHOTO MPOIIECCa.
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2.2. [lponiecc  ympaBieHUs YSI3BUMOCTSAMHM OpraHM3yeTcsl JJs  BCEX
WH()OPMAITMOHHBIX CHCTEM OpraHa (OpraHHW3allii) W JOJDKEH MpeaycMaTpHBATh
NOCTOSIHHYIO M HENPEPBIBHYIO aKTYaJu3alMI CBEICHUWA 00 YSI3BUMOCTAX U
o0beKkTax HMHPOpMalMOHHON cucTteMbl. [IpM HM3MeHeHHMU cTaryca YsS3BUMOCTEH
(MpUMEHUMOCTh K HH(DOPMAIMOHHBIM CHCTEMAaM, HaJU4he HCIPABIICHUH,
KPUTHUYHOCTH) JIOJKHBI KOPPEKTUPOBATHCS CIIOCOOBI UX YCTPaHEHUS.

2.3. Ilpouecc yrpaBiieHHs YSA3BUMOCTSIMU CBSI3aH C APYTUMH MPOIECCAMU U
MpoIeAypaMH IESITEIbHOCTH OpraHa (OpraHu3alnin):

MOHUTOPUHT HH(OpMAIMOHHONW 0€30MacHOCTH — MPOIECC MOCTOSITHHOTO
HaAOJIOICHUS U aHAJTN3a PE3yJIbTaTOB PETUCTPAIIMU COOBITUI O€30MaCHOCTH U MHBIX
JAHHBIX C LEJbI0 BBIABICHHUS HapylIEHUW Oe30macHOCTH WH(OpMaluu, yrpo3
0e30MacHOCTH MH(POPMALIUU U YSI3BUMOCTEN;

OLICHKa 3allMIIEHHOCTH — aHaju3 BO3MOXXHOCTU  HCIIOJIb30BaHUS
OOHapy>KEHHBIX YSI3BUMOCTEM JUIsl pealu3allid KOMIIBIOTEPHBIX aTak Ha
nH(OPMAIMOHHBIE CUCTEMBI OpraHa (OpraHu3alimn);

OIlEcHKa Yrpo3 0Oe30omacHoCTH HHGPOpMAIMM — BBISIBICHHE M OLICHKA
aKTyaJbHOCTU yTPO3, peanu3anusi (BO3HUKHOBEHHME) KOTOPHIX BO3MOXKHA B
MH()OPMAIIMOHHBIX CUCTEMAX OpraHa (OpraHU3allH);

ympaBlieHHe KOH(MUTypalue — KOHTPOJIb U3MEHEHHUH, COCTaBa U HACTPOEK
MPOrpaMMHOTO U TPOrPAMMHO-AIIAPATHOTO oOOecredyeHus HWH(POPMAIMOHHBIX
CUCTEM;

yIOpaBiieHHUEe OOHOBJIEHUSMH — IPUOOPETEHUE, aHAIU3 M pPa3BEpPThIBAHUE
OOHOBJIEHUI IPOTPAMMHOTO 00ECIICYeHHs B OpraHe (OpraHu3alum);

NPUMEHEHUE KOMIICHCUPYIOIIUX MEp 3alIuThl HHGOPMAIMN — pa3paboTKa U
OpUMEHEHHUE Mep  3aluThl  WHGOpMAIMH, KOTOpbIE NPUMEHSIOTCS B
MH(POPMAITMOHHOW CHCTEME B3aMEH OTIEIbHBIX MeEp 3alluThl HHGOpPMAIUH,
NOAJIeKAIIMX peau3allii B COOTBETCTBHUM C TpPEOOBAaHUSIMU IO 3aIUTE
nH(popMaIiu, B CBSI3U ¢ HEBO3MOXKHOCTBIO UX TIPUMEHEHHUS.

Cxema npoliecca yrpaBlICHUS ySI3BUMOCTAMU NIPEACTaBICHA Ha PUCYHKE 2.2.

2.4. Y4acTHUKaMu TIpoliecca yNpaBiIeHUs YA3BUMOCTSIMU SBJISIIOTCS:

a) moJipa3/ieJIeHue, OCYUIECTBISAIOMME  (PYHKIMU 1O  00ECIEeYeHHUIO
nH(popMaIMoHHOM 6€30MacHOCTH (Jaee — Mojpa3ieJIeHue 1Mo 3aluTe):

PYKOBOJIUTEIb;
CHELMAIIUCT, OTBETCTBEHHBIH 3a MPOBEICHUE OLIEHKH YTPo3 0€30MacHOCTH

uH(bOopMaIuu (J1ajee — aHaTUTUK YTPO3);
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8

CIIELIMATIUCT, OTBETCTBEHHBIN 32 MTPOBEICHUE OLIEHKH 3aIUIIICHHOCTH;
CHEIUAINCT, OTBETCTBEHHBIN 32 BHEIPEHUE MEP 3aIUTHI HH(OPMAITNH;
0) moapasneneHne, OTBETCTBEHHOE 3a BHEApPEHHE HH(DOPMAIIMOHHBIX
TexHosorui (nanee — noapasnenenue MT):
PYKOBOAUTEIIb;
CIICIIMAJIHCT.
[To pemieHuto pyKOBOAUTENS OpraHa (OpraHU3aliK) B MIPOLIECCE YIPABICHUS
Apyrue

CIICHHUAJINCTBI, B YaCTHOCTH, IOAPA3ACIICHHUC, OTBCTCTBCHHOC 3a OPIaHU3aIHUIO

VS3BUMOCTSIMM ~ MOTYT  OBITh  3aJ€HCTBOBAHbI NOApa3ieleHuss U
3aKyNOK MPOrpaMMHBIX M IPOrPaMMHO-AINIAPaTHBIX CPENCTB, IMOAPA3ACICHUE,
OTBETCTBEHHOE 3a JKCIUTYaTALNIO0 HHKECHEPHBIX CUCTEM.

Pacnipenenenue onepaumii, pealu3yeMbIX B paMKax IpoOLiEcCa YIIPABICHUS
yS3BUMOCTSIMH, IO POJIsiM paboTHUKOB noapaszaenenuid UT u noapasaenenus no

3amMTe Oprasa (OpraHu3anum) |, IpeAcTaBIeHo B Tadbume 2.1.

Tabmuna 2.1.
[Tonpasnenenue no 3amure ITogpasnenenne UT
2
o : =
o £ o
=| g, 25 E| 83 & = =
o = e = 9 = 92 0= 5] Q
= > o © 2| g aH = =
Onepannn = ” =2 | E QS 5 =
o = s 58| 3 a. o =
@ = = 8 H| = @ © = =
2 g 2 5| § §E & o ()
< § o H o 2 = < =
> = =g | B 5 E > O
A~ < O o | O & A~
e )
= T
m
1 2 3 4 5 6 7
MOHUTOPHHT YS3BUMOCTEH M OI[EHKA UX IPUMEHUMOCTH
AHanu3z uHpopManuu + +
00 ysSI3BUMOCTSIX (O) )
OreHka MPUMEHUMOCTH + +
YSI3BUMOCTH (O) (§4))
[IpunsaTHe pemenuit Ha
MIOJIyYeHUE +
JOTIOJTHUTEIBHOU (On)
nHpopManuu
IlocTanoBka 3amaun Ha N
CKaHMPOBAHHE
b (om
00BEKTOB

"Ponu Moryr pacnpenensitbcs M (WIHM) COBMEIIAThCS B 3aBHCHMOCTH OT YKOMIUIEKTOBAHHOCTH

noipa3iesieHui



1 2 3 4 6
CkanupoBaHue + +
00BEKTOB (0)) )
Ouenka + +
3aIUIIEHHOCTH (0) 1%))

OueHka ysa3BUMOCTEN
ITonyyenue
uHpopmanuu oo N
00BEKTaX, on)
IOJIBEPKEHHBIX
YSI3BUMOCTH
Omnpenenenue ypoBHs +
OMAaCHOCTHU (On)
Ornpenenenue BIUSHUS N
Ha UH()OpPMAIIOHHBIE (on)
CUCTEMBbI
Pacuer kputnuHoCTH + +
ySI3BUMOCTH (O) )
OnpeneneHne METOI0B U IPUOPUTETOB YCTPAHEHUS yA3BUMOCTEN
Omnpenenenue +
IIPUOPUTETHOCTH (O) +
yCTpaHEHUs )
YSA3BUMOCTEN
Omnpenenenne METON0B N N
YCTpaHeHI/ISIV ) )
YSI3BUMOCTEN
[IpunsaTne pemenus o n
CPOYHOM yCTaHOBKE
OI;HOBHGH};/Iﬁ (O
Co3znanue 3asBKH Ha N
CPOYHYIO YCTaHOBK
OI%HOBJ}'IICHZM ’ (O
Coznanue 3a1aHus Ha +
YCTaHOBKY OOHOBIICHUH (On)
[IpunsaTne pemenus o
CPOYHOM peanu3anuu +
KOMITIEHCUPYIOIUX MEP (ON)
3alIUThl HH(pOpMAIUU
Co3nanue 3a1aHus Ha
peanu3anuro +
KOMIIEHCUPYIOILIUX MEP (On)
3aIuThl HH(OPMALIUN
VYcerpaneHue ys3BUMOCTEN
CornacoBanue + +
YCTQHOBKH C (ON) V)
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1 2 3 4 5 6 7
PYKOBOJICTBOM
nojapazaenenuss UT
TectupoBanue + +
OOHOBJICHUS (O) )
YcTaHoBka OOHOBIICHUS + +
B TECTOBOM CEIMEHTE (0) )
[Ipunstue pemenus o0
YCTaHOBKE OOHOBJICHHS +

(On)
VYcranoBka 0OHOBJIEHUS + +
0) (1)
®opMupoBaHUE IIIaHA
YCTaHOBKHM OOHOBJICHUH +
(On)
Pa3paborka n
peanuzanus + + + +
KOMIIEHCUPYIOIIUX MEp (O) ) ) Y)
3a1uThl HH(QOPMALIUN
Pa3paboTtka u peanuzanys KOMIIEHCHPYIOIUX MEp 3alIUThl HH(OpMAIHH

Ormpenenenue Mep
3aIuThl HHOOPMAIUU 1 + +
OTBETCTBEHHBIX 32 UX (O) )
peanu3anuo
CornacoBanue
MPUBJICYCHUS * ’
pabOTHUKOB ©n) )
Peanusanus
OpraHU3alMOHHBIX MEP i ’
3aIuThl HH(QOPMALIUN (OH) )
Hacrpoiika cpencts + + +
3aIuThl HH(GOPMALIUN (O) ) )
Opranuzanus aHaau3a + +
cOOBITHI O€30MaCHOCTH (O) )
Bnecenne uzmenenuii B + + +
WUT-uugpactpykrypy ) (®) )

KoHTponb ycTpaHeHus ysa3BUMOCTEN

[IpunsaTHe pemenus o +

croco6e KOHTPOJIs (ON)

[IpoBepka 00BEKTOB Ha + +
HaJn4ue ysa3BUMOCTEN (O) )
Orenka + +
3aIIUILIEHHOCTH (O) (M)
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1 2 3 4 6
Brisinenue

3 - -
OTKJIOHEHHUH U

. O) 1)
HEUCIOJHEHU I
Pazpabotka
MIpeITIOKEHUH 110 N N N
YIIy4ILIEHUIO Ipolecca
(On) () )

yIPABJICHUS
ySI3BUMOCTSIMU

Pa3zpabotka npeainoxxeHui mno

YIYULIEHUIO IIPOLECCA YIPABIEHUS YA3BUMOCTIMHU

Onpenenenue Npu4IrH

OTKJIOHCHHH U (WJIH) ( O+I/I)

HEUCIOJHEHU I

oy o

MOHHUTOPHHTA ©) ()

JloGaBieHue

HCTOYHUKA CBEJCHUI i "

00 ySI3BUMOCTAX ©) (H)

oo | T |

YSA3BUMOCTEHN ©) )

CornacoBaHue CpOKOB N N
yCTpaHEHUs

YA3BUMOCTH (©H) )
Coznanue 3asBKH Ha

CPOYHYIO pealu3anuio + +

KOMIIEHCUPYIOIIUX MEP (O) )

3aIuThl HH(OPMaLIUU

O0o03HaueHN:

O — OTBETCTBEHHBIN — pa6OTHI/IK, OTBETCTBEHHBIN 3a 3aBCPUICHUC BBITIOJIHCHUSA 3a/1a4U;
W — UcnonHutens — pa6OTHI/IK, HETIOCPECACTBCHHO BBIIOJIHSAIOIIUN 3aavdy;
Y — YyacTHuK — pa6OTHI/IK, y49aCTrue KOTOPOIro Tpe6yeTc;I JJIA BBITIOJIHCHUA 3a1a4u
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3. MOHUTOPHUHT YSI3BUMOCTEN U OLIEHKA UX
HNPUMEHUMOCTH

3.1. Ha »srame MOHMTOpHMHIa Ys3BUMOCTEH M OLIEHKM HX NPUMEHUMOCTH

OCYHICCTBJIACTCA BBIABJICHUC YH3BHMOCTCﬁ Ha OCHOBAHHMHU AAHHBIX U3 CICAYIOIMIUX
HCTOYHHUKOB!:

a) BHYTPEHHHE UCTOUYHUKH:
CHCTEMBI YIpaBiieHus nH(opMalnoHHON uHppacTpykTypou (manee — UT-
MH(PACTPYKTYPa);
0asbl JaHHBIX YIIPABIEHHUs KOHQUIYpanusIMu?;
JOKYMEHTalUsl Ha UHPOPMAIIMOHHBIE CUCTEMBI;
3JIEKTPOHHBIE 0a3bl 3HAHUN OPraHOB (OpraHU3aLni);
0) 0a3a JaHHBIX YA3BUMOCTEH, cojAepikamasca B baHKe JaHHBIX YIrpo3
6esonacaocty uadopmanuu (nanee — BJY) ®CTOK Poccun’;
B) BHEITHHE UCTOUYHUKH:
0a3bl JaHHBIX, COJIEPIKALIIE CBEICHUS 00 U3BECTHBIX YA3BUMOCTSIX;
ounmanbHbIC UH(pOpPMaLMOHHbIE pecypchl pa3paboTUHKOB

MPOTPaMMHBIX U MPOTPAaMMHO-aNNapaTHLIX CPEACTB U UCCIIEIOBATENICH B

obsactu UHGOPMAITMOHHON OE30MTaCHOCTH.
HcTOYHMKN MaHHBIX MOTYT YTOUYHSATHCS WIW JOMOMHATBCA C  YICTOM
0COOEHHOCTEW (PYHKITMOHHUPOBAHUS OpTraHa (OpraHU3aINHN).

3.2. CxeMa 3Tara MOHUTOPUHTA YSI3BUMOCTEN U OLIEHKH MX MPUMEHUMOCTH
IpecTaBieHa Ha pucyHke 3.1%.

2 Cucremsl kmacca CMDB (anrn. Configuration Management Database)
3 Anpec caiita BJIY ®CT3K Poccun: https://bdu.fstec.ru

4 B HaCTOAIEM PyKOBOI[CTBC MMPEeACTAaBJICHbI TUIIOBBIC CXEMbI DTAIIOB IPOLCCCa YCTPAHCHUA yiBBPIMOCTGﬁ
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Ha »rane MOHHUTOPHHTA y}ISBHMOCTCﬁ N OICHKHM HUX IIPUMCHHUMOCTH

BBITIOJHSIOTCS OTIepaliy, IpUBeIeHHbIe B Tadmuie 3.1.

Tabmuma 3.1.

Ne HanmeHnoBanue

Omnucanue onepanuu

/1 OTIepaIiH

1. Ananus Amnanu3 nHpopMaIMy U3 pa3IMYHbIX HCTOYHHUKOB C LIEJIbIO TIOMCKA
uHbopManuu 00 | aKTyaJdbHBIX M MOTEHLHMAJIbHBIX YSI3BUMOCTEH M OLIEHKM UX
YA3BUMOCTH OPUMEHUMOCTH K  HMH()OPMAalMOHHBIM  CHCTEMaM  OpraHa

(opranuzanun).
ArperupoBaHue W KOppemsAlus coOMpaeMblX JaHHBIX 00
YSA3BUMOCTSIX

2. Orenka Ha ocroBe nndopmanuu 06 06bekTax HHPOPMAIMOHHBIX CUCTEM U
IPUMEHUMOCTH UX COCTOSHUHM OINpEAEsIeTcss IMPUMEHUMOCTh YSI3BUMOCTH K
YA3BUMOCTH MH(POPMALIMOHHBIM CHCTEMaM oOpraHa (OpraHu3alud) C LENbo

ONpeNieJIeHUs]  ySI3BUMOCTEH, He TpeOyrolux AajabHeHIen
00palboTKH (HE pEeIEBAHTHBIX YSI3BUMOCTEN).

OrneHka MPUMEHUMOCTH ySI3BUMOCTEH MPOU3BOAMUTCSI:

Ha OCHOBE aHayin3a JaHHbIX 00 UT-uH(ppacTpykType, MoIyueHHbIX
n3 0a3 JaHHBIX yIpaBJIeHUs KOHPHUTypalusIMy B paMKax Iporecca
«YnpaBieHue KoHpUrypauuen»;

Ha OCHOBE aHAJIM3a JAaHHBIX O BO3MOXHBIX 00BEKTaX BO3ACUCTBUS,
MIOJyYEHHbIX B pe3yjibTaTe MOJCIUPOBAHMUS YIPo3 B pPaMKax
nporecca «OneHKa yrposy;

10 pe3yJIbTaTaM OLIEHKH 3alllUIIEHHOCTH (II. 6)

3. [Ipunsarne 3anpoc  JOMOJHUTENbHOM  HMHPOpManmuu 00  yS3BHUMOCTH
pereHui Ha | (CKaHUpOBaHWE OOBEKTOB, OIEHKA 3alIUIIEHHOCTH), €CIIU
MOJTyYCHHE UMEIOIINXCS JAaHHBIX HEIOCTaTOYHO IS MPUHATHS PEIICHUH I10
JIOTIOJTHUTENBHON | yIIPaBIEHUIO YA3BUMOCTSIMU
uHpopMauu

4. [TocranoBKa 3ampoc Ha BHETJIAHOBOE CKaHHPOBAaHUE 00BEKTOB
3aJauu Ha | ”HQOPMAITMOHHBIX CHUCTEM B CIIy4ae HEJOCTATOYHOCTH JIMOO
CKaHHPOBAHUE HEaKTyaJIbHOCTH HWMEIOIIMUXCS JIaHHBIX, a TaKXke B clydae
00BEKTOB noyiyueHuss uHGoOpMaluu 00 YSA3BUMOCTH TIOCJIE IOCIETHETO

CKaHMPOBAHUS

5. CkaHupoBaHHe Ilouck  ys3BUMOCTE M HEAOCTaTKOB €  TIOMOIIBIO
00BEKTOB aBTOMAaTH3MPOBAHHBIX CHCTEM aHAJIN3a 3alIUIICHHOCTH.

Bribop 00BEKTOB W BpEeMEHH CKaHMPOBAaHUS, YBEIOMIICHHUE
3aMHTEPECOBAHHBIX TMOApa3AeiIeHUl (HampuMep, CUTYaIHOHHOTO
neHTpa, noapazaeneHuss UT) o mpoBeaeHWM CKAaHUPOBAHUS H
JanpHelIee CKaHMPOBAaHWE BHIOPAHHBIX OOBEKTOB HAa HAJIMUYNE
YSI3BUMOCTH

6. Onenka DKcrepTHasi OIIEHKa BO3MOXKHOCTU TNPHUMEHEHUs YSI3BUMOCTH K
3alUIIEHHOCTH MH(POPMAIIMOHHBIX CUCTEMAX.

B Xozme OlEHKM 3allUIIEHHOCTH OCYILECTBISETCS MpOBEpKa
BO3MOKHOCTH 3KCIUTyaTallUd YA3BUMOCTH B HH(DOPMAITMOHHBIX
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Ne HaumenoBanue
Onucanue onepauun

n/n oreparuu
cucTeMax oOpraHa (OpraHus3aluu) ¢ ucronb3oBanueM PoC® umm
CpeAcTBa OJKCIUTyaTalldd YsS3BHUMOCTH, B TOM 4YHCIE, B XOJE
TECTUPOBAaHUS HA TPOHUKHOBCHHE (TECTUPOBAHHS CHUCTEMBI
3a0IMThl  WHQPOPMAIMKM  IMYTeM  OCYHICCTBICHHUS  IOMBITOK
HECAaHKIIHOHHUPOBAHHOTO JOCTyTIa (Bo3meiicTBHS) K
MH()OPMAIIMOHHOW CHUCTEME B OOXOJ €€ CHCTeMbI 3allUThI
nHpOpMaInn)

3.3.Ha ocHoBe Tabmuuei3.1. B opraHe (OpraHuzanuu) JOJKHO

p33pa6aTI>IBaTLCSI JCTAJIBHOC OIIMCAaHHUC onepaunﬁ, BKIIIOYAaromee HAanMCHOBAHHC

onepauuﬁ, OIIMCaHHuC onepaunﬁ, I/ICHOJ'IHPITGHGﬁ, IIpOoaAO0JIKUTCIIbHOCTL, BXOJAHBIC U

BBIXOJIHBIC

JTAHHEIE.

HGTELHI)HOG OIMINCAaHHC onepauﬂﬁ BKJIIOYAaCTCsA B

OpraHU3allMOHHO-PACIIOPAAUTCIIbHBIC JTOKYMCHTHI 110 3alIUTC I/IH(l)OpMaHI/II/I opraHa

(opranuzanun).

3 PoC (anru. Proof of Concept, mpoBepka KOHIENINM) — MOJIETUPOBAHHE IKCILTYaTalluH yA3BUMOCTH
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4. OIIEHKA YSI3BUMOCTEM

4.1. OueHka ys3BUMOCTEH MNPOU3BOJIUTCA C LEJIbI0 OMNPEAEICHUS YpPOBHS

KPUTUYHOCTH YSI3BUMOCTEH MPUMEHUTENBHO K WH(OPMAMOHHBIM CHUCTEMaM

opraHa (OpraHu3aliin).

B Ta0uie 4.1.

4.2. Ha stane OLCHKH YHBBHMOCTGﬁ BBIIIOJIHAIOTCA OIICpallu, IMIPUBCACHHLIC

Tabnuma 4.1.

Ne HaumenoBanue

Omnucanue onepanuu

n/n oreparuu

1. [Toryuenue [Tonydyenue BBIOOPKH OOBEKTOB HH(MOPMALMOHHBIX CHUCTEM,
uH(popMauu 00 | MOJIBep)KEHHBIX YSI3BUMOCTH
00BbeKTaX,

T10JIBEP>KCHHBIX
VSI3BUMOCTH

2. Omnpenenenue Pacuer 0a30BOH, KOHTEKCTHOW W BpPEMEHHOW METPHK II0
ypoBHs  omacHocTH | MeToauke CVSS ¢ ucnons3oBanueM Kanbkynsropa CVSS® V3
YSI3BUMOCTH unu V3.1, pazmemiennoro B bBJIY ®CTOK Poccun’

3. Omnpenenenue Onpenenenue  BIUSHUS ~ YSI3BUMOTO  KOMIIOHEHTa  Ha
BIIUSTHUS HA | 3alUIIEHHOCTh HMH(MOPMAIIMOHHBIX CHUCTEM BBIMOJTHSIETCS C
UH(OPMAIMOHHBIC WCIIOB30BaHUEM pe3yibTaToB mporecca «OieHka yrpo3» (B
CHCTEMBI YaCTH CBEJICHHUIA O HEJOMYCTUMBIX HETATUBHBIX ITOCIICICTBUSAX U

BO3MOXXHBIX OOBEKTaX BO3JEHCTBUI), IPU 3TOM MOTYT OBITH
WCTOJIBb30BaHbl naHHble 00 UT-uHppacTpykType, momydeHHbIE
3 0a3 JNaHHBIX yNpaBiIeHUS KOHPUTypauusMu (OTAEIbHBIC
Pe3yNbTaThI U3 Mpoliecca «YpaBieHne KOHPUTYypainein)

4. Pacuer kputnunoctu | [lonydyeHune 3HaueHUN ypOBHEH KPUTUYHOCTU OOHAPYKEHHBIX
YSI3BUMOCTH yS3BUMOCTEH

Ornepanuu Mo OnpeeIeHUI0 YPOBHS OMMACHOCTH YS3BUMOCTH, €€ BIUSHUS Ha

MH(OPMAIMOHHBIE CUCTEMBI U PACUETY KPUTUYHOCTH YS3BUMOCTH BBITIOJIHSIOTCS B

COOTBETCTBUM C METOIMKONM OLEHKH YPOBHS KPUTUYHOCTH YSA3BUMOCTEU

MPOrPAMMHBIX U

MpOTrpaMMHO-aIMapaTHbIX

CPEACTB,  YTBEPKICHHOU

®CTIK Poccun 28 okrsa6ps 2022 r.8

6CVSS (amrn. Common Vulnerability Scoring System)— o0mas cucTeMa OLEHKHM YSA3BHMOCTEN
(anpec:https://www.first.org/cvss)
7 Anpeca: https://bdu.fstec.ru/calc3, https://bdu.fstec.ru/calc31
8 Anpec: https://bdu.fstec.ru/documents/31
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4.3.Ha ocnoBe Tabmunbel 4.1. B opraHe (opraHuzanuu) JIOJDKHO
pa3pabaThIBaThCs ACTATILHOE OMHCAHUE OIEpallrid, BKIIOYAIONIEE HAUMECHOBAHUE
oTiepariii, ONMCaHnue OTepaIuii, UCIIOTHUTENICH, TIPOJOJKUTEIIPHOCTD, BXOTHBIC U
BBIXO/JIHBIE  JlaHHBIC. JleTanpbHOE  OmNMUCaHWE oOmepaluid  BKIIOYAeTCS B
OpTraHU3AIMOHHO-PACTIOPSAUTEIbHBIC JOKYMEHTHI 10 3aIUTe HHPOPMAITUN OpraHa
(opranuzanun).

4.4. Cxema 3Taria OLIEHKH ySI3BUMOCTEN MpeCcTaBiIeHa Ha pucyHke 4.1.
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5. OIIPEJEJIEHUE METOJOB U IPUOPUTETOB YCTPAHEHUSI
VSI3BUMOCTEM

5.1. Ha osranme omnpeneneHns METONOB W INPHUOPUTETOB  YCTPAaHEHUS
YA3BUMOCTEW PEIIAIOTCS 3a/1a4H:

OINIpEeNENICHUS IPUOPUTETHOCTH YCTPAHEHHUS YA3BUMOCTEN;

BBIOOpa METOZOB YCTPaHEHHUsS YSI3BHUMOCTEH: OOHOBJIEHHE MPOTPaAaMMHOIO
oOecrniedyeHus U (WJIK) MIPUMEHEHHE KOMITEHCUPYIOIINX MEp 3aIlUThl HH()OpMAIIHH.

Ha srane onpenenennss METONOB U NPUOPUTETOB YCTPAHEHUS YSI3BUMOCTEU

BBITIOJHSIOTCS OTIEpaIliy, TPUBEACHHbIE B Tadnue 5.1.

Tabnuma 5.1.
Ne Haumenosanue
Omnucanue onepanuu

n/n orepanuu

1. Ornpenenenue OrnpezenieHne TMPUOPUTETHOCTH YCTPAHEHHS YSA3BUMOCTEH B
IPUOPUTETHOCTU COOTBETCTBUM €  pe3yJbTaTaMH  pacyera  KPUTUYHOCTHU
yCTpaHEHUs ySI3BUMOCTEH Ha 3Tane OLeHKH ysi3BUMocTel (31am 4)
YA3BUMOCTEN

2. Onpenenenue Be10op MeTos1a ycTpaHeHHs yA3BUMOCTH: yCTaHOBKA OOHOBJICHHS
METOIOB WJIN IPUMEHEHHE KOMIIEHCUPYIOLUX MEp 3alUThl HH(OpMaLUU
yCTpaHEHUs
YSA3BUMOCTEN

3. [Tpunstue pemwenus | [Ipy oOHapyX eHUH KPUTHUYECKOW YA3BUMOCTH MOXKET OBIThH
0 CPOYHOW | IPUHATO pEUIEHHE O CPOYHOH YCTaHOBKE OOHOBJICHMS
YCTaHOBKE MpOrpaMMHOTO  o0ecredeHusi OOBEKTOB HWH(MOPMAIMOHHBIX
OOHOBJICHUI CHUCTEM, MTO/IBEPKEHHBIX YSI3BUMOCTH

4. Co3nanue  3asBKM | 3asBKa Ha CPOYHYIO YCTAHOBKY OOHOBIJICHHS HAIpaBIsieTCs Ha
Ha CPOYHYIO | COTJIaCOBAHME PYKOBOAMTENIO noapasaenenus UT
YCTaHOBKY
OOHOBJICHHUS

5. [Tpunstue pemwenus | [Ipy oOHapyKeHUU KPUTUYECKOH YSA3BUMOCTH MOXET OBIThH
0 CPOYHOM | IPUHATO PEIIEHHE O CPOYHOM pealu3aluy KOMIIEHCHUPYIOLINX
peanuzanuu Mep 3alUThl HTHPOPMAIMKU B KaUYeCTBE BPEMEHHOI'O PELICHUS 110
KOMIIEHCUPYIOIIMX | YCTAaHOBKH OOHOBJICHUS
Mep 3aLUThHI
uHpopMauu

6. Co3nmanne  3asgBKM | 3asiBKa CO3/A€TCS B CIIy4ae, €CIIH ONpPEAENIEHO, YTO YCTAHOBKA
Ha YCTAQHOBKY | OOHOBJICHHMSI JUIsl  YCTpAaHEHHMs JAHHOM  yA3BHUMOCTH HE
OOHOBJICHUS 3aIlTaHupPOBaHA

7. Co3manve  3asBKM | 3asiBKa Ha pEAIN3alUI0 KOMIICHCHUPYIOIIMX MEp 3allMThl
Ha peannzanuio | ”HGopMauu (GOpMUPYETCS MpPH OTCYTCTBUM BO3MOXKHOCTHU
KOMIICHCUPYIOIIUX | YCTAHOBKM OOHOBJICHHS, a TaKKe B Cllydyae HEOOXOIUMOCTH
Mep 3alUTHI | IPUHATUS MEP A0 YCTPAHEHUS YA3BUMOCTH
uHpopManuu
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5.2. Jlna opraHM3anuu yCTPAHEHUS YA3BUMOCTEH MEXIy paOOTHUKAMH
nojipasieNieHus 3auThl 1 nojpasaeneHus UT npensapuTenbHO COrIacoBbIBAIOTCS:

CPOKH YCTaHOBKH OOHOBJICHHM, YCTPAHSIONINX YSI3BUMOCTH;

dbopma u criocoObl nepeaaun nHGopMamuu o0 yI3BUMOCTSIX.

5.3.Ha ochHoBe Tabmuubl S5.1. B opraHe (OpraHu3zanuu) JIOJKHO
pa3pabaThIBaThCs ACTANILHOE OMHMCAHUE OIEpalnid, BKIIOYAIONIEE HAUMEHOBAHUE
oTiepariii, ONMCaHue OTNepali, UCTIOTHUTENCH, TPOJOIKUTEIBHOCTD, BXOIHBIC 1
BBIXOJHBIC  JaHHbIE. JleTanbHOE  ONHWCaHWE ONEpalMil  BKIIOYACTCS B
OpraHU3alMOHHO-PACTIOPSAUTENbHBIE JOKYMEHTHI 110 3allluTe HH(pOpMaIuy opraHa
(opraHuzaum).

5.4. Cxema »9Tama omnpeieieHus] METOJOB W IMPUOPUTETOB YCTpaHEHUS
ySI3BUMOCTEH MpejicTaBieHa Ha pucyHke S.1.
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6. YCTPAHEHME YSI3BUMOCTEN

oTaIIcC

yCTpaHEHUs

y5I3BI/IMOCT€ﬁ IMPUHUMAIOTCA MCPBI,

HaIIpaBJICHHBIC Ha YCTPAHCHHUC HIIM HCKIIIOUYCHHUC BO3MOKXHOCTHU HCIIOJIb30BAHUA

(3KCIUTyaTalnu) ysI3BUMOCTEH, BBISBICHHBIE HA 3Tarie MOHUTOpUHTra. [lpu 3TOM

BBIINIOJIHAIOTCS ONEpalliy, IPEACTABICHHbIE B Ta0muie 6.1.

Tabmua 6.1.
Ne HanmenoBanue
Onucanue onepauuu

n/m oreparuu

1. CornacoBanue CpouHast YCTaHOBKa OOHOBJIEHUH MIPOTPaMMHOTO
YCTaHOBKHU c | obecnieueHus MpeABaAPUTEIIHLHO COTJIACOBBIBACTCS c
PYKOBOICTBOM pykoBocTBOM Tonpaszzaenenus UT
noxpasznenenus UT

2. TectupoBanue BrisiBlieHHE TOTEHIMAIBHO  OMACHBIX  (DYHKIIMOHAIBHBIX
o6HOBNIEHUS’ BO3MOXXHOCTEH,  HE3aJCeKIapUPOBAHHBIX  Pa3pabOTUHKOM

MPOTrpaMMHBIX, MPOTPAMMHO-AMNMNAPATHBIX CPEJICTB, B TOM
YHClie MOJIUTUYECKUX OaHHEPOB, JIO3YHTOB, MPU3bIBOB U MHOM
MPOTUBONPABHOM HHPOpMaLHHK (faliee — HeACKIapuPOBaHHbIE
BO3MO>KHOCTH)

3. YcTaHoBka YcTaHoBka OOHOBIEHUII Ha BHIOPDAHHOM TECTOBOM CETMEHTE
OOHOBJIICHUS B | ”HOPMALIMOHHON CUCTEMBI B IIEJIAX OMPEACIICHUS BIUSHUS UX
TECTOBOM CETMEHTE YCTaHOBKH Ha €€ ()YHKIIMOHUPOBAaHUE

4. [Tpunstue pemenus 06 | B ciydae, eciu HEraTUBHOTO BIMSHHUSA OT YCTaHOBKHU
YCTaHOBKE OOHOBJICHHSI HA BRIOPAHHOM CETMEHTE CHCTEMbI HE BBISIBIICHO,
OOHOBJICHHUS MIPUHUMAETCS PEIICHHUE O €r0 PaCpOCTPAaHEHUHU B CUCTEME.

B cinyuae oOHapykeHHsI HETATUBHOTO BIIUSHUS OT YCTAaHOBKH
OOHOBIIEHUSI Ha BHIOPAHHOM CEIrMEHTE CHUCTEMBI JalbHEeIIee
pacmpocTpaHeHHe OOHOBIEHUS HE OCYIIECTBISETCS, IPH TOM
TUTSt HeUTpanu3aluu YSI3BUMOCTH MIPUMEHSIOTCS
KOMIIEHCUPYIOIINE MephI 3alIUThl HH(OpMALIUN

3. VYcranoBka Pacnpoctpanenue OOHOBIIEHUS Ha 00BEKTHI
OOHOBIICHUS WH()OPMAIIMOHHBIX CUCTEM

6. dopmupoBaHue IUTaHa | YA3BUMOCTH, JUISl YCTPAaHEHHUS] KOTOPBHIX HE ObLIa oIpeaeneHa
YCTaHOBKHU HEO0OXOIUMOCTD CpPOYHOI YCTaHOBKH O0OHOBJIICHUN,
OOHOBJICHHMIA YCTPAHSIOTCS B XOJI€ TNIAHOBOW YCTaHOBKU OOHOBJICHHIA.

dopmupoBaHUE TIIaHa OOHOBJICHHUH OCYIIIECTBISETCS C Y4ETOM
3as5BOK Ha YCTaHOBKY OOHOBJICHUH

7. PazpaboTtka u | PaspaboTka W mnpuMeHeHHWE Mep 3alUThl HHQPOpPMAIIHH,
peanu3anus KOTOpbIE TPUMEHSIOTCS B HWHOOPMAITMOHHBIX CHCTEMax
KOMITEHCUPYIOLTUX B3aMEH OT/ETBHBIX Mep 3alUThl HHPOPMAIUH, MOTIEKAITIX
Mep 3aIIUTHI | peaTU3aliii B COOTBETCTBHH C TPEOOBAHHUSIMH MO 3aIlUTE
uHpopmaruu uH(popMaIuK, B CBSI3M C HEBO3MOXXHOCTBIO HMX YCTaHOBKH,

06Hap}/')KCHI/IeM HCTaTUBHOI'O BJIMAHUA OT YCTAHOBKHU

° TectupoBanue OOHOBJIEHUH OCYHIECTBIISETCS B OTHOIIEHHH MPOTPAMMHEOIO OOECIIEYEHHS, B TOM YHCIIE C

OTKPBITBIM HCXOAHBIM KOJOM, MPCIHAZHAYCHHOI'O JIA YCTPAHCHUA yHSBHMOCTeﬁ MpOoTrpaMMHBIX, ITPOTPaMMHO-
armapaTHbIX CPEACTB
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OOHOBIICHHSI, @ TAKXKE B CITy4ae HEOOXOAMMOCTHU MPUHATHUS MEP
JI0 YCTPAHEHUS YA3BUMOCTH.

K xomneHcupyomuM Mepam 3aiuThl UHPOPMAIMH MOTYT
OTHOCHUTBCS: OpraHU3aIllMOHHbBIE MEPbI 3alUTH HHPOPMAIUH,
HACTpOIiKa CpeJCTB 3allUThl MH(OPMALIUU, aHAIU3 COOBITHI
0e3omacHOCTH, BHeCeHUE n3MeHeHni B U T-undpactpykrypy

6.2. TectupoBanre 0OOHOBIEHUI MPOrPAMMHBIX U ITPOrpaMMHO-aNNapaTHBIX
CPEIICTB OCYILECTBIIETCS B COOTBETCTBUU C METOIUMKONW TECTUPOBAHUS
OOHOBJIEHUN TPOrpaMMHBIX, MPOrPAMMHO-AMNMAPaTHBIX CPEICTB, YTBEPKICHHON
®CTOK Poccun 28 oxrsadps 2022 r.'%, mo pemenuro oprana (opraHusanuu) B
cillydae OTCYTCTBHMSI COOTBETCTBYIOUIMX pPE3yJbTaToB TecTupoBanus B bBJY
OCTIK Poccun.

6.3. [Ipu HaMMYUKM COOTBETCTBYIOIIUX CBEJEHUM MOTYT OBITh HUCIOJIb30BAHbI
KOMITEHCUPYIOIIUE MEpPHI 3alIUThl HHPOPMALIMHU, MPEACTABICHHbIE B OIOJIETEHX
0e30macHOCTH pa3pabOTYMKOB MPOrPAMMHBIX, IPOTPAMMHO-ANNAPATHBIX CPECTB,
a TaKXe B OMHUCAHUAX ys3BUMOCTEH, onmyonukoBaHHbIX B B/[Y ®CTIK Poccum.

6.4. PexoMeHIyeMbIE CPOKH YCTPaHEHHs ysa3BUMOCTel!

KPUTUYECKUN YPOBEHb ONIACHOCTH 110 24 4acoB;

BBICOKMH YPOBEHb ONIACHOCTH — 10 7 THEM;

CpPEIHUI YPOBEHb OMACHOCTH — 110 4 HEJElb;

HU3KUN YPOBEHb OACHOCTH — J10 4 MECSLIEB.

6.5. Cxema sTamna yCcTpaHEHUs yA3BUMOCTEN NIPEACTaBIEHA Ha pUCYHKe 6. 1.

6.6. CxeMa nopamporiecca pa3padoTKH U pean3aiiu KOMIICHCUPYIOITUX Mep
3alUThl MH(pOpMAIMKM Ha JTane YCTPAaHEHHS YSA3BUMOCTEH IMpEeACTaBIeHA Ha
pucyHke 6.2.

10 Anrpec: https://bdu.fstec.ru/documents/30
! PekoMeHyeMBIE CPOKH YCTPAHEHHS yI3BUMOCTEN YCTAHOBJIEHBI B COOTBETCTBHH ¢ METONMKON OIEHKH

YPOBHSI KPUTHYHOCTH  YSI3BUMOCTEH  MPOTrPaMMHBIX, IPOTPaMMHO-ANNapaTHBIX CPEICTB, YTBEPIKICHHOMN
OCTIK Poccun 28 okrsiopst 2022 r.
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BBITIOJIHEHHSI  MTOATIPOIlecca Pa3pabOTKU ¥ pean3aiiu

KOMIICHCHUPYIOIIUX  MCP 3allIUThI I/IH(1)OpMaI_[I/II/I BBIIIOJIHAKOTCSA  OIICPAlHH,
pUBEACHHBIE B Ta0IMIE 6.2.
Tabmuma 6.2.
Ne HaunmenoBanue
Onucanue onepanuu
/1 omepamnuu
1. Omnpenenenue mep | OnpeneneHue KOMICHCHPYIOIIMX Mep 3alluThl UHGOpMaIuy,
3aIIUTHI HEOOXOJUMBIX JJISi HEUTpaIH3alMK YSI3BUMOCTH JINOO CHYDKEHUS
uHbOpMAlMM U | BO3MOXHBIX HETaTUBHBIX MOCIEICTBUI OT €€ SKCIUTyaTalllu.
OTBETCTBEHHBIX 3a | B XoJe BBHIMONHEHUS JaHHOM oOmepauuud JOJDKHBI  OBITH
UX pean3aluio onpeneneHbl pabOTHHUKH, Y4acTHE KOTOPbIX HEOOXOAMMO st
peanu3ali  BBIOPAHHBIX ~KOMIICHCHPYIOUIMX MEp  3alluThl
uHpopmarun
2. CornacoBanue B cnydae HeoOXOIMMOCTH NpUBIEYEHHUS PAOOTHHUKOB JAPYTHUX
MIPUBJICYCHUS MoJIpa3iesieHui Uil pealn3aiuil KOMICHCHPYIOIINX MEp 3allUuThI
pabOTHHUKOB UHPOPMALIUK PYKOBOAMTENb MOJPA3/EICHUS 3AIIUTHI COTJIACYEeT
UX TPHUBICYEHHE C PYKOBOJUTEISIMH  COOTBETCTBYIOIIMX
MOJpa3IeICHUI
3. Peanuzanus Peanuzanusi oOpraHu3alMOHHBIX Mep 3allUThl HH(pOpPMAINH
OpraHMU3alMOHHBIX | IPEAyCMaTpPUBAET:
Mep 3alUTHI | OrpaHUYeHHe ucnoib3oBanus UT-uHppacTpyKTypshl;
uHpopManuu OpraHu3alys peXuMa OXpaHbl (B YACTHOCTH, OrpaHUYCHUE
JOCTyNa K TEXHUYECKUM CPEJICTBAM);
nH(popMupoBaHUE U 00yUEHHE MepCOoHaIa OpraHa (OpraHUu3aIHH )
4. Hacrpoiika OreHKa BO3MOXKHOCTH PpeaTU3alli KOMIICHCUPYIOIUX MEp C
CPEACTB  3alIUTHI | HCIIOJIB30BAHUEM CPEICTB 3alIUTHI WH(OPMAIMU, BHIOOP CPEICTB
uHpopMauu 3alMThl HHGOpMaLKu (IpU HEOOXO0IUMOCTH). BrinonHeHne paboT
10 HACTPOMKE CPEJICTB 3aLIUTHI MH(OPMAIIH
5. Opranuzanus Opranu3anys NOCTOSHHOTO HAOMIOEHUS U aHaM3a pe3ysbTaToB
aHanu3a COOBITUH | perucTpaluu coOBITUH 0€30MaCHOCTH U MHBIX JITAHHBIX C LEJbIO
0e30macHOCTH BBISIBIICHHS ¥ OJIOKMPOBAHUS TIONBITOK IKCILUTYaTalluH YSI3BUMOCTH
6. Brecenue Buecenue n3menennii B UT-unppacTpyKkTypy BKIIOYAET AEHCTBUS
n3MeHeHnid B UT- | mo BHeCeHMIO M3MEHEHMH B KOH(QUIypalluu HPOrpaMMHBIX U
UHOQPACTPYKTYPY | HIpOrpaMMHO-aNMapaTHbIX CpPEACTB (B TOM 4YHCIE, YyIaleHue
(BBIBEIEHUE U3 IKCILTyaTalllu))

6.7. Ha ocnoBe Tabmuu 6.1 u 6.2. B opraHe (OpraHuzanuu) JIOJKHO

pa?>pa6aTBIBaTBC$I JACTAJIbHOEC OIIMCAaHHC onepaunﬁ, BKJIFOHAIOIIEC HANMMCHOBAHUC

omnepalnii, OrucaHrue onepalnii, UICIIOJIHUTENEH, MPOJOKUTEILHOCTh, BXOIHBIE U

BBIXOJHBIC

JTaHHBIE.

JleraibHOE  ONKMCaHWE  ONEpalMil  BKIIOYAETCS B

OpPTraHU3allMOHHO-PACIIOPAIUTCIIbHBIC TOKYMCHTHI 110 3alIUTC I/IH(I)OpMaHI/II/I opraHa

(opranuzarun).
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7. KOHTPO.JIb YCTPAHEHUS YSI3BUMOCTEN

7.1. Ha aTame KOHTpOJISI YCTPAHEHHS YSI3BUMOCTEH OCYIIIECTBIISIETCSI COOp |
00paboTKa JTaHHBIX O MPOLIECCE YMPABICHUS YA3BUMOCTSIMU U €r0 pe3yJibTarax,
NPUHATHE OMNEPATUBHBIX PEIICHUH U HUX JOBEJACHUE J0 PYKOBOACTBA OpraHa
(opraHuzanuu) s NPUHATHS PELICHUN MO YIYUYIIEHUIO Tpoliecca YIpaBlIeHUs

YA3BUMOCTAMM.

npuBeieHHbIEe B Tabmuie 7.1.

Ha »rane KOHTPOJII YCTPAHCHUA y5I3BI/IMOCTeI>’I BBIIIOJIHAKOTCA OIICpAalHu,

Tadomuma 7.1.

Ne HaunmenoBanue

Onucanue onepanuu

/o oreparuu

1. | Ilpunstue pemenus o | OnpeneneHue crnocoda KOHTPOJISI YCTPAHEHUS YSI3BUMOCTH:
croco6e KOHTPOJIs MPOBEpKa 0OHEKTOB HA HATTMYHE YA3BUMOCTHU (CKAaHUPOBAHUE

CpeACTBaMHU  aHajiu3a 3allUIICHHOCTH) JIMOO  OIICHKA
3aLUIIEHHOCTH

2. | IIpoBepka 00BexkTOB Ha | BbiOOp 00BEKTOB U BPEMEHHM CKaHUPOBAHUS, YBEIOMIICHHE
HaJIM4uue ysa3BUMOCTEN 3aMHTEPECOBAHHBIX [o/ipa3iesIeHu i (nanpumep,

CUTYallMOHHOTO LIeHTpa, noapasaenenus UT) o npoBenenuu
CKaHHUPOBAaHMS M JalbHEHIIee CKaHUPOBAHUE BHIOPAHHBIX
00BEKTOB Ha HAJTMYUE YSI3BUMOCTH

3. | OueHka 3alIMIIEHHOCTH | DKCIepTHAas OI[EHKA BO3MOKHOCTHU MPUMEHEHHSI ySI3BUMOCTH

K HH(POPMALIMOHHBIM CUCTEMaM.

B Xxoz€e OLEHKHM 3aIIUIIEHHOCTH OCYILECTBIISIETCS MPOBEPKA
BO3MO>KHOCTH HKCIUTyaTal[H ySI3BUMOCTH B
WH()OPMAIMOHHBIX CHUCTEeMaxX opraHa (OpraHu3aiuu) ¢
ucnonp3oBanueM PoC wnmm  cpeacrBa  DKCIUTyTaluu
ySI3BUMOCTH, B TOM 4YHCIIe, B XOJ€ TECTHUPOBAHMS Ha
IPOHUKHOBEHHE  (TECTHUPOBAHUS  CUCTEMBI  3aIIMUTHI
uHpopMaun IyTeM OCYLIECTBIICHUS MIOTBITOK
HECaHKIMOHMPOBAHHOIO  JocTyna  (BO3JEHCTBHUS) K
MH(POPMALIMOHHBIM CUCTEMaM B 00XOJ] €€ CUCTEMBbI 3alUThI
uHpOpMaLKN)

4. | BoisiBneHue OTKJIOHEHUH | AHaINU3 pPe3ylbTaTOB KOHTPOJS YCTPAHEHHUS YSA3BHUMOCTEH
Y HEUCTIOJHEHUH (onpezneneHne KOPPEKTHOCTH YCTPAaHEHMs YSI3BUMOCTEH U

COOJIIOICHHS CPOKOB)

5. | Pazpabotka OnpeneneHue NpPUYMH OTKJIOHEHMH W HEWCIIOJIHEHUH,
MIPEI0KEHU I Mo | pa3pabOTKa Ha UX OCHOBE pEIICHWH MO0 yIy4IIeHUIO
YIy4IIEHUIO0  Tpoliecca | Mpolecca yIpaBieH!s ySI3BUMOCTSIMU
yIpaBICHUS
YSI3BUMOCTSIMHU
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7.2. B cnydae BBISBIICHHS B XOJI€ OILICHKH 3allUIIEHHOCTH HEU3BECTHBIX
paHee ys3BUMOCTEH (YSI3BUMOCTEW «HYJIEBOTO [IHS») CBEIAEHUS O HHX
pexomenayercs Hanpasisath B BIIY ®CTIK Poccun'?,

7.3. Cxema 3Tama KOHTPOJS YCTPAHEHHs YSI3BUMOCTEHM TNpe/CTaBlieHAa Ha
pucynke 7.1.

7.4. Cxema mnojmpoiiecca pa3pabOTKU MPEJIOKEHUN M0  YIYUYIICHUIO
npolecca YNpaBlIeHHWs YSI3BUMOCTAMHM Ha 3Tale€ KOHTPOJIA YCTPaHEHUs

ySI3BUMOCTEM MpejicTaBieHa Ha pucyHke 7.2.

12 Bkiouenne HemsBecTHBIX panee yazsumocted B BJY ®CTIK Poccuu 0CyIECTBISETCS B COOTBETCTBUN
C YTBEP>K/IEHHBIM PEriIaMeHTOM, pa3MelIeHHbIM 1o afpecy https://bdu.fstec.ru/site/regulations
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B pamkax BbIMOSHEHUs ToANpoliecca pa3pabOTKU NPEAJIOKEHUH 0

YIAYYHICHHUIO IIPpOHECCa YIIPABJICHHA YA3BUMOCTAMMU BBIINIOJIHAKOTCA OIICpaluu,

npuBe/IeHHbIE B Tabnuie 7.2.

Tabnuua 7.2.
Ne HaumenoBanue

i onepawu Onucanue onepanuu

I. Onpenenenue Omnpenenenyne NpUUMH OTKJIOHEHUH U HEUCIIOJIHEHUH onepanuil
IIPUYMH OTKJIOHEHUM | IIpoLecca  YOpPaBJICHUA  yS3BUMOCTAMHU.  Bo3MoxHBIMU
u () NIPUYMHAMU SBIIIOTCS:

HEUCIIOJHEHU N IIPOIYCK YA3BUMOCTH B XOJI€ MOHUTOPHUHTA;
OLIMOKH OLIEHKU Ys3BUMOCTEH;
HapyLIeHUs] CPOKOB YCTPAaHEHUs YSI3BUMOCTEN;
HEJ0CTaTOYHOCTD ITPUHSTHIX KOMIIEHCUPYIOLIUX MED.
[IpyunHBI OTKJIOHEHUH M HEHUCIIOJIHEHUH Ollepalyil mpolecca
YIPaBICHUS YA3BUMOCTSAMU MOTYT OBITb JOMNOJHEHBI IIO
pe3yJibTaTaM aHalu3a MpoLecca yNpaBiIeHUs YSI3BHUMOCTSIMU B
opraHe (OpraHu3alun)

2. Koppekruposka BHecenne n3MeHeHN B KOH(PHUTYPALIHUIO U aJlTOPUTMBI CPEICTB
MEXaHHU3MOB cbopa 1 00paboOTKU JAHHBIX 00 YSI3BUMOCTSIX
MOHHUTOPHHIa

3. Jlo6aBneHue Ilouck u opraHuszanys MOHMTOPHHIA HOBBIX HCTOYHUKOB
HCTOYHUKA CBEJICHUH | CBE€ACHUN 00 ysI3BUMOCTSIX
00 ySI3BUMOCTSIX

4. Koppektuposka BHecenune n3MeHeHu B IpoLeypy OLEHKU ySI3BUMOCTEN
MEXaHU3MOB OLICHKHU
YS3BUMOCTEN

5. IloBropHas oneHka | I[loBTopHOE oOmpeneneHne ypoBHS KPUTHYHOCTH YS3BUMOCTH
ySI3BUMOCTH MPUMEHUTEIbHO K HHGOPMAIMOHHBIM CHUCTEMaM OpraHa

(opranuzanun).
[Tepexon k sramy 2 («OrneHKa ysI3BUMOCTE») C JaTbHEHIIIIM
BBINIOJTHEHUEM TOCIEAYIOIUX 3TAlloOB IPOLECCa YIPABICHUS
YSI3BUMOCTSIMHU

6. CornacoBanue B ciydae HapyiieHUs! CPOKOB YCTpaHEHUs YSI3BUMOCTEI HOBBIE
CPOKOB  YCTPAaHEHUS | CPOKH yCTAaHOBKHM OOHOBJICHMSI COTJIACYIOTCS C MOJpa3iesieHueM
ySI3BUMOCTH WUT, cpoku peanuzaluyd KOMIIEHCUPYIOIIUX MEpP 3allUThl

nH(pOpPMaLIUKM — C OTBETCTBEHHBIMH JIMIIAMH, OINPEIEICHHBIMU
Ha J1ane 4.

7. Coznanue 3asBKM Ha | 3asBKa Ha pealu3alliio KOMIEHCHPYIOMIUX Mep (hopMupyercs
CPOYHYIO IIPU OTCYTCTBMU BO3MOXKHOCTH YCTAaHOBKM OOHOBIJIEHUS JHOO0 B
peanu3anuo Cllydae HEJOCTaTOYHOCTHU YK€ TMPHUHATHIX KOMIEHCHPYIOIIMX
KOMITEHCUPYIOIINX Mep 3alluThl UHpOpMau
Mep 3aIUTHI
uHpopManun
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7.5. Ha ocnoBe Tabmun 7.1 mw 7.2. B opraHe (opraHu3ainuu) Jd0JDKHO
pa3pabaThIBaThCsl JETAIBHOE OMUCAHUE OINepalluii, BKIKOYAIONIee HAMMEHOBAaHUE
oTiepariii, ONMCaHnue OTepaIuii, UCTIOTHUTENICH, MPOAOHKUTEIILHOCTh, BXOAHBIC U
BBIXOJHBIC  JaHHbIE. JleTanbHOE  oONKWCaHWE ONEpalril  BKIIOYAETCS B
OpraHU3alMOHHO-PACTIOPSANTEIBHBIE JOKYMEHTHI 110 3aIuTe WH(pOpMaIy opraHa
(opraHuzanun).
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[Ipunoxenue k PykoBoacTByY
10 OpraHU3aluy npouecca
YIPaBJIECHUS YA3BUMOCTSIMU B
oprase (opraHu3alun)

O06o3Ha4eHnsl, NPUMEHsieMbIe JIJI4 1eJieil HACTOSIIero MeTOAU4eCKOoro
TOKYMEHTAa

Ha cxeMax B HaCTOsIIIEM PYKOBOJCTBE HCIOIB3YIOTCS CIEAYIOIINE 3JIEMEHTHI
U3 CHUCTEMBl YCIIOBHBIX OOO3HAUYECHHUU Ii MOJAEITUPOBAHUS OH3HEC-TPOIIECCOB
BPMN 2.0 (amrm. Business Process Management Notation, HoTarus
MOJICJIMPOBAHUST OM3HEC-TTPOLIECCOB):

— HaYaJIbHOE COOBITHE, TIOKa3bIBa€T C 4YEro HAYMHACTCS
mpolecc;

— Ha4aJIbHOE COOBITHE, CBSA3aHHOE C MOJYYEHUEM COOOIICHHM
(1aHHBIX);

— IPOMECIKYTOTHOC CO6BITI/IG, CBA3aHHOC C HCTCUYCHUECM
OIIPCACIICHHOIO BpEMCHHOI'O MHTCPBAJIA,

— OKOHYaHHUC IIponccca NI IMoAIIpoueccca,

— OKOHYAaHHME TMpolecca WM TNOANpPOIEcca, CBA3AHHOE C
OTHPaBKOU COOOIICHUN (JTaHHBIX);

— 3aBCPHICHUC BCCX IMTPOLICCCOB U ITOAIIPOICCCOB,
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— Pa3BUJIKA «UJIH/WIIH» — BBIOOP TOJIBKO OJJHOTO MYTH;

— pa3BWIIKa «1» — BBIOOp BCEX MyTEH;

— pa3BWJIKA «U/UIIN» — BRIOOP OJTHOTO WJIU HECKOJIBKUX MyTeH;
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Onepauys — 3JIEMEHTapHOE JACHCTBHE B paMKax MPOIECCa;
 ———
o —
Moanpouece — ICUCTBUE, KOTOPOE MOKET BKJIIOYaTh B Ce0s Jpyrue
o NEeNUCTBUS, PA3BWIKU U COOBITHS.




