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>1 CO728<>ABOE 

+ 

(") 
+ 

(�)  

  

 

�>@@5:B8@>2:0 
<5E0=87<>2 >F5=:8 
CO728<>AB59 

+ 

(") 
+ 

(�)  

  

 

%>3;0A>20=85 A@>:>2 
CAB@0=5=8O 
CO728<>AB8 

+ 

("�)   

 
+ 

(')  

%>740=85 70O2:8 =0 
A@>G=CN @50;870F8N 
:><?5=A8@CNI8E <5@ 
70I8BK 8=D>@<0F88 

+ 

(") 
+ 

(�)  

  

 

"1>7=0G5=8O: 
" – "B25BAB25==K9 – @01>B=8:, >B25BAB25==K9 70 7025@H5=85 2K?>;=5=8O 7040G8; 
� – �A?>;=8B5;L – @01>B=8:, =5?>A@54AB25==> 2K?>;=ONI89 7040GC; 
' – 'G0AB=8: – @01>B=8:, CG0AB85 :>B>@>3> B@51C5BAO 4;O 2K?>;=5=8O 7040G8 
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3.  "!�&"$�!� '/��� "%&�� � "&�!�� �% 
#$� �!� "%&� 

3.1. !0 MB0?5 <>=8B>@8=30 CO728<>AB59 8 >F5=:8 8E ?@8<5=8<>AB8 
>ACI5AB2;O5BAO 2KO2;5=85 CO728<>AB59 =0 >A=>20=88 40==KE 87 A;54CNI8E 
8AB>G=8:>2: 

0) 2=CB@5==85 8AB>G=8:8: 

A8AB5<K C?@02;5=8O 8=D>@<0F8>==>9 8=D@0AB@C:BC@>9 (40;55 – �&-

8=D@0AB@C:BC@0); 
107K 40==KE C?@02;5=8O :>=D83C@0F8O<82; 

4>:C<5=B0F8O =0 8=D>@<0F8>==K5 A8AB5<K; 

M;5:B@>==K5 107K 7=0=89 >@30=>2 (>@30=870F89); 
1) 1070 40==KE CO728<>AB59, A>45@60I0OAO 2 �0=:5 40==KE C3@>7 

157>?0A=>AB8 8=D>@<0F88 (40;55 – ��') (%&-� $>AA883; 

2) 2=5H=85 8AB>G=8:8: 

107K 40==KE, A>45@60I85 A2545=8O >1 8725AB=KE CO728<>ABOE; 
>D8F80;L=K5 8=D>@<0F8>==K5 @5AC@AK @07@01>BG8:>2 
?@>3@0<<=KE 8 ?@>3@0<<=>-0??0@0B=KE A@54AB2 8 8AA;54>20B5;59 2 
>1;0AB8 8=D>@<0F8>==>9 157>?0A=>AB8. 

�AB>G=8:8 40==KE <>3CB CB>G=OBLAO 8;8 4>?>;=OBLAO A CG5B>< 
>A>15==>AB59 DC=:F8>=8@>20=8O >@30=0 (>@30=870F88). 

3.2. %E5<0 MB0?0 <>=8B>@8=30 CO728<>AB59 8 >F5=:8 8E ?@8<5=8<>AB8 
?@54AB02;5=0 =0 @8AC=:5 3.14. 

 

                                           
2 %8AB5<K :;0AA0 CMDB (0=3;. Configuration Management Database)  
3 �4@5A A09B0 ��' (%&-� $>AA88: https://bdu.fstec.ru 
4 � =0AB>OI5< $C:>2>4AB25 ?@54AB02;5=K B8?>2K5 AE5<K MB0?>2 ?@>F5AA0 CAB@0=5=8O CO728<>AB59 



 

 

1
3

 

 

$8AC=>: 3.1. – %E5<0 MB0?0 <>=8B>@8=30 CO728<>AB59 8 >F5=:8 8E ?@8<5=8<>AB8
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!0 MB0?5 <>=8B>@8=30 CO728<>AB59 8 >F5=:8 8E ?@8<5=8<>AB8 
2K?>;=ONBAO >?5@0F88, ?@82545==K5 2 B01;8F5 3.1. 

&01;8F0 3.1. 

№ 

?/? 
!08<5=>20=85 
>?5@0F88 

"?8A0=85 >?5@0F88 

1. �=0;87 
8=D>@<0F88 >1 
CO728<>AB8 

�=0;87 8=D>@<0F88 87 @07;8G=KE 8AB>G=8:>2 c F5;LN ?>8A:0 
0:BC0;L=KE 8 ?>B5=F80;L=KE CO728<>AB59 8 >F5=:8 8E 
?@8<5=8<>AB8 : 8=D>@<0F8>==K< A8AB5<0< >@30=0 
(>@30=870F88). 
�3@538@>20=85 8 :>@@5;OF8O A>18@05<KE 40==KE >1 
CO728<>ABOE 

2. "F5=:0 
?@8<5=8<>AB8 

CO728<>AB8 

!0 >A=>25 8=D>@<0F88 >1 >1J5:B0E 8=D>@<0F8>==KE A8AB5< 8 
8E A>AB>O=88 >?@545;O5BAO ?@8<5=8<>ABL CO728<>AB8 : 
8=D>@<0F8>==K< A8AB5<0< >@30=0 (>@30=870F88) A F5;LN 
>?@545;5=8O CO728<>AB59, =5 B@51CNI8E 40;L=59H59 
>1@01>B:8 (=5 @5;520=B=KE CO728<>AB59). 
"F5=:0 ?@8<5=8<>AB8 CO728<>AB59 ?@>872>48BAO:  
=0 >A=>25 0=0;870 40==KE >1 �&-8=D@0AB@C:BC@5, ?>;CG5==KE 
87 107 40==KE C?@02;5=8O :>=D83C@0F8O<8 2 @0<:0E ?@>F5AA0 
«'?@02;5=85 :>=D83C@0F859»;  
=0 >A=>25 0=0;870 40==KE > 2>7<>6=KE >1J5:B0E 2>7459AB28O, 
?>;CG5==KE 2 @57C;LB0B5 <>45;8@>20=8O C3@>7 2 @0<:0E 
?@>F5AA0 «"F5=:0 C3@>7»; 
?> @57C;LB0B0< >F5=:8 70I8I5==>AB8 (?. 6) 

3. #@8=OB85 
@5H5=89 =0 
?>;CG5=85 
4>?>;=8B5;L=>9 
8=D>@<0F88 

�0?@>A 4>?>;=8B5;L=>9 8=D>@<0F88 >1 CO728<>AB8 
(A:0=8@>20=85 >1J5:B>2, >F5=:0 70I8I5==>AB8), 5A;8 
8<5NI8EAO 40==KE =54>AB0B>G=> 4;O ?@8=OB8O @5H5=89 ?> 
C?@02;5=8N CO728<>ABO<8  

4. #>AB0=>2:0 
7040G8 =0 
A:0=8@>20=85 
>1J5:B>2 

�0?@>A =0 2=5?;0=>2>5 A:0=8@>20=85 >1J5:B>2 
8=D>@<0F8>==KE A8AB5< 2 A;CG05 =54>AB0B>G=>AB8 ;81> 
=50:BC0;L=>AB8 8<5NI8EAO 40==KE, 0 B0:65 2 A;CG05 
?>;CG5=8O 8=D>@<0F88 >1 CO728<>AB8 ?>A;5 ?>A;54=53> 
A:0=8@>20=8O 

5. %:0=8@>20=85 
>1J5:B>2 

#>8A: CO728<>AB59 8 =54>AB0B:>2 A ?><>ILN 
02B><0B878@>20==KE A8AB5< 0=0;870 70I8I5==>AB8. 
�K1>@ >1J5:B>2 8 2@5<5=8 A:0=8@>20=8O, C254><;5=85 
708=B5@5A>20==KE ?>4@0745;5=89 (=0?@8<5@, A8BC0F8>==>3> 
F5=B@0, ?>4@0745;5=8O �&) > ?@>2545=88 A:0=8@>20=8O 8 
40;L=59H55 A:0=8@>20=85 2K1@0==KE >1J5:B>2 =0 =0;8G85 
CO728<>AB8 

6. "F5=:0 
70I8I5==>AB8 

-:A?5@B=0O >F5=:0 2>7<>6=>AB8 ?@8<5=5=8O CO728<>AB8 : 
8=D>@<0F8>==KE A8AB5<0E. 
� E>45 >F5=:8 70I8I5==>AB8 >ACI5AB2;O5BAO ?@>25@:0 
2>7<>6=>AB8 M:A?;C0B0F88 CO728<>AB8 2 8=D>@<0F8>==KE 
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№ 

?/? 
!08<5=>20=85 
>?5@0F88 

"?8A0=85 >?5@0F88 

A8AB5<0E >@30=0 (>@30=870F88) A 8A?>;L7>20=85< PoC5 8;8 
A@54AB20 M:A?;C0B0F88 CO728<>AB8, 2 B>< G8A;5, 2 E>45 
B5AB8@>20=8O =0 ?@>=8:=>25=85 (B5AB8@>20=8O A8AB5<K 
70I8BK 8=D>@<0F88 ?CB5< >ACI5AB2;5=8O ?>?KB>: 
=5A0=:F8>=8@>20==>3> 4>ABC?0 (2>7459AB28O) : 
8=D>@<0F8>==>9 A8AB5<5 2 >1E>4 55 A8AB5<K 70I8BK 
8=D>@<0F88) 

 

3.3. !0 >A=>25 B01;8FK 3.1. 2 >@30=5 (>@30=870F88) 4>;6=> 
@07@010BK20BLAO 45B0;L=>5 >?8A0=85 >?5@0F89, 2:;NG0NI55 =08<5=>20=85 
>?5@0F89, >?8A0=85 >?5@0F89, 8A?>;=8B5;59, ?@>4>;68B5;L=>ABL, 2E>4=K5 8 
2KE>4=K5 40==K5. �5B0;L=>5 >?8A0=85 >?5@0F89 2:;NG05BAO 2 
>@30=870F8>==>-@0A?>@O48B5;L=K5 4>:C<5=BK ?> 70I8B5 8=D>@<0F88 >@30=0 
(>@30=870F88).  

 

 

                                           
5 PoC (0=3;. Proof of Concept, ?@>25@:0 :>=F5?F88) – <>45;8@>20=85 M:A?;C0B0F88 CO728<>AB8 
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4. "&�!�� '/��� "%&�� 

4.1. "F5=:0 CO728<>AB59 ?@>872>48BAO A F5;LN >?@545;5=8O C@>2=O 
:@8B8G=>AB8 CO728<>AB59 ?@8<5=8B5;L=> : 8=D>@<0F8>==K< A8AB5<0< 

>@30=0 (>@30=870F88). 
4.2. !0 MB0?5 >F5=:8 CO728<>AB59 2K?>;=ONBAO >?5@0F88, ?@82545==K5 

2 B01;8F5 4.1. 
&01;8F0 4.1. 

№ 

?/? 
!08<5=>20=85 
>?5@0F88 

"?8A0=85 >?5@0F88 

1. #>;CG5=85 
8=D>@<0F88 >1 
>1J5:B0E, 
?>425@65==KE 
CO728<>AB8 

#>;CG5=85 2K1>@:8 >1J5:B>2 8=D>@<0F8>==KE A8AB5<, 

?>425@65==KE CO728<>AB8  

2. "?@545;5=85 
C@>2=O >?0A=>AB8 
CO728<>AB8 

$0AG5B 107>2>9, :>=B5:AB=>9 8 2@5<5==>9 <5B@8: ?> 
<5B>48:5 CVSS A 8A?>;L7>20=85< :0;L:C;OB>@0 CVSS6 V3 

8;8 V3.1, @07<5I5==>3> 2 ��' (%&-� $>AA887 

3. "?@545;5=85 
2;8O=8O =0 
8=D>@<0F8>==K5 
A8AB5<K 

"?@545;5=85 2;8O=8O CO728<>3> :><?>=5=B0 =0 
70I8I5==>ABL 8=D>@<0F8>==KE A8AB5< 2K?>;=O5BAO A 
8A?>;L7>20=85< @57C;LB0B>2 ?@>F5AA0 «"F5=:0 C3@>7» (2 
G0AB8 A2545=89 > =54>?CAB8<KE =530B82=KE ?>A;54AB28OE 8 
2>7<>6=KE >1J5:B0E 2>7459AB289), ?@8 MB>< <>3CB 1KBL 
8A?>;L7>20=K 40==K5 >1 �&-8=D@0AB@C:BC@5, ?>;CG5==K5 
87 107 40==KE C?@02;5=8O :>=D83C@0F8O<8 (>B45;L=K5 
@57C;LB0BK 87 ?@>F5AA0 «'?@02;5=85 :>=D83C@0F859») 

4. $0AG5B :@8B8G=>AB8 
CO728<>AB8 

#>;CG5=85 7=0G5=89 C@>2=59 :@8B8G=>AB8 >1=0@C65==KE 
CO728<>AB59 

"?5@0F88 ?> >?@545;5=8N C@>2=O >?0A=>AB8 CO728<>AB8, 55 2;8O=8O =0 
8=D>@<0F8>==K5 A8AB5<K 8 @0AG5BC :@8B8G=>AB8 CO728<>AB8 2K?>;=ONBAO 2 
A>>B25BAB288 A  5B>48:>9 >F5=:8 C@>2=O :@8B8G=>AB8 CO728<>AB59 
?@>3@0<<=KE 8 ?@>3@0<<=>-0??0@0B=KE A@54AB2, CB25@645==>9 
(%&-� $>AA88 28 >:BO1@O 2022 3.8 
  

                                           
6 CVSS (0=3;. Common Vulnerability Scoring System) – >1I0O A8AB5<0 >F5=:8 CO728<>AB59 

(04@5A:https://www.first.org/cvss) 
7 �4@5A0: https://bdu.fstec.ru/calc3, https://bdu.fstec.ru/calc31 
8 �4@5A: https://bdu.fstec.ru/documents/31 
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4.3. !0 >A=>25 B01;8FK 4.1. 2 >@30=5 (>@30=870F88) 4>;6=> 
@07@010BK20BLAO 45B0;L=>5 >?8A0=85 >?5@0F89, 2:;NG0NI55 =08<5=>20=85 
>?5@0F89, >?8A0=85 >?5@0F89, 8A?>;=8B5;59, ?@>4>;68B5;L=>ABL, 2E>4=K5 8 
2KE>4=K5 40==K5. �5B0;L=>5 >?8A0=85 >?5@0F89 2:;NG05BAO 2 
>@30=870F8>==>-@0A?>@O48B5;L=K5 4>:C<5=BK ?> 70I8B5 8=D>@<0F88 >@30=0 
(>@30=870F88). 

4.4. %E5<0 MB0?0 >F5=:8 CO728<>AB59 ?@54AB02;5=0 =0 @8AC=:5 4.1. 



 

 

1
8

 

 

$8AC=>: 4.1. – %E5<0 MB0?0 >F5=:8 CO728<>AB59
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5. "#$�����!��  �&"�"� � #$�"$�&�&"� '%&$�!�!�/ 

'/��� "%&�� 

5.1. !0 MB0?5 >?@545;5=8O <5B>4>2 8 ?@8>@8B5B>2 CAB@0=5=8O 
CO728<>AB59 @5H0NBAO 7040G8:  

>?@545;5=8O ?@8>@8B5B=>AB8 CAB@0=5=8O CO728<>AB59; 
2K1>@0 <5B>4>2 CAB@0=5=8O CO728<>AB59: >1=>2;5=85 ?@>3@0<<=>3> 

>15A?5G5=8O 8 (8;8) ?@8<5=5=85 :><?5=A8@CNI8E <5@ 70I8BK 8=D>@<0F88. 

!0 MB0?5 >?@545;5=8O <5B>4>2 8 ?@8>@8B5B>2 CAB@0=5=8O CO728<>AB59 
2K?>;=ONBAO >?5@0F88, ?@82545==K5 2 B01;8F5 5.1. 

&01;8F0 5.1. 

№ 

?/? 
!08<5=>20=85 
>?5@0F88 

"?8A0=85 >?5@0F88 

1. "?@545;5=85 
?@8>@8B5B=>AB8 

CAB@0=5=8O 
CO728<>AB59 

"?@545;5=85 ?@8>@8B5B=>AB8 CAB@0=5=8O CO728<>AB59 2 
A>>B25BAB288 A @57C;LB0B0<8 @0AG5B0 :@8B8G=>AB8 
CO728<>AB59 =0 MB0?5 >F5=:8 CO728<>AB59 (MB0? 4) 

2. "?@545;5=85 
<5B>4>2 
CAB@0=5=8O 
CO728<>AB59 

�K1>@ <5B>40 CAB@0=5=8O CO728<>AB8: CAB0=>2:0 >1=>2;5=8O 
8;8 ?@8<5=5=85 :><?5=A8@CNI8E <5@ 70I8BK 8=D>@<0F88 

3. #@8=OB85 @5H5=8O 
> A@>G=>9 
CAB0=>2:5 
>1=>2;5=89 

#@8 >1=0@C65=88 :@8B8G5A:>9 CO728<>AB8 <>65B 1KBL 
?@8=OB> @5H5=85 > A@>G=>9 CAB0=>2:5 >1=>2;5=8O 
?@>3@0<<=>3> >15A?5G5=8O >1J5:B>2 8=D>@<0F8>==KE 
A8AB5<, ?>425@65==KE CO728<>AB8 

4. %>740=85 70O2:8 
=0 A@>G=CN 
CAB0=>2:C 
>1=>2;5=8O 

�0O2:0 =0 A@>G=CN CAB0=>2:C >1=>2;5=8O =0?@02;O5BAO =0 
A>3;0A>20=85 @C:>2>48B5;N ?>4@0745;5=8O �& 

5. #@8=OB85 @5H5=8O 
> A@>G=>9 
@50;870F88 
:><?5=A8@CNI8E 
<5@ 70I8BK 
8=D>@<0F88 

#@8 >1=0@C65=88 :@8B8G5A:>9 CO728<>AB8 <>65B 1KBL 
?@8=OB> @5H5=85 > A@>G=>9 @50;870F88 :><?5=A8@CNI8E 
<5@ 70I8BK 8=D>@<0F88 2 :0G5AB25 2@5<5==>3> @5H5=8O 4> 
CAB0=>2:8 >1=>2;5=8O 

6. %>740=85 70O2:8 
=0 CAB0=>2:C 
>1=>2;5=8O 

�0O2:0 A>7405BAO 2 A;CG05, 5A;8 >?@545;5=>, GB> CAB0=>2:0 
>1=>2;5=8O 4;O CAB@0=5=8O 40==>9 CO728<>AB8 =5 
70?;0=8@>20=0 

7. %>740=85 70O2:8 
=0 @50;870F8N 
:><?5=A8@CNI8E 
<5@ 70I8BK 
8=D>@<0F88 

�0O2:0 =0 @50;870F8N :><?5=A8@CNI8E <5@ 70I8BK 
8=D>@<0F88 D>@<8@C5BAO ?@8 >BACBAB288 2>7<>6=>AB8 
CAB0=>2:8 >1=>2;5=8O, 0 B0:65 2 A;CG05 =5>1E>48<>AB8 
?@8=OB8O <5@ 4> CAB@0=5=8O CO728<>AB8 



 

 

 

20 

5.2. �;O >@30=870F88 CAB@0=5=8O CO728<>AB59 <564C @01>B=8:0<8 
?>4@0745;5=8O 70I8BK 8 ?>4@0745;5=8O �& ?@5420@8B5;L=> A>3;0A>2K20NBAO: 

A@>:8 CAB0=>2:8 >1=>2;5=89, CAB@0=ONI8E CO728<>AB8; 
D>@<0 8 A?>A>1K ?5@540G8 8=D>@<0F88 >1 CO728<>ABOE. 
5.3. !0 >A=>25 B01;8FK 5.1. 2 >@30=5 (>@30=870F88) 4>;6=> 

@07@010BK20BLAO 45B0;L=>5 >?8A0=85 >?5@0F89, 2:;NG0NI55 =08<5=>20=85 
>?5@0F89, >?8A0=85 >?5@0F89, 8A?>;=8B5;59, ?@>4>;68B5;L=>ABL, 2E>4=K5 8 
2KE>4=K5 40==K5. �5B0;L=>5 >?8A0=85 >?5@0F89 2:;NG05BAO 2 
>@30=870F8>==>-@0A?>@O48B5;L=K5 4>:C<5=BK ?> 70I8B5 8=D>@<0F88 >@30=0 
(>@30=870F88). 

5.4. %E5<0 MB0?0 >?@545;5=8O <5B>4>2 8 ?@8>@8B5B>2 CAB@0=5=8O 
CO728<>AB59 ?@54AB02;5=0 =0 @8AC=:5 5.1. 



 

 

2
1

 

 

$8AC=>: 5.1. – %E5<0 MB0?0 >?@545;5=8O <5B>4>2 8 ?@8>@8B5B>2 CAB@0=5=8O CO728<>AB59
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6. '%&$�!�!�� '/��� "%&�� 

6.1. !0 MB0?5 CAB@0=5=8O CO728<>AB59 ?@8=8<0NBAO <5@K, 
=0?@02;5==K5 =0 CAB@0=5=85 8;8 8A:;NG5=85 2>7<>6=>AB8 8A?>;L7>20=8O 
(M:A?;C0B0F88) CO728<>AB59, 2KO2;5==K5 =0 MB0?5 <>=8B>@8=30. #@8 MB>< 
2K?>;=ONBAO >?5@0F88, ?@54AB02;5==K5 2 B01;8F5 6.1. 

&01;8F0 6.1. 

№ 

?/? 
!08<5=>20=85 
>?5@0F88 

"?8A0=85 >?5@0F88 

1. %>3;0A>20=85 
CAB0=>2:8 A 
@C:>2>4AB2>< 
?>4@0745;5=8O �& 

%@>G=0O CAB0=>2:0 >1=>2;5=89 ?@>3@0<<=>3> 
>15A?5G5=8O ?@5420@8B5;L=> A>3;0A>2K205BAO A 
@C:>2>4AB2>< ?>4@0745;5=8O �& 

2. &5AB8@>20=85 
>1=>2;5=8O9 

�KO2;5=85 ?>B5=F80;L=> >?0A=KE DC=:F8>=0;L=KE 
2>7<>6=>AB59, =57045:;0@8@>20==KE @07@01>BG8:>< 
?@>3@0<<=KE, ?@>3@0<<=>-0??0@0B=KE A@54AB2, 2 B>< 
G8A;5 ?>;8B8G5A:8E 10==5@>2, ;>7C=3>2, ?@87K2>2 8 8=>9 
?@>B82>?@02=>9 8=D>@<0F88 (40;55 – =545:;0@8@>20==K5 
2>7<>6=>AB8)  

3. 'AB0=>2:0 
>1=>2;5=8O 2 
B5AB>2>< A53<5=B5 

'AB0=>2:0 >1=>2;5=89 =0 2K1@0==>< B5AB>2>< A53<5=B5 
8=D>@<0F8>==>9 A8AB5<K 2 F5;OE >?@545;5=8O 2;8O=8O 8E 
CAB0=>2:8 =0 55 DC=:F8>=8@>20=85 

4. #@8=OB85 @5H5=8O >1 
CAB0=>2:5 
>1=>2;5=8O 

� A;CG05, 5A;8 =530B82=>3> 2;8O=8O >B CAB0=>2:8 
>1=>2;5=8O =0 2K1@0==>< A53<5=B5 A8AB5<K =5 2KO2;5=>, 
?@8=8<05BAO @5H5=85 > 53> @0A?@>AB@0=5=88 2 A8AB5<5. 
� A;CG05 >1=0@C65=8O =530B82=>3> 2;8O=8O >B CAB0=>2:8 
>1=>2;5=8O =0 2K1@0==>< A53<5=B5 A8AB5<K 40;L=59H55 
@0A?@>AB@0=5=85 >1=>2;5=8O =5 >ACI5AB2;O5BAO, ?@8 MB>< 
4;O =59B@0;870F88 CO728<>AB8 ?@8<5=ONBAO 
:><?5=A8@CNI85 <5@K 70I8BK 8=D>@<0F88 

5. 'AB0=>2:0 
>1=>2;5=8O 

$0A?@>AB@0=5=85 >1=>2;5=8O =0 >1J5:BK 
8=D>@<0F8>==KE A8AB5< 

6. (>@<8@>20=85 ?;0=0 
CAB0=>2:8 
>1=>2;5=89 

'O728<>AB8, 4;O CAB@0=5=8O :>B>@KE =5 1K;0 >?@545;5=0 
=5>1E>48<>ABL A@>G=>9 CAB0=>2:8 >1=>2;5=89, 

CAB@0=ONBAO 2 E>45 ?;0=>2>9 CAB0=>2:8 >1=>2;5=89.  

(>@<8@>20=85 ?;0=0 >1=>2;5=89 >ACI5AB2;O5BAO A CG5B>< 
70O2>: =0 CAB0=>2:C >1=>2;5=89 

7. $07@01>B:0 8 
@50;870F8O 
:><?5=A8@CNI8E 
<5@ 70I8BK 

8=D>@<0F88 

$07@01>B:0 8 ?@8<5=5=85 <5@ 70I8BK 8=D>@<0F88, 
:>B>@K5 ?@8<5=ONBAO 2 8=D>@<0F8>==KE A8AB5<0E 
270<5= >B45;L=KE <5@ 70I8BK 8=D>@<0F88, ?>4;560I8E 
@50;870F88 2 A>>B25BAB288 A B@51>20=8O<8 ?> 70I8B5 
8=D>@<0F88, 2 A2O78 A =52>7<>6=>ABLN 8E CAB0=>2:8, 

>1=0@C65=85< =530B82=>3> 2;8O=8O >B CAB0=>2:8 

                                           
9 &5AB8@>20=85 >1=>2;5=89 >ACI5AB2;O5BAO 2 >B=>H5=88 ?@>3@0<<=>3> >15A?5G5=8O, 2 B>< G8A;5 A 

>B:@KBK< 8AE>4=K< :>4><, ?@54=07=0G5==>3> 4;O CAB@0=5=8O CO728<>AB59 ?@>3@0<<=KE, ?@>3@0<<=>-

0??0@0B=KE A@54AB2  



23 

 

>1=>2;5=8O, 0 B0:65 2 A;CG05 =5>1E>48<>AB8 ?@8=OB8O <5@ 
4> CAB@0=5=8O CO728<>AB8. 

� :><?5=A8@CNI8< <5@0< 70I8BK 8=D>@<0F88 <>3CB 
>B=>A8BLAO: >@30=870F8>==K5 <5@K 70I8BK 8=D>@<0F88, 
=0AB@>9:0 A@54AB2 70I8BK 8=D>@<0F88, 0=0;87 A>1KB89 
157>?0A=>AB8, 2=5A5=85 87<5=5=89 2 �&-8=D@0AB@C:BC@C 

6.2. &5AB8@>20=85 >1=>2;5=89 ?@>3@0<<=KE 8 ?@>3@0<<=>-0??0@0B=KE 
A@54AB2 >ACI5AB2;O5BAO 2 A>>B25BAB288 A  5B>48:>9 B5AB8@>20=8O 
>1=>2;5=89 ?@>3@0<<=KE, ?@>3@0<<=>-0??0@0B=KE A@54AB2, CB25@645==>9 
(%&-� $>AA88 28 >:BO1@O 2022 3.10, ?> @5H5=8N >@30=0 (>@30=870F88) 2 
A;CG05 >BACBAB28O A>>B25BAB2CNI8E @57C;LB0B>2 B5AB8@>20=8O 2 ��' 
(%&-� $>AA88.  

6.3. #@8 =0;8G88 A>>B25BAB2CNI8E A2545=89 <>3CB 1KBL 8A?>;L7>20=K 
:><?5=A8@CNI85 <5@K 70I8BK 8=D>@<0F88, ?@54AB02;5==K5 2 1N;;5B5=OE 
157>?0A=>AB8 @07@01>BG8:>2 ?@>3@0<<=KE, ?@>3@0<<=>-0??0@0B=KE A@54AB2, 
0 B0:65 2 >?8A0=8OE CO728<>AB59, >?C1;8:>20==KE 2 ��' (%&-� $>AA88. 

6.4. $5:><5=4C5<K5 A@>:8 CAB@0=5=8O CO728<>AB5911: 

:@8B8G5A:89 C@>25=L >?0A=>AB8 4> 24 G0A>2; 
2KA>:89 C@>25=L >?0A=>AB8 – 4> 7 4=59; 
A@54=89 C@>25=L >?0A=>AB8 – 4> 4 =545;L; 
=87:89 C@>25=L >?0A=>AB8 – 4> 4 <5AOF52. 
6.5. %E5<0 MB0?0 CAB@0=5=8O CO728<>AB59 ?@54AB02;5=0 =0 @8AC=:5 6.1. 
6.6. %E5<0 ?>4?@>F5AA0 @07@01>B:8 8 @50;870F88 :><?5=A8@CNI8E <5@ 

70I8BK 8=D>@<0F88 =0 MB0?5 CAB@0=5=8O CO728<>AB59 ?@54AB02;5=0 =0 
@8AC=:5 6.2.  

                                           
10 �4@5A: https://bdu.fstec.ru/documents/30 
11 $5:><5=4C5<K5 A@>:8 CAB@0=5=8O CO728<>AB59 CAB0=>2;5=K 2 A>>B25BAB288 A  5B>48:>9 >F5=:8 

C@>2=O :@8B8G=>AB8 CO728<>AB59 ?@>3@0<<=KE, ?@>3@0<<=>-0??0@0B=KE A@54AB2, CB25@645==>9 
(%&-� $>AA88 28 >:BO1@O 2022 3. 



 

 

2
4

 

 

$8AC=>: 6.1. – %E5<0 MB0?0 CAB@0=5=8O CO728<>AB59 



 

 

2
5

 

 
$8AC=>: 6.2. – %E5<0 ?>4?@>F5AA0 @07@01>B:8 8 @50;870F88 :><?5=A8@CNI8E <5@ 70I8BK 8=D>@<0F88 =0 MB0?5 

CAB@0=5=8O CO728<>AB59 



26 

 

� @0<:0E 2K?>;=5=8O ?>4?@>F5AA0 @07@01>B:8 8 @50;870F88 
:><?5=A8@CNI8E <5@ 70I8BK 8=D>@<0F88 2K?>;=ONBAO >?5@0F88, 
?@82545==K5 2 B01;8F5 6.2. 

&01;8F0 6.2. 

№ 

?/? 
!08<5=>20=85 
>?5@0F88 

"?8A0=85 >?5@0F88 

1. "?@545;5=85  <5@ 
70I8BK 

8=D>@<0F88 8 
>B25BAB25==KE 70 
8E @50;870F8N 

"?@545;5=85 :><?5=A8@CNI8E <5@ 70I8BK 8=D>@<0F88, 

=5>1E>48<KE 4;O =59B@0;870F88 CO728<>AB8 ;81> A=865=8O 
2>7<>6=KE =530B82=KE ?>A;54AB289 >B 55 M:A?;C0B0F88.  
� E>45 2K?>;=5=8O 40==>9 >?5@0F88 4>;6=K 1KBL 
>?@545;5=K @01>B=8:8, CG0AB85 :>B>@KE =5>1E>48<> 4;O 
@50;870F88 2K1@0==KE :><?5=A8@CNI8E <5@ 70I8BK 

8=D>@<0F88 
2. %>3;0A>20=85 

?@82;5G5=8O 
@01>B=8:>2 

� A;CG05 =5>1E>48<>AB8 ?@82;5G5=8O @01>B=8:>2 4@C38E 
?>4@0745;5=89 4;O @50;870F88 :><?5=A8@CNI8E <5@ 70I8BK 
8=D>@<0F88 @C:>2>48B5;L ?>4@0745;5=8O 70I8BK A>3;0AC5B 
8E ?@82;5G5=85 A @C:>2>48B5;O<8 A>>B25BAB2CNI8E 
?>4@0745;5=89 

3. $50;870F8O 
>@30=870F8>==KE 
<5@ 70I8BK 

8=D>@<0F88 

$50;870F8O >@30=870F8>==KE <5@ 70I8BK 8=D>@<0F88 

?@54CA<0B@8205B:  
>3@0=8G5=85 8A?>;L7>20=8O �&-8=D@0AB@C:BC@K;  
>@30=870F8O @568<0 >E@0=K (2 G0AB=>AB8, >3@0=8G5=85 
4>ABC?0 : B5E=8G5A:8< A@54AB20<);  
8=D>@<8@>20=85 8 >1CG5=85 ?5@A>=0;0 >@30=0 (>@30=870F88) 

4. !0AB@>9:0 
A@54AB2 70I8BK 
8=D>@<0F88 

"F5=:0 2>7<>6=>AB8 @50;870F88 :><?5=A8@CNI8E <5@ A 
8A?>;L7>20=85< A@54AB2 70I8BK 8=D>@<0F88, 2K1>@ A@54AB2 
70I8BK 8=D>@<0F88 (?@8 =5>1E>48<>AB8). �K?>;=5=85 @01>B 
?> =0AB@>9:5 A@54AB2 70I8BK 8=D>@<0F88 

5. "@30=870F8O 
0=0;870 A>1KB89 
157>?0A=>AB8 

"@30=870F8O ?>AB>O==>3> =01;N45=8O 8 0=0;870 @57C;LB0B>2 
@538AB@0F88 A>1KB89 157>?0A=>AB8 8 8=KE 40==KE A F5;LN 
2KO2;5=8O 8 1;>:8@>20=8O ?>?KB>: M:A?;C0B0F88 CO728<>AB8 

 

6. �=5A5=85 
87<5=5=89 2 �&-

8=D@0AB@C:BC@C 

�=5A5=85 87<5=5=89 2 �&-8=D@0AB@C:BC@C 2:;NG05B 459AB28O  
?> 2=5A5=8N 87<5=5=89 2 :>=D83C@0F88 ?@>3@0<<=KE 8 
?@>3@0<<=>-0??0@0B=KE A@54AB2 (2 B>< G8A;5, C40;5=85 
(2K2545=85 87 M:A?;C0B0F88))  

 

6.7. !0 >A=>25 B01;8F 6.1 8 6.2. 2 >@30=5 (>@30=870F88) 4>;6=> 
@07@010BK20BLAO 45B0;L=>5 >?8A0=85 >?5@0F89, 2:;NG0NI55 =08<5=>20=85 
>?5@0F89, >?8A0=85 >?5@0F89, 8A?>;=8B5;59, ?@>4>;68B5;L=>ABL, 2E>4=K5 8 
2KE>4=K5 40==K5. �5B0;L=>5 >?8A0=85 >?5@0F89 2:;NG05BAO 2 
>@30=870F8>==>-@0A?>@O48B5;L=K5 4>:C<5=BK ?> 70I8B5 8=D>@<0F88 >@30=0 
(>@30=870F88). 



27 

 

 

7. �"!&$"�Ь '%&$�!�!�/ '/��� "%&�� 

7.1. !0 MB0?5 :>=B@>;O CAB@0=5=8O CO728<>AB59 >ACI5AB2;O5BAO A1>@ 8 
>1@01>B:0 40==KE > ?@>F5AA5 C?@02;5=8O CO728<>ABO<8 8 53> @57C;LB0B0E, 
?@8=OB85 >?5@0B82=KE @5H5=89 8 8E 4>2545=85 4> @C:>2>4AB20 >@30=0 
(>@30=870F88) 4;O ?@8=OB8O @5H5=89 ?> C;CGH5=8N ?@>F5AA0 C?@02;5=8O 
CO728<>ABO<8. 

!0 MB0?5 :>=B@>;O CAB@0=5=8O CO728<>AB59 2K?>;=ONBAO >?5@0F88, 
?@82545==K5 2 B01;8F5 7.1. 

&01;8F0 7.1. 
№ 

?/? 
!08<5=>20=85 
>?5@0F88 

"?8A0=85 >?5@0F88 

1. #@8=OB85 @5H5=8O > 
A?>A>15 :>=B@>;O 

"?@545;5=85 A?>A>10 :>=B@>;O CAB@0=5=8O CO728<>AB8: 
?@>25@:0 >1J5:B>2 =0 =0;8G85 CO728<>AB8 (A:0=8@>20=85 
A@54AB20<8 0=0;870 70I8I5==>AB8) ;81> >F5=:0 
70I8I5==>AB8 

2. #@>25@:0 >1J5:B>2 =0 
=0;8G85 CO728<>AB59 

�K1>@ >1J5:B>2 8 2@5<5=8 A:0=8@>20=8O, C254><;5=85 
708=B5@5A>20==KE ?>4@0745;5=89 (=0?@8<5@, 
A8BC0F8>==>3> F5=B@0, ?>4@0745;5=8O �&) > ?@>2545=88 
A:0=8@>20=8O 8 40;L=59H55 A:0=8@>20=85 2K1@0==KE 
>1J5:B>2 =0 =0;8G85 CO728<>AB8 

3. "F5=:0 70I8I5==>AB8 -:A?5@B=0O >F5=:0 2>7<>6=>AB8 ?@8<5=5=8O CO728<>AB8 
: 8=D>@<0F8>==K< A8AB5<0<. 

� E>45 >F5=:8 70I8I5==>AB8 >ACI5AB2;O5BAO ?@>25@:0 
2>7<>6=>AB8 M:A?;C0B0F88 CO728<>AB8 2 
8=D>@<0F8>==KE A8AB5<0E >@30=0 (>@30=870F88) A 
8A?>;L7>20=85< PoC 8;8 A@54AB20 M:A?;CB0F88 
CO728<>AB8, 2 B>< G8A;5, 2 E>45 B5AB8@>20=8O =0 
?@>=8:=>25=85 (B5AB8@>20=8O A8AB5<K 70I8BK 
8=D>@<0F88 ?CB5< >ACI5AB2;5=8O ?>?KB>: 
=5A0=:F8>=8@>20==>3> 4>ABC?0 (2>7459AB28O) : 
8=D>@<0F8>==K< A8AB5<0< 2 >1E>4 55 A8AB5<K 70I8BK 
8=D>@<0F88) 

4. �KO2;5=85 >B:;>=5=89 
8 =58A?>;=5=89 

�=0;87 @57C;LB0B>2 :>=B@>;O CAB@0=5=8O CO728<>AB59 
(>?@545;5=85 :>@@5:B=>AB8 CAB@0=5=8O CO728<>AB59 8 
A>1;N45=8O A@>:>2) 

5. $07@01>B:0 
?@54;>65=89 ?> 
C;CGH5=8N ?@>F5AA0 
C?@02;5=8O 
CO728<>ABO<8 

"?@545;5=85 ?@8G8= >B:;>=5=89 8 =58A?>;=5=89, 
@07@01>B:0 =0 8E >A=>25 @5H5=89 ?> C;CGH5=8N 
?@>F5AA0 C?@02;5=8O CO728<>ABO<8 



28 

 

 

7.2. � A;CG05 2KO2;5=8O 2 E>45 >F5=:8 70I8I5==>AB8 =58725AB=KE 
@0=55 CO728<>AB59 (CO728<>AB59 «=C;52>3> 4=O») A2545=8O > =8E 
@5:><5=4C5BAO =0?@02;OBL 2 ��' (%&-� $>AA8812. 

7.3. %E5<0 MB0?0 :>=B@>;O CAB@0=5=8O CO728<>AB59 ?@54AB02;5=0 =0 
@8AC=:5 7.1. 

7.4. %E5<0 ?>4?@>F5AA0 @07@01>B:8 ?@54;>65=89 ?> C;CGH5=8N 
?@>F5AA0 C?@02;5=8O CO728<>ABO<8 =0 MB0?5 :>=B@>;O CAB@0=5=8O 
CO728<>AB59 ?@54AB02;5=0 =0 @8AC=:5 7.2. 

                                           
12 �:;NG5=85 =58725AB=KE @0=55 CO728<>AB59 2 ��' (%&-� $>AA88 >ACI5AB2;O5BAO 2 A>>B25BAB288 

A CB25@645==K< @53;0<5=B><, @07<5I5==K< ?> 04@5AC https://bdu.fstec.ru/site/regulations 



 

 

2
9
 

 

$8AC=>: 7.1. – %E5<0 MB0?0 :>=B@>;O CAB@0=5=8O CO728<>AB59 



 

 

3
0
 

 

$8AC=>: 7.2. – %E5<0 ?>4?@>F5AA0 @07@01>B:8 ?@54;>65=89 ?> C;CGH5=8N ?@>F5AA0 C?@02;5=8O CO728<>ABO<8 

=0 MB0?5 :>=B@>;O CAB@0=5=8O CO728<>AB59 



31 

 

� @0<:0E 2K?>;=5=8O ?>4?@>F5AA0 @07@01>B:8 ?@54;>65=89 ?> 
C;CGH5=8N ?@>F5AA0 C?@02;5=8O CO728<>ABO<8 2K?>;=ONBAO >?5@0F88, 
?@82545==K5 2 B01;8F5 7.2. 

&01;8F0 7.2. 

№ 

?/? 
!08<5=>20=85 
>?5@0F88 

"?8A0=85 >?5@0F88 

1. "?@545;5=85 
?@8G8= >B:;>=5=89 
8 (8;8) 
=58A?>;=5=89 

"?@545;5=85 ?@8G8= >B:;>=5=89 8 =58A?>;=5=89 >?5@0F89 
?@>F5AA0 C?@02;5=8O CO728<>ABO<8. �>7<>6=K<8 
?@8G8=0<8 O2;ONBAO:  
?@>?CA: CO728<>AB8 2 E>45 <>=8B>@8=30; 
>H81:8 >F5=:8 CO728<>AB59; 
=0@CH5=8O A@>:>2 CAB@0=5=8O CO728<>AB59; 
=54>AB0B>G=>ABL ?@8=OBKE :><?5=A8@CNI8E <5@. 
#@8G8=K >B:;>=5=89 8 =58A?>;=5=89 >?5@0F89 ?@>F5AA0 
C?@02;5=8O CO728<>ABO<8 <>3CB 1KBL 4>?>;=5=K ?> 
@57C;LB0B0< 0=0;870 ?@>F5AA0 C?@02;5=8O CO728<>ABO<8 2 
>@30=5 (>@30=870F88) 

2. �>@@5:B8@>2:0 
<5E0=87<>2 
<>=8B>@8=30 

�=5A5=85 87<5=5=89 2 :>=D83C@0F8N 8 0;3>@8B<K A@54AB2 
A1>@0 8 >1@01>B:8 40==KE >1 CO728<>ABOE 

3. �>102;5=85 
8AB>G=8:0 A2545=89 
>1 CO728<>ABOE 

#>8A: 8 >@30=870F8O <>=8B>@8=30 =>2KE 8AB>G=8:>2 
A2545=89 >1 CO728<>ABOE 

4. �>@@5:B8@>2:0 
<5E0=87<>2 >F5=:8 
CO728<>AB59 

�=5A5=85 87<5=5=89 2 ?@>F54C@C >F5=:8 CO728<>AB59 

5. #>2B>@=0O >F5=:0 
CO728<>AB8 

#>2B>@=>5 >?@545;5=85 C@>2=O :@8B8G=>AB8 CO728<>AB8 
?@8<5=8B5;L=> : 8=D>@<0F8>==K< A8AB5<0< >@30=0 
(>@30=870F88). 
#5@5E>4 : MB0?C 2 («"F5=:0 CO728<>AB59») A 40;L=59H8< 
2K?>;=5=85< ?>A;54CNI8E MB0?>2 ?@>F5AA0 C?@02;5=8O 
CO728<>ABO<8 

6. %>3;0A>20=85 
A@>:>2 CAB@0=5=8O 
CO728<>AB8 

� A;CG05 =0@CH5=8O A@>:>2 CAB@0=5=8O CO728<>AB59 =>2K5 
A@>:8 CAB0=>2:8 >1=>2;5=8O A>3;0ACNBAO A ?>4@0745;5=85< 
�&, A@>:8 @50;870F88 :><?5=A8@CNI8E <5@ 70I8BK 

8=D>@<0F88 – A >B25BAB25==K<8 ;8F0<8, >?@545;5==K<8 
=0 MB0?5 4.  

7. %>740=85 70O2:8 =0 
A@>G=CN 
@50;870F8N 
:><?5=A8@CNI8E 
<5@ 70I8BK 
8=D>@<0F88 

�0O2:0 =0 @50;870F8N :><?5=A8@CNI8E <5@ D>@<8@C5BAO 
?@8 >BACBAB288 2>7<>6=>AB8 CAB0=>2:8 >1=>2;5=8O ;81> 2 
A;CG05 =54>AB0B>G=>AB8 C65 ?@8=OBKE :><?5=A8@CNI8E 
<5@ 70I8BK 8=D>@<0F88 

 

  



32 

 

7.5. !0 >A=>25 B01;8F 7.1 8 7.2. 2 >@30=5 (>@30=870F88) 4>;6=> 
@07@010BK20BLAO 45B0;L=>5 >?8A0=85 >?5@0F89, 2:;NG0NI55 =08<5=>20=85 
>?5@0F89, >?8A0=85 >?5@0F89, 8A?>;=8B5;59, ?@>4>;68B5;L=>ABL, 2E>4=K5 8 
2KE>4=K5 40==K5. �5B0;L=>5 >?8A0=85 >?5@0F89 2:;NG05BAO 2 
>@30=870F8>==>-@0A?>@O48B5;L=K5 4>:C<5=BK ?> 70I8B5 8=D>@<0F88 >@30=0 
(>@30=870F88). 
  



33 

 

#@8;>65=85 : $C:>2>4AB2C 
?> >@30=870F88 ?@>F5AA0 
C?@02;5=8O CO728<>ABO<8 2 
>@30=5 (>@30=870F88) 

 

"1>7=0G5=8я, ?@8<5=я5<O5 4;я F5;59 =0AB>ящ53> <5B>48G5A:>3> 
4>:C<5=B0 

 

!0 AE5<0E 2 =0AB>OI5< @C:>2>4AB25 8A?>;L7CNBAO A;54CNI85 M;5<5=BK 

87 A8AB5<K CA;>2=KE >1>7=0G5=89 4;O <>45;8@>20=8O 187=5A-?@>F5AA>2 
BPMN 2.0 (0=3;. Business Process Management Notation, =>B0F8O 
<>45;8@>20=8O 187=5A-?@>F5AA>2): 

 

– =0G0;L=>5 A>1KB85, ?>:07K205B A G53> =0G8=05BAO 
?@>F5AA; 

 

– =0G0;L=>5 A>1KB85, A2O70==>5 A ?>;CG5=85< A>>1I5=89 
(40==KE); 

 

– ?@><56CB>G=>5 A>1KB85, A2O70==>5 A 8AB5G5=85< 
>?@545;5==>3> 2@5<5==>3> 8=B5@20;0; 

 

– >:>=G0=85 ?@>F5AA0 8;8 ?>4?@>F5AA0; 

 

– >:>=G0=85 ?@>F5AA0 8;8 ?>4?@>F5AA0, A2O70==>5 A 
>B?@02:>9 A>>1I5=89 (40==KE); 

 
– 7025@H5=85 2A5E ?@>F5AA>2 8 ?>4?@>F5AA>2; 

 

– @0728;:0 «8;8/8;8» – 2K1>@ B>;L:> >4=>3> ?CB8; 

 

– @0728;:0 «8» – 2K1>@ 2A5E ?CB59; 

 

– @0728;:0 «8/8;8» – 2K1>@ >4=>3> 8;8 =5A:>;L:8E ?CB59; 

 

– M;5<5=B0@=>5 459AB285 2 @0<:0E ?@>F5AA0; 

 

– 459AB285, :>B>@>5 <>65B 2:;NG0BL 2 A51O 4@C385 
459AB28O, @0728;:8 8 A>1KB8O. 

 


