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3 YTBEPXJEH W BBEAEH B AEWCTBUE npukasom defepasbHOro areHTcTea No TEXHUYECKOMY
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4 BBEJEH BMNEPBbIE
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B ©XXEMECSAYHO N34aBaeMoM MHGIOPMaLMOHHOM yKaszaTene «HaunoHanbHble cTaHaapThi». COOTBETCTBY-
loLLas MHdhopMaLysl, yBBAOL OHUS U TeKCT bl pa3MeLLan T cs Takke B MH(POpMaLOHHO cucTeme o6LLero
Nnofb30BaHNsi — Ha OhMLMANBLHOM caliTe dPefepasibHOro areH TCTBa N0 TexXHUYECKOMY PEryvpoBaHuio 1
MeTpoforuu B ceTv HTepHeT
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BsepeHune

Pa3Butne, BHegpeHMe 1 NCNoNb3oBaHMe pacnpefenieHHbIX UHEOPMALMOHHbIX CUCTEM U TEXHOOTUNA,
MCMnonb3oBaHne MMNOPTHBIX NPOrpaMMHo-annapaTtHbix nnartopm 6e3 KOHCTPYKTOPCKOM AOKyMeHTauuu npu-
BE/IM K MOSIBMIEHUIO Knacca yrpo3 MHopMaumoHHoi 6esonacHocTn (UB), cBSA3aHHbIX C MCNOMb30BaHMEM Tak
Ha3blBa€MbIX CKPbITbIX MH(OPMALMOHHbIX KaHanoB, «HEBUAUMbIX» ANS TPaAWULMOHHbLIX CPeACTB 3aluTbl
nHdopmaLmu.

TpaauuMoHHble cpeacTBa o6ecneveHuns Vb Takme, kak cpecTsa pasrpaHuyeHns 4ocTyna, MexceTesble
3KpaHbl, CUCTEMbl 06HAPYXXEHUSI BTOPXEHWIA, KOHTPOSIMPYIOT TO/IbKO MHPOPMALMOHHbIE NOTOKW, KOTOPbIE NPO-
XO4AT MO KaHanam, npegHasHavyeHHbIM 418 UX nepejayn. Bo3mMoxHOCTb 06MeHa MHopmaumeid BHe 3TUx
pamok nocpeAcTBOM CKpbITbIX kaHasoB (CK) He yuntbiBaeTcs.

B cuctemax, TpebyroLwmx o6ecneyeHns noBbILLEHHOTO YPOBHSA [0BEPUS, AO/KHbI YUNTbIBATLCA YIPO3bl
6€e30MacHOCTN, BO3HMKalOLWMe BCAEACTBME HaNUUYMA BO3MOXHOCTM HECAHKUMOHWPOBAHHOIO AeicTBUS C
nomoubtoCK.

OnacHocTb CK ansa nHhopmaLnoHHbIx TexHonoruii (UT) n aBTomaTn3npoBaHHbix cuctem (AC) v gpyrux
aKTMBOB OpraHuM3aLuun cBsi3aHa ¢ OTCYTCTBMEM KOHTPO/A cpefcTBamMun 3awuTbl UHPOPMALMOHHBLIX MOTOKOB,
4TO MOXET NPUBECTU KyTeuke nHhopMaLmm, HapyLNTb LLeNI0OCTHOCTb MHEhOPMALMOHHbIX PECYPCOB M Nporpam-
MHOro o6ecneyeHns B KOMMbIOTEPHbLIX CUCTEMAX UM CO3AaTb UHbIE NPenAaTCTBUA No peanusaunu UT.

[nsa obecneyeHuns 3awmuTbl MHpopmauum, obpabaTsiBaemoli B AC. He06X04UMO BbISABAATL N HEWTPaAIKN-
30BbIBaTb BCE BO3MOXHbIE MH(DOPMALMOHHbIE KaHaslbl HECAHKLMOHNPOBAHHOTO AEeNCTBUS — KaK TPaAULMOH-
Hble, TaK 1 CKpbITbIE.

HacTtoswmin ctaHgapT BXOANUT B CEPUIO B3aNMOCBA3aHHbIX CTAHAAPTOB, 06beANHEHHbIX 06LLMM Hanme-
HoBaHMneM «/HhopMaLoHHaa TexHoNorMs. 3awmTa MHHOPMaLMOHHbLIX TEXHONMOTUIA M aBTOMAaTU3MPOBAHHbIX
cucTem OT Yrpo3 MHMOPMaLMOHHON 6e30MacHoCTH, peannsyembiX C UCMNOIb30BaHWEM CKPbITbIX KaHanoB»,
BKNKOYarLWmii B cebsn:

- 0bLwmne NoNoXeHus;

- pekoMeHzauuMu Nno opraHusauuy awuTbl MHchopmaumm, UT n AC oT aTak ¢ ncnonb3oBaHuem CK.

B 06LWKx NoNoXeHUAX onpeseneHsl 3agaun, peliaemsle npy nposegeHnn aHanusa CK, onucaHa knaccu-
dmkauna CK v npusefeHa knaccudukauya akTmBoB No CTeNeHV 0NacHOCTY atak ¢ ncnosib3osaHnem CK.

CyLecTBeHHbIM MOMEHTOM 3alueHHocTu cuctem UT n AC aBnseTca AOBepue K cuctemam 3aliunTbl.
Ob6ecneuyeHne foBepusa OCyLECTBASETCSA NyTeM r1yboKoro aHannsa uam aKcnepTusbl NporpaMmmHo-annapar-
HbIX MPOAYKTOB C TOYKMN 3PEHNS NX 3aLLMLLEHHOCTU. BO MHOTNX Cyyasix aTOT aHanu3 3aTpyAHEH B CU1y OTCYT-
CTBUSI UCXOAHbIX AAHHbIX ANA €ro NpoBefeHUsi, TO eCTb WCXOAHbIX KOAOB, KOHCTPYKTOPCKOW W TecToBOW
JOKyMeHTauumn, B pesdynbTare Yero co3farTca yrposbl MHPOPMaLMOHHbIM pecypcam, KOTopble MOryT ObiTb
peann3oBaHbl C MOMOLL b0 HEM3BECTHbIX MPOrpaMMHO-annapaTHbIX CUCTEM M Yepe3 UHTepdeicsl B3aumoaeii-
CTBYHOLLMX NpOrpaMmMHo-annapaTHbIX MpoAyKTOB.

TpeboBaHus foBepua Kk 6esonacHocTM MHopmaunn yctaHosseHnbl B FOCT P MCO/M3K 15408-3, B
COOTBETCTBUM C KOTOPbIM A/151 CUCTEM C OLLEHOUYHbIM YpOoBHeM foBepus (OY 1). HaumHasa c OY 5. npegycmoTpe-
HO npoeefeHne obasatenbHoro aHanusa CK. Mpu ncnonb3oBaHUW annapaTHO-MPOrpamMMHbIX NPOAYKTOB
MHOCTPaHHbIX NPOU3BOAUTENEN B YCNOBUAX OTCYTCTBUS HA HUX KOHCTPYKTOPCKO, TECTOBOW AOKYMEHTaL UK 1
NCXOAHbIX KOJOB HEBO3MOXHO rapaHTMpoBaTb OTCYTCTBME B HUX MOTEHLUNa/IbHO BPEAOHOCHbLIX KOMMOHEHTOB,
BK/TIOYEHHbIX CNeLnanbHO UM BO3HUKLLMX CTyYaiiHO (HanpuMep, MporpamMmmMHoi yassumocTu). Takum o6pasom,
TpeboBaHue aHanusa CK B Poccuiickoii ®efepaumn aBnsetca Heo6xoA4NMbIM yC10BMEM 6e30MacHOro yHk-
LMOHMpPOBaHMA cucTem, obpabaTbiBalOWMUX LeHHY0 MHOPMaLMIo U UCMONb3YIOLWUX MMNOPTHOE annapar-
HO-MporpaMmHoe obecneyeHve, B TOM Yncne nansa cuctem ¢ OY /[ Hmxe Oyas.

B pekomeHgaLmax no opraHnsaumu sawmntsl uHgopmauuu, AT nAC oT aTak c ucnonb3osaHnem CK onpe-
aeneH nopsigok nomcka CK n npotmeogelicteusa CK.

HacTtoswmit ctaHaapT paspaboTtaH B pazsutne FOCT P NICO/M3K 15408-3, TOCT P MICO/M3K 17799
(B 4acTn MeponpuATKIA N0 NPOTMBOAENCTBMIO yrpo3am MB. peannsyembim ¢ ucnonb3osaHvem CK) u [1].
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HALULMWOHANBHBIN CTAHAAPT POCCUWNCKOWN GENLEPALUMN

MNHopmMaLMoHHas TexXHonorus

3AUNTA NHOOPMALIMOHHbBIX TEXHONOTNM 1 ABTOMATU3NPOBAHHbLIX CUCTEM
OT YIrPO3 NH®OPMALIMIOHHOW BE30OMACHOCTMW.
PEANN3YEMbIX C NCMNOJIbBOBAHNEM CKPbITbIX KAHANOB

Yactb 1

O6Lme NooXeHns

Information technology. Protection of information technologies and automated systems against security
threats posed by use of covert channels. Part 1. General principles

[ata BBefeHnsa 2009— 10— 01

1 O6nacTtb NpUMeEHeHUS

HacTosawwuii ctaHgapT ycTaHaBnmBaeT knaccudukauuo CK v onpegenser 3agayun, pelaemsie npu npo-
BegeHun aHanusa CK. uTo aBniseTca Heo6xo4MMOii cocTaBNAoLWEeNn AN onpeAeneHns AasbHewero nopsgka
opraHvsauun awmTbl MHhopmauum oT atak ¢ ucnosb3osaHvem CK, a Takxe yctaHaBnmpaeT NOPsAA0K NpoBe-
AeHusa aHanusa CK gnsa npogyktos 1 cuctem UT nAC. pesynbTaTbl KOTOPOro MCNO/b3YTCA NPV OLeHKe AoBe-
pvs K MepaM 3aLnTbl UHPOPMALMOHHbIX cuctem n UT.

HacTosawwuii cTaHgapT npegHasHavyeH Ansa 3aka3unkoB, pa3paboTyunkos 1 nonb3osaTtenein UT npu dop-
MUPOBaHUN UMK TpeboBaHWii K pa3paboTke, NPMOBPETEHNIO N NMPUMEHEHMIO NPOAYKTOB U cuctem UT. koTopble
npegHasHauveHbl Ans 06paboTkM, XpaHeHUs uan nepegayv MHopmauun, nognexallei 3awmTe B COOTBET-
CTBMU C TPE6OBaAHNAMN HOPMATUBHbIX OKYMEHTOB UK TpeboBaHUSMM, yCTaHaBIMBAEMbIMU CO6CTBEHHNKOM
MHbopmaummn. HacToswmii cTaHAapT npefHasHavyeH Takxke A/ OpraHoB cepTudukaumm u ncnbitaTenbHbIX
nabopaTopuii npu NpoBefeHNn oLeHkn 6esonacHocTu U cepTudpmkauun 6esonacHocTn UT n AC. a Takxe ans
aHanMTUyeckux nogpasfeneHnii n  cnyx6 6e30nacHOCTM  AA  CONOCTaBMIEHUS  YrPo3  LEHHbIM
MHOPMaLMOHHBLIM aKTUBaM C MOTEHLMAIbHOW BO3MOXHOCTbIO yuep6a yepes CK.

2 HopmaTtuBHbIEe CChIJIKK

B HacTosiWwem cTaHfapTe UCNOIb30BaHbl HOPMATUBHbIE CCbISIKW HA cneayoLlme cTaHaapThl:

FOCT PWNCO/M3K15408-3— 2008 MHthopmaLoHHasa TexHonnorua. Metopbl 1 cpeactea obecneyeHns
6e3onacHocTn. Kputepun oLeHkn 6e30nacHOCTU MHDOPMaLMOHHbIX TexHonormi. YacTb 3. TpebosaHusa foBse-
pus K 6e30nacHoOCTu

FOCT P WNCO/M3K 17799—2006 NHdopmaLmoHHasa TexHonorus. Npaktuyeckne npasunia ynpasneHus
MH(OPMaLMOHHO 6e30MacHOCTbLI0

NMpumeyaHune — MNpnNONb30BaHNN HACTOALWMM CTaHAAPTOM Lienecoo6pasHo NpoBepuTh AeiicTBUE CCblNoY-
HbIX CTaH4apTOB B WH(OPMALMOHHOW cucTEMe OO6LLEero nofb30BaHWs — Ha oduumanbHoM caiite ®egepantHoro
areHTCcTBa No TEXHUYECKOMY PEry/IMpoBaHuNio Y MeTPOIOrN B CceTU VIHTEPHET UAn No eXerofHo nsgasaeMomy nHopma-
LMOHHOMY yKasaTento «HauroHasbHblE CTaH4aPTbI», KOTOPbIV ONy6MKOBaH MO COCTOSIHWIO HA 1 iHBaps TEKYLLero roga, u
N0 COOTBETCTBYHOLUM EXEMECSYHO U3AaBaeMbiM UH(OPMALVOHHLIM yKasaTensiM, ony6/IMKOBaHHbIM B TeKyLLEM rogy.
Ecnu ccbiNouHbIi cTaHAAPT 3aMeHeH (M3MEHEH), TO NPU Nob30BaHUWN HACTOALWMUM CTaHAAPTOM CNefyeT pyKoBOACTBO-
BaTbCS 3aMEeHSALWUM (M3MEHEHHbIM) CTaHAapToOM. Ecnn cCbiNoYHbI cTaHfapT OTMEHeH 6e3 3aMeHbl, TO NOJIOXEeHNe, B
KOTOPOM flaHa CCblfIKa Ha HETO, MPUMEHSIETCS B YACTK, HE 3aTparmBatLLeii 3Ty CCbIKy.

N3paHne ouynanbHoe
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3 TepMmuHbI 1 onpepneneHns

B HacTosiLeM cTaHAapTe NPUMEHEHbI cefytolme TEpMUHbI C COOTBETCTBYHOL UMY ONpeseeHNaAMU:

3.1 aBTOMaTM3MpoOBaHHas cuctema: Cuctema, CoCTosLLas U3 NepcoHana u KoMnsekca cpeacTs aBTo-
maTusauum ero AesTeNbHOCTH, peannsyioLias MHHOPMAaLMOHHYIO TEXHOOTUIO BbINO/IHEHUS YCTaHOBEHHbIX
hyHKUWIA.

3.2 areHT HapywuTens: Jluyo, nporpaMMHoe, NPorpaMmmHo-annapaTHoe Wau annapaTtHoe CpeacTBo,
felicTBylolMe B MHTEpPECAX HApYLLUUTENS.

3.3 akTuBbl (assets): Bce, UTO MMeeT LLEeHHOCTb /151 OpraHu3aLny U Haxo4UTCS B €e PacrnopsKEHUN.

Mpn meuvam n B — Kaktusam opraHmsanum MoryT OTHOCUTbCS

- BblYUC/IUTENbHbIE, TETEKOMMYHUKALMOHHbIE 1 NPOYne pecypchbl;

- WH(bopmaLNOHHbIe aKTUBbI, B T.4. pas/inyHble BUAbl MHChOPMaLWMK Ha cnefytolnx hasax ux XU3HEeHHOro uukna:
reHepauusa (cosgaHue), o6paboTka, XxpaHeHue, nepegaya, YHUUTOXKEHNE;

- NPOAYKTbI U YCNYrn, npefocTaBiseMble CTOPOHHUM OpraHu3ayusam.

3.4 6nokupoBaHue goctyna (kK nHpopmayun): MNpekpalieHne unu 3aTpyaHeHmne gocTyna 3akoHHbIX
nonb3oBaTesnei k MHopmaLuu.

3.5 BpefoHoCcHasa nporpamma: MNporpamma, npefHasHaveHHas 415 OCYLLEeCTB/IEHNA HECAHKLMOHNPO-
BaHHOrO f0CTyna 1 (Mnn) BO3AEeCTBMA Ha MHADOPMALLMIO MK pecypcbl MHPOPMAaLMOHHO CUCTEMBI.

3.6 rnybuHa aHanunsa cKkpbiTOro kaHana: CTeneHb BapbNpOBaHUS NPUMEHSAEMbIX CPEACTB MO COX-
HOCTW 419 NAEHTUMUKALMN CKPbITOTO KaHana 1 ero xapakTepucTuk.

3.7 posepue (assurance): OCHOBaHWe [/11 yBEPEHHOCTN BTOM. YUTO 06 beKT COOTBETCTBYET Lie/1iM 6e30-
nacHocTK.

3.8 ngeHTUmkaunsa CKpbITOro kaHana: BeisiBeHne BO3MOXHOCTM CYLLLECTBOBAHWNSA CKPbITOTO KaHana
nonpegeneHne ero MecTa B knaccudmkaumm.

3.9 nHdopmauma orpaHnYeHHoro gocTtyna: Bug csegeHunii, 4OCTYN K KOTOPbIM OFpaHuWyeH n pasrna-
LEeHMe KOTOPbIX MOXET HAHECTU yLLep6 nHTepecam Apyrux nuL. obuiectsa U rocygapcraa.

3.10 unHdopmaumnoHHasa 6esonacHocTb (information security): Bce acnekTbl, CBA3aHHbIe C onpejerne-
HUEeM. [IOCTVKEHNEM U NogaepXXaHneM KOHPUAeHUNanbHOCTH, LLeNI0CTHOCTH, AOCTYNHOCTH, HEOTKa3yemocTH,
nogoTYETHOCTU, ayTEHTUYHOCTM N LOCTOBEPHOCTU MHDOPMALMM NN CPEACTB ee 06paboTku.

3.11 unHdopmaunoHHaa cucTema: OpraHvM3auMOHHO YMNOpsSAO0YEHHAs COBOKYMHOCTb [AOKYMEHTOB
(MaccmBOB OKYMEHTOB) M MH(POPMALMOHHbIX TEXHOMOTUIA, B TOM YMC/e C UCNOSIb30BaHNEM CPefCTB BblUNC/IN-
TeNbHON TEXHUKMN U CBA3M, peasim3yoLwmnx MHopMaLMOHHbIe NPOLecChI.

NMpumeyvyaHue — VHpopMaLnoHHbIe CUCTEMbI NMpeaHa3HauYeHbl 45 XpaHeHns, 06paboTku, noucka, pacnpoc-
TpaHeHus. nepeAaun u npefocTasneHns nHopmauum.

3.12 vHopmaunoHHaa TexHonorus: Npuemsl, cnocobbl U MeToAbl MPUMEHEHUSA CPEACTB BbIYNC/IN-
TeNbHON TEXHWUKM NpU BbINOHEHUN DYHKUMIA cbopa, XpaHeHus, 06paboTkn, nepegayn M UCNObL30BaHUA
[JaHHbIX.

3.13 MHOPMaLUOHHbI 06BEKT: DMEeMEHT MporpaMmbl, cofepxalyuii hparMeHTbl MHdopMaLuu,
LMpKyMpyoLLeli B nporpaMme.

MpumMmeyaHue— B 3aBUCKMOCTH OT A3blka NPOrPAMMMUPOBAHNS B KAUECTBE MH(OPMALMOHHbIX 06 bEKTOB MO-
TyT BbICTyNaTb NepemMeHHble, MacCcuBbl, 3anucu, Tabnuupl, daiinsl, dhparMeHTsl onepaTVBHOK NamMAaTh U T.N.

3.14 vHdopmaLuoHHbIl noTok (information flow): Mpouecc B3aumoaeicTBUSA UCTOYHUKA MHpOpMa-
Luun 1 ee nonyyatens.

MpumeyaHune — VNHPDOPMALNOHHBI NOTOK MOXET 6biTb paspelleHHbIM U HepaspelleHHbIM. VHdopMaunoH-
HbI NOTOK Mexay o6bekTaMn X 1Y CyLLecTBYeT, eC/in CpeHsas B3auMHas uHgopmMaums I(X.Y) 6onble 0. MaTtemartnyec-
Kas Mmogesnb MHOPMaLMOHHOro NOToKa MOXeT OnpeAesnATbCA Kak KOHeYHbI aBTomar, B KOTOPOM UCTOYHUK COOBLLeHNs no-
cblnlaeT BXOAHOE C/I0BO Ha BXOJ aBToMara, a nosy4yartesb COo6LWeHNs BUANUT BbIXOAHYIO NocnefoBaTeIbHOCTb aBTomara.

3.15 vcuepnbiBatoWmMii aHann3 ckpbliTbiX KaHanoB (exhaustive covert channel analysis): AHanus, npu
KOTOpoM TpebyeTcs npeacTaBieHne fONOMHUTENIbHOTO CBUAETENLCTBA, NOKa3biBAOLLEr0, YTO NNaH U4EHTK-
dhmKaL MM CKPbITbIX KAHANOB AOCTATOYEH A1 YTBEPXAEHNS TOTO, HTO6bLIIN NCNPO6GOBaHbLI BCE BO3MOXHbIE MyTH
nccnefoBaHNs CKPbITbIX KAHAOB.

3.16 knt0Y: KOHKpPeTHOe CEKPeTHOEe COCTOSIHNE HEKOTOPLIX NapamMeTpoB anropuTma Kpuntorpaduyec-
KOro npeo6pasoBaHmnsi aHHbIX, 06ecneynBaroLLee BbIGOP 04HOro Npeo6pasoBaHns U3 COBOKYMHOCTY BCEBO3-
MOXHbIX 4191 L@HHOTO a/IropuTMa Npeobpa3oBaHuii.
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3.17 KOMMYHUKaLNOHHbIA KaHan: COBOKYNHOCTb HOCUTeNe nHcpopmauum, AOCTaBNAOLWMX CO0bLLe-
HVEe OT UCTOYHMKA K NPUEMHNKY.

3.18 KpuTMYecKkN BaxHble 06beKTbl: O6bEKTbI, HapyLLUeHe Uan npekpaLieHne QyHKLMOHNPOBaHUS
KOTOpbIX NPUBOAWT K NOTepe ynpasieHus, pas3pyleHnio MHPaCTPYKTypbl, HEO6PaTUMOMY HeraTMBHOMY
N3MEHEHWI0 NNW pa3pyLleHnio SKOHOMUKN CTPaHbl, CyobekTa 1M agMUHUCTPATUBHO-TEpPUTOPManbHOL eau-
HULbI WX K CYLLLEeCTBEHHOMY YXYALLUEHNI0 6€30NaCHOCTM XN3HeAeATeIbHOCTN Hace1eHns, MPOXMBAatoLLero Ha
3TUX TEPPUTOPUSX ANNTENbHbIV Nepuoj BpeMeHU.

3.19 mexaHu3m nepegayn nHdopmauun: PeannsosBaHHblii cnocob nepegayv nHopmaLmm ot oTnpa-
BUTENA K MoNyyarenio.

3.20 moandmkaumsa wuHdopmauun: LieneHanpasneHHoe u3mMeHeHWe OpMbl MpeacTaB/ieHUs U
cogepxaHusa nHopmaumm.

3.21 HapywwuTenb 6e3onacHocTu nHopmayum (adversary): Pusnuveckoe Nnuo (CybbeKT), cnyyaiiHo
UNn npefHaMepeHHo coBepLUMBLLEE AeliCTBUSA, CNeACTBUEM KOTOPbIX ABMSETCA HapyllueHne 6e30nacHoCTy
nHchopmaummn npu ee 06paboTke TEXHUYECKUMU CpeAcTBamMU B UHDOPMALMOHHbIX CUCTEMAX.

3.22 HecaHKUMOHMpPOBaHHbIA foCTyn K nHpopmayuu (unauthorized access to information): floctyn K
NHhopMaummn nam feincTeus ¢ MHhopMauveit, HapyLuatoLive npasmia pasrpaHuyeHns 4ocTyna ¢ UCnosib30oBa-
HVEeM LUTaTHbIX CPeACTB, NpeAoCcTaBAAeMbIX CPeACTBAMU BbIYNC/IUTEbHOW TEXHWKM WA aBTOMAaTU3MPOBaH-
HbIMW cucTemamm.

NMpumeuyaHue — [ocTyn Ko6beKTy NoApa3ymMeBaeT v AOCTYN K COAepXalleiics a Hem nHgopMaLuu.

3.23 06bekT (object): MaccuBHbIA KOMNOHEHT CUCTEMbI, XpaHALLMIA, NPUHUMAILWNI NN NepeatoLLnii
MHdopMaLmio.

3.24 oueHka onacHocTu: OnpegeneHune cTeNeHN BO3MOXHOMO AeCTPYKTUBHOIO BO3eNCTBUSA.

3.25 ouUeHOuYHbI ypoBeHb aoBepusa (evaluation assurance level): MakeT KOMNOHEHTOB A0Bepws,
npeacTaBnsAlLWNA HEKOTOPOE NOI0XKEHNE Ha NMpefonpeAe/IeHHO B HEM LIKane JoBepus.

MpumeuyaHue — MNakeT KOMNOHEHTOB [OBepUsi OMpefessieTcs B COOTBETCTBMM ¢ Tpe6osaHusmu FOCT P
MCO/M3K 15408-3.

3.26 nmaponb poctyna (password): MaeHTudukaTtop cy6bekta [0CTyna, KOTOpbIA ABAseTcA ero
(cybbekTa) cekpeTom.

3.27 nepcoHanbHble faHHble: Jllobas uHhopmaLumsa, OTHOCALWAACS KonpeaesieHHoMY Unu onpeaens-
€MOMY Ha OCHOBaHWU TaKoli MHdopMaunm nsnyeckomy numy (CyobekTy NnepCcoHasbHbIX aHHbIX).

MpumeuaHue — B kauecTBe NepcoHasibHbIX AaHHLIX MOTYT UCMO/L30BATLCA (DAMUNS, UMSI. OTYECTBO, 0.
Mecsil, JaTa U MecTo poxaeHus Cy6bekTa NepcoHasbHbIX AaHHbIX, a Takke ajgpec, cemeiiHoe, coynansHoe, MMYLLeCTBEH-
HOe nosnoxeHue, o6pazoBaHune, Npoeccus, [OXo4bl 1 apyras MHOopMaLms.

3.28 nonutuka 6esonacHocTu nHopmayun (information security policy): CoBOKYyNnHOCTb AJOKYMEHTU-
pOBaHHbIX NPaBWA, Npoueayp, NPakTUYecKnx NPMeMOoB WU PYKOBOAALLMX NPMHLMNOB B 06nacTy 6e3onacHoc-
TV UHgOpMaL MK, KOTOPbLIMU PYKOBOACTBYETCS OpraHu3aLuns B CBoel eATelbHOCTU.

3.29 npopykT (product): COBOKYNHOCTb MpOrpaMMHbIX, MPOrpaMMHo-annapaTHbIX U/nan annapaTtHbIX
CpeAcTB MHAOPMALMOHHbIX TEXHOMOTUIA, MpefocTasnsAoLan onpeaeneHHble hyHKUVOHaNbHbIEe BO3MOXHOC-
TV 1 NnpefHa3HayYeHHas AN HenocpeACTBEHHOIO NCMO/Ib30BaHNS AN BKIIOYEHWS B pa3INyHblE CUCTEMbI.

3.30 nponyckHas cnocob6HOCTb CKPbLITOro kaHana (covertchannel capacity): Konvyectso uHcopma-
LK1, KOTOpoe MOXeT 6bITb NepefaHo No CKPbITOMY KaHasly B 4UHWLY BPEMEHWN U/IM OTHOCUTE/NBHO Kakoin-nnbo
OpYyroli Wkanbl M3MepeHus.

3.31 cuctema (system): Cneumdmyeckoe BonaoLieHne MHMOPMaLNOHHbLIX TEXHOMOTNIA C KOHKPETHbIM
Ha3HauYeHneM v ycnoBmAMU aKCnayaTauum.

3.32 cuctemaTnyecknin aHanu3 cKpblTbiX KaHaNoB (systematic covertchannel analysis): AHanus, npn
KOTOpPOM pa3paboTumk cucTeMbl MHPOPMALMOHHbIX TEXHOMOIMI N aBTOMaTU3MPOBAHHbIX CUCTEM [0/DKEH
NAEHTUMULMPOBATL CKPbITbIE KaHaslbl CTPYKTYPUPOBAHHbIM 1 MOBTOPSEMbIM 06pa3oM B MPOTUBOMNOIOXHOCTb
NAEHTUMKALMN CKPbITbIX KAHA/T0B YaCTHBIM METOA0M, MPUMEHUMbIM A/151 KOHKPETHOU CUTyaLuuu.

MpumeuvaHne — MaeHTudrkayma CKpbiTbIX KAHANOB OCYLLECTB/AETCA, Kak NpaBnio, B COOTBETCTBUM C nna-
HOM obecneyeHnss 6e30MacHoOCTH.

3.33 cKpbIThI kaHan (covert channel): HenpegycMoTpeHHbI pa3paboTynkoM cUcTeMbl MHGOPMaL M-
OHHbIX TEXHO/IOTUIA M aBTOMATN3MPOBAHHbIX CUCTEM KOMMYHUKALMOHHbIV KaHas, KOTOPbIA MOXeT 6biTb NpuMe-
HeH /19 HapyLeHUs NoANTYKM 6e30nacHOCTK.

3.34 cpepa nepegaun: dusmyeckas peanmsanmsa npouecca nepegayuv MHopmauuu.
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3.35 cy6bekT (subject): AKTUBHBbII KOMMOHEHT CUCTEMbI, 06bIYHO NMPeACTaB/IEHHbIN B BUAE NONb30oBaTe-
NA. npouecca uan ycTpoicTea, KOTOpble MOTyT ABUTLCA NPUYMHaMM NOTOKA UHOPMaLMK OT 06 beKTa K 06 bEKTY
WM U3MEHEHUSI COCTOSIHUSI CUCTEMBbI.

3.36 yrposa6es3onacHocTu (threat): CoBOKYNnHOCTb yCNOBUi 1 (hakTOPOB,CO34at0LLMX NOTEHLNAbHYIO0
U peanbHo CyLLLEeCTBYHOLLY0 ONACHOCTb, CBA3AaHHYOCYTEUYKONMH OpMaLMMn/uamn HecaHKLMOHUPOBAHHbIMM
n/mnun HenpegHamMmepeHHbIMU BO3AENCTBUSIMU Ha Hee.

3.37 ynonHoMoOuYeHHbI Nnonb3oBaTenb (authorised user): Monb3oBaTe b, KOTOPOMY B COOTBETCTBUM
C NoNNTUKOI 6e30nacHOCTY paspeLleHo BbINOHATL Kakyto-1160 onepauuto.

3.38 yuwep6: OTpuyaTenbHble NOCNeACTBUS, BO3HMKAOWME BCeACTBME NPUYNHEHNS Bpeda akT1BaM.

3.39 yA3BMMOCTb: CBOCTBO CUCTEMbI, KOTOPOE MOXHO MCNONb30BATb AJ/15 HapyLLUEeHUss UHOPMaLNOH-
HOW 6€30MacHOCTN CUCTEMbI UH(POPMALMOHHBIX TEXHOIOTUIA 1 aBTOMATU3NPOBAHHbIX CUCTEM.

4 O6wme NONOXeHns

4.1 HacTosAwwii cTaHfapTonpeaenseT cneayoLnii nopsgoK AeicTBUA No onpeaeneHunio cTenexHmn onac-
HocTu CK A1 akTMBOB OpraHunsaLum, BbiABAEHNIO U NpoTusoaelicTemto CK:

- npoBejeHue knaccuukauum akTMBOB B 3aBUCMMOCTI OT CTEMNEHM ONACHOCTM aTak c UCNosib30BaHNeM
CK cyyeTOM BO3MOXHbIX Yrpo3 6€30MacHOCTN aKTUBaM;

- onpegeneHne Heo6xoAMMOW rny6uHbl aHannsa CK B 3aBUCMMOCTY OT TWNa akTUBOB;

- nposefeHune aHanusa CK. Bknoyaollee B ce65 BbINOSHEHUE CreayoWmnx 3agau:

naeHTudukaumsa (sbissnexHue) CK.
oLeHKa NponyckHoli cnocobHocT CK v oL eHka 0nacHOCTH, KOTOPYIO HEeCeT UX CKPbIToe (PYHKUMOHN-
poBaHue;

- MeponpuaTMa No 3awuTe OT Yrpo3s, peanunsyembix C ncnosnb3osaHnem CK. u Bkaouawwme B cebs
BbINOJ/IHEHWE CNeayoLwWwmnx 3afay:

NPUHATUE PeLLeHNii 0 BHEAPEHWM 3aLLMTHbLIX Mep 415 NPOTUBOAENCTBUSA YKka3aHHbIM yrpo3am 6e30-
nacHocCTH.
npoTtuBogeicTeme peanusaymm CK BNAOTb 40 €10 YHUUTOXEHUS.

4.2 Knaccudpmkaums satymiiaemMblX akTMBOB B 3aBUCUMOCTY OT CTEMEHU ONACcCHOCTU aTtak C MCNo/b30Ba-
Huem CK npuBefeHa B pasgerne 7.

4.3 Tny6buHy aHanusa CK onpefensioT LLEHHOCTbH0 aKTMBOB, TO ECTb YLEPOOM, KOTOPbIA MOXET 6bITb
NPUYNHEH B pe3ynbTarte peanunsalum yrpos 6e3onacHocTy, peannsyembix ¢ ucnonb3osaHvem CK. To ecTb puc-
KOB. BO3HUKAMOLLMX BCNEACTBME HaNnumns aTux yrpo3. Knaccudpmkaumsa Takmx yrpos npusejeHa B pasgene 6.

4.4 Npentudukaumns CKonpepgenset cy6bekTbl (MCTOUHUK U NONyyaTens), Mexay KoTopbiMu NoTeHuu-
aslbHO MOXeT cyuiecTBoBatb CK. napameTpbl, Npu MaHuny/MpoBaHUM KOTOPbLIMU MPOUCXOAUT nepefadya
nHdopmaL M, napaMmeTpbl, 3a CHET BapuaLum KOTOpbIX MPOUCXOAMUT YTeHne nHopmauuu, cpeay nepegaum
MHopMaLMK, NOrnYecKkmne ycnoBus, Npy KOTOPbIX BO3MOXHA nepefada nHgopmauun. NaeHtndukauma CK
MOXeT NPOBOAMUTLCS Kak Npy pa3paboTke cucTeMbl MyTEM MCCNef0BaHNSA NOTEHLMA/IbHbIX KAHA/I0B YTEUKN Un
KaHanoB BO34elCTBUSA, TaK 1 B peXUMe aKCnayaralum cucTeMbl NyTem Habo4eHNSA NPU3HaKoB, aeHTudUL-
pytoumx Hannune CK. B nocnegrem cnyyae CKBbISABNAOTCA C NOMOLLbIO HA6104eHNA 3a napameTpaMm cucTe-
Mbl. B foKkymMeHTaLmmn no 6e30nacHOCTM MHopMaLMm AO/HKHO 6bITb OTPaXeHo, kakune knaccbl CK MoryT 6bITb
BbISIB/IEHbI C MOMOLLbIO UCMONb3YEMO CUCTEMbI HA60AEHUS.

4.5 OueHKy NponyckHOM CNoCco6HOCTN naeHTUNLMpoBaHHbIx CK npoBogaT hopmasnbHbIMU, TEXHUYEC-
KAMU MeTofaMu UM MeTogamMn MOAEeNMPoBaHuUs.

4.6 Tpn NPUHATVW PeLLeHnii 0 BHeAPEHNN 3aLLUTHLIX Mep AN NPOTUBOAENCTBNA yrpo3am 6e3onacHoc-
TW. peanusyembiM ¢ ucnonb3osaHnem CK. He06X0AMMO YUNTbIBATb BO3MOXHbIA PUCK HAHECEHWSA yuepba akTu-
BaM opraHu3auun, KOTOpbI CBA3aH B TOM YKC/e C NPONYCKHO cnocobHoCTbi0 CK.

4.7 TMpotmeogeiicTee onacHeiM CK MOXeT OCyLeCTBAATbCA C MOMOLLbIO CreAyrowmnx CpeacTs u
MEeTO/0B:

- nocTpoeHune apxutekTypsbl UT nnn AC, nossonstolleli nepekpbiTb CK nnv caenatb UX NPOMNYCKHYH Cro-
COGHOCTb HaCTO/IbKO HWU3KOW, YTO KaHaslbl CTAHOBATCA HeonacHbIMW. 3TOT MeTof NMPUMEHSeTca Ha aTtane
npoektuposaHusa NT unn AC;

- UCMOJIb30BaHNe TeEXHNYECKUX CPe/CTB, MO3BOIALWMX NepekpbiBaTb CK 1an cHmXaTb UX NPOnyCcKHYO
CMOCOGHOCTb HMXE 3a4aHHOM0 YPOBHS;

- UCMNOJIb30BaHNe NporpammMmHoO-TEXHUYECKUX CPeCTB, NMO3BO/AIOLWMX BbISBNATL paboTy onacHbix CK B
npouecce akcnayarauumn cuctemsl. BeiseneHne npusHakos paboTbl CK MOXeT n03B0NANTb 6/10KMPOBATh UX BO3-
JAelicTBMe Ha MHPOPMAaLMOHHbIE pecypchl;

4
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- NPUMEeHeHNe opraHn3aLnoHHO-TEXHNYECKNX Mep. MO3BONAILWMNX TUKBUAMPOoBaTh CK nnm ymeHbwWnTb
MX MPONYCKHY CNOCOBHOCTL 4,0 6€30NacHOro 3Ha4yeHus.

5 Knaccudumkaumsa ckpbliTbiX KaHanoB

5.1 CKno mexaHu3My nepegauvn nHopmaunm nogpasfenstor Ha:

- CKno namatu;

- CKnoBpemeHu;

- CKpbITble CTaTUCTUYECKNE KaHaUTbI.

5.2 CKnonamsiTy 0OCHOBaHbI HA HAIMYMMN NAMATH, BKOTOPYH NepeaatoLLnii CyobeKT 3anmcbiBaeT MHAOP-
MaLmio. a NPUHUMALWMNIA — CUnTbIBAET ee.

CKpbITOCTb KaHa/10B N0 NaMATK onpefenseTcs TeM, YTO CTOPOHHWI Habogarenb He 3HaeT TOro MecTa B

namMAaTn, rge 3anncaHa CkpbiBaemas VIH(bOpMaLI,VIﬂ.
CKno namaTtu npegnonararT UCNOJIb30BaHME PecypcoB NamAaTn, ogHako crnoco6 ncnosb3oBaHUsa nams-

TW He yyuTbiBaeTcA pa3paboTymkaMu CUCTEMbI 3aLLUNUTbI U MOITOMY HE MOXET BbIABAATLCSA UCMNOMb3YyEMbIMM
cpeAcTBamu 3awuThbl.

5.3 CK no BpemeHu npegnonaraT, 4To nepeAarLLmii nHhopMaunio CybbeKT MOAY/TMPYET C NOMOLLbIO
nepefasaemoli MHhopmaLn HeKOTOPbI N3MEHSAIOLWMIACA BO BpEeMEeHMW NpoLecc, a CybbekT, NPUHUMAalOLLUi
UHopMaLumio, B COCTOSAHUM AeMOoAyNnpoBaTh nepefasaemblii curHan, Habnwogas Hecywuii nHopmaumio
npouecc Bo BpeMeHun. Hanpumep, B MHOro3agayHoli onepaumnoHHoli cucteme (OC) LieHTpanbHbIi npoueccop
ABNseTcsa pasgenseMbiM NHOPMaLMOHHO-BbIYNCANTENTbHBIM PECYPCOM A5 NPUKNaAHbIX nporpamMm. Mogy-
NMpyA BpeMms 3aHATOCTU npoueccopa, NPUIoKeHUs MoryT nepegasaTb ApYr APYrY HeneranbHble faHHbIe.

5.4 CKpbITbIV CTATUCTUYECKUNIA KaHaN NCMonb3yeT 415 nepefayn Hpopmauuy n3smeHeHe napaMmeTpoB
pacnpefeneHunin BeposiTHOCTE M06bIX XapakTepUCTUK CUCTEMbI, KOTOPble MOTYT paccMaTpyBaTbCA Kak Cy-
YaliHble 1 oNuCbiBaTbCA BEPOSATHOCTHO-CTATUCTUYECKUMMWN MOAENAMU.

CKpbITOCTb TakMX KaHa/10B OCHOBaHa Ha TOM. YTO noJiyyaTesib MHhopmaum MeeT MeHbLLYI0 Heonpeae-
NIEHHOCTb B ONpejenieHn napameTpoB pacnpegeneHnii HabroaaeMbiX XapakTepUCTMK CUCTEMbI, YeM Habsto-
Jarternb, He UMeloLWNiA 3HaHWi 0 cTpykType CK.

Hanpumep, nossneHne peanbHOW, HO MasIOBEPOSITHON KOMBMHAL MK B NPUCIAHHOM NakeTe B 3afaHHbIi
NPOMEXYTOK BPEMEHU MOXET 03HayaTb CUrHan K c60to B KOMMbIOTEPHOII cucTeMe.

5.5 CKno namsaTu, B CBOKO ouepe[b, No34paB/isaioT Ha:

- CK. ocHOBaHHble Ha COKpbITUM UHDOPMALMN B CTPYKTYPUPOBAHHBIX JaHHbIX:

- CK, ocHOBaHHble Ha COKPbITUM MH(OPMALUN B HECTPYKTYPUPOBAHHBIX AAHHBIX.
5.6 CK.OCHOBaHHbIE Ha COKPLITUM MH(YOPMALMM B CTPYKTYPUPOBAHHBIX JaHHbIX, UICMO/b3YHOT BCTpamBa-

HVe AaHHbIX B UHDOPMaLVOHHbIE 06EKTbI C POPMabHO ONUCAHHON CTPYKTYPOI 1 chopMasibHbIMY NpasuaaMm
06paboTku. Hanpumep, BHyTpeHHWIA hopmMaTt daiinos, NCMO/Ib3yeMbIX COBPEMEHHbIMY TEKCTOBbLIMU MpoLec-
caMun. COOepXuT pag nonei, He oTobpaxaemblx NPy pefakTMpoBaHuu aiina, mo3TOMy OHW MOTYT 6bITb
MCMONb30BaHbl 418 BCTaBKW CKPbITOW MHhopMaLun.

5.7 CK. ocHOBaHHble Ha COKPbITUM UHGOPMALMUN B HECTPYKTYPUPOBAHHbIX AaHHbIX, UICNO/Mb3YI0T BCTpau-
BaHVe AaHHbIX B MHhopMaLMOHHble 06BbeKTbl 6e3yyeTa dopMasibHO ONMCaHHOW CTPYKTYPbI (Hanpumep 3anmcb
CKPbITO MHpOpMaL MK B HAaUMEHee 3HauMMble 6UTbI M306paXeHns, He NPUBOAALLASA K BUAMMbIM NCKaXEHUAM
n3obpaxeHus).

5.8 CKno nponyckHoli cnoco6HOCTU Noapa3fenstoT Ha:

- KaHas C HU3KOW NponyCKHOW CMOCOGHOCTbIO:

- KaHan c BbICOKOW NPOMYCKHOM CNOCOGHOCTHIO.

5.9 CK sBnseTtcsa kaHasioM C HU3KOl NPOMYCKHON CNOCOBHOCTBLIO, €C/M ero NPOMnyckHol cnocobHOCTM
[OCTaTovyHO ANA nepejayn LeHHbIX MHOPMALMOHHbIX 06 bEKTOB MUHMMAIbHOTO o6bema (Hanpumep, Kpun-
Torpacdmyeckme Kawuu, naposun) Uam KomaHz 3a NPoOMeXxyToK BPpEMEHU, HA NPOTSXKEHUM KOTOPOro faHHas
nepegaya ABNAeTCS akTyanbHOM.

5.10 CKsBnseTcs kaHanoM C BbICOKOV NPONYCKHOW CNOCOOGHOCTbLIO, eC/ ero NPonyckHas CnoCoO6HOCTb
no3BosseT nepegasatb MHPOpPMaLMOHHbIE 06BEKTLI CpeAHero 1 60bLWOoro pasmepa (HanpyMep, TEKCTOBbIE
dhaiinsl, n3obpaxeHuns, 6asbl faHHbIX) 32 NPOMEXYTOK BPEMEHM, HA NPOTSHXKEHUN KOTOPOTO0 flaHHble NH(opMa-
LIMOHHbIE 06BEKTbI ABAAIOTCA LleHHbIMU.

[ns pelweruns CNoXHbIX 3ajay MOXeT NCMNo/b30BaTbCcs KOMOUHauua CK. onuparooLwmnxcs Ha pasnnyHble
MexaHn3Mbl nepegauu.
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6 Knaccudgukauus yrpos 6e3onacHocTu, peasam3yembiX C UCMO/Ib30BaHUEM
CKPbITbIX KaHanoB

6.1 Yrpo3sbl 6e30MacHOCTU, KOTOpble MOTYT 6bITh peann3oBaHbl ¢ nomollbo CK. BkaoyaloT B cebs:
- BHeJpeHue BpefoHOCHbIX MPOrpamMmm 1 AaHHbIX;

- nojauy 3/10yMbILLIEHHUKOM KOMaHA areHTy 415 BbINOIHEHNS;

- yTeuky KpunTorpaguueckunx Kiyeid unmn naponei;

e yTeuKy 0TAe/bHbIX UH(POPMALMOHHbLIX 06 bEKTOB.

6.2 Peanunsauusi faHHbIX Yrpo3 MOXET MPUBECTU K.

- HapyLleHNo KOHpMAeHUNanbHOCTN MHhOPMAaLMOHHbIX aKTUBOB;

HapyLweHuto paboTocnocobHocTn UT nAC;

- 6110KMpOBaHMI0 AOCTyNa K pecypcam;

- HapyLUEeHMIO LeNIoCTHOCTM AaHHbIX u IMO.

6.3 Cucremamu, Hanbosiee NOABEPXEHHbIM aTakaM ¢ ucnonb3oBaHnem CK, ssnsawTcs;

- MHOronosib30BaTesibckne pacnpeneneHHble CUCTEMbI;

- CUCTEMbI C BbIXOZO0M B r/i06anbHble cetu;

- CUCTeMbl, NCMOMb3yloLWwme KpunTorpaduyeckme cpeacTaa 3awmTbl:

- CUCTEMbI, UCMO/b3YOLL e MHOTOYPOBHEBYIO (MaHAaTHY0) MOSIMTUKY pasrpaHnuyeHns ocTyna;

- CUCTEMbI, MPOrpaMMHO-annapaTHble areHTbl B KOTOPbIX HE MOTYT 6bITb 0GHapPYXeHbI (B CBA3M CUCMOJIb-
30BaHMEM MPOrpamMMHOro 1 annapaTHoro o6ecneyeHmns ¢ HeAOCTYMHbIM UCXOAHbIM KOAOM U B CBSA3M C OTCYT-
CTBMEM KOHCTPYKTOPCKOW JOKYMeHTaLun).

6.4 B3aMMOCBA3b Yrpo3, peannsyembix ¢ noMmoubio CK. ¢ Tunammu CK B 3aBUCHMOCTU OT UX NPOMYCKHOA
cnoco6HoCcTM NpuBefeHa B Tabnmue 1.

Tabnwu La 1— B3aumocBA3b yrpo3, peannsyemblX C MOMOLLbIO CKPbITbIX KAHAN0B, C TUNaMW CKPbITbIX KaHa/10B B 3aBU-
CUMOCTHN OT UX rlpOI'IyCKHOﬁ cnoco6HoCcTH

TvN CKPbLITLIX KaHas108

Yrposa N .

C«pblITble KaHaUIbl C HU3KOW CKpbITble KaHaUTbl C BbICOKOW

NPOMYCKHOW CNOCOBHOCTHI0 NPOMYCKHO CNOCOBHOCTLI0
BHeapeHve BpeAOHOCHbIX NPOrpaMM M AaHHbIX . +

Mogaya 310yMbIWIEHHUKOM KOMaHZ areHTy A/1si BbInos-

HeHus . .
YTeuka kpuntorpaduyeckux ka4vein nnv naponei ¢ ¢
YTeuka 0TAeNbHbIX MHPOPMAaLMOHHbIX 06bEKTOB - L4

MpumeyvyaHune — 3HAK «é» — O3HAYAET, YTO UMEETCA CBA3b Yrpo3bl C COOTBETCTBYHOLMUM TUMOM CKPbLITOrO Ka-
Hana. 3HaK «-» — 03HA4aeT, YTO CBSI3N HE CYLLEeCTBYET.

7 Knaccudmkayusi akTUBOB MO CTENEHM ONacHOCTU aTak C UCNo/b30BaHUEM
CKPbITbIX KaHaNoB

7.1B 3aBMCMMOCTU OT CTENEHM ONACHOCTK aTak c ucnonb3osaHnem CKsaluuiaemMble akTUBbI OpraHusa-
umm nogpasnendatT Ha cnejytouime Knaccbl:

1- 1 Knacc — aKTuBbI, cogepxatyme nHhopmaumio, cTeneHb NOABEPXEHHOCTN KOTOPOW aTakam, peanu-
3yembIM C ncnonb3osaHmem CK. onpegenset cO6CTBEHHUK.
2-  Knacc — akTMBbI, coaepxallme NHchopMaLMio orpaHMYeHHOro A0CTyNa Uan NepcoHasnbHble faHHble

1 06pabaTbiBAEMbIE B CUCTEMAX, UMEILLMX TEXHUYECKUNE UHTEPIENCHI C OTKPLITLIMU CETAMY UM KOMMbIOTEP-
HBIMW CUCTEMaMM O6LLEr0 A0CTYMNA, a TaKKe KOMMbIOTEPHLIMU CUCTEMAMW, HE MPeANOoNaralLMmn 3amTy ot
YTEUKM Mo TEXHNYECKNM KaHas1aMm.

3- iKknacc — akTuBbI, COAepXallne CBeeHUs, COCTaBNSIOLME rOCY4aPCTBEHHYIO TaliHy.
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7.2 Kpome Toro, cyLiecTByeT 0cobblii kiacc akTUBOB, KOTOPbIE YA3BUMbI C TOUKW 3PEHUA YIPO3, peanunsy-
eMblX C ucrnosnb3oBaHmem CK ¢ HU3KOI NponyckHO cnocobHOCTbLI0. K3Tol rpynne oTHoCATCA:

Knacc A — aKTuBbl, CBSi3aHHble C (PYHKLMOHMPOBAHMEM KPUTUYECKM BaXHbIX 06bLEKTOB. Hanpumep,
nepefaya KomaHfbl, CNOCOGHON UHMLMANM3NPOBaTb AECTPYKTMBHOE BO3AENCTBME HA 0OBEKT Takoro Tvna,
MOXET 6bITb OcyLLecTBNeHa No CK ¢ H13KO NPonyCcKHOI CNOCOGHOCTLIO.

Knacc B — akTuBbl, cofepxaLlive KnyeByo/naponbHyo MHopMaLIMio, B TOM YMC/E Ko4M KpunTtorpa-
dnyecknx cuctem 3almTbl MHCOPMALMM 1M NApoaM AOCTyNa K MHbIM akTuBam. Hanpumep, yTeuka knioye-
Boli/naponbHoit  MHGopMaumn no  CK  MoxeT nocTaBuTb Nog  yrpo3y (YHKUMOHMpPOBAHWE  Bceik
MHCOPMAaLMOHHOW CUCTEMBI.

Bubnuorpadus
(1) PykoBOAALNIA [OKYMEHT. Be3onacHocTb MHpOPMaLMOHHbIX TeXHONOruiA. PykoBoACcTBO Mo chopMupoBaHuio ce-
Foctexkomuceuns Poccumn MeicTB npoduneii 3amnTbl



FOCT P 53113.1—2008

YK 351.864.1:004:006.354 OKC 35.040 TOO

KntoyeBble c/ioBa: CKPbITble KaHaslbl, aHaIN3 CKPbITbIX KaHasoB, K]'IaCCI/I(bI/IKaLU/IFI CKpPbITbIX KaHa/10B, aTakn C
MCNoJsib30BaHMEM CKPbITbIX KaHa/10B, Yyrpo3bl 6e3onacHocTu, peannsyemsblie C UICNO/b30BaHNEM CKPbITbIX KaHa-
noB.. KI'IaCCVICpI/IKaLI,VIFI aKTMBOB NO CTEMNEHN ONaCHOCTN aTakK C NCNOJ/Ib30BaHNEM CKPbITbIX KaHa/10B
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Koppektop M.C. Ka6awoBsa
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