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BBeneHue

Pa3sutue u ykpenneHue 6aHkOBCKOM cuctembl Poccuiickon deaepaumu, passutue u obecneyeHume cra-
OGUNbHOCTM (PUHAHCOBOrO pbiHka Poccuiickoi deaepauum U HaUMOHANbLHOW NNATEXHON CUCTEMBI ABMSAIOTCA
uensmu gestensHoctu Banka Poccum [1]. OaHuM M3 OCHOBHBLIX YCNOBUI peanu3auum 3Tux uenen asnsietcs
obecneyeHne HeobxoAMMOro U OCTATOUHOTO YPOBHS 3aLLUTLI MHGOPMALMK B KPeANTHLIX OpraHu3aumsx, He-
KPEAUTHbIX PUHAHCOBLIX OpraHusauuax PP, a Takke cyObekTax HauMoHanNbLHON NNATEXHOW CUCTEMBI (aanee
npu COBMECTHOM YNOMWHAHWUN — (PUHAHCOBLIE OpraHU3aLum).

B cnyyasx HacTynneHns MHUMAEHTOB 3aWmTbl MHPOPMALIMKM UX HEraTUBHbIE NOCseacTBusA B pabote oT-
JAernbHbIX PUHAHCOBbIX OpraHU3aLUMii MOryT NPUBECTU K ObICTPOMY Pa3BUTUIO CUCTEMHOTO Kpu3nca 6aHKOBCKOM
cucTembl, PUHAHCOBOrO pbiHKa Poccuiickon deaepauum u (Mnu) HaUMOHANbHON NNATEXHON CUCTEMbI, HaHe-
CTU CYLLECTBEHHbIN yLiepb uHrepecam COOCTBEHHMKOB M KIMEHTOB (hUHAHCOBLIX OpraHu3auuii. Moaromy ans
MHAHCOBLIX OpraHu3aumi yrpo3bl 6e3onacHOCTU UHOPMALIMK NPEACTABASAIOT CYyLLECTBEHHYIO ONACHOCTDb, a
obecneyeHune 3amTbl MHOPMAaLMK ABNSAETCS ANnst PUHAHCOBLIX OpraHWU3auuMin OAHUM U3 OCHOBOMONAraloLLMX
acnekToB UX AeATEeNbHOCTH.

[na npoTMBOCTOSAHUSA yrpo3am 6e30nacHOCTM UH(POPMALIMKM U UX BIUSHUIO HA ONEePALMOHHbIN pUCK u-
HaHCOBLIM OpraHusauuam cnegyer obecneunTs HeOOXOAUMbBIN U AOCTATOYHbLIN YPOBEHb 3awwmTbl UHGOPMA-
LuK, a TaKkxkKe COXPaHATb 3TOT YPOBEHb NPU U3MEHEHUM YCIIOBUIA KaK BHYTPU, TaK U BHE OpraHu3auuin.

Bank Poccuu B npegenax csoen komnereHuuu [1], [2] no cornacosannio ¢ hegepanbHbiM OPraHOM UC-
NONMHUTENbLHON BNAacTu, YNONMHOMOYEHHbIM B 06nacTu obecneveHus 6e30nacHoCTH, u hegepanbHbiM OPraHoM
UCMOSTHUTENbLHOW BNAacTu, YNOMHOMOYEHHbIM B 06NacTu npoTMBOAENCTBUSA TEXHUYECKUM Pa3BeaKam U TEXHU-
YecKoW 3auTbl MHPOPMaLMK, yCTaHaBNMBAET B HOPMAaTUBHBIX akTax BaHka Poccun ana (puHaHCOBLIX opra-
Hu3auuii TpeboBaHus k 00ecneveHnio 3aLuTbl MHhOPMaLIMKM NPYU OCYLLECTBNEHUN BAHKOBCKON AEATENBHOCTU
N AeATenbHOCTU B chepe PUHAHCOBBIX PbIHKOB.

OCHOBHbIMM LENAMU HACTOSALLErO CTaHAapTa SABMSAOTCA:

- onpefeneHue ypoBHel 3awuTbl MHAOPMALMU U COOTBETCTBYIOLIMX UM TpebGoBaHUI K COAEPXKAHMIO
6a30BOro cocTaBa OPraHU3auMOHHbIX U TEXHUYECKUX MEp 3awuTbl MHOopmauun (aanee nNpu COBMECTHOM
YNOMUHaHUU — Mep 3aLuT bl HOPMaLUK), NPUMEHsIeMbIX (DMHAHCOBLIMU OpraHU3auMsaMmn Ana peanusauum
TpeboBaHui k o6ecneyeHnto 3awnTbl UHPOPMAaLUK, YCTAHOBMEHHbIX HOPMaTUBHLIMKM akTammu baHka Poccuu;

- DOCTIKEeHWe afeKBaTHOCTM COCTaBa M COAEPXaHUA Mep 3aluuTbl MHopMaLmMK, NpUMeHsieMbIX u-
HaHCOBbLIMU OpraHM3aLusiMu, akTyanbHbIM yrpodam 6€30nacHOCTH MHPOPMALIMY U YPOBHIO MPUHATOTO (PUHAH-
COBOW opraHusaumeii onepaumoHHOro pucka (pUck-anneTuTy);

- obecneveHne aPPHEKTUBHOCTU U BO3IMOXHOCTU CTAHAAPTUSMPOBAHHOIO KOHTPONA MEPONPUATUN
no sawure uHdopMaLum, NPOBOAUMbIX (PUHAHCOBLIMU OPraHU3aLMAMU.
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HALUMWOHANBHBIN CTAHOAPT POCCUUCKON GEAEPALUMUMN

BesonacHocTb YMHAHCOBLIX (6aHKOBCKUX) onepauuni
3ALUMTA MHOOPMALIUN ®UHAHCOBbIX OPFAHU3ALINM
Ba30BbIit COCTaB OPraHU3aLMOHHbIX U TEXHUYECKUX Mep

Security of Financial (banking) Operations. Information Protection of Financial Organizations.
Basic set of Organizational and Technical Heasures

Dara sBepeHua — 2018—01—01

1 O6nacTb NnpMMeHeHuns

Hacrosilmin ctaHaapT onpeaensieT ypoBHU 3aLumTbl MHGpopMaLmMKM U COOTBETCTBYIOLLME UM TpeboBaHuSA
K cogep>aHunto 6a3oBoro cocraBa Mep 3aLmTbl MHOPMAaLUK, KOTOPbIE NPUMEHSIIOTCA (PMHAHCOBLIMU OPraHu-
3auusiMn aAna peanusauuu Tpe6oBaHuii K obecneyeHuto 3almTbl MHOPMAaLUK, YCTAHOBIEHHbIX HOPMaTUB-
HbIMK akTaMmu BaHka Poccuu.

MonoxeHWs HaCTOALIEro CTaHaapTa NpeaHasHa4YeHbl A UCMONb30BAHUS KPEAUTHBIMU OpraHu3aums-
MW, HEKPEAUTHBIMU (PUHAHCOBLIMU OPraHM3aLUusIMK, yKazaHHbBIMU B YaCTU NEPBOI cTaTtbu 76.1 depepanbHOro
3akoHa «O LleHTpansHom GaHke Poccuiickon depepauun (banke Poccun)» [1], a Takke cyGbekTrammn Haumo-
HanbHON NNaTEXHON CUCTEMBI.

Ba3soBblit cocTaB Mep sawmTbl UHpopMauuK, onpeaensemblii HaCTOALWMM CTaHAAPTOM, NMPUMEHUM K
COBOKYMHOCTU 06BLEKTOB MHpOpMaTU3auuu, B TOM YMCE aBTOMATU3MPOBaHHbIM cuctemam (AC), ucnonb3y-
eMblM (pUHAHCOBbLIMW OpraHU3aLMAMKN ANs BbINONHEHUA GU3HEC-NPOLEeCCOoB U (MNKM) TEXHOMOTMYECKNX Npo-
LieCCOB, CBSI3aHHbIX C NpefocTaBneHnemM (OMHAHCOBbLIX, GBAHKOBCKUX YCRYT, a TaKkke YCNyr N0 OCYLECTBNEHUIO
nepeBoOB AEHEXHBIX CPEACTB (Aanee Npu COBMECTHOM YNOMUHAHUN — (PUHAHCOBbLIE YCNYrn).

ObnacTb NPUMEHEHUS HACTOALLEro CTaHaapTa, onpeaensiowasn 0653aHHOCTb PMHAHCOBBLIX OpraHu3a-
UMA NPUMEHATH MEPBI 3aluThl MHAOPMaLMK, peanuaylowwme oauH U3 YPOBHEN 3alwmTbl MHdOpMaLun Ans
KOHKPETHOW COBOKYMHOCTU 06bEKTOB MHbopMaTusauuu, B ToM uucne AC, MCNonb3yembiX PUHAHCOBLIMU Op-
raHusauusimu Ans NpegocTaBneHns PUHaHCOBLIX YCIyT, YCTaHaBNUBAETCA B HOPMAaTUBHLIX akTax baHka Poc-
CUM NYTEM BKIIOYEHUA HOPMATUBHOM CCbISIKM HA HACTOALUMIA CTaHAAPT, NPUBOAUMON HA OCHOBaHUK CTaTbu 27
depepanbHoro 3akoHa «O craHgapTusaumm B Poccuiickon ®egepauuny [3].

Hacrosilmin ctaHaapT NPUMEHSIETCS NyTeM BKIMOYEHUSI HOPMATUBHbBIX CCbISIOK HA HET0 B HOPMAaTUBHbBIX
akTax baHka Poccun u (Unn) npsiMoro MCrnorb30BaHUsi YyCTAHABMUBAEMbIX B HEM TpeGOBaHWI BO BHYTPEHHUX
AOKyMeHTax (PMHaHCOBbLIX OpraHn3aLMin, a Takke B 4OroBopax.

2 HopMmaTunBHbIE CCbINKN

B HacTosiLem cTraHaapTe MCnonb30BaHbl HOPMATUBHLIE CCLINKU HA Cneayowme ctaHaapTbl:

FOCT 34.003 NHdhopMaLmoHHas TexHonorua. KoMmnnekc craHaapToB Ha aBTOMaTu3MpPOBaHHbLIE CUCTE-
Mbl. ABTOMaTU3MPOBaHHbIE CUCTEMbl. TEPMUHBI U ONpeaeneHns

MOCT P UICO/MO3K 7498-1 MHopmMauuoHHas TexHonorusa. BaaumMocsasb OTKPbITbIX cucteM. BasoBas
aTanoHHasa mogens. Yacte 1. Basosas moaens

FOCT P 50739 CpeacrtBa BblYMCMUTENbHOW TEXHUKW. 3aluta OT HECaHKUMOHMPOBAHHOMO AOCTYyna K
nHdopmMayuun. Obme TexHnyeckue TpeboBaHus

[OCT P 50922 3awuTta nHpopmayun. OCHOBHbIE TEPMUHBI U ONpeaeneHns

M3paHue ocpuumanbHoe
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FOCT P 56545 3awumra nndropmauumn. YAssuMoCcTu MHpOpMaLMOHHBIX cucTem. Mpasuna onmcaHus yss-
BUMOCTEN

FOCT P 56546 3awuTa nipopmaumu. YassuMocTu MHpopmaumMoHHbIX cucteM. Knaccudukauus ysaasu-
MOCTEN MHOPMALIMOHHBIX CUCTEM

FOCT P 56938 3awuTa nHcopmauuu. 3awmra nicopmauuu npu UCNornb30BaHMU TEXHONOMMKU BUpPTYa-
nusayuu. OBLImMe NonoXeHus

FOCT P UCO/TO 13569 duHaHcosble ycnyru. PekoMeHgaumum no uicopmMaLmuoHHoin 6esonacHoCcTu

FOCT P UICO/M3K TO 18044 NudopmaumoHHas TexHonorua. Metoabl U cpeactsa obecneveHus
6e3onacHocTn. MeHeXKMeHT MHUMAEHTOB UHGOPMaLMOHHOI Be3onacHoCTH

FOCT P UCO/M3K 27033-1 UHdpopmauuoHHaa TexHonorua. Metoabl u cpeactea o6ecnevenuns 6esonac-
HocTu. BesonacHocTb ceTel. Yactb 1. OB30p U KOHUENLMK

FOCT P UCO/M3K 15408-3 UHdopmauuoHHana TexHonorua. Metoabl u cpeacrea obecneveHuns 6esonac-
HocTu. Kputepumn oueHku 6e30nacHOCTU MHPOPMALIMOHHBIX TEXHOMOIMA. YacTb 3. KOMNOHEHTHLI AoBepus K
6e3onacHoCTH

NMpumeyaHue — Mpu NONL3OBAHUN HACTOALMM CTAHAAPTOM LieflecooGpasHo NpoBEPUTL JEeNCTBME CCbiNoY-
HbIX CTaHAAPTOB B UHPOPMaALMOHHON cucTeMe oBLLEro NoNb30BaHWA — Ha oduLuansHoM caifTe defeparbHOro areHT-
CTBa NO TEXHUYECKOMY PETYNIMPOBAHUIO U METPONOTUN B CETU UHTEPHET UNK MO eXeroqHOMY UH(OPMaLIMOHHOMY yKa3sa-
Tenio «HaunoHanbHble cTaHAapTL», KOTOPLIA ONYGNUKOBaH NO COCTOAHMIO Ha 1 AHBaps TEKyLUEro roAa, U no Bbinyckam
€XeMeCAYHOro MHOPMALMOHHOTO yKasaTens «HayuoHanbHble CTaHgapTbi» 3a TeKYLLWIA rof. ECNn 3aMeHeH CCbiNoYHbIiA
CTaHAapT, Ha KOTOPLIA [aHa He[aTUPOBaHHAA CChINKa, TO PEKOMEHAYETCA NCNONMbL30BaTh [ENCTBYIOLLYI0 BEPCUIO 3TOTO
CTaHpapTa ¢ y4ETOM BCEX BHECEHHBIX B AaHHYIO BEPCUIO U3MEHEHWA. ECNM 3aMeHeH CCHINOYHBINA CTaHAapT, Ha KOTOpbIi
AaHa AaTupoBaHHas cchbinka, TO PEKOMEHAYETC UCNOMNb3oBaTh BEPCUIO 3TOMO CTaHAapTa C yKa3aHHbIM BbilLe FOA0M YT-
BepXAeHNs (NpuHATUA). Ecnn nocne yTBepXAEHUA HACTOSILLEro CTaHAapTa B CCbINOYHLIA CTaHAapT, Ha KOTOpLIA AaHa
AaTMpOBaHHanA cChirnka, BHECEHO U3MEHEHWe, 3aTparuBatoLLee NONOXEHUE, Ha KOTOPOE AaHa CCbifka, TO 3TO NONOXeHue
peKOMeHAYeTCA NPUMEHSTb Be3 yyeTa aHHOrO N3MeHeHMs!. ECnn cChINTOYHbIA CTaHAapT OTMeHeH 6e3 3aMeHbl, TO Noso-
XeHune, B KOTOPOM laHa CChiSIKa Ha Hero, PEKOMEHAYETCS NPUMEHSITb B YaCTH, He 3aTparusatoLlen STy CCbIKy.

3 TepMmuHbl u onpepeneHus

B HacTtoqauwem ctaHgapre npumeHeHbl TepMmuHbl No MTOCT P 50922, NOCT 34.003, NOCT P 56545,
FOCT P 56546, a Takke cneayoLime TepMUHBI C COOTBETCTBYIOLLIMMU ONpeaeneHnaMun:

3.1 Mepbl 3aWUTbl MH(PopMmauun: OpraHU3aunoHHbIE (B TOM YMCNE YNPaBNEHYECKUE) U TEXHUYECKUe
Mepbl, NPUMEHsIeMble AN 3aLnTbl MHdOopMaUmMKn n obecnedeHnsa aoctynHocTu AC.

MpumeyvaHue — Agantuposaro u3 FOCT P MCO/MBK TO 19791.

3.2 TexHU4Yeckasa mepa 3awmTbl MHpopmauun: Mepa 3awmTbl MHOPMaLKK, peanudyemas ¢ NoMo-
LLbIO MPUMEHEHUST annapaTHbIX, NPOrpaMMHbIX, annapaTtHO-NPOrpaMMHbIX CPEACTB U (UK) CUCTEM.

3.3 opraHM3aLMOHHAaA Mepa 3awWwunTbl UHpopmauuu: Mepa, He ABNAIOLLAACA TEXHUYECKON Mepon 3a-
LWMTBI MHDOPMaLMK, NpegycMaTpuBaloLLas YCTaHOBMEHNE BPEMEHHbBIX, TEPPUTOPUANbHbIX, MPOCTPAHCTBEH-
HbIX, NPaBOBbIX, METOAUYECKUX U UHbLIX OFPAHMYEHMIT HA YCIIOBUA MCMOSNb30BaHWA U PEXMMBI paboThl 06bekTa
uHcpopmaTusaummn u (Unn) UHbIX CBA3aHHBLIX C HUM OOBLEKTOB.

3.4 cuctema 3awmTbl MHopmaLmu: COBOKYNHOCTb Mep 3aLUMTbl MHAOPMaLUKU, MPUMEHEHUE KOTOPbIX
HanpaeneHo Ha HenocpeacTBeHHOe obecneyeHne sawwmTbl MHPOPMaLmK, NPOLIECCOB NMPUMEHEHUS YKasaH-
HbIX Mep 3aLUMTbl MHGOPMAaLUKU, PECYPCHOTO M OpraHM3auMoHHOro ob6ecnedyeHus, Heo6xoAUMOro Ans npumMe-
HEHWS YKa3aHHbIX Mep 3aLuTbl MHpopMaLMn.

3.5 cuctema opraHusauuu U ynpaBneHus 3awmuTtoil uHcopmaumm: CoBOKYNHOCTb MEP 3aLUUThI UH-
dopmMaunu, NPUMEHEHKUE KOTOPbIX HAaNPaBMeHO Ha 0OecneYyeHne NOMHOTLI U KaYeCcTBa 3aLUuUThl MHpopMaLmu,
npefHasHa4YeHHbIX 415 NNaHUpPOBaHUsA, peanusaummu, KOHTPOMSA U COBEPLLUEHCTBOBAHUSA NPOLIECCOB CUCTEMBI
3aLUTbl MHpOpMaLIUK.

3.6 06eKT uHhopmaTusaumMmu (bMHaHCOBOW opraHu3auum (06bekT nudopmarusaumum): CoBOKyn-
HOCTb OGLEKTOB M PecypcoB AO0CTyna, cpeacts u cucteMm obpaboTku mHdopmaumu, B Tom yucne AC, uc-
nonb3ayembix Ans obecnevyeHnsa uHdopmarmsauum GU3HEC-NPOLIECCOB U (MfN) TEXHONOTMYECKUX NPOLECCOB
hMHAHCOBOI OpraHu3aLumu, UCNOMb3yeMblX ANS NPeAoCTaBNeHNa PUHAHCOBBLIX YCNYT.

MpumedaHune — Apantuposaro u3 FOCT P 51275.

3.7 TeXHONOrMyecknin npouecc (pMHaHCOBOM OpraHusauuu (TexHonoru4yeckun npouecc): Habop
B3aUMOCBS3aHHbIX onepauuin ¢ uHcopmauuein n (Mnu) odbekTamum uHpopMarmsauuu, UCNonb3yeMbix Npu
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DYHKUMOHMPOBAHUN (PMHAHCOBOM OpraHu3auuu u (MnNu) HeobGxoauMbIX AN NpeaocTaBneHna PUHAHCOBBIX
ycnyr.

3.8 06bekT aoctyna: O6bekT uHdopmaTusaumu, npeacTasnsaowmii coboli annapatHoe CpeacTBo,
CpeacTBO BbIMUCAUTENBHON TEXHUKU U (Mnu) ceTeBoe obopyaoBaHue, B TOM Yucne Bxoasawme B coctas AC
c¢huHaHCOBOM OpraHusauumu.

MpumevyaHne — B cocTaBe OCHOBHBIX TUMOB OOLEKTOB A0OCTYNa peKOMEHAYeTCA KaK MUHUMYM paccmar-
puBaThb:
- aBTOMaTU3UpOBaHHbIe paboune mecta (APM) nonb3oBarenei;
APM akcnnyaTayuoHHoro nepcoHana,
- cepBepHoe obopyaoBaHue;
ceTeBoe obopyaoBaHUe;
- CUCTEeMBIl XpaHeHMSA flaHHbIX;
annapatHele mogynu 6esonacHoct (HSM);
- YCTpoiicTBa neYaTu U KOMMpoBaHWUA MHGopMaLmu,
- 06beKTbl AOCTYNA, pacrofioXeHHble B NybnuyHbIX (06LLlefoCTyNHbIX) MecTax (B TOM yucne 6aHkoMarTbl, nnarex-
Hble TEpMUHansI).

3.9 pecypc goctyna: O6bekT UHdOpMaTU3aLMK, NPEACTABNAIOLMI OO0 COBOKYNHOCTb UHOPMAaLMK
n nporpaMmmHoro o6ecneveHus (MO) ob6paboTku uHopmaLmm.

MpuMmedyaHune — B cocTaBe OCHOBHBIX TUMOB peCcypcoB AOCTYNa PeKoOMeHAYeTCA KaK MUHUMYM paccmar-
pvBaTh:

- AC;

- 6asbl AaHHbIX;

- ceTeBble (haiinoBble pecypchl;
BUPTyanbHble MallWHbI, NpefHasHayYeHHble AN pasMeLLeHNs CepBepPHbIX KOMNOHeHToB AC;
BUpTyanbeHble MaluWHbI, NpejHasHayeHHble AN pasMelleHns APM nonb3oBaTeneil u akcnnyaTauMOHHOro
nepcoHana;

- pecypcbl JocTyna, OTHOCSALLMECS K CepBUCaM 3NEKTPOHHOW MoYTHI

- pecypcbl fjocTyna, oTHocAwmeca K WEB-cepeucaM puHaHcoBoI opraHusaunu B ceTax NHTpaHeT u UHTepHeT.

3.10 KOHTYp ©e3onacHocTu: COBOKYNHOCTb 00LEKTOB MH)OpMAaTu3auumu, onpeaenseMman obnacrblo
NMPUMEHEHUS1 HACTOSLLEro ctaHgapra, UCNonb3yeMbiX ANA peanu3auum OU3HEC-NpPoLECcCcoB U (MNN) TEXHO-
NOrMYeCKUX NpoLeccoB (PUHAHCOBOM OpraHM3auun eauHON CTeNeHU KPUTUYMHOCTU (BaXKHOCTHM), ANsl KOTOPOW
(PUHAHCOBOW OpraHu3auuen NPUMEHSETCS eauHaa NONUTUKA (pPeXxum) 3awmTbl MHOpMaLuK (eauHbIR HaGop
TpeGoBaHui k o6ecneyveHuio 3aWwuTbl UHopMayun).

3.11 ypoBeHb 3amuTtbl nHopmauun: OnpeaeneHHan COBOKYNHOCTb Mep 3awumTbl MHOPMaLUUu, BXO-
OSLUX B COCTaB CUCTEMbI 3aLLmThl MHAOPMALMK U CUCTEMBI OpraHnM3aummn U ynpasneHusi 3awmTon nHaop-
Maumu, NPUMEHSIEMbIX COBMECTHO B npeaenax KoHTypa 6e30nacHOCTU AnA peanu3auun NONUTUKN (PEeXMMa)
3awmTbl MHGOPMAaLMK, COOTBETCTBYIOLLIEN KPUTUMHOCTU (BAXKHOCTH) 3alumwiaemon uHdopmauum GusHec-npo-
LeCcCoB U (MnK) TEXHONOIMYECKUX NPOLIECCOB (PUHAHCOBOW OpraHn3auun.

3.12 hm3snyeckuit 4ocTyn K 06bekTy gocryna (husnveckun goctyn): Joctyn k 00bekTy AoCTyna,
BKIIOYAsA AOCTYN B NOMELLEHNE, B KOTOPOM PacnofiokeH 06bEeKT AOCTYNa, MO3BOASAIOLMI OCYLLECTBUTDL DU3U-
4yecKkoe BO3AENCTBME HA HErO.

3.13 noruyeckuit AOCTYN K pecypcy moctyna (normyeckuin aocryn): Joctyn k pecypcy Aocryna,
B TOM YUCne yAaneHHbIN, peanu3yemblii C UCNONb30BAaHUEM BbIYUCAUTENBHLIX CETEN, NO3BONAIOWUNA, B TOM
yucne 6e3 husnmyeckoro AoCTyna, OCyLLEeCTBUTL A0CTYN K 3awmiaemMon nHopmaummn unu BeINONHUTL onepa-
ummn no o6paboTke 3almMLLAEMON MHOPMALIUMN.

3.14 cy6bekT poctyna: PaboTHMK (hMHAHCOBON OpraHu3auun Uamn MHOE NUUO, OCYLECTBAAIOWMI (hu-
3M4YeCKUn u (MNu) NOrMYECKUin AOCTyN, UMM NPOrPaMMHbIA CEPBUC, OCYLLIECTBASIOWMNIA NOrUYECKUin AOCTYN.

MpumeyaHune — B cocTaBe OCHOBHLIX TUMOB CYOLEKTOB A0OCTYNa B HACTOALLEM CTaHAapTe Kak MUHUMYM pac-
cMaTpuBaloTca crieqyloLue:

- nomb3oBaTenu — cybbekTbl JOCTyNa, B TOM YACHE KIMEHTHI (pUHAHCOBON OpraHW3aLuu, ocyLLecTBRsIoWME [0~
CTyn K 06bekTam 1 (Unu) pecypcam JoCTyna € LeNbIo MCMONb30BaHNs (OUHAHCOBLIX YCAYT, NpefocTaBnseMbiX UHOpMa-
LMOHHON WHppacTpyKTypoit (PUHAHCOBOI OpraHU3aLuu;

- 9KcnryaTauMoHHbIA nepcoHan — cybbekThl 4OCTyna, B TOM Y1Cfe NPeACTaBUTENN NOApSAHbLIX opraHu3auui,
KOTOpble pelualoT 3afjauun obecneveHns skcrnyarauum u (Mnu) agMUHUCTPUPOBaHNA 06LEKTOB U (UNM) pecypcoB AOCTY-
na, ANA KoTopbiXx He0BXOAMMO OCYLLECTBIEHUE NOrM4ecKoro AoCTyna, BKNOYaa 3ajadvn, cBsidaHHbIe C aKcnnyaTtayuei n
aAMUHUCTPUPOBaHUEM TEXHUYECKUX Mep 3aLLUTLI UHPOpMaLuK;

- TeXHUYeCKMiA (BcrioMoraTtenbHbIii) nepcoHan — cybbeKkTbl 40CTyna, B TOM YACHE NPeACcTaBUTENMN NOAPAAHLIX Op-
raHu3saLuii, peLuaoLyue 3afaym, cBsizaHHble ¢ obecneveHmeM akennyaTaumm 06beKToB A0CTyna, AN BLIMONHEHUS KOTOPbIX
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He TpebyeTca ocyLLeCTBNEHUE NOMMYECKOro 4OCTYNa, UK BLINOIHSAIOLLNE XO3ANCTBEHHYIO JeATENbHOCTL 1 OCYLLECTBSA-
roLLMe pranYeckmnii focTyn K oObekTaM focTyna 6e3 Lenun UX HenocpeCTBEHHOro NCMonb3oBaHus,

- NporpamMmmMHble CepBUCH — MPOLIECCH BLIMOMHEHUA NporpaMm B WHOPMALMOHHOW NHAPacTPYKType, ocyLyecT-
BINSIOLLME JIOTMYECKMIA JOCTYN K pecypcam AocTyna.

3.15 aBTOpMu3auusa: Mposepka, NOATBEPKAEHNE U MPEAOCTaBNEHNe npasB NOrMYeckoro AocTyna npu
OCYLLECTBMNEHUN CyObEKTaMM JOCTyNna NOrM4EeCcKoro AocTyna.

3.16 upeHTudukauusa: MNpUcCBOeHNe ANS OCYLLECTBMEHUS NOrMYECKoro AocTyna cyObekTy (06bekTy)
JOCTyna YHMKasnbHOro npusHaka (MaeHtudukaropa); cpasHeHue npu ocCyLLecTBNEeHUN NOrM4eckoro 4ocTyna
npeabsABNsemMoro cybbektoMm (06bekTom) AoCTYNa naeHTudmrkaropa ¢ nepeyHem NPUCBOEHHbIX naeHTUduKa-
TOPOB.

3.17 ayteHTudukauus: Mpoeepka npy OCYLLECTBNEHUUN NOTMYECKOTO AOCTYNA NPUHAANEXHOCTHU CyOb-
ekTy (00BbEeKTY) AOCTYyNa NpeabABNIEHHOTO MM UAeHTUUKaTopa (noaTeepxaeHue NnoaUMHHOCTH).

3.18 peructpauua co6bITuit 3aWmTbl MHopMaL UK (perucTpauma): Pukcauuns AaHHbIX O COBEPLLEH-
HbIX cyObekTamu 4OCTyna AeNCTBUSAX UMW AAHHbBIX O COBBITUAX 3aLUmUThl MHPOPMAaLIMK.

3.19 yyeTHaA 3anuchb: Jlornyeckuii 06bekT (MHpopMaLums), CyLUECTBYIOLMIA B Npedenax OgHOro umim
HECKONbKMX PecypCcoB AOCTYNa M NPeACTaBnAoWMiA cyGbekTa JocTyna B ero (Mx) npeaenax.

3.20 TexHUuYecCKana yYeTHas 3anucb: YYeTHas 3anucb, MCNonb3yemas Ans OCyLLeCTBNEHUS OrM4Yecko-
ro 4ocTyna nporpaMMHbIMU CEPBUCAMM.

3.21 npaga normyeckoro gocryna: HaGop AeNCTBUI, pa3pELUEHHbIX AN BbINOMHEHNSA CyObeKkTOM A0-
cTyna Haj pecypcom JOCTyna C UCTONb30BAHMEM COOTBETCTBYIOLLEN YYETHON 3aMUCH.

3.22 ponb noruuyeckoro gocrtyna (ponb): 3apaHee onpefeneHHas COBOKYMHOCTb OyHKLMIA U 3apad
cybbekTa JoCTyna, ANs BbINOMHEHUS KOTOPbIX HE06X0AUM ONPEeAEneHHbI Habop nNpas NOrMYecKoro 4ocTyna.

3.23 ponb 3awuThbl MHOpMaLMK: 3apaHee onpeaeneHHas COBOKYNHOCTb (DYHKLMI 1 3aaa4y cyObekTa
J0CTyna, B TOM Yucne paboTHuka chMHaHCOBOIM OpraHu3aumm, CBA3aHHbIX C MPUMEHEHWEM OpraHn3aLnOHHbIX
N (MNK) TEXHUYECKUX MEP 3aLUmMThl MHOPMaLUK.

3.24 neranbHbIi cyObekT goctyna: CyObekT 4OCTyna, HaAeneHHbIN (PMHAHCOBOW OpraHu3auumen norn-
HOMOYMSAMU Ha OCYLLECTBNEHNE PU3NYECKOTO W (MNK) NOTUYECKOro AOCTYNA.

3.25 ayTeHTU(DMKALMOHHBbIE AaHHbIe: [aHHble B Nnioboin popMme n Ha NoOOM HOocUTEne, U3BECTHbIE
Unu NpuMHaanexawue neransHOMy cyObekTy 0CTyna — neransHOMY BragenbLy ayTeHTU(PUKALMOHHbLIX AaH-
HbIX, UK AAHHbIE, KOTOPbIMKU 0BragaeT neranbHeI CyOBLEKT AOCTYNA, UCNONb3YyeMble ANA BbINOAHEHWUS NPo-
ueaypbl ayTeHTUdUKaLuM Npu OCyLLIECTBAEHMM NIOrMYECcKoro 4ocTyna.

3.26 KoMnpoMeTauusa ayTeHTU(PUKALMOHHbIX AaHHbIX: Co6biTUe, CBA3aHHOE C BO3HWKHOBEHMEM
BO3MOXHOCTU UCMONb30BaHUA ayTEHTU(UKALIMOHHBIX AaHHbIX CYyGbEeKTOM, He ABNSAIOMMCA NneranbHbIM Bna-
AenbUeM yKasaHHbIX ayTeHTUUKALMOHHBIX JaHHbIX.

3.27 cpakTop ayTeHTUdMKaLMKM: Bnok AaHHbIX, UCTMONb3YyEeMbIX NPU ayTeHTUdMKauun cybbekrta unm
obbekTa gocryna.

MpumevyaHus

1 dakTOpbl ayTeHTUdUKaLMK NogpasfenaloTCa Ha criefyloLme Tpu KaTeropuu:

- YTO-TO, YTO CyOBbEKT UNK 0BbEKT AOCTYNa 3HAET, HaNpuMep, Naponu nerankbHbix cybbekToB goctyna, MNH-koAaw;

- YTO-TO, YeM cyObeKT unu o6beKT AocTyna obnagaet, HanpuMep, AaHHbIe, XpaHUMble Ha NepCOHaNbHbLIX TEXHUYE-
CKUX YCTpOCTBaX ayTeHTUdDUKaLWUKN: TOKEHaX, CMapT-kapTax U UHBIX HOCUTENAX;

- YTO-TO, YTO CBOWCTBEHHO CybbeKkTy unu obbekTy AocTyna, HanpuMep, 6uomeTpuyeckme faHHble pusndeckoro
nvua — neransHoro cybbekTa gocTyna.

2 ApanTupoBaHo u3 [4].

3.28 ogHodpakTopHaa ayTeHTUdMKauua: AyteHTudukaums, AnsA OCyLLECTBIEHUA KOTOPOW UCNONb3Y-
€TCA 0AuH (hakTop ayTeHTUdMNKaumu.

3.29 mHorodgakTopHan ayreHTuduxkaumsa: AyteHtudukauusi, 4ns oCyLeCTBNEeHUsS KOTOPON UCNONb3Y-
l0TCA ABa u 6onee pasnuyHbIX PAKTOPOB ayTEHTUMDMKALIMM.

3.30 pBYXCTOPOHHAA ayTeHTudukauusa: Merog ayreHTudukaumm oOLEKTOB U pecypcoB AOCTyna,
obecneunBaloLMii B3aMMHYIO NPOBEPKY NMPUHAANEXHOCTU NPEAbSBIEHHLIX 00LEKTOM (pecypcom) aoctyna
nAEHTUPNKaTOPOB NPU UX B3aMMOAENCTBUN.

MpumevaHue — ApanTupoBaHo U3 [4].

3.31 co6biTue 3’awuTbl MHGOpMauun: NaeHTuduuupoBaHHOE BO3HUKHOBEHUE U (UMN) U3MEHEHUue
COCTOSAHUA 00bEKTOB MH(popmaTM3aumum (OUHAHCOBOMW OpraHusauuu, AeicTBuUs paboTHUKOB PUHAHCOBON
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opraHu3auum U (Mnu) UHbIX NKL, yKasbiBaloLme Ha BO3MOXHBIN (MOTEHLUANbHBIN) MHUMAEHT 3awmTbl UHEGOP-
Mauun.

MpumMmevyaHue — ApantuposaHo us FOCT P MCO/MOIK 27001.

3.32 nHunaeHT 3awuTbl uHdopmauumn: OLHO UMK CepUsi CBA3AHHBIX HEXENaTenbHbIX UMK HEeOXMW-
AaHHbIX COObITUI 3aLWUTLI MHPOPMALIMKM, KOTOPbIE MOTYT MPUBECTU K PUCKY HAPYLUEHWUS BbINONMHEHUs Ou3-
HEC-NPOLECCOB, TEXHOMOMMYECKUX NPOLIECCOB (PUHAHCOBOW OpraHusauum U (Mnu) HapywmuTb 6€30NacHOCTb
nHopmaLmu.

Mpumevyanuns

1 B cocTaBe TMNOB MHLMAEHTOB 3alUUThl UHOPMALMM PEKOMEHAYETCSA Kak MUHUMYM paccMmaTpuBaTh:

- HeCcaHKLMOHWUPOBaHHbLIA AOCTYN K UHdOpMaLny;

- HapyleHue B obecneveHnm 3aluTbl MHGoOpMaLUK, BKIToYas HapylleHne paboThl TEXHUYECKUX Mep 3aluThl UH-
dopmMaLum, nossneHne yassuMoCTel 3aluThl UHpopMaLmu,

- HapyweHue TpeGoBaHuii 3aKkoHoaaTenbcTBa Poccuiickoin Pefepalmn, B TOM YUcne HOpMaTUBHLIX akToB BaHka
Poccuu, BHyTpeHHWX AOKYMEHTOB (DMHAHCOBOI opraHu3aLmm B obnactu obecneveHus 3almtel HdopmaLmu;

- HapylweHWe pernameHTUPOBaHHbBIX CPOKOB BHINOMHEHUS NPOLeAyp U onepaumii B paMkax NpeaocTaBneHns du-
HaHCOBBIX YCNyT;

- HapyleHWe YCTaHOBMNEHHbIX NoKa3aTenei npefocTaBneHns GUHaAHCOBLIX YCIyT;

- HaHeceHWe dprHaHcoBoro yuepba UHaHCOBOI OpraHusaLyu, ee KNMeHTaM U KOHTpareHTam,

- BLINONHEHWe onepauuii (TpaH3aKLmii), NpUBOAALLUMX K (PUHAHCOBLIM MOCIEACTBUSAM (PUHAHCOBOW OpraHusauuu,
€€ KSIMEHTOB WU KOHTPAareHToB, OCYLLECTBIEHUE NepeBOfOB EHEXHBIX CPEICTB N0 PacnopsXeHuio Nuu, He obnagatoLmx
COOTBETCTBYIOLMMU NONHOMOUYUSIMU, UMK C UCTIONb30BaHNEM UCKaXEHHON HOpMaLIMK, coaepalleiica B COOTBETCTBY-
IOLLUX pacnopsKeHNSX (3NEKTPOHHBIX COOBLLEHMSX).

2 ApantuposaHo us NrOCT P MICO/M3K 27001.

3.33 ynpaBneHue MHUMAEHTAMMU 3aWUTbI UHPOpMaLUnK: [leaTenbHOCTb N0 CBOEBPEMEHHOMY OOHa-
PY>XEHUMIO MHUMAEHTOB 3aLMThl MHOPMALIMKM, aAEKBATHOMY U ONEPATUBHOMY PEArMPOBAHUIO HA HUX, HAaNpaB-
NIeHHas Ha MUHUMU3auunIio U (MNK) NUKBUAALMIO HEraTUBHLIX NOCNEACTBUIA OT MHUMAEHTOB 3aLmMTbl UHAOP-
Mauuu 4ns OUHAHCOBOW OpraHM3auum u (Unu) ee KNMeHTOoB, a Takoke Ha CHUXKEHUE BePOATHOCTU MOBTOPHOTO
BO3HUKHOBEHUSI MHLUMAEHTOB 3aLLuUTbl MH(OPMAaLUK.

3.34 rpynna pearmpoBaHuA Ha MHUMAEHTbI 3ammuTbl uHdopmaunn; MPU3N: Heicreyowas Ha no-
CTOSIHHOW OCHOBe rpynna paboTHUKOB OMHAHCOBON OpraHu3auum U (MNK) MHbIX NUL, NPUBNEKAEMbIX €10, KO-
TOpas BbIMOMHAET pernameHTMPOBaHHbIE B (DMHAHCOBOW OpraHM3auuu npoueaypbl pearupoBaHust Ha UHLM-
JEHTbl 3aLuThl UHOPMaLUK.

3.35 nnchopmauua KoHuaeHUMaANBLHOrO xapakrepa: MHdpopMauus, 4ns KOTOPOW B COOTBETCTBUM C
3akoHofatenbCcTBOM Poccuiickon degepauuu, B TOM Yncne HopMatuBHbIMKU aktamu Banka Poccumn, u (unm)
BHYTPEHHUMU AOKYMEHTaMu (OMHAHCOBOMW opraHusauumn obecnedunBaeTcs coxpaHeHme CBOMCTBA KOHMOUAEH-
LMansHOCTH.

3.36 yTteuka uHdpopmaumumn: HekoHTponupyemoe (OMHAHCOBOW OpraHusauumeii pacnpocTpaHeHue WH-
dopmaunn KOHPUAEHLMANLHOrO Xapakrepa.

MpumevyaHue — AgantuposaHo U3 FOCT P 53114.

3.37 sawmTta uHpopmaumm OT yTeuku: 3awmra MHAOPMAaLUK, HanpaBneHHaa Ha nNpeaoTBpaLleHue
HEKOHTPONMMpyeMoro (oMHaAHCOBOW OpraHm3aumMein pacnpocTpaHeHusl HopMaumm KoHuaeHUManbHoro xa-
pakrepa.

MpumevyaHune — AganTuposaHo ua FOCT P 50922.

3.38 cepBepHble KOMMOHEHTbI BUpTyanu3sauuu: COBOKYMHOCTb FMNEPBU30PA, TEXHUYECKUX CPEACTB,
HeoBXoAMMbIX ANA PYHKUMOHMPOBAHUS FMMNEPBU30pa, TEXHUMECKUX CPEACTB, NpefHa3HauYeHHbIX 4NA ynpas-
neHus 1 agMUHUCTPUPOBaHUSA rMnepeunsopa, MO, npegHasHa4YeHHOro AN NPeAoCTaBneHus 4OCTYNa K BUPTY-
anbHbIM MawwmnHaMm ¢ APM nonb3osartenen (HanpuMmep, OpoKep COeanUHEHMNN).

3.39 6a3oBbIit 06pa3 BUPTYyaribHOM MaluHbl: O6pa3 BUPTYanbHOWM MaluMHbI, UCNOMNb3YeMbIii B Kave-
CTBE NepBOHaYanLHOro obpasa npw 3anycke (3arpyske) BUPTyanbHOWM MaLUWHBbI.

3.40 Tekywuit 06pa3 BUPTYyanbHOU MalIUHbI: OBpa3 BUPTYanbHOM MalUMHbl B ONPeAENneHHbIN (Teky-
LLMI) MOMEHT BPeMEeHU ee (DYHKLIMOHUPOBAHUS.

3.41 nHdopMaLMOHHBLIN OOMEH Mexay BUPTyanbHbIMM MawMHamMu: MeXnpoLeccopHOe B3aumo-
[AencTene, a TaKkkKe CETEBbIE MHOPMALMOHHbIE MOTOKU MEXAY BUPTYarnbHbIMU MaLUMHAMK, B TOM YUCnE pea-
nu3yemsle cpeacTBamMu runepsusopa U BUPTYasnbHbIMU BbIYUCTIUTENBHBIMUA CETAMM.
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3.42 cuctema XpaHeHUs OaHHbIX BUPTyanusauum (CMCTeMa XpaHeHMs AaHHbIX): COBOKYMNHOCTb
TEXHUYECKUX CPEACTB, NPeAHA3HaYEHHbIX NSt XpaHEHUSA JaHHbIX, UCNOMbL3YEeMbIX NpU peanu3auun BupTyanu-
3aumu, B TOM Yucne o6pa3oB BUPTYyanbHbIX MalMH U AaHHBIX, 06pabaTbiBaeMbIX BUPTYarnbHbIMA MaLLMHAMM.

3.43 3awmTa OT BpeAOHOCHOIO KoAa Ha ypoBHe runepBu3opa: Cnocob peanusauum 3awuTsl OT Bpe-
[OHOCHOIO KOAa BMPTYarbHbIX MaLUMH C UCMOSIb30BAHMEM NPOrPaMMHbIX CPEACTB 3alnTbl OT BPEAOHOCHOTO
Koaa, PyHKLMOHUMPYIOLLMX KakK OTAENbHbIE BUPTYanbHbIE MalUMHbI HA YPOBHE runepeusopa, 6e3 Henocpea-
CTBEHHOIN YCTAHOBKM areHTOB Ha 3aLUMLLIAEMble BUPTYanbHbIE MALLVHBLI.

3.44 ueHTpanu3oBaHHoOe ynpasBsieHue TeXHUYeCKMMU MepaMu 3alWuTbl MHPOpMaLKnn: YripasneHue
cpeacTBaMu U CUCTEMAMM, PEANU3YIOLLMMU TEXHUYECKME MEPLI 3aLLUTLI UHPOPMAaLIMKU, MHOXECTBEHHO pas-
MewaemsiMm Ha APM nonb3oBaTenen u akcnnyaraymoHHOro nepcoHana.

MpumMevyaHue — B cocTaBe yHKUMI LEHTPANIM30BAHHOMO yNpaBneHUs paccMaTpuBatoTes:

- aBTOMaTW3UpOBaHHbIE YCTaHOBKa U 0BHOBMeHWe MO TEXHUYEeCKMX Mep 3alyuThl MHdOpMaLmu, nonyvyaeMbiX 13
€[MHOrO (3TanoHHOro) MCTOYHUKA,

- aBTOMaTWU3UpOBaHHOE OGHOBMEHUE CUrHATYPHEIX Gas B Crlydae UX UCMoNb30BaHus, NornyvyaembiX U3 eauHoro (aTa-
TTIOHHOTO) UCTOYHMKA, C YCTAaHOBMEHHON NEPUOAUYHOCTHHO;

- aBTOMaTWU3UpOBaHHOE YCTaHOBMEHUE NapaMeTpOB HACTPOEK TEXHUYECKUX Mep 3allnThl UHOpMaLmMu, nosydae-
MbIX U3 €MHOrO (STaNOHHOIO) UCTOUHUKA;

- KOHTPOSb LenocTHOCTU MO TeXHUYECKUX Mep 3alUuThl UHOPMaLuu, NapamMeTpoB HACTPOEK TEXHUYECKUX Mep
3alMTEl MHOPMaLWMN U CUTHaTYPHBIX 6a3 NpK OCYLECTBIEHUN UX aBTOMaTU3MPOBAHHOW YCTaHOBKM U (Urnn) 0GHOBREHUM;

- KOHTPOSb LENOCTHOCTU €ANHOrO (3TaroHHOMO) UCTOYHMKa MO TeXHUYEeCKUX Mep 3aluThl MHGopMaLum, napame-
TPOB HACTPOEK TEXHUYECKMX MEp 3aLuUThl MHPOPMaLMK U CUrHaTYpPHbIX 6as;

- LieHTpanu3aoBaHHbIA cOop AaHHBIX PETUCTPaLMU O COBBITUSIX 3aLUMTEI MH(POPMaLMu, (opMUPYeMBIX TEXHUYECKN-
MU Mepamu 3aLLuThl MHOpMaLMK.

3.45 ypnaneHHbIn gocTyn pa6oTHuka ¢hMHaHCOBOW opraHu3auumn (ygarneHHbld goctyn): Jlormue-
CKMit 4ocTyn paboTHUKOB (OMHAHCOBLIX OpPraHM3auuil, peanuayemblii U3-3a NPEAEnoB BbIMUCTIUTENbHLIX CETEN
PUHAHCOBbLIX OpraHu3auui.

3.46 pecypc nepcoHanbHbIX AaHHbIX: Ba3a gaHHbIX MU MHAsi COBOKYMHOCTb NEPCOHANbHBIX AAHHbIX
(NAH) mHOrMX CcyObekToB MOH, 06beaANHEHHbIX 00LWMMKM Luensimmu 06paboTku, obpabaTbiBaeMbix (pMHAHCOBOM
opraHusauuen ¢ ncnonb3oBaHneM uin 6e3 ncnonb3oBaHus 00bLEKTOB MH(popMaTUsaLumu, B Tom uncne AC.

4 Ob603HaYeHUA U COKpalLeHUs!

B HacTofLeM cTaHgapTe NPUMEHEHbI CReayioLIme COKPaLLEHUS:
APM — aBTromaruaupoBaHHoe paboyee MeCTo;

AC — aBTOMaru3upoOBaHHas CUCTEMA;

MAH — nepcoHanbHbIe AaHHbIE;

NCMNOH — MHOPMAaLMOHHBIE CUCTEMbI NEPCOHASIbHbIX AAHHbIX;
MHW — mawmHHble HocuTenu nHdopmavmu;

HC[l — HecaHKUMOHMPOBAHHbI JOCTYN;

MO — nporpammHoe obecneyeHue;

CK3WU — cpeacrtBa kpuntorpadmyeckon sawmtbl uHopMaLuu;
CBT — cpeacTBO BbIYUCIIUMTENLHON TEXHUKY;

CYb[ — cucrema ynpaeneHusi 6azamm faHHbIX.

5 HasHaueHue u cTpyKTypa cTaHaaprta

Pasgen 6 HacTosLLero craHgapra CoaepXumT:

- onucaHue o0Len Meroaonorum NpUMeHeHust PUHaHCOBLIMK OpraHu3aumMsaMu TpeboBaHui K cogepa-
HUI0 6a30BOro COCTaBa Mep 3almTbl UHOPMALMKM, ONPEAENEHHOIO B HACTOALLEM CTaHAapTe;

- onpeaeneHue ypoBHeW 3awmTbl MHopMauum, peanu3yembix (PMHAHCOBON OpraHu3aLmen.

Pasgen 7 HacTosiLLero ctaHAapTa COASPKUT ANS KaXAOro M3 ypoBHEN 3awuTbl Hdopmauun Tpedo-
BaHUA K cogepxaHunio 6a30BOro cocrapa Mep 3aluTbl MHpOPMaLUMKU, NPUMEHEHNE KOTOPLIX HANPABMNEHO Ha
HenocpeacTBeHHOE obecneueHune 3awmTbl uHcbopmaumm (TpeboBaHUs K CUCTEME 3aLuThbl UHchopMauun).

Pasagenbl 8 u 9 HacToALLEro CTaHAapTa coagepXar Ans KaXaoro U3 ypoBHen 3awmrtbl uHdopmauum Tpe-
6oBaHusA k cogepxaHuio 6a3oBOro cocrtasa Mep 3aLmTbl MHGOPMaLMK, HaNPaBneHHbIX HA o6ecneveHne Aomk-
HOM MOMHOTHLI U Ka4eCTBa peanu3aumu CUCTeMbI 3aLmMTbl MHOpMaumu (TpeGoBaHUsA K cUCTEME OpraHu3auun
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U YNpaBmeHUIO 3aWmMTON MHGOPMaUuMm), Bkrovas TpeboBaHus K cogepxaHuio 6a3oBOro coctaea Mep no
o6ecneyeHunto 3aWwnTbl MHpopMaummn Ha aTanax XM3HEeHHOTro uukna AC 1 NPUNOXKEHWIA.

B npunoxxeHun A HacTosiLLero ctaHaapra NnpuBeAeH0 ONMCaHUe OCHOBHLIX MOMOXeHWn 6a30Bo Moaenu
Yyrpo3 u HapyLuuTenen puHaHCcoBbIX OpraHn3auui.

B npunoxxenun B HacToswero craHgapta npueeAeHbl COCTaB U COAEPKaHUE PEKOMEHAYEMbIX OpraHu-
3aUMOHHBIX Mep, CBAA3AHHbIX C 06paboTKoW PMHAHCOBON OpraHM3aumneli NepCoHarnbHbIX AaHHbIX.

B npunoxeHun B HacTosALLEro ctaHaapTa NpuBeaeH nepeveHb CoObITui 3awmTbl MHOPMAaLMK, NOTEH-
uManbHo cBsi3aHHbIX ¢ HCH 1 uHuMaeHTamm 3awmTbl UHpOPMaLMK, PEKOMEHAYEMBIX ANS BbISBNEHUS, Peru-
cTpauuun n aHanusa.

6 Oowme nonoxeHus

6.1 JeATenbHOCTM (DPUHAHCOBOW OpraHu3aLun CBOWCTBEHEH OMEPAaLMOHHBIA PUCK, CBA3AHHLIN C HapY-
LweHneM 6e30nacHOCTU MHCpOPMAaLMK, YTO ABNAETCS OOLEKTUBHOW PeanbHOCTLIO, U MOHU3UTL TOT PUCK MOX-
HO NMULb A0 ONPEAEeNIeHHOro OCTaTOYMHOro YPOBHA. [Ng ynpasneHus onepauyoHHbIM PUCKOM, CBA3AHHBLIM C
6e30MacHOCTbIO MHhopMaLmK, (PUHAHCOBOW OpraHu3aumm Heobxoaumo obecneunTsb:

- uaeHTUdUKaUmMIo 1 ydyet 06bekToB MHhopmaTuzaumm, B Tom yucne AC, BKMoyaeMbix B 06nacTb npu-
MEHEHUs1 HACTOALLEro cTaHaapTa B COOTBETCTBUM C TpeBOBaHUSIMUM HOPMaTUBHBLIX akToB BaHka Poccuu, ycra-
HaenueawLMx 0653aTENbHOCTL NMPUMEHEHNUS €10 NMONOXEHUI (aanee — obnacTb NPUMEHEHUS);

- MPUMEHEHME Ha Pa3NUYHbIX YPOBHAX MHOPMALMOHHOW UHPPACTPYKTYPbI BbIOPAHHBLIX (PUHAHCOBOW
opraHusauumeii Mep 3auTbl MHAOPMAaLUK, HaNpaBNEHHbIX HA HENOCPEACTBEHHOE obecneyeHmne 3almTbl NH-
dopmauum M BXOASILUMX B CUCTEMY 3alumTbl uHopMauum, TpeboBaHuA K coaepxaHuio 6a3oBoro cocrasa
KOTOpPbIX YCTAHOBMEHLI B pasgene 7 HacTosLWero ctaHaapra;

- NpuMeHeHue BbiGpaHHbIX (PUHAHCOBOW OpraHu3auuen Mep 3awmTbl MHpopMaLum, obecnevnsaioLLmx
npuemnemble ansi PUHAHCOBON OpraHM3auuu MOMHOTY U KAYeCTBO 3aluMTbl MH(POPMAaLUK, BXOASLWMX B CU-
CTEMy OpraHu3aumu u ynpasneHus 3amTon uHdopmMauuu, TpeboBaHusa k cogepxaHuio 6a3oBOro cocraea
KOTOpPbIX YCTAHOBMEHLI B pasaene 8 HacTosALWero ctaHaapTa;

- NPUMEHeHNUe BbIGPaHHbIX (OMHAHCOBOW OpraHM3auuei Mep 3almTbl MHpOPMALIMKM, HAaNPaBNEHHbIX Ha
obecneyeHune 3almTbl MHPOPMALIMM HA BCEX CTAAUNAX XKUIHEHHOTO umkna AC u npunoxeHun, TpeboBaHus Kk
coaepxaHuto 6a30BOro COCTaBa KOTOPbIX YCTAHOBAEHLI B pasfaene 9 HaCcTOALLIEro CTaHAapTa;

- OLEHKY OCTaTO4HOr0 ONEpPaLIMOHHOIO pucka ((puHaHCOBOrO 3KBUBANEHTA BO3MOXHBIX NOTEPL), BbI3BAHHO-
IO HEMOMHbLIM UMK HEKAYECTBEHHBIM BbIGOPOM M NPUMEHEHNMEM MEP 3aLLmMTbl UHGOpMaLmK, TpeboBaHuA K coaep-
»aHuo 6a30BOro CocTasa KOTOPbIX YCTAHOBIEHbI B pasaenax 7, 8, 9 HacTtoswero craHaapra, u 06paboTKy ykasaH-
HOTO p1CKa B COOTBETCTBUM C NPOLIEAYPOW, onpeaeneHHon TpeGoBaHuAMN HOpMaTMBHBIX akToB Banka Poccuu.

MpumevyaHue — PekoMmeHJaUMM MO OLUEHKE PUCKOB WHOPMaLMOHHOW BesonacHocTn npueeaeHtl B [5] u [6].
PeayneTaThl OLiEHKN PUCKOB MHOpMaLMOHHON 6€30NacHOCTN MOryT BbiTb CNONB30OBAaHBI NPU OLIEHKE OCTATOHMHOrO one-
PaLMOHHOrO puUcka, BbI3BAHHOTO HEMOIHBIM UM HEKAaYeCTBEHHLIM BLIGOPOM N NPUMEHEHWUEM OPraHN3aLUOHHbBIX N TEXHU-
YecKMX Mep 3aluThl MHGOopMaLnm.

6.2 Mpu ngeHtudukauum n yyete o6LeKkToB UHopmaTnsauuu MHAHCOBON OpraHu3auuu A0MKHLI pac-
CMaTpuBaTbCA, KaK MUHUMYM, CMEAYIOLLIME OCHOBHBLIE YPOBHU WH(POPMALIMOHHOW UHPPACTPYKTYPSLI:

a) CUCTEMHbIE YPOBHMU:

- YPOBEHb annapaTtHoro obecneyeHus;
YPOBEHL CETEBOr0 06OPYAOBAHUS;
- YPOBEHb CETEBbIX NPUIIOXKEHUN U CEPBUCOB;
YpOBEHb CEPBEPHLIX KOMMNOHEHTOB BUPTYanu3auum, NPOrpaMMHbIX UHPPACTPYKTYPHBIX CEPBUCOB;
YPOBEHb OMNEpPaLMOHHbIX CUCTEM, CUCTEM YNpaBneHnsa 6azammn AaHHbIX, CEPBEPOB NPUIOXEHWIA;

6) ypoBeHb AC U NPUIOXEHMWIA, IKCIIyaTUpyEMbIX ANA 0Ka3aHuA (PUHAHCOBLIX YCNYr B paMkax GusHec-
NMPOLIECCOB WU TEXHONMOTMYECKMX NPOLIECCOB (PUHAHCOBON OpraHn3aLuu.

6.3 BbiGOp 1 NpUMEHEHUE PMHAHCOBOI OpraHn3auuen Mep 3awmTbl UHpOPMaLIMKM BKAIOYAET:

- BblBOp Mep 3awmThl MHopMaLumn, TpeboBaHusa K coaepkaHnio 6a30BOro COCTaBa KOTOPbIX YCTAHOB-
NeHbl B pasgene 7 HaCTOALLEro CTaHaapTa;

- aganTauuio (yTo4HeHue) npu HeobxoAUMOCTU BLIOPAHHOIO COCTaBa U COAEPXKAHUA MEp 3aLUTbl UH-
cdopmauun ¢ y4eTOM MOAENMN Yrpo3 U HapyLuuTenen 6e30nacHOCTU uHpopmaummu OUHAHCOBOM OpraHu3aLum
U CTPYKTYPHO-(pYHKLMOHANbHBIX XapakTepucTuk 06bekToB nHopmaTusaumm, B Tom yucne AC, BKIIOYaEMbIX
B 06nacTb NPUMEHEHNUS HACTOSILLEro CTaHAapTa;
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- UCKNOYeHne n3 6a3oBoro CocTaBa Mep, He CBSA3aHHbIX C UCMNOMb3YEMbIMU MH(OPMALIMOHHBIMU TEXHO-
nornamu;

- AOMOrHeHne npu HeobxoAMMOCTU aanTMPOBaHHOIO (YTOMHEHHOTO) COCTaBa U COAEPXKaHUA Mep 3a-
LLUMTBI MHEpOPMALIMKM MEpamMK, 00eCneYMBaIOLLIMMU BbINONHEHME TPeBGoBaHUi K 3aLuuTe MHopMaLmu, yCTaHoB-
NeHHbIX HOPMATMBHBLIMW NMPABOBbLIMU akTaMu B obnactu obecnedeHusi 6e30nacHOCTU U 3aLUTbl MHOpMaLuK;

- MPUMEHEHUE ANl KOHKPETHON obnactu afanTMpOBaHHOMO (YTOUYHEHHOrO) M [OMONHEHHOro cocrasa
Mep 3aLmTbl UHPOPMaLUKU B COOTBETCTBMU C MONOXEHUAMM pasaenoB 8 u 9 HACTOALLEro CTaHaapTa.

6.4 Npu HEBO3MOXHOCTU TEXHUYECKOI peanu3auun OTAenbHbIX BbIOPaHHLIX MEP 3aluTbl MHpopMaLmu,
a TaKKe C y4eToM 3KOHOMMYECKOW LenecoobpasHOCTU Ha dTanax ajgantauuu (yrouHeHus) 6a30BOro cocra-
Ba Mep MOryT paspabarbiBaTbCA UHbIE (KOMNEHCUPYIOLUME) MEPbI, HAMPAaBIEHHbIE HA HENTPanU3auuio yrpos
6esonacHoCTH MHdOPMaLuMK, onpeaeneHHbIX B MOAENN Yrpo3, U HapyLumuTenein 6e3onacHocT uHdopmMauum
(pmHaHCOBOW OpraHusayuu.

B atoM cnyyae huHaHCOBOW opraHusauuen AOmkHO ObiTb NPOBEAEHO 0O0CHOBaHUE NPUMEHEHUA KOM-
NEHCUPYIOLLMX Mep 3aLmTbl MHDOPMaLMK.

MpumeHeHne KOMNEHCUPYIOLWMX Mep 3aLmMTbl MHOPMaLUUK AOIMKHO ObiTb HAMpaBneHoO Ha 06paboTky
onepaLuoHHOro pucka, CBA3AHHOrO C peanusaumeii Tex xe yrpo3 6e3onacHoCTu MHGOPMaLMK, HA HEUTpanu-
3aLMI0 KOTOPLIX HaNpaBneHbl Mepbl u3 6a30BOr0 COCTaBa Mep 3aLmThbl MHAOPMAaLMK HACTOALLEro CTaHaapTa,
He npuMeHseMble (PUHAHCOBON OpraHU3aLuei B CBA3M C HEBO3MOXHOCTbIO TEXHUYMECKON peanusauum u (unum)
3KOHOMUYECKOW LenecoobpasHOCTbIO.

6.5 CHMmxXeHne onepauuoHHOro pucka, CBSI3aHHOTO C HapylwleHueM 6GesonacHocTM uHdopmauyum, obe-
crne4vynBaeTcAa nyreMm Haanexailero Bbl60pa, NoBbILLEHUA NONHOTbLI U Ka4yecTBa NPUMEHEHUA COOTBETCTBYIO-
wux Mep sawmTbl MHopMmauuu. MNMonHoTa n Ka4eCcTBO NPUMEHEHUS MEp 3aLLmMTbl UHAOPMaLUKU AOCTUrAETCA
nnaHUpOBaHWEM, peanusauuen, NPOBEPKON U COBEPLUEHCTBOBAHUEM CUCTEMBI 3alUUTbl UHOpMaumm, OCy-
LLIECTBMNSAEMbIMU B PAMKaX CUCTEMbI OPraHM3auum 1 ynpasneHus 3aLumTon MHOpMaLmm, a TaKkke npuMeHe-
HUEM Mep 3aLmMTbl MHAOPMaLMKM HA 3Tanax XXM3HEHHOro uukna AC 1 NPUIOXKEHUN.

6.6 OueHka 0CTaTOYHOro OnepaLMoHHOro pUCKa, CBA3AHHOTO C HEMOSHLIM UMW HEKAYECTBEHHLIM NPU-
MEHeHUeM Mep 3awnTbl MHAOPMaLUK, BXOAALLUX B CUCTEMY 3aLUMTbl MHpOpMaLuK, OCYLLECTBIISIETCA B CO-
OTBETCTBMM C NPOLEAYPON, onpeAeneHHol TpeboBaHMsIMM HOpPMaTUBHbIX akToB BaHka Poccuu, Ha ocHoBe
OLeHKM nokasaTernen COOTBETCTBUA peanusauumn cCMcTemMbl 3awmTbl MHpopmauuu uHaHCOBON opraHu3auum
TpeboBaHuAm pa3genos 7, 8 u 9 HacToALWEro cTaHaapra.

OueHKy nokasaTtenemn COOTBETCTBUA peanu3aumm CMCTEMbI 3amuTbl MHpopMauumn (pmHaHCOBON OpraHu-
3aummn TpeboBaHKAM, YCTAaHOBMEHHbIM B pasgenax 7, 8 u 9 HacToALWero craHaapra, cneayer oCyLecTBnSaTh B
COOTBETCTBUM C METOAMKON, NPMBEAEHHOI B COOTBETCTBYIOLLEM HALMOHANLHOM CTaHAapTe.

6.7 Hacroswumii ctangapt onpegensier Tpu ypoBHA 3aLUMTbl MHpOpMaLmu:

- YPOBEHb 3 — MUHUMAarbHbIN;

- YPOBEHb 2 — CTaHAAPTHBIN;

- YPOBEHb 1 — YCUINEHHbIN.

B chmHaHcoBOI opraHusaumm oOpMUPYIOTCSt OAMH WU HECKONbKO KOHTYPOB 6€30MacHOCTU, ANsA KOTO-
PbIX MOXET ObITb YCTAHOBMNEH Pa3HbIii YPOBEHb 3aLUUThbl UHpOpMaLUn.

YpoBeHb 3auThl MHOPMaLMU (PUHAHCOBOW OpraHM3auuu AnA KOHKPETHOrO KOHTypa 6e30nacHOCTH
yCTaHaBNMBAETCA HOpPMaTMBHbIMK akTamu BaHka Poccun Ha ocHoBe:

- BUAAa AesTenbHOCTM (DUHAHCOBOWM OpraHu3aumm, CoCTaBa NpeaocTaBnaembiX PMHAHCOBLIX YCNYT, pe-
anuayemMblx GU3HEC-NPOLIECCOB U (MIIM) TEXHONMOIMYECKMX NPOLIECCOB B paMKax AaHHOro KOHTypa 6e3sonac-
HOCTH;

- obbema (hMHAHCOBLIX Onepaumi;

- pasMmepa opraHu3auum, OTHeCEeHUs (PMHAHCOBOW OPraHU3auMKn K KaTeropum ManbiX NPeanpusaTuii u
MUKPONpeANpPUATUN;

- 3HaYMMOCTU (PMHAHCOBOW opraHusauum Ans (OUHAHCOBOIO PbIHKA U HAUMOHANbLHOW MIAaTEXHOW Cu-
CTEMBI.

6.8 Peanusauuio TpeboBaHnuii k cogepxaHuio 6a3oBoro cocrasa mep 3awmTbl MHpopMauumn Ans cneny-
IOLWUX YPOBHEI 3aLMTbl MHOPMALIMK, YCTAHOBIEHHbIX HACTOALLUM CTaHAAPTOM, PEKOMEHYETCA UCTONb30-
BaTb (DUHAHCOBLIMU OpraHU3aLUaAMK Ans obecnevyeHns BbINONHEHNs TpeboBaHUM K 3aLLUUTEe NEePCOHanbHbIX
JaHHbIX NpK ux 06paboTke B MHPOPMALIMOHHBIX CUCTEMAaX NEPCOHanNbHbIX AaHHbIX (MCT1H):

- Ans oBecneveHns COOTBETCTBUSA YETBEPTOMY YPOBHIO 3aLUMLLUEHHOCTU MEPCOHANbHLIX AaHHLIX NpU
nx o6pabotke B MCIMOH, ycraHoBneHHbIX MNpasutenscreoM Poccuiickon deaepauuu [7], pekomeHayeTcs nc-
nonb30BaTb TpeOOBaHUA, YCTAHOBNEHHbIE HACTOALLMM CTAHAAPTOM A4S YPOBHA 3 — MUHUMATbHBIN;

8



FOCT P 57580.1—2017

- ansi obecne4YeHns COOTBETCTBUSA TPETLEMY U BTOPOMY YPOBHAM 3aLLMLLIEHHOCTU NEPCOHASBbHBIX AaH-
HbIX Npu ux obpabotke B UCMOH, yctaHoBneHHbIX MpaButenncTeoM Poccuiickoin deaepauunu [7], pekoMeH-
AyeTcsa Ucnonb3oBartb TpeGoBaHMSA, YCTAHOBMNEHHbIE HACTOSALLMM CTAHAAPTOM AN YPOBHA 2 — CTaHAaPTHbI;

- ansi obecneYveHnsi COOTBETCTBUSI NEPBOMY YPOBHIO 3aLLMLLEHHOCTU NEepCOoHarnbHbIX AaHHbIX NPW UX 06-
pabotke B MUCMOH, ycTaHoBRNEHHbIX MpaButensctBOM Poccuiickon deaepauun [7], pekoMeHayeTcss UCrnonb-
30BaTb TpebOBaHUSI, YCTAHOBNEHHbIE HACTOSILLMM CTAHAAPTOM AN YPOBHS 1 — YCUNEHHBIN.

CnpaBo4Has UHGMOPMAaLUa N0 COCTaBY U COAEPKAHUIO PEKOMEHAYEMbIX OPraHU3aLuOoHHbLIX Mep, noa-
nexawyux peanusaunmn MHaHCOBOI opraHusauueii B cBasum ¢ o6paboTkoii MAH B COOTBETCTBUU C TpeBGOBaHU-
Aamu [8], npuBeaeHa B NpUNoXeHun b k HacToALEeMy CTaHaapTy.

6.9 OcHOBOW ANs peanusaumu NpaBUMLHOMO U 3pdPEKTUBHOIO cnocoba MUHMMKU3ALUU BOIMOXHBIX MO-
SIBNEHWU B AeATENbHOCTM (DMHAHCOBOW OpraHu3auuu HeNnpuemMnembix Ans Hee onepauMoOHHbIX PUCKOB, CBS-
3aHHbIX C HapyLeHneM 6e30nacHOCTU MHopMaLMK, ABNSAIOTCA NPUHATLIE U KOHTPONMPYEMbIE PYKOBOACTBOM
(PMHAHCOBOW OpraHusauumn JOKYMEHTbI, OnpeaensioLme:

- nonuTuky obecneveHns 3auTbl MHPOPMAaLIMKM (PUHAHCOBOW OpraHu3auuu;

- oBnacTtb NPUMEHEHNS CUCTEMBI 3aLUMTbI MHPOPMALIMKM, OMMCAHHON Kak nepeyeHb OU3HEC-NPoLEeccos,
TEeXHonornyeckmx npoueccos U (unu) AC drHaHCOBOW OpraHM3auuu;

- LeneBble nokasaTeny BENMUMHbl AONYCTUMOIO OCTaTOMHOIO ONEPALIMOHHOTO PUCKA, CBA3AHHOTO C Ha-
pyLueHnem 6e3onacHOCTM MHpopMaLmu.

CopaepxxaHue nonuTukn obecnedyeHns 3awmTbl MHGOpMauuM hMHaHCOBOW OpraHM3aLumumn AOIDKHO Cpeau
npo4Yero onpeaenaTb:

- Lenu u 3agayun 3awmtbl MHopMmauuu;

- OCHOBHbI€ TUMbI 3aLUMLLIAEMON UH(OPpMALMHK;

- OCHOBHbIE NMPUHLMMNbI U NPUOPUTETHLI BLIOOPA OPraHM3aLUMOHHbIX U TEXHUHECKUX MEP CUCTEMbI 3aLLUTbI
WUHOPMaLMK U CUCTEMBI OpraHM3auun U ynpasneHua 3awmuTon nHpopmauuu;

- MONOXEHUSA O BbIAENEHUN HEOOXOAUMbBIX U AOCTATOYHBIX PECYPCOB, UCMONb3YEMbIX MPU NPUMEHEHUN
OPraHU3auMOHHBLIX U TEXHUYECKUX MED, BXOAALLMX B CUCTEMY 3aLUUTbI MHAOPMALIMK.

6.10 Mpwu npoBeaeHun paboT NO NPeAOCTaBMNEHUIO AOCTYNA K 3aLmLLaemMon uicpopmauum puHaHCoBOW
opraHusauuu cnegyet pykoBoACTBOBaTbCA CreAyoLLMMIA NPUHLMNAMM, YCTAHOBEHHbIMU ANS PblHKA (OUHAH-
cosbIx ycnyr B FOCT P UCO/TO 13569:

- «3HaTb CBOErO KMMEHTa»: NPUHLMM, peanu3auns KOTOporo B OCHOBHOM HanpaBneHa Ha obnagaHue
UHbOpMaLUel B OTHOLLEHUM BriaroHaaeXHOCTU KIMEHTA, ero OCHOBHbIX NOTPEBHOCTEN, OTCYTCTBUSA €50 He3a-
KOHHOW UM HeneranbHON JeATENbHOCTH;

- «3HaTb CBOEro paboTHUKAa»: NPUHLMN, peanu3aumsa KOTOPoro B OCHOBHOM HanpasneHa Ha obnagaHue
nHdopmauuei 06 oTHOWEHUN PabOTHUKOB (PMHAHCOBOW OpraHM3auun K CBOUM Cry>XeOHbIM 00A3aHHOCTAM,
HanM4MM y HUX BO3MOXHbIX NMPo6nemM, B TOM Yncne OMHaAHCOBLIX, UMYLLECTBEHHbLIX UMN FIMYHBIX, KOTOPbIE
MOTYT MOTEHUMaNbHO NPUBECTU K AENCTBUAM, HanpaBlieHHbIM Ha HapyLleHue TpeboBaHWUM K 3awute nHepop-
Mauuu;

- «HeoOXoAWMO 3HATb»: NPUHUMM, peanu3auus KOTOPOro B OCHOBHOM HamnpaBneHa Ha orpaHuyeHue
npas Norudyeckoro u (unu) Guam4eckoro 4octyna paboTHUKOB (hMHAHCOBOM OpraHn3auUnmn Ha YpOBHE, MUHM-
ManbHO HEOOXOAMMOM AN BbINONHEHMS Cny»eBHbIX 00513aHHOCTEI;

- «ABOMHOE yMpaBrneHWe»: NPUHLUMM, peanusaums KOTOporo B OCHOBHOM HanpaBreHa Ha COXpaHeHue
LIeNMOCTHOCTM M HEU3MEHHOCTU MHdOopMaLumn nyTem 4ybnuposaHus (anropuTM1M4eckoro, BpoeMEHHOT0, pecypc-
HOrO UMM MHOTO) AENCTBUI CyOBEKTOB AOCTYNa B paMKax peanusauum puHaHCOBbIX ONepaLnil U TpaH3aKLuii,
BbIMOSIHAEMOr0 10 UX OKOHYaTENbHOrO 3aBepLUEHUS.

6.11 ®duHaHCOBOII opraHu3auun pekomeHayetca obecneynsaTs aBToMaTm3aLuio NnpeaocTaBnseMbiX G-
HaHCOBbIX YCNyr, OU3HEC-NPOLECCOB, TEXHONOINYECKMX NPOLECCOoB U (Mnun) 06paboTky 3almaeMon MHAop-
Mauuu ¢ ucrorb3osaHnem AC 1 NpunoxeHun, cosgasaemolx (MogepHU3Npyemoblx) PUHaHCOBON opraHusa-
Luen camoCTOATENBHO U (MNU) € NPUBMEYEHMEM CTOPOHHUX OPraHu3aLuii.

OBsasaHHOCTL 0becneyeHnss GUHAHCOBONW OpraHuM3auuei asTomaTmusaumm 6usHec-npoLEeccoB, TEXHOMO-
rMyecKknx npoueccos u (unu) 06paboTku 3awmLLaemMon MHOPMaLMK TONMbKO € NpuMeHeHnem AC ycTaHaBnu-
BaeTcs TpeboBaHMAMKU HOPMAaTUBHbIX akTOB BaHka Poccum.

6.12 duHaHcoBas opraHu3aums CaMOCTOSATENLHO onpeaenser Heo6Xxo0AMMOCTb UCMONb30BAHUS CPEACTB
KpunTorpaduyeckon sawmtbl MHopmauun (CK3WM), ecnu nHoe He npeaycMoTpeHo dheaepanbHbIMU 3aKO-
Hamu 1M WHbIMU HOPMAaTUBHLIMU NPaBOBLIMK akTamu Poccuiickoi deaepaumn, B TOM YUCNE HOPMATUBHBLIMM
aktamu BaHka Poccuu, craHgapramu, npasunamu npoeccuoHansHoOn AesaTenbHOCTU, U (MnKn) npasunamm
NaTexHow CUCTEMBI.
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Pa6oTbl (hMHAHCOBOI OpraHu3auumn no 0GecneyeHunIo 3awmTbl MHopMaumu ¢ nomolibio CK3U nposo-
[OATCA B COOTBETCTBMM C TpebGoBaHuamu 3akoHoaarenscrea Po [9], [10] u [11] u TexHUUeCKol AOKYMEHTaLMEN
Ha CK3W.

B cnyyae ecnu domHaHcoBsas opranusauumsa npumensietr CK3U poccuinickoro NpousBoauTens, ykasaHHble
CK3W gomkHbl umeTb ceptudmkaTtel unu paspeLueHus deaepansHOro opraHa, ynosiIHoMo4YeHHOro B 06nacrtu
obecneyeHuss 6e3o0nNacHOCTH.

6.13 KOpuguueckue nuuya unu MHAUBMAYanbHbIE NPeANPUHMMATENU, NPUBNEKaemble (PMHAHCOBOI Op-
raHusaumen ons nposeaeHusa paboT no o6ecnevyeHmnio 3awmTbl MHchopmMaLum, A0MKHBI UMETEL NMLIEH3UIO HA
AeATenbHOCTb N0 TEXHUYECKON 3almTe KOHUAEHLMansLHON nHopMaLuu.

7 TpeboBaHuA K cucTeme 3awmuTbl MHopmauun

7.1 O6wme nonoxeHnsa

7.1.1 Hacroawmn pasgen ycraHasnusaeT TpeboBaHUA k coaepxaHuio 6a30BOro CoctaBa Mep 3aLuThl
UHGOPMaLUK ANa cneaylowmx npoueccos (HanpasneHui) sawmTsl MHpopMaLuK;

a) npouecc 1 «Ob6ecneveHune 3awnTbl MHMOPMALMK NPU YNPaBIEHUU AOCTYNOMY

- ynpaBreHne y4eTHbIMU 3anMcsaMM U NnpaBamm cyb6bLEKTOB NIOrMYECKOro A0CTyna;
- uaeHTUUKauma, ayteHTudukaumsa, astopusauua (pasrpaHuieHme octyna) npu ocyLecTerne-

HWUM norn4yeckoro 4OCTyna;

- 3awmra uHopMaummn npu oCyLLECTBREeHUN husn4eckoro focTyna;
- naeHTuukaums, knaccudukaumus n y4eT pecypcoB U 06bLEKTOB A0CTYNA;

6) npouecc 2 «ObecneyeHne 3amTbl BBIYUCTIUTENBHBIX CETE»:

- CermMeHTauusa U MeXCETeBoe IKpaHUPOBaAHUE BbIMUCAUTENBHBIX CETEN;
- BbISIBNIEHME CETEBbIX BTOPKEHWUI U arak;

- 3awmTa uHopmMauuu, nepeaaBaemMoi No BbIMUCAUTENbHBLIM CETSM;

- 3awwmra 6ecnpoBOAHbIX CETEIA;

B) npouecc 3 «KOHTPOMb LENOCTHOCTU 1 3aLUMLLIEHHOCTU MH(DOPMALIMOHHOW MHADPACTPYKTYPbI»;

r) npouecc 4 «3awumTa OT BpeaOHOCHOro Koaay,

) npouecc 5 «MpeaoTepalleHne yredek nHdopmaumumy»;

€) npouecc 6 «YnpasneHne nHUMAEHTaMu 3alnTbl MHOPMaLUUY

- MOHMWTOPMHI M aHanu3 coObITUIA 3aLmMTbl MHOpMaLuy;
- oBHapy>XeHue MHUMAEHTOB 3aLMTbl UHAOPMALMK U pearnpoBaHUe HA HUX;

)K) npouecc 7 «3awmTa cpeabl BupTyanusagumy;

1) npouecc 8 «3awura nHopmaLumn Npu OCyLLECTBNEHUN YAAnNeHHOro norm4eckoro 40cTyna ¢ ucnoflb-
30BaHMeM MOOUIbHBIX (MEPEHOCHBIX) YCTPONCTBY.

7.1.2 Mepsbl 3awmThl UHPOPMAaLMK, BXOAALLME B CUCTEMY 3aLUMTbl MHAOPMAaLUK, peanusyoTes:

- B COOTBETCTBUMU C NOMOXEHUAMMU pasaenos 6, 8, 9 HacCTosALero ctaHaapTa,

- C OFPaHUYEHUSAMM U YCNIOBUSIMU, ONPeAEneHHbIMU B pasaene 6 HacTosALero ctaHgapra, o0ycrnoBneH-
HbIMU TEXHUYECKOW BO3MOXHOCTLIO U 3KOHOMUYECKON LenecoobpasHOCTbiO (PUCK-anneTuToM) (PUHaHCOBOW
opraHusaumu.

7.1.3 B cnyyae BO3HMKHOBEHUA B MHPOPMALMOHHON MHPACTPYKTYpe (PUHAHCOBON OpraHM3auuun 3a-
PUKCMPOBAHHBIX HELUTATHbLIX CUTYaLui (aBapuit UK CYLLECTBEHHOTO CHUXKEHUS (PYHKLMOHANBHOCTU KOMMNO-
HEHTOB MHAPOPMALIMOHHON MHAPACTPYKTYPbI), NPU KOTOPbIX BPEMEHHO OTCYTCTBYET TEXHUYECKAsi BOSMOXHOCTb
NPUMEHEHNA BCEX MEP 3alUMTbl MHAOPMAaLMK, BXOASLUMX B CUCTEMY 3aluTbl MHopmauuu, puHaHcosas
opraHu3auusa AomkHa nNpegyCMOTPETb OCYLLECTBIIEHWE 9KCnNyaTaLMOHHbIM NepCcoHanoMm AencTBuin, Hanpas-
NEHHbIX HA BbIMOMTHEHUE CBOMX CRY>XEOHbIX 006A3aHHOCTEN B YCMOBUSAX OTCYTCTBUS NPUMEHEHUSA OTLENbHbIX
Mep 3aLmnTbl MHGOPMAaLMK, a TaKKE AOSMKHbIA KOHTPOSb YKa3aHHbIX 4ENCTBUNA.

7.1.4 Mepsbl 3aWwuTbl MHpOPMaL UK, BXOASLLUME B CUCTEMY 3aLUWUTbI MHAOPMAaLUUKU, PpeanunsyoTcss B TOM
yucne ansa obecnevyeHns 3amTbl:

- pe3epBHbIX KONUI PECYPCOB A0CTyna, 6a3 AaHHBIX U aPXMBHLIX XPaHWUNULL, MHCpopMaLmu;

- nHdopmMaumm, obpabarbiBaeMOil Ha BUPTYanbHbIX MAaLUMHAX, 8 TaKKe Npu peanu3auum TeXHONOrum
BUpPTYyanuaauuu.

7.1.5 Mpu hopMnpoBaHNN AaHHBLIX perucTpauum 0 CobbITMAX 3aluTbl MHEPOPMALMKM, NPEeLYCMOTPEH-
HbIX HACTOALLMM CTaHAapTOM (PEKOMEHAYEMDIA ANS BbISBNEHUS, PETMCTPaLMU U aHanu3a nepeyeHs CoObITUi
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3awmThl MHAOPMaLMK YCTAHOBIIEH B NpUNoXeHun B HacTosLLero ctaHaapra), Ana Kaxaoro uMKcupyeMmoro
Aeincteua u (Mnu) onepauun onpegensieTca cneayowmii Habop napaMeTpos:

- AaHHbIe, NO3BONSIOLLME UASHTUMULUPOBATE BbIMONIHEHHOE AEUCTBME UM OMepaLmio;

- Aara u BpeMs OCYLUECTBNEHUs AeNCTBUS UNu onepauuum;

- pesynbTar BbINMONHEHUA AEWCTBUSA UMM onepaunn (YCneLwHo UM HeyCneLuHo);

- MOAEHTUMUKALMOHHbIE AaHHbIe CyObekTa 4OCTyna, BhINOMHUBLUETO ONnepaLuio;

- WAEHTUMKKALMOHHBIE AAHHBIE pecypca A0CTYNa, B OTHOLUEHMM KOTOPOTO BbIMOMTHEHA Onepauus;

- WAEHTUMUKALMOHHLIE AaHHbIE, UCNonb3yemble AN agpecaummn ob6bekTa AoCTyna, KOTOPbIA MCMONb-
30Bancs cyGbekTamu 40CTyna Ans BbINonHeHns onepaumn’).,

7.1.6 Cnocobbl peanusauum Mep 3aluTsl MHpOpMaLmK, yCTaHOBMEHHbIE B Tabnuuax pasgena 7 HacTo-
ALero craHaapra, 0603Ha4eHbl cneayroLmm odpasom:

- «O» — peanu3auus nyTem NPUMEHEHUs] OPraHN3aLIMOHHOI Mephl 3aLLUTbl MHGopMaLmn?);

- «T» — peanu3auus nyTem NPUMEHEHUs TEXHUHECKON Mepbl 3aLUUTbl MHCpOpMaLUmu;

- «H» — peanusauus ABnseTcA Heoba3aTenbHON.

7.2 MNpouecc 1 «<O6ecneyeHne 3awmnTbl MHGOpMaLUKN NPU yNpaBrieHUU AOCTYNOM»

7.2.1 Moanpouecc «YnpasreHue y4eTHbIMU 3aNUCAMU U NPaBaMu CYOBLEKTOB JIOrMYECKOro Ao-
cTynay

7.2.1.1 MpuMeHseMble PMHAHCOBOW OpraHu3auuel Mepbl N0 YNpPaBeHUO YH4ETHLIMU 3anucsmu 1 npa-
Bamy CyOLEKTOB NMOrMYECcKOro AOCTyna AOSKHEI 06ecneynBarh:

- OpraHu3aumio U KOHTPOSIb UCMONb30BaHMS YYETHLIX 3anucein CyObeKTOB NOrMYECKOro 40CTyna;

- OpraHu3aumio u KOHTPOIb NpefocTaBneHmns (0T3biBa) U BNOKMPOBaHUSA NOMMYECKOrO AOCTYNA;

- perucTpauuto cobbITuii 3awuTbl MHGOPMAaLUK, CBA3AHHLIX C ONepaUUaMU C YYETHBIMU 3anUCaMU 1
npaBamMu NOrM4eckoro 40CTyna, U KOHTPONb UCMONb30BaHUSI NPEAOCTABMNEHHBIX NPaB NTOFMYECKOro A4ocTyna.

Mpu peanu3auuu nognpouecca «YNpaBneHne y4eTHbIMK 3anucaMn U npaBaMu CyGbEKTOB FOTMUYECKOro
Joctynay pekoMeHayercs ucrnonb3osatb FOCT P 50739.

7.2.1.2 Ba30BkIi cOCTaB MEP NO OpraHu3aL U KOHTPOITIO UCMONL30BAHUA YYETHBIX 3anuceli CybbekToB
NOrnYecKoro 4ocTyna NPUMEHUTENBHO K YPOBHAM 3aLuuTel MHopMaLmm npuseaeH B Tabnuue 1.

Tabnuya 1— ba3oBblii cOCTaB Mep No opraHn3aLun U KOHTPOIIO UCNOSb30BaHUS YYETHLIX 3anuceil cyGbeKkToB noru-
YecKoro gocrtyna

YcnosHoe YpuoHqung ;:qulllll:bl
obo3HaueHne CoaepxaHue Mep cucTembl 3alyuUThbl HopMaLm pMaLl
W HoMep Mepbl 3 > 1
Y3l OcylecTBREHMe NOrMYEeCcKoro JocTyna Nofnb3oBaTeNsiMU U 3KCMIyaTaLUOHHEIM T T T
nepcoHarnoM oy YHUKanbHbIMU U NEPCOHNDULMPOBAHHBIMUA YYETHBEIMUA 3anu-
cAMM
Y3n.2 KoHTponb cooTBeTcTBMA (haKTUYECKOro coctaBa pa3brokupoBaHHbIX y4eTHHIX | O (0] T
3anucen hakTM4eCKOMy COCTaBy JeranbHblX CyObLeKTOB orniyeckoro 4octyna
Y3Mn.3 KoHTponb oTcyTcTBUA HE3abnoKMpOBaHHbIX YYETHLIX 3anuceit: ) ) T
- YBOIEHHbIX paboTHUKOB;
- paboTHMKOB, OTCYTCTBYIOLMX Ha pabGoveM MecTe Gonee 90 KaneHaapHbIX
AHen;
- paboTHUKOB BHELLUHUX (NOAPSAHbLIX) OpraHU3aLyiA, NpekpaTUBLLKUX CBOIO Aes-
TeNbHOCTb B OpraHu3auuu
Y3Mn.4 KoHTpornb oTcyTcTBUSA HE3abrnoKMpoBaHHbLIX YYETHBIX 3anuceil HeonpegenenHo- | O (0] (0]
ro L|eneBoro HasHa4eHus

1) B 3aBUCMMOCTM OT TEXHUYECKOI peanusauun naeHTUdMKaLMoHHOH HdopMaLmel sensetca IP-agpec, MAC-
agpec, Homep SIM-kapTbl U (Unn) UHO AeHTUdMKaTop o6bekTa JocTyna.

2 no peweHunio oUHaAHCOBOW opraHuaauuu, cnocob «O» MOXeT BbITb peanu3oBaH NyTEM NPUMEHEHUS TEXHUYe-
CKOW Mepbl 3aLLuUThl HOpMaLmK.

1
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7.2.1.3 BasoBblil COCTaB Mep NO OpraHu3auuu, KOHTPOMO NPeaocTaBneHna (0T3biea) U OGrIOKUPOBAHUIO
NOrM4ecKoro AocTyna NPUMEHUTENBHO K YPOBHAM 3aLLuTbl UHGOPMaLUUM NPUBEAEH B Tabnuue 2.

Tabnuuya 2— Ba3oBblil COCTAB Mep MO OpraHM3aLuu, KOHTPOIIO NPeAOCTaBNEHUs (0T3bIBa) U GrIOKMPOBaHMIO noruye-
cKoro focTyna

VenosHoe YpoBeHb 3aLLMThI
0603HaveHne Co,qepx(aHme Mep CUCTEMBbI 3aLUTbl I/IH(*)OpMaLWIVI I/IHCpOpMaLWII/I
1 Homep Mepbl 3 2 1
Y3Mn.5 [okyMeHTapHoOe onpeaeneHne npaBun NpeaocTaBneHuns (oTabiBa) u dnokupo- | H @) O
BaHWs NOrMYECKOro fgocryna
Y3r.6 HasHayeHUWe AnA Bcex pecypcoB JOCTyna pacnopsgutens norudeckoro gocty- | O @) (@)
na (Bnagenbla pecypca goctyna)
Y3n.7 MpenocTaBneHne npas MorM4eckoro AocTyna no pelleHuio pacnopsagutena no- [ O O O
rmyeckoro focTyna (BrnagensLla pecypca fgocTyna)
Y3r1.8 XpaHeHue 3TanoHHOoW UHdopMaLun o NpeocTaBnNeHHbIX NpaBax norn4eckoro O T T
pocTtyna u obecneyeHne LLeNoCTHOCTU yKkasaHHON MHdopmaLmu
Y3r.9 KoHTponb coOTBETCTBUA (haKTUYECKUX NpaB NOrUYeckoro Aoctyna atanoxHon | O T T
UHpopmaL MM 0 NpefoCcTaBnNeHHbIX NpaBax NoOrM4eckoro 4ocTyna
Y3r.10 WckntodeHne BO3MOXHOMO GECKOHTPONIBHOTO CaMOCTOSATENBHOrO pacluMpeHunst T T T
Nofb30BaTENAMU NpefocTaBnNeHHbLIX UM Npas Noru4eckoro 4ocTyna
Y3M.11 WckntodeHne BO3MOXHOIO GECKOHTPONBHOMO M3MeHeHUs nonb3oBatenamM na- | T T T
pamMeTpoB HaCTPOEK CPEACTB U CUCTEM 3alLuThl MHpOpMaLUKU, NapaMeTpoB Ha-
cTpoek AC, cBA3aHHbLIX C 3aLlUTOR MHpopMaLmK
Y3r.12 KoHTponb HeobxoaMMOoCTH OT3biBa NpaB cybbekToB norudeckoro goctyna npu | O 0] ©)
U3MEHEHWUMN NX BOMKHOCTHEIX 06a3aHHOCTel
Y3r.13 KoHTponb npekpalleHna npeaocTaBneHna norudeckoro goctyna u bnokuposa- [ O T T
HWe yYETHbIX 3anucei Npu ncTedeHUn Nnepuoaa (cpoka) npefocTaBneHus Noru-
YyecKoro focTyna
Y3Mn.14 YcraHoBneHWe hakToB HEUCNONb30BaHWSA cyGbekTamu formyeckoro foctyna (o} T H
NpefoCTaBNEHHbIX UM MpaB Ha OCYLECTBNEHUe NOrmyeckoro AocTyna Ha Npo-
TsDKEHUM Nepuoaa BpemeHu, npesbiwatowero 90 aHen
Y3Mn.15 YcraHoBrneHne akToB HEUCNONb30OBaHWA cyGbekTamu rormyeckoro Aoctyna H H T
NpefoCTaBNEHHbBIX UM MPaB Ha OCYLECTBNEHUE NOrMYECKOro AoCcTyna Ha Npo-
TsDKEHUM Nepuofa BpeMeHu, npesbiwatowero 45 gHen
Y3Mn.16 Peannaauusa KOHTpons co CTOPOHbI pacnopsaguTens noruyeckoro goctyna ue- | O @) (@)
necoobpasHOCTU AanbHEWLLEero NpeaocTaBNeHNs Npae form4eckoro Aoctyna,
He UCMOorb3oBaHHLIX CyObeKTaMn Ha NpoTSXEHWN Nnepuofa BpeMeHM, ykasaH-
Horo B Mepax Y3I1.14, Y3I1.15 HacToswei Tabnuup
Y3Mn.17 Peanusavuua BO3MOXHOCTU onpefieneHnsi coctaBa nNpefocTaBnerHblx npas no- | O T T
rmyecKkoro foctyna AN KOHKPETHOro pecypca AocTyna
Y3M.18 Peanuaayns BO3AMOXHOCTU onpefeneHus coctaBa NpegocTasneHHbix npas no- | O T T
rMyecKoro focTyna AN KOHKPETHOro cybbekTa norndeckoro gocryna
Y3Mn.19 OnpepeneHne coctaBa pofieid, cBA3aHHbIX C BbINOMHEHWEM onepauun (TpaH- | O T T
3aKkuun) B AC, nmerolmx uHaHCoBbIE NOCNeACTBUA ANA (PUHaHCOBON opra-
HU3aUMW, KNMEHTOB U KOHTPAreHTOB, U POnen, CBA3aHHbIX C KOHTPOMEM BbINOM-
HeHWs ykasaHHbIX onepauuil (TpaH3aKuuid), 3anpeT BLIMONHEHMS yKa3aHHbIX
ponei o4HUM CyGLEKTOM NIOrMyecKkoro foctyna
¥3M.20 Peanusayvs npaeBun ynpaeneHusi npaBamu norudeckoro gocryna, obecnedmn- [ O T T
BalOLLMX 3anpeT COBMELLEHUS OAHNUM CyOBLEKTOM NOrMYeckoro 4octyna ponen,
npeaycMoTpeHHbIX Mepoii Y3I1.19 HacTosAwen Tabnuub
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OkoHYaHue mabnuypi 2

BaloLMX 3anpeT COBMELLeHMs1 OJHUM CYyGBEKTOM fIorMyeckoro 4ocTyna cnegy-
HOLLUX DYHKLMIA:

- JKcnnyarauus n (WNKU) KOHTPOSb IKCNNyaTalun pecypca AoCTyna, B TOM YUC-
ne AC, oHOBpeMeHHO C UCMONb3oBaHWEM NO Ha3HaYeHUIo pecypca AocTyna B
pamMkax peanusauuu GusHec-npouecca PUHAHCOBOI opraHusaLuy;

- cosflaHne u (unn) MoAepHU3aLusa pecypca AocTyna, B ToMm yucne AC, ogHo-
BPEMEHHO C UCNONb3oBaHWEM NO Ha3HaYeHWIO pecypca AoCTyna B paMKax pea-
nusaumn GusHec-npoLecca pUHAHCOBOI OpraHusaLuy,

- 9Kcnnyataunsa CpefcTB M CUCTEM 3aluTbl MH(OPMAaLUN OfHOBPEMEHHO C
KOHTpOMNeM aKcniyartaLun CpeacTs U CUCTEM 3aluThl UHdopmaLuy;

- ynpasneHne y4eTHbIMU 3anucsimn CyGbeKToB NorMyecKoro JocTyna ogHoBpe-
MEHHO C yrnpaBfieHneM npasamu cy6beKToB NOrMyeckoro 4ocTyna

YcnosHoe YpoBeHb 3aLWuTbl
0603HaueHne CopepxaHue Mep CUCTEMb! 3aLLUTBI MHOpMaLWK nHcpopmaLm
¥ HoMep Mepbl
2 1
Y3Mn.21 Peanusauua npasun ynpaeneHnsi npasamu norudeckoro goctyna, obecneun- | H ©) T

7.2.1.4 BasoBblii COCTaB Mep No perncTpaummn CobbITUI 3amMThl UHPOPMALMK U KOHTPOSIO UCNOMNb30-
BaHUs NpeJoCTaBeHHbIX NPas NOrM4eckoro AoCTyna NPUMEHUTENBHO K YPOBHAM 3aLuMTbl UHCDOPMALIMK NpK-
BeaeH B Tabnumue 3.

Tabnuuya 3 — Ba3oBblii cocTas Mep MO perucTpauuu cobbiTUiA 3alnUTel UHCOPMALMU U KOHTPONIO UCMONbL30BaHMS
npesocTaBneHHbIX NPae NOrMYecKoro Joctyna

YenosHoe
0603HaueHne
1 HoMep Mepbl

CopaepxaHue Mep cUCTeMbI 3aLLUTbI MHGOpPMaLUK

YpoBeHb 3aLyuThl
WHcopmMaLmm

Yar.22

Pervctpaumsi cobbITUi 3aluTel MHOPMaLUKY, CBA3AHHLIX C AEHCTBUAMU, U
KOHTpOIMb AeNACTBUI 3KCMyaTalMOHHOro nepcoHana, obnagaroLero npusue-
rMpoBaHHLIMU NpaBaMu fOrM4eckoro AOCTyna, No3BOMSIOLMUMU OCYLIECTBUTL
AECTPYKTUBHOE BO3feiCTBUE, MPUBOASLLME K HapyLIeHU0 BbIMOSHEHUS GU3-
Hec-NpoLieccoB UMW TEXHOMOrMYECKUX NPOLECCOB (PUHAHCOBOI OpraHM3aLmu

Y3r.23

Peructpauus cobbiTvil 3awuThl MHPOPMaLMKU, CBS3aHHBIX C LEWUCTBUAMMU, U
KOHTPOMb AEWCTBUI 3KCMyaTalMOHHOro nepcoHana u nonb3osartenen, obna-
JaroLyx npaBamu NorM4eckoro focTyna, B Tom yucrne B AC, NO3BOMSIOLMMM
OCYLLEeCTBUTL onepayun (TpaHsakuum), npusogsLune K pUHaHCOBLIM nocnea-
CTBUAM ANSA PUHAHCOBOW OpraHn3auuu, KITMEHTOB W KOHTpareHToB

Y3r.24

Pernctpaunst coBbITUA 3aluThl UHOPMaLMU, CBA3AHHBIX C AEWACTBUSIMU, U
KOHTpoOnb AENCTBMI SKCMyaTaLMoHHOro nepcoHarna, obnagatolero npaBamu
Mo ynpaeneHuto NOrm4eckum 4oCTyrnoM

Y3r.2s

Peructpauust cobbiTuii salunThl WHOPMaLMU, CBA3AHHBIX C AeWACTBUSMU MO
YMpaBrneHuo y4eTHBIMU 3anUcsiMU U NpaBaMu cyGLEKTOB NOrM4eCcKoro 4ocTyna

Y3r.26

Peructpauus co®biTvid 3aluThl MHOPMaLMKU, CBSI3aHHBLIX C AEWUCTBUAMU, U
KOHTPOJ1b ,U,eVICTBVIVI SKCnnyaTauMoHHOro nepcoHana, oGnaAalomero npaBamMmun
no ynpaeMeHno TEXHUYECKUMU MepaMi, peanusylowuMmu MHOrodakTopHyto
ayTeHTUdUKaL Mo

Yan.z27

Pernctpauus co®biTvil 3aluThl MH(OPMAaLWMK, CBSI3aHHBIX C AEWUCTBUAMMU, U
KOHTpOSb AeicTBUI aKcnnyaTaLUoOHHOro nepcoHana, obnajarollero npasamu
No U3MEHEHWIO MapaMeTpoB HACTPOEK CPEACTB U CUCTEM 3alLUTLI MHOPMa-
uuun, napameTpos HacTpoek AC, CBA3aHHbLIX € 3aLWMTOR MHopMaLmm

Y3r.28

Peructpauua cobbiTuit 3awmThl MHOPMaLUMK, CBA3@HHLIX C AeiCTBUAMM, U
KOHTpPOSb AeNCTBUIA 3KCMNyaTaUWOHHOro nepcoHana, obnagatollero npaBamu
No ynpaBneHWio KpUNTorpadpuHeckuMm KnroHamu

Y3M.29

3akpenneHue APM nonb3oBaTenein W akcnnyaTauwoHHOro nepcoHana 3a KoH-
KpPeTHbIMM cybbekTamMn Nornieckoro AocTyna
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7.2.2 Noanpouecc «<UaeHTUdUKauma, ayteHTUPUKaums, aBropusaumna (pasrpaHuyeHue aocryna)
npu oCyueCcTBIIEHUU FIOTMYECKOTo AOCTYnay

7.2.2.1 NpumMeHsieMble PUHAHCOBOW OpraHu3auuei Mepbl No naeHTuduKauumn, ayTeHTudukaums, aBTo-
pu3auum (pasrpaHMyYeHuto 4OCTYNa) Npu OCYLLECTBIIEHMN NOTMYECKOTO AOCTYNA AOMKHBI 06ecnevnBarb:

- naeHTudukaumio u ayteHTudukaumio cybbekToB normiyeckoro 4ocTyna;

- OpraHM3auMIO yNpaBneHnss U OpraHn3aumio 3awmuTbl MASHTUMPUKALMOHHBIX U ayTeHTUDUKALMOHHBIX
OAHHBIX;

- aBTopM3auuio (pasrpaHMyeHne AOCTyna) Npu OCyLWEeCTBEHUU NOrMYECKOro A0CTyna;

- perucrpaumio cobbITUi 3amMTbl MHOPMALIMK, CBA3AHHBLIX C MAEHTUdUKaLMen, ayTeHTUUKaLUmMen n
aBTOpU3aLMEN NPU OCYLLIECTBIIEHMM NOTMYECKOro A0CTyna.

Mpu peanusauuu noanpouecca «MpaeHtudpukauus, ayteHTudukaumsa, astopusauusa (pasrpaHmyeHue
00CTyna) Npu OCyLECTBIIEHUU NOrMYECKOro AOCTyna» pekomeHayetca ucnono3osars FOCT P 50739.

7.2.2.2 ba3oBbiii COCTaB Mep MO uaeHTUduKaumMmn u ayTeHTudukaumm cyobLEKTOB Normieckoro AocTyna
NPUMEHUTENBHO K YPOBHSM 3aLUMTbl MH(bOpMaummn npueeaeH B Tabnuue 4.

Tabnuya 4 — Ba3oBblil cocTaB Mep MO uaeHTUUKaLUK U ayTeHTUDUKaLMKU CyOLEKTOB NTOrMYeckoro gocTyna

YenoBHoe yF"AOHBezb;:u"ler'
o60o3HaueHue CoaepxaHue Mep cucTeMb 3aLWUTbl MHOpMaLUK opmaLy
¥ HoMep Mepbl 3 2 1
PO.1 UneHTudukayuma n ogHoaKTopHasa ayTeHTUdUKaLMA nonb3oBaTeneii T T H
PAO.2 UneHTudmkaumsa n MHorodakTopHas ayTeHTUdUKaLua nonL3osaTenen H H T
PAO.3 MpeHTndukauus n oqHodakTopHan ayTeHTUUKaLuna skcnnyatauuoHHoro nep- | T H H
coHana
PO.4 MpeHTndpukaums u MHorodakTopHas ayTeHTUdMKaLUa IKCnnyaTalMoHHOro H T T
nepcoHana
PA.5 AyTeHTUUKaUUA NporpaMMHbIX CEPBUCOB, OCYLLECTBASAIOLLMUX norudeckut go- | T T T
CTYM C UCMNOMNb30BAHUEM TEXHUYECKUX YYETHBIX 3anucen
PO.6 AyteHTudukauma APM akcnnyaTaunoHHOro nepcoHana, ucnonb3yemblx ansa | H T T
OCyLLeCTBIEHUS NOrMYeCcKoro AocTyna
PO.7 AyteHTudukauna APM nonb3oBaTenei, UCNonb3yeMblx ANA ocywecteneHuns | H H T
norudeckoro goctyna
PO.8 CokpbiTue (HeoToGpaxeHne) naponeit npu ux seoge cybbekTamu gocTtyna T T T
PO.9 3anpeT Ucnonb3oBaHWA YYETHBIX 3anuceit cybLeKToB ormy4eckoro Aoctyna ¢
He3afaHHbIMU ayTeHTUUKaLUOHHBIMA AaHHBIMW UMW 3a4aHHBIMW O yMorYa-
HUto pa3paboTynKkoM pecypca JocTyna, B TOM Yucne paspaboTynkom AC
PO.10 3anpeT Ha ucrnonb3oBaHue rpynnoBelX, O6LMX U CTaHAaPTHEIX YYeTHbIX 3anu- | O 0] @)
cell n naponei, a Takke NpPoYnX NoA06HLIX METOLOB UAEHTUMDMKALMK U ayTeH-
TUMKaLMK, He NO3BONAOLLMX ONPEAENUTL KOHKPETHOro cybbekTa fJocTyna
PO.11 BpemeHHas GriokupoBKa y4eTHOW 3arnucy nonb3oBaTenei nocne BbINOMHEHUS T T T
psfa HeycnewHbIX nocrnegoBaTenbHbIX MOMLITOK ayTeHTUdUKaLMKN Ha Nepuog
BpeMeHU He meHee 30 MUH.
PO.12 3anper MHOXeCTBEHHOW ayTeHTUdMKaLmm cybbeKToB NOrmyeckoro focTyna c H T T
“cnonb3oBaHNeM OAHOW YYETHOW 3anucu NyTeM OTKPbITUA NapanfensHbIX cec-
CUiA NMOrn4eckoro AocTyna ¢ Ucnonb3oBaHneM pasHeix APM, B TOM Yucne Bup-
TyanbeHbIX
PO.13 ObecneyeHne BO3MOXHOCTM BbINOMHEHUs1 cyObekToM norudeckoro goetyna — | T T T
paboTHUKaMu PUHAHCOBOI OpraHusaLuu npoueaypbl NPUHYAWUTENBHOMO Mnpe-
pbIBaHWUSA Ceccum NOorM4YecKoro JocTyna u (Un) NpMoCTaHOBKW OCYLLECTBIEHMUS
niorudeckoro AocTyna (¢ npekpalleHneM oTobpaxeHus Ha MoHuTope APM WH-
dopMaLmu, JOCTYN K KOTOPOW NOMyYeH B paMKax Ceccuun OCYLLECTBMEHUs no-
rMyeckoro goctyna)
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OkoHYaHue mabnuypl 4

YenosHoe
o60o3HaYeHne
1 HoMep Mepbl

CopaepxaHue Mep cucTeMbl 3aLLUTLI MHOpMaLMm

YpoBeHb 3aLuThbl
WHdpopmaLmm

PO.14

ABTOMaTUYeckoe MpepbiBaHWe CEeccuu forM4eckoro AocTyna (npuocTaHoBKa
OCyLLEeCTBIEHUS NOrMYecKkoro AocTyna) no UCTe4eHNn ycTaHoBIeHHOro BpemMe-
HUW Be3geificTBUSA (HEaKTUBHOCTM) cybbeKkTa NIorMieckoro JOCTyna, He NpeBbilla-
toero 15 MUH., ¢ npekpalyeHueM oTobpaeHuss Ha MoHuTope APM uHdpopma-
LMK, AOCTYN K KOTOPOW NOMyYeH B paMKax CeCCUn OCYLLECTBIIEHWS STOrNYECKOro
joctyna

PO.15

BeinonHeHwe npoLeaypel NOBTOPHOW ayTeHTUUKaLMKN ANSA NPOAOIMKEHNA OCY-
LLeCTBNEHNUA NIOTUYECKOro A0CTyna nocne ero NpUHyAUTENbLHOro NN asToMaTu-
YecKoro npepbiBaHUs (MPMOCTAHOBKM OCYLLECTBIEHWSA NIOMMYECKOro [0CTyna),
npeaycMmoTpeHHoro Mepamu PL.13 n P.14 HacTosLlei Tabnuubl

PO.16

WcnonbsoBaHne Ha APM cybbekToB NIOrMYecKoro AocTyna BCTPOEHHBIX Méexa-
HW3MOB KOHTpONS usmeHeHnsa 6a30Boi koHdurypaumun obopyaoBaHus (napons
Ha U3MeHeHne napameTpoB KOHUrypaL M CUCTEMbI, XPaHSALLIUXCA B 3HEeproHe-
3aBUCUMON NaMaTH)

7.2.2.3 BasoBblit cOCTas Mep No opraHM3auum ynpasrneHus U opraHm3aumm 3amTbl AEHTUUKALUUOHHBIX
W ayTEHTUDUKALMOHHBIX JaHHbIX MPUMEHUTENBHO K YPOBHAM 3aLLmMThbl MH(pOpMaLmm npuseaeH B Tabnuue 5.

Tabnuuya 5 — Ba3oBbili cOCTaB Mep MO OpraHW3auMK YNpaBlieHUs W OpraHU3aLMK 3alUThl UAEHTUDUKALUOHHBIX U
aYTEHTUMUKALMOHHBIX JaHHbIX

YcnoBHoe yonﬁHb 3: u.m;rbl
o6osHaveHue CoaepxaHue Mep cUCTeMbl 3aLWuTbl MHGopMaLmn opmaly
1 HoMep Mepbl 2 1
PO.17 3anpeT Ha ncnonb3oBaHWe TEXHONOMMKU ayTeHTUdUKaLMN ¢ coxpaHeHueM ayTteH- | T T T
TUPUKALMOHHBIX aHHBIX B OTKPLITOM Buge B CBT
PO.18 3anpeT Ha nepefadvy ayTeHTUMUKALMOHHBIX AaHHBIX B OTKpbITOM Buge no ka- | T T T
Hanam u IMHUAM CBSI3N W UX Nepefavy Kyaa-nubo, Kpome CpeACcTB UNU CUCTEM
ayTeHTuduKauum
PO.19 CmMeHa naponeii nonb3oBareneil He pexe OfHOro pasa B rog
PO.20 CMeHa naporneii sKcniyaralMoHHOro nepcoHara He pexe OfHOro pasa B KBap-
Tan
PO.21 Mcnonb3oBaHue nonb3oBaTensiMu naporei AnNUHOW He MeHee BOCbMU CUMBO- T T T
nos
PO.22 MUcnonb3oBaHWe aKcnnyaTtaLMoHHLEIM NMEpCoHanoM naponei AnvHoin He MeHee | T T T
LeCTHaALaTu CUMBOIIOB
PAO.23 MUcnonb3oBaHue npu doopMUpoBaHUM naponei cybbekToB norudeckoro gocty- | T T T
na cUMBOJOB, BKITHoYaoLLMX BYKBbI (B BEPXHEM U HUXHEM pernctpax) u uudpbl
PO.24 3anpeT ucnonb3oBaHUs B KavyecTBe naponei cybbekToB norudeckoro goctyna | H o) 0]
nerko BbMMCNSAEMbIX codeTaHmii 6ykB U Uudp (Hanpumep, UMeHa, damunuu,
HauMeHoBaHWs, O6LLEeNPUHSATLIE COKpaLLeHUs)
PO.25 ObecneyeHne BO3MOXHOCTU CaMOCTOATENBHOW CMeHbI CyGbeKTamu forndecko- T T T
ro goctyna cBoux napornei
PO.26 XpaHeHue Konuii ayTeHTUUKaLIMOHHLIX faHHbIX 3KCnnyaTauuoHHoro nepcoHa- | O @) ®)
na Ha BblgeneHHbix MHU unu Ha BymadkHbIX HocuTenax
PO.27 Peanusauus 3awuTbl KONWIA ayTEHTUPUKALMOHHBIX AaHHBIX 3KCnnyaTaymMoHHo- [ O o @)
ro nepcoHana ot HC[] npu ux xpaHeHun Ha MHW nnu GyMaxHbIx HOCUTENAX
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OkoHYaHue mabnuupi 5

YpoBeHb 3aLuTbl

YenosHoe
obosHaveHne CopaepxaHue Mep cucTeMbl 3aLuTbl UHPOPMaLK MHpopmaLuu
1 HOMep Mepbl 3 | 5 | 1
PO.28 Peructpauua nepcoHndukaumm, Boigadn (nepefadun) n yHUMTOXeHus nepco- [ O (@) @)
HanbHbIX TEXHUYECKUX YCTPOUCTB ayTeHTUdMKaLMKU, peanunsyoLlmx MHorodak-
TOPHYIO ayTeHTUUKaLuto
PO.29 CMeHa ayTeHTUMUKALUOHHbIX AaHHbIX B CrlyYae Ux KoMnpoMeTauum O @) O

7.2.2.4 Ba3oBblil COCTaB Mep Mo aBTopu3auum (pasrpaHU4eHnto 40CTyna) Npu OCyLLECTBEHWUIW NOruye-

CKOTO AOCTYNa NPUMEHUTENBHO K YPOBHAM 3aLLMTLI MHGOpMaLmn npueeaeH B Tabnuue 6.

Tabnuuya 6 — Ba3oBbIi COCTaB Mep MO aBTOPU3aLWK (pa3rpaHuyeHnio 4ocTyna) Npu OCyLLEeCTBNEHUN NIOMUYECKOro

joctyna
YcnosHoe VPMOHB;ZBJ:UJMMJH
o6osHaveHue CopaepxaHue Mep cMCTEMbI 3aLWTbl UHDOPMaLK pmay
1 Homep mepbl 2 1
PO.30 ABTOpU3aLUA NOrHecKoro ocTyna K pecypcam gocTtyna, B ToMm yucne AC T T
PO.31 Peanusauns HeoBxofMMbIX METOLOB (AUCKPELMOHHLIA, MaHAaTHbIA, poneBoi T T T
UNW MHON METOZ) NPU pasrpaHUYeHN NMOrMYecKoro JOCTyna K pecypcam JocTyna
PO.32 Peanusauus ponesoro metoga (c onpefenieHnem ANs kaxaow ponu npas go- | H H T
CTyna) Npw pasrpaHnyeHunmn norudeckoro goctyna s AC
PO.33 Peanusauns HeobxoauMbIX TUMNOB (YTEHWE, 3anucb, BLINOMIHEHUE UMW WHOW T T T
TUM) W NpaBuUn pasrpaHNYeHUs NorM4eckoro AocTyna K pecypcam AocTyna, B
ToM Yucne AC
PO.34 3anpeT peanusauuun nonb3oBatensmu buaHec-npoLeccoB U TexHonorudeckux | O T T
npoLeccoB (PMHaHCOBOW OpraHM3aLu ¢ UCMONb30BaHUA YHETHbBIX 3anuceil aKc-
nnyartaLlyoHHOro nepcoHana, B Tom Yucne B AC
PA.35 3anpeT BbIMNOMHEHUS nonb3oBaTensaMu GusHec-nNpoLeccoB ¢ UCNONb30BaAHUEM T T T
MPWBUNErMpoBaHHbLIX NpaB NorMyYeckoro 4ocTyna, B ToM Yncne pabotsl Nonb3o-
BaTenel ¢ npaBaMu NokansHoro agMmuHucTparopa APM
PO.36 OnoBelleHWe cybbeKTa OrMyeckoro focTyna nocne ycnewHon astopusayumno | H H T
Jare 1 BpeMeHU ero npeabigyuiein astopusayum 8 AC
PO.37 KoHTponk cocTaBa paspelleHHbiX geictBuit B AC 10 BLINOAHEHUA UaeHTudK- | H T T
Kauuu u ayTeHTUDUKaL K
PA.38 Pa3melleHne ycTpoicTB BeiBoAa (0TODpaXeHUs) uHbopMaLumnn, UcknovarLlee o ©) ©)
ee HecaHKLMOHMpPOBaHHLIA NPOCMOTP

7.2.2.5 bas3oBblil cOCTaB MEP NoO perucrpaumm codbITUi 3awmTbl UHPOPMAaLUK, CBA3AHHLIX C MAEHTU(N-
Kauuen, ayTeHTUdMKaUMENn U asTopusaumen (pasrpaHuyeHmeM AOCTyNa) Npu OCYLLECTBNEHNN NOrMY4ecKoro
fAoctyna, NPUMEHUTENBHO K YPOBHAM 3aLumMThl MHpOpMaLmmn NpueeaeH B Tabnuue 7.

Tabnwuya 7 — Ba3oBblii cCOCTaB Mep MO perucTpauum cobbIThiA 3aLyuThl MHPOPMaLUK, CBA3AHHBIX C UAEHTUUKaLWER,
ayTeHTUdMKaLumein 1 apTopusalunein (pasrpaHmyeHMeM 40CTyna) Npy OCyLLEeCTBNEHUN NIOrMYecKoro JocTyna

YcnoBHoe YpoBeHb ;: u.m;rbl
o6osHaveHne CogepxaHue Mep CUCTEMbI 3aLUTLI MHGOPMa LMK uHgopmay
¥ Homep Mepbl 5 )
PO.39 Perunctpauus BbinonHeHus cybbekramu noruveckoro goctyna psiga Heycnew- | H T T
HbIX NOCNefoBaTeNbHbLIX NOMLITOK ayTeHTUdUKALMK
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OkoHYaHue mabnuupi 7

VenoBHoe YpoBeHb 3aLyuTbl
o6o3HaueHue CoaepxaHue Mep cucTeMbl 3aLuTbl MHopMaLmn VHcbopMaLMM
¥ HoMep Mepbl 3 | 5 | 1
PAO.40 Peructpauus ocywiecteneHnsa cybbekraMm nornieckoro Aoctyna uaeHtuguka- | T T T
LK 1 ayTeHTUdnKauum
PO.41 Peructpauus asTopusauum, saBepLueHus U (unu) npepoisaHus (npuoctaHoskn) | T T T
OCYLLEeCTBEHUA IKCNNyaTaLMoHHLIM NEpPCOHarnoM U NonNb3oBaTeNAMU norude-
CKOro focTtyna, B ToM Yucne B AC
PO.42 Peructpauma 3anycka nporpamMMHbIX CEPBUCOB, OCYLLECTBASIIOLLUX NOrnHecKkui H T T
Aoctyn
PO.43 Peructpaunsa n3amMeHeHuii ayTeHTUPMKALMOHHBIX AaHHbBIX, UCNONb3yeMblX ANA H T T
oCyLLeCcTBNEeHUA Normyeckoro focTyna
PO.44 Peructpauua AelcTsuil nonb3osaTeneil M SKCMNyaTaUMOHHOrO NepcoHana, H 0] @)
NpeAyCMOTPEHHBIX B Crlyyae KOMMpPOMETaLuMn UX ayTeHTUUKaLUNOHHbIX AaH-
HbIX

7.2.3 Noanpouecc «3awura uHgopmauum npm ocyuecTeneHnn pusnyeckoro goctynar»

7.2.3.1 NMpumeHaemble (PMHAHCOBOI OpraHu3auuein Mepbl NO 3awmTte uHdopmauum NPu OCyLeCTBe-
HUK PU3MYECKOro A0CTyna AOIMKHbI 06EeCneUnBaTh:

- OpraHW3auuIo U KOHTPOMb (PM3NYECKOro AOCTYNa B NOMELLEHUNA, B KOTOPLIX PAcnonoXeHbl 0ObEKTbI
aoctyna (nanee — noMeLLeHus);

- OpraHM3auuio U KOHTPOIb (PM3NYECKOro AOCTYNA K 06bekTam 40CTyna, pacnono)XeHHbIM B NyGNUYHbIX
(o6LenocTynHbIX) MecTax (aanee — o6LLEA0CTYNHbIE 00LEKTHI AOCTYNA);

- perucTpauuto cobbITuii, CBA3AHHbIX C (PU3NYECKUM AOCTYNOM.

7.2.3.2 Bba3oBblii COCTaB Mep MO OpraHu3auun U KOHTPOIO (PnM3n4eckoro 4oCTyna B NOMELLEHUA npu-
MEHUTENbHO K YPOBHAM 3aLUMTbl MHGOPMaUuM npuseaeH B Tabnuue 8.

Ta6nuuya 8— Ba3oBhiil cocTaB Mep MO OpraHW3aLni U KOHTPOI0 M3UYECKOro JOCTYNa B NOMeLLeHUs]

YcnosHoe prOHBegb“jgm;Jb'
o6o3HaueHue CogepxaHue Mep cucTeMbl 3autel UHopMaLm dopmayy
¥ HOMep Mepbl 3 2 1
o1 JokymeHTapHoe onpefeneHune npasun npegoctasneHns puandeckoro JocTyna H o @)
.2 KoHTposnb nepeqHs nuu, KOTopbIM MNpPenocTaBieHo NpaBoO CaMOCTOATENbHOMO O @) T
dunanyeckoro JocTyna B NoMeLLeHns
0.3 KoHTponb caMoCTOATENBHOrO PU3NYECKoro JocTyna B NOMELLEHNS AN NNL, He H o T
ABnstoLMXca paboTHUKaMK PUHAHCOBOKR opraHusaLum
oa.4 KoHTponk caMocTOATENbHOro huanyeckoro 4ocTyna B NomeLleHns N5 TEXHU- H o T
Yeckoro (BcnomoraTefisHOro) nepcoHana
oa.5 OcyLyecTBrneHne puUanM4eckoro JOcTyna NuuyamMu, KOTopbiM He NpefoCcTaBeHO H @) @)
npaBo CaMOCTOATENBHOrO A0CTYNa B NoMeLLeHNs, TOMNbKO Noj KOHTporem pa-
6OTHWKOB hMHAHCOBOW OpraHW3aLnu, KOTopbIM NPEAOCTaBeHO Takoe NpaBo
oa.6 HasHaveHue fnsa Bcex NOMeLLEHWIA pacnopsgnTens ousnyeckoro JocTyna o @) @)
oa.7 MpepocTaBneHne npaea caMOCTOATENLHOIO huU3ndeckoro goctyna B nomelye- [ O o @)
HWSA MO peLUeHunto pacnopaguTens dousndeckoro goctyna
0.8 Ob6opyaoBaHue BXOAHBIX ABEPEN NOMeLLeHNa MexaHn4eckumu aamkamm, obe- | O O @)
cnevnBaloLMK HaleXXHoe 3aKpbiThe noMelleHnin B Hepaboyee BpeMs
oa.9 ObopyaoBaHWe NOMeLLEHUIA CPEACTBaMU (CUCTEMaMM) KOHTPOINS W yripaBneHus H H T
4ocTynom

17



FOCT P 57580.1—2017

OkoH4aHue mabnuubi 8

VenoBHoe YpoBeHb 3awWuThbl
o6o3HaueHne CofepxaHue Mep cucTembl 3aWuTbl MHopMaLUn MHpOopMaLMK
1 HoMep Mepbl 3 2 1
®a.10 O6opyaoBaHWe NoMeLLeHuih cpegcTBamu BuageoHabnogeHns H H T
o1 Ob6opyaoBaHWe NoMeLLeHiA cpeacTBaMM OXpaHHON U NMoXapHOW CUrHanuaauuu H H T
oa.12 PacnonoxeHue cepsepHoro u ceTesoro obopyaoBaHus B 3anupaemMblx cepeep- | H 0] o
HbIX CTOEYHBIX LKadax
®0.13 KoHTponbk focTyna k cepBepHOMY W ceTeBoMY 0GopyaoBaHuto, pacnonoxeHHo- | H ®) 6]
MY B 3an1paeMblX CEpBEPHbIX CTOEHHbBIX LUKadax
o014 XpaHeHne apxuBoB UHPOPMaLUKN CPEACTB (CUCTEM) KOHTPONA W ynpaeneHus H H T
LOCTYNOM He MeHee Tpex neT
®0.15 XpaHeHue apxuBoB WHdopMauun cpeacTe BupgeoHabniogeHWs He MeHee | H T H
14 pHeir*
®0.16 XpaHeHne apxuBoB WHdopMmauun cpeacTe BugeoHabniogeHWs He MeHee | H H T
90 gHeit
" B cnyyae NpuMeHeHWs cpeAcTB BuAeoHabnoaeHus.

7.2.3.3 Ba3oBbIii cOCTaB Mep NO OpraHU3auuMu U KOHTPONIo hu3n4eckoro gocryna Kk obeaocTynHbIM
obbekTam AOCTYNa NPUMEHMUTENBHO K YPOBHAM 3awmThl MHOPMaUuuu npuBeaeH B Tabnuue 9.

Tabnuuya 9— Ba3oBblii cOCTaB Mep NO OpraHW3aLUun U KOHTPOMNIO PU3NYECKOro AOCTYNA K O6LLEAO0CTYNHBIM 06beKkTam
joctyna

VenoBHoe Vposel;b ;aIJ.WITbI
o6o3HaueHue CopepxaHue Mep cUCTeMb! 3aLLUTbl MHpopmMaLn UHOpMALK
1 HoMep Mepbl 3 2 1
o017 Pernctpauus gocTtyna K o6LwefocTynHeIM 06bekTaM focTyna ¢ ucnonb3osanu- | H T T
€M CpeACTB BuAeoHabnogeHus
<&a.18 XpaHeHne apxvBoB MHOpMaLUW cpefcTs BugeoHabnogeHns, peructpupyto- [ H T T
LMX JOCTyn K obLefocTynHbIM 06bekTaM 4ocTyna, He MeHee 14 aHel
o019 KoHTponb cocTosHusA obLUeA0CTyNHbLIX 06BbEeKTOB AoCTyNa ¢ Uenbio BuisiBneHuid | O 0] 0]
HeCaHKLUMOHWPOBaHHbBIX U3MEHEHUI B UX annapaTHom obecnederuu u (unu) Mo
0,20 MpvBeaeHue obLeaoCTyNHBIX 0OBEKTOB AOCTYNa, ANA KoTopbliX 6blnu BbIAB- [ O 0] 0]
neHbl HECaHKLMOHUPOBAHHLIE U3MEHEHUA B UX annapaTHoMm obecriedeHun u
(nnu) MO (o ycTpaHeHMsA ykaszaHHbIX HECAHKLUMOHMPOBaHHbLIX U3MEHEeHWIt), B
COCTOSIHWE, MPU KOTOPOM HEBO3MOXHO WX UCMONb3oBaHUe ANA oCyLLeCTBNeHNs
orepauuu (TpaH3akumu), NpMBoAsLLei kK PUHAHCOBBIM MNOCNEACTBUAM ANSA du-
HaHCOBOW opraHu3aLnm, KITMEHTOB U KOHTpareHToB

7.2.3.4 Ba3oBblii cocTaB Mep Mo perucTpauun cobbITUi, CBA3AHHBIX C PU3MYECKMM AOCTYNOM, NpUMe-
HWUTENBHO K YPOBHAM 3aLUMTbl MHpopMaummn npueeaeH B Tabnuue 10.

Tabnuya 10— Ba3oBblit cocTaB Mep MO perucTpaumn cobbITUiA, CBA3AHHBIX C PU3NYECKUM JOCTYMNOM

YenoeHoe prOHE:;g"Jz“*M”VT"'
o603HaveHue CopaepxaHue Mep cUCTeMbl 3aLLUTLI MHChOpMaLMK pmaLy
1 HOMep Mepbl 3 | 5 | 1
o0.21 Pernctpauyusi cobbIThi 3awmnThl MHOPMALMK, CBA3AHHBLIX C BXO4O0M (BBIXOAOM) H H T
B NOMeELLEeHUs (U3 NOMELLEHNI), B KOTOPbIX PacnonoXeHbl 06beKTsl 40CTyNa
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7.2.4 Nognpouecc «MaeHTUDUKaLMA M YYeT pecypcoB U 06LEKTOB AOCTYNa»

7.2.4.1 NpumeHsieMble PMHAHCOBON OpraHu3auuen Mepbl N0 UASHTUMUKALNUMK U YYETY PECYPCOB U 00b-
€KTOB A0CTyna AOMKHbI 0BecnevnBaTh:

- OpraHu3aumio yyeTta U KOHTPOMb COCTaBa PeCypCoB U 0OLEKTOB AOCTYNA;

- perucTpauuio cobbiTuin 3aLWmMThl MHAOPMALMK, CBA3AHHLIX C onepauusiMi No W3MEHEHUIO COcTaBa
pecypcoB 1 06bEKTOB A0OCTYNA.

Mpu peanusauuu noanpouecca «MaeHTudukaumsa n y4eT pecypcos n 06bEKTOB AOCTYNay PEKOMEHAY-
ercs ucnonb3osatb MOCT P 50739.

7.2.4.2 Ba3oBbIit COCTaB Mep MO OpraHu3auumn y4eta u KOHTPOSS cocTaBa pecypcoB U 06LEKTOB AOCTYyna
NPUMEHUTENBHO K YPOBHAM 3aLUThl MHpOopMaLmu npuseaeH B Tabnvue 11.

Ta6nuya 11— Ba3oBblii cOCTaB Mep Mo opraHusaLn y4eTa U KOHTPOns cocTaBa PecypcoB 1 06beKTOB 4oCTyna

YeroBHOE YPMOHBeHb'\f;‘aU.[VII/II;II'bI
0bo3HaveHne Co,qep)KaHme Mep CUCTEMBI 3aLlUTbl I/IHC*)OpMaLWII/I (pop ay
1 HoMep Mepbl 3 2 1
ny.1 YueT co3zaaHHbIX, UCMOMb3yeMbIX K (UMK) aKkcnnyaTupyeMbix pecypco goctyna | O T T
ny.2 YueT ncrnonbsyemblX U (Mnu) akcrnyaTnpyemelx 06LEKTOB AoCTyna O o T
ny.3 YueT aKennyaTupyemblx obLlesocTynHbIX 06beKToB focTyna (B ToM Yucne baH- | O o T
KOMaTOB, MNaTeXHbIX TEpMUHANIOB)
ny.4 KoHTponb ¢haKTU4ecKoro coctaBa Co3faHHbIX, UCNonb3yembX U (unun) skennya- | O T T
TUPYeMbIX pecypcoB focTyna (6a3 AaHHbIX, ceTeBbIX (paiifioBbIX pecypcos,
BUPTYanbHbIX MalllH) U UX KOPPEKTHOMO pasMeLLeHUs B CerMeHTax BblYMCnu-
TemnbHbIX CeTel PUHAHCOBOIN OpraHn3aLmm
ny.5 KoHTponkb BeINONHEHWA onepaLuin No cosgaHuio, yaaneHno U pe3epBHOMY Ko- H T T
NMPOBaHUI pecypcoB focTyna (6a3 faHHbIX, CETEBbIX (PaWNoBLIX Pecypcos,
BUPTYanbHbIX MaLLUWH)
ny.e KoHTponk dhakTudeckoro coctaBa sKcnyaTupyemelx o6bekToB goctyna u ux | H ©) T
KOPpPEKTHOro pasmeLleHUs B CerMeHTax BbIYMCIIMTENLHLIX ceTel (PUHAHCOBOWM
opraHvsauum

7.2.4.3 Bba3oBblii cOCTaB Mep MO perucrpauum coObITUI 3aLuMTbl MHAOPMAaLMK, CBA3AHHBIX C onepauuns-
MU MO M3MEHEHUIO COCTaBa PeCYPCOB M 06BEKTOB A0CTYNA, MPUMEHUTENBHO K YPOBHSAM 3aLumTbl UHCpopMaumm
npueeaeH B Tabnuue 12.

Tabnuya 12 — Ba3oBblii cocTaB Mep No perucTpauuy cobbITUiA 3aLMTLl MHGOPMaLUK, CBA3aHHLIX C onepayusMmn no
M3MEHEHUIO CocTaBa pecypcoB M 0B6beKTOB gocTyna

YenosHoe Vmo;;zb'::m;;u
0603HaueHe CopfiepxaHue Mep cUCTEMbI 3aLUTLI MHGOPMaLK pMayy
1 HOMep Mepbl 2 1
ny.7 Peructpauusi cobbiTuid 3alwmTel UHpOpMaLMK, CBA3AHHLIX C co3fiaHueM, konu- | H T T
poBaHWeM, B TOM YMCNe pe3epBHbIM, W (UNKU) yAaneHWeM pecypcoB AoCTyna
(6a3 paHHbIX, ceTeBbIX (halNoBbLIX PECYPCOB, BUPTYaribHbIX MaLLMH)
ny.s Peructpauusi cobbituii 3awmTel UHOPMaLMKM, CBSI3aHHLIX C NOAKMHOYEHUEM H H T
(peructpauueit) 06LEKTOB AOCTYNa B BLIMMCAUTENBHBIX CETAX (hUHAHCOBOIA Op-
raHusauuu

7.3 Mpouecc 2 «<O6ecneyeHUe 3aWKUTbl BbIMUCIIUTENbHbIX CeTen»

7.3.1 Noagnpouecc «CermeHTauua U MeXceTeBoe 3KPaHMPOBaHNE BbIYUCITUTESNIbHLIX CETeN»

7.3.1.1 NpumMeHaemble PMHAHCOBOI OpraHM3aumeln Mepbl MO CErMEHTALMU U MEXCETEBOMY 3KpaHUPO-
BaHUIO BbIYUCNUTENBHBIX CETEN AOIMKHLI 06ecnevnBaTh:

- CEerMEHTaUMIO U MEXCETEBOE 3KPAHUPOBAHNE BHYTPEHHUX BbIYMCIUTENbLHBIX CETEN,;
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- 3aLUUTY BHYTPEHHUX BbIMUCITUTENbHBLIX CETEN NPU B3aUMOAENCTBUMN C CETbIO MIHTEPHET;

- peructpaumio cobbITUi 3aLmMTbl MHCpOPMALIUM, CBA3AHHBIX C ONepaLusiMu No M3MEHEHUI0 NapaMeTpoB

3aLUUTbI BbIYNCIUTENbHbLIX ceTen.

Mpu peanusaumu nognpouecca «CErMEHTaLMA U MEXCETEBOE 9KPAHMPOBAHWE BbIMMCIUTENbHBIX CE-

Tel» pekoMmeHayetca ucnonb3oeatb FOCT P MICO/M3K 27033-1.

7.3.1.2 Ba3oBbIil COCTaB MepP MO CErMEHTALMN U MEXCETEBOMY 9KPAHMPOBAHUIO BHYTPEHHUX BbIYUCIIN-
TenbHbIX CETEN NPUMEHUTENBHO K YPOBHAM 3aLluThl MHhOpMaummn npuseaeH B Tabnuue 13.

Ta6nuya 13 — Ba3oBblii COCTAB Mep NO CErMEHTALIUN U MEXCETEBOMY SKPAHUPOBAHWIO BHYTPEHHUX BBIYUCTIUTENBHBIX

ceTel

YcnosHoe
o06o3HaueHne
N Homep Mepbl

CogepxaHue Mep CUCTEMbI 3aLYUTbl MHGOPMaLMM

YpoBeHb 3aLuThl
NHGopMaLmm

3 2 1

CM31

BblgeneHne B BEIMUCTIUTENBHBIX CETAX (PUHAHCOBOI OpraHM3aLun oTgernbHbIX
CerMeHTOB (rpynn CErMeHToB), NpefHasHaYeHHbIX ANA pasMeLleHnst MHdopMa-
LIMOHHO MHDPaCTPYKTYpbl KaXA0ro 13 KOHTYypoB Ge3onacHoCcTu (fanee — cer-
MEHTEI KOHTYPOB 6e30MacHoCTH)

H T T

CM3.2

Peanusauus ceteBoro B3aumofeicTBUSA U CETEBOW M3ONALUW Ha YpOBHE He
Bbllle TPETbero (CeTeBOW) NO CEMUYPOBHEBOW CTaHAapTHOW Mogenu B3au-
MOAENCTBUA OTKPLITEIX cucTeM, onpegenerHoi B FOCT P MCO/M3BK 7498-1,
CEerMeHTOB KOHTYpOB 6€30MacHOCTU U BHYTPEHHUX BbIMUCITUTENBHBIX CETEN du-
HaHCOBOW opraHu3aLum, He npefjHasHaYeHHbIX ANA pasMelleHns uHdopmarm-
OHHOI MHPaCTPYKTYphl, BXOASLLER B KOHTYpbl 6e3onacHoCcTH (fanee — UHble
BHYTPEHHWE Bbl4MCNUTENBHBLIE CEeTU PUHAHCOBO opraHu3aLum)

CM3.3

MexceTeBOe SKpaHMpPOBaHWE BbIMUCITUTENLHBIX CETEW CErMEeHTOB KOHTYpPOB
GesonacHocT, BKItovasi pURLTPaLMio AaHHbIX HA CETEBOM W MpUKNagHOM
YPOBHAX CEMUYPOBHEBOW CTaHAapTHOW Mofenu B3auMOAEWCTBUSI OTKPLITLIX
cucTeM, onpegenerHoit B FTOCT P MICO/M3K 7498-1

CM3.4

Peanmaaqm U KOHTpOINb MH¢OpMaHMOHHOFO B3aUMOAENCTBUA Mexay cerMeH-
TaMUn KOHTYpOB 6e30nNacHOCTU U UHBIMU BHYTPEHHUMW BblYUCAUTENBHBIMU CETA-
MU PUHAHCOBOW opraHunsayuMu B COOTBETCTBUU C YCTaHOBNEHHBIMW Npasunamu
W NpOTOKONaMMn CETEBOrO B3auMogencTBus

CM3.5

Peanuaayma n KOHTPOMb MHPOPMaLMOHHOIO B3aUMOAENCTBUA C NPUMEHEHNEM
nporpaMMHbIX LUNHO30B MeXAy CerMeHTaMu KOHTYpOB 6e3onacHOCTM U UHLIMK
BHYTPEHHUMU BbIMUCIUTENBHBIMU CETAMKU (pMHaHCOBOVI opraHusayuu c uenbto
obecneveHus orpaHUYeHna U KOHTPONA Ha nepeAady AaHHbLIX NO UHULKWaTUBE
cy61=e|cros Norn4ecKoro goctyna

CM3.6

BblgeneHne B BbIMUCIIUTENBHBIX CETAX PUHAHCOBOW OpraHnsauun oTaenbHbIX
CErMeHTOB (Fpynn CerMeHToB), NpeAHasHauYeHHbIX ANA pasMeleHns HopMa-
LIMOHHOW WHppaCTPyKTYpbl, UCMONB3YEMOIA TONMLKO Ha aTane cosgaHua U (Unu)
mogepHusauum AC, B ToM 4ucne Tectuposanua NO u CBT (ganee — cerMeHT
pa3paboTku 1 TeCTUPOBAHWS)

CM3.7

Peanusauumsa sanpeTa ceTeBoro B3auMoAeicTBUS CerMeHTa paspaboTkn u Te-
CTUPOBAHWS U UHBIX BHYTPEHHUX BBIMUCITUTENBHLIX CETEN (PUHAHCOBOW OpraHn-
3aLuK Mo UHULMaTMBE CerMeHTa paspaboTKu U TECTUPOBAHUS

CM3.8

BblgeneHve B cocTaBe CErMeHTOB KOHTYpoB 6€30MacHOCTU OTAENbHBIX NONb30-
BaTENbCKUX CErMEHTOB, B KOTOPLIX pacnonaratorcs Tonbko APM nons3osatenen

CM3.9

BblgeneHune B cocTaBe CErMeHTOB KOHTYPOB 6e30MacHOCTU OTAENbHBIX CerMeH-
TOB YNpaBreHus, B KOTOPLIX pacnonaratotca Tonbko APM akcnnyaTtayuoHHoro
nepcoHana, ucnonb3yemble AN BbINOMIHEHUS 3a4ad agMUHUCTPUPOBAHNA WUH-
opMaLMOHHON UHPaCTPYKTYpHI

CM3.10

BbldeneHne B cocTaBe CErMeHTOB KOHTYpOB 6e30MacHOCTM OTAEerbHbIX cer-
MEHTOB XpaHeHUs 1 oBpaGoTkM AaHHbLIX, B KOTOPLIX PacrnonaralTcs pecypchl
AocTyna, npegHasHaveHHble Ans 06paboTku U XpaHEeHWs faHHbIX, cepBepHoe
o6opyaoBaHWe U CUCTEMbI XpaHEHUS AaHHBIX
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OkonyaHue mabnuupi 13

v YpoBeHb 3aLWuUThI
‘CrnoBHoe WHGbopMaLMK
o6osHaveHue CofepxaHue Mep cucTeMbI 3aLUTLl UHGOpMaLKn
1 HOMep Mepb! 3 2 1
CMO3.11 BblaeneHune oTAeNbHBIX CErMeHTOB AN pasMeLleHns obLeaoCcTyNHBIX obbek- | H T T
TOB A0OCTyNa (B TOM yncie 6aHKOMaToB, MNaTeXHbIX TEPMUHANOB)
CM3.12 Peannaayua v KOHTponb MHGOPMAaLMOHHOro B3aUMOAENCTBUAA MEeXaY CerMeHTa- H H T
MW BBIYUCAUTENBHBIX CETei, onpeAeneHHbXx Mepamm CM3.8 — CM3.11 HacToa-
wew Tabnuupl, U MHLIMU CErMEHTaMK BbIMUCTIUTENBHLIX CETEl B COOTBETCTBUM C
YCTaHOBNEHHBLIMW MpaBUIlaMu U NPOTOKOMNaMU CETEBOIO B3aUMOAeNCTBUSA
CM3.13 KoHTpONb cofiepXXMMoro MHgopMaLum npu ee NepeHoce U3 CerMeHToB Unu B H O T
CerMeHTbl KOHTYpoB 6e30MacHOCTM C UCNONb30BaHUEM NEPEHOCHBLIX (OTUYX-
LaeMbIx) HocuTenei nHgopmaymn

7.3.1.3 Ba3oBbIii COCTaB Mep MO 3alUUTE BHYTPEHHUX BbIMUCAUTESNBHbLIX CETEN NpU B3aMMOAENCTBUU C

ceTblo VIHTEpPHET NPUMEHNTESNBHO K YPOBHAM 3aLUMTbl MHDOpMaLmMKU npuseaeH B Tabnuue 14.

Tabnuya 14 — ba3oBbIi cocTaB Mep Mo 3alyUTe BHYTPEHHUX BbIYUCAUTENBHBIX CETEN NPU B3aUMOAEACTBUM C CETbIO

WHTepHeT

YcnoBHoe
0603HaueHne
1 HOMep Mepbl

CopepxaHue Mep cUCTEMBI 3aLuTbl HGOPMALN

YpoBeHb 3awyuThl
nHopMaLmu

3 2 1

CM3.14

Peannsaumsa ceTeBoro B3auMOZelCTBUA U CETEBON U3ONALUUN Ha YPOBHE He
BblLle BTOPOro (KaHanbHbIA) MO CeMUYpOBHEBOW CTaHAApPTHON MOAENN B3aun-
MOAEeNCTBUA OTKPLITEIX cucTeM, onpeaenedHon B FOCT P UCO/M3K 7498-1,
BHYTPEHHWUX BbIMUCIINTENBHBIX CeTel pUHaAHCOBOW opraHusauyuu U cetm MH-
TepHeT

H T T

CM3.15

Peanusauus ceTeBoro B3auMoLeiCTBUA U CETEBOI M30ONALUUU Ha YPOBHE He
BbILLE TPETbEro (CeTeBOi) MO CeMWYypOBHEBOW CTaHAApTHOW MoAenu B3au-
MOLENCTBUA OTKPLITEIX cucTeM, onpeaeneHHoi B FTOCT P UCO/MOBK 7498-1,
BHYTPEHHUX BbIMUCIUTENBHBIX ceTeld PMHAHCOBOW opraHusauuu U cetn MH-
TepHeT

CM3.16

MexceTeBoe 3KpaHWpOBaHWe BHYTPEHHUX BbIMUCIMTENBHLIX CETEW (PUHAHCO-
BOW opraHusauuu, BrIoYas punsTpaumio AaHHbIX Ha CETEBOM U MPUKIagHOM
YPOBHSIX CEMWYPOBHEBOW CTaHAapTHON MOAENN B3aMMOAENCTBUSA OTKPbITBIX CH-
cTem, onpegeneHHoit B FOCT P MICO/MOBK 7498-1

CM3.17

Peanusauusa n KOHTpoNb WHOPMALMOHHOIO B3aUMOZAEHCTBUA BHYTPEHHUX Bbl-
YUCNUTENbHBLIX CeTel PUHAHCOBOIA opraHU3auuu M ceTu MIHTEPHET B COOTBET-
CTBUM C YCTAHOBNEHHBLIMU NpaBUiaMm U NpOTOKOMaMu CETEBOIO B3auMogencTeuns

CM3.18

CokpbITe TONONOMMU BHYTPEHHUX BBIMUCITUTENBHBIX CETel puHaHCOBOIN opra-
HU3aumu

CM3.19

Peanusauusi ceTeBoro B3aumMofieiiCTBUSI BHYTPEHHUX BbIMUCAUTENBHBIX CETei
buHaHCcOBOW opraHu3auyum n cetm UHTepHeT Yyepes orpaHn4eHHoe KONUYECTBO
KOHTPONUpyeMbIX TOMeK AocTyna

CM3.20

Peanu3sayus noutoBoro obMeHa ¢ ceTbio MIHTEpPHET Yepes orpaHUYeHHOe Konu-
4eCTBO KOHTPOMNUpYEMbIX To4eK UHCOPMALIMOHHOTO B3aUMOAENCTBUA, COCTOSA-
LWKX M3 BHeLIHero (NoAKMo4eHHoro K ceTu UHTEpHET) U BHYTPEHHero (pa3me-
LLIEHHOrO BO BHYTPEHHUX CETAX (DMHAHCOBOW OpraHu3auum) NOYTOBLIX CEpBEPOB
¢ 6e3onacHoi pennukaumein NoYTOBLIX COOBLLIEHNIA MeXay HUMK

7.3.1.4 ba3oBbii COCTaB MeP NO permcrpaumm cobbITUi 3aWwuTbl MHCPOPMALIMKM, CBA3AHHLIX C onepa-
UMAMU MO U3MEHEHMUIO NAPaMETPOB 3aLLUThl BbIYUCIIUTENbHBLIX CETEN, NPUMEHUTENBHO K YPOBHAM 3aLUUThI
nHgopmauum npuseaeH B Tabnuue 15.
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Tabnuya 15— Ba3osblii cocTaB Mep No perncTpayum cobbITU 3aLUMTEl UHOPMAaLMK, CBA3AHHBLIX C onepauusMiu no
M3MEHEHUIO MApaMeTPOB 3aLUMThI BEIMUCAUTENLHBIX ceTelr

YcnoeHoe YpoBeHb 3aLmThbl
o6o3HaveHue CoaepxaHne Mep cucTeMbl 3aLyuTbl MHGOpMaLK UHg opMaLin
1 HoMep Mepbl 3 5 1
CM3.21 Peructpaums nusmeHeHuin NnapaMeTpoB HACTPOEK CPEACTB U CUCTEM 3aluTbl UH- | T T T
dopMaLmu, obecnevnBalowMx peanu3auuio cermeHTaLmmn, MeXceTeBoro akpa-
HWPOBAHUSA U 3aLLUThbl BEIMUCAUTENBHBIX ceTel (PUHAHCOBOIN opraHusaLum

7.3.2 Nognpouecc «BbiABNeHne BTOPXEHUIN U CeTEBbIX aTaK»

7.3.2.1 MNpumeHsieMble (PMHAHCOBOW OpraHM3aumenn Mepbl NO BLIABNEHUIO BTOPXKEHUI U CETeBbIX arak
NOIDKHbI 0o6ecne4ymBarThb:

- MOHUTOPMHT U KOHTPOMb COAEPXKUMOro CETEBOro Tpadmka;

- perucTpaumio codblTUin 3aWuTbl MHAOPMaLUUK, CBA3AHHBLIX C pe3ynbTaTamu MOHUTOPUHIA U KOHTPONS
COAEepPXXMMOro CETEBOIO Tpadmka.

Mpu peanusauun nognpouecca «BbisiBNeHWe BTOPXEHWUI U CETEBbLIX aTak» PEeKOMEHAYETCA UCMNONb30-
Batb [12].

7.3.2.2 Ba3oBblit cOCTaB Mep N0 MOHUTOPUHTY U KOHTPONIO COAEPXXMMOTO CETEBOro Tpaduka npUMEHN-
TENbHO K YPOBHSIM 3alUnTbl UH(pOpMaUmMmn npuBeaeH B Tabnuue 16.

Tabnuya 16 — ba3oBblii cocTaB Mep MO MOHUTOPUHIY U KOHTPOSIO COAEPXUMOro ceTeBoro Tpaduka

YpoBeHb 3aLuThbl

YcnosHoe
MHdopMaLmu

o6o3HaveHue CopaepxaHue Mep CUCTeMbl 3aLyuUTbl UHOPMaLWK
1 HOMep Mepbl 3 5 1

BCA.1 KoHTpornk OTCYTCTBUS (BbIABNEHUE) aHOManNbHOW CETEeBON akTUBHOCTW, cBs- | H H T
3aHHOI ¢ BO3MOXHBIM HECAHKLMOHUPOBAHHBIM MHGOPMaLMOHHLIM B3auMog ei-
CTBUEM MeXAY CEerMeHTamu KOHTYpoB 6e30MacHOCTM U UHBIMU BHYTPEHHUMMU
BbIYUCIIUTENBHBLIMU CETAMU PMHAHCOBOI opraHu3aLmn

BCA2 KoHTponb oTcyTcTBUSA (BbISBREHWE) aHOMAarNbLHON CETEBOW aKTUBHOCTH, CBA3AHHON H T T
C BO3MOXHbLIM HECaHKLMOHWUPOBaHHLIM WH(OPMAaLUOHHLIM B3aUMOAENCTBUEM
MeXZly BbIMUCTIUTENBHLIMUA CETSAMU (DMHAHCOBOIA OpraHn3aLumn 1 ceTbio MHTepHeT

BCA.3 KoHTponb oTcyTCTBUA (BbISBNEHME) aHOMamnbHOW CETeBOW aKTuBHOCTM, cBaA- | H H T
3aHHOW C BO3MOXHBIM HECAHKLMOHUPOBAHHLIM WH(POPMALMOHHBIM B3au-
MofeiCTBUEM MeXAy CerMeHTamM, npeAHasHaYeHHbIMU ANS pasMeLleHUs
obLenocTynHbIX 06beKTOB AocTyna (B TOM uucne GaHKOMaToB, NNaTeXHbIX
TepMuHanoB), U ceTbio UHTepHeT

BCA 4 KoHTporb OTCyTCTBUA (BbIABNEHNE) aHOManbHON CETeBOW akKTMBHOCTHU, cBAsaH- | H T T
HOI C BO3MOXHbLIM HECAHKLMOHUPOBAHHEIM FIOMMHECKUM JOCTYNOM K pecypcam
JocTyna, pa3MeLLeHHbIM B BbIMUCUTENbHBIX CETAX PUHAHCOBON OpraHusauuy,
NOAKIIOMEHHLIX K ceTU UHTepHeT

BCA.5 KoHTposb oTcyTCTBUSA (BbISBNEHNE) aHOMAaNbHOW CETEBOW akTUBHOCTH, cBA3aH- | H T T
HOI C BO3MOXHBLIM HECAHKLMOHUPOBAHHBIM YAarneHHbIM 0CTYNOM

BCA.6 KoHTposb oTcyTCTBUSA (BbISBNEHNE) aHOMaNbHOW CETEBOW akTUBHOCTH, cBA3aH- | H H T
HOI C BO3MOXHbLIM HECAHKLMOHUPOBAHHBIM NOMMYECKUM JOCTYNOM K pecypcam
JocTyna, pasMeLLeHHbIM BO BHYTPEHHNX BbIYUCAUTENbHLIX CETAX PUHAHCOBON
opraHusaLuu

BCA.7 KoHTponb oTcyTCTBUA (BbISBNEHNE) aHOMaNbHOW CETEBOW akTUBHOCTY, cBA3aH- | H H T
HOI C BO3MOXHBIM HECAHKLIMOHUPOBAHHBIM JOCTYNOM K @yTEHTUUKALMOHHBIM
AaHHbIM neranbHbIX CyGbLEeKToB gocTyna

BCA.8 KoHTponb OTCYTCTBUA (BbISIBMEHUE) aHOMarnbHOW CETeBOW aKTUBHOCTMW, CBS- H T T
3aHHOW ¢ BO3MOXHbBIM OCYLLECTBIIEHWEM aTaK TUMa «oTka3s B 0bCnyXunBaHuuy,
npeanpuvHNUMaeMblX B OTHOLUEHUW PECYPCOB JOCTYNa, pasMeLleHHbIX B BbIYUC-
NNTENbHBLIX CETAX (PUHAHCOBOW opraHnuaauun, NOgKMOHYEHHbIX K ceTU VHTepHeT
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OkoHYaHue mabnuypl 16

YcnosHoe ymoHBegb;:m;Jb'
o0603HaueHue CopepxaHue Mep cucTeMbl 3aLWuTbl MHopMaLn chopmay
1 HoMep Mepbl 3 2 1
BCA.9 BriokmpoBaHue aTtak TUnNa «oTkas B o6cnyxuBaHUM» B MacluTabe BpemeHw, H T T
GnNU3KOM K pearnbHOMY
BCA.10 KoHTponb 1 obecneveHne BOIMOXHOCTN BNOKUPOBKM HexenarenbHbix coobwe- | T T T
HWI 3NeKTPOHHOW nouThl (SPAM)
BCA.11 Peanusaunsa koHTpons, npegycMoTpeHHoro mepamn BCA.1 — BCA.9 Hactoa- | H T T
Wed Tabnuubl, NyTeM CKaHUPOBAHWSA W aHanu3a ceTeBoro Tpaduka Mexay
rpynnamu cerMeHTOB BblMUCIUTENbHLIX CeTel (PUHaHCOBOI opraHM3aLum, BXo-
AALLMX B pasHble KOHTYpbI 6e3onacHocTu
BCA.12 Peanunsayunsa koHTpons, npeaycMoTpeHHoro mepamu BCA.1 — BCA.9 HacToa- | H H T
el Tabnuubl, MyTeM ckaHUpoBaHWUS U aHanu3a ceTeBoro Tpaduka B npegenax
cerMeHTa KoHTypa 6e3onacHocTu
BCA.13 Peanu3auua koHTpons, npeaycMoTpeHHoro mepamu BCA.1 — BCA.9 Hactoa- | H T T
el TabnuLel, NyTeM CKaHUPOBAHWUA U aHanu3a ceTeBoro Tpadmka Mexay Bbl-
YUCIUTENBHLIMUA CETAMU (PUHAHCOBOW OpraHW3aLumn U ceTblo MHTepHeT

7.3.2.3 Ba3soBblii COCTaB MEP NO perucrpaummn cobbiTuii 3almThl MHAOPMAaLUUK, CBA3AHHLIX C pe3yrib-
Tatamy MOHUTOPUHIA M KOHTPOMNSA COAEPXXMMOTO CETEBOrO Tpadmka, NPUMEHUTENBHO K YPOBHAM 3aLLUThl UH-
dopMauuu npueeaeH B Tabnuue 17.

Tabnuuya 17 — BasoBblil cocTas Mep No perncTpauun cobbiThid 3aLmUTLl MHGPOPMALUK, CBA3AHHBLIX C pe3yrnkTaTtaMu
MOHMWTOPUHIa 1 KOHTPOS COZEePKUMOro ceTeBoro Tpaduka

VenoBHoe YFI)’IOHBeHb 3awWmThl
0G03HaueHne CopiepXaHue Mep CUCTEMb! 3aLLUTBI MHGOPMALIN popmaLmK
1 HOMep Mepbl 3 5 1
BCA.14 Pernctpauus ¢akToB BbISIBIIEHUS aHOManNbHOW CETEBON aKTUBHOCTU B pamkax | H T T
KOHTponsa, npegycMoTpeHHoro mepamu BCA.1 — BCA.8 Tabnuupl 16

7.3.3 Nognpouecc «3awmta uHdopmauum, nepeaasaeMon No BbIYUCAUTENLHLIM CETAM»

7.3.3.1 duHaHcoBasA opraHM3aums AOMmKHa NPUMEHATL Mepbl Mo 3awuTe uHdopmMalum, nepegasaeMon
N0 BbIMUCIIUTENbHbIM CETAM.

7.3.3.2 bBa3oBbiii coCTaB Mep No 3awuTte MHdopMauumn, nepeaaBaemMon o BbIMUCITMTENBHLIM CETAM,
NPUMEHUTENBHO K YPOBHSAM 3aLUMTbl MHOpMauumn npuseaeH B Tabnuue 18.

Tabnuuya 18 — Ba3oBblil cocTaB Mep Mo 3aluTe UHGOPMaLUUK, NepeaaBaeMoi NO BbIMUCTIUTESNBHEIM CETAM

YCHOBHOE YpoBeHb 3auThbl
obosHaveHne CopepxaHue Mep cUcTeMbl 3aLWuTbl MHGoOpMaLUn WHopMaLn
1 HOMep Mepbl 5 1
3BC.1 lMpumeHeHne ceTeBBIX NPOTOKONOB, 06ecnevnBaoWux 3aWwuTy NOANMHHOCTH T T T
CETEBOr0 COEAUHEHUSA, KOHTPONb LENOCTHOCTN CETEeBOro B3aMMoAeicTBuA
U peanusauuio TEXHOMNOMMU ABYXCTOPOHHEN ayTeHTUdUKayMn Npu ocyLecT-
BMEHUN NOrNYECKOro AOCTyNa ¢ UCMOSb30BaHMEM TENEKOMMYHMUKALMOHHbIX
KaHanoB 1 (UNK) NUHUA CBA3N, HE KOHTPONUPYEMBbIX PUHAHCOBOW OpraHu3a-
yuen
3BC.2 Peanusauua 3awmTsl tHpopMaLUumn OT packpbiTua U mMoandukauun, npumere- | T T T
HWe ABYXCTOPOHHEN ayTeHTUdUKauunm Npu ee nepepade ¢ UCNOMbL3OBaHUEM
ceTn UHTepHEeT, TeNneKoMMYHUKALMOHHLIX KaHanos W (WNu) NUHUA CBA3M, He
KOHTpOnupyeMbixX (hUHaAHCOBOW opraHu3auunen
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7.3.4 Noanpouyecc «3awuTta 6ecnPoOBOAHbLIX CETENY

7.3.4.1 TlpumeHaemble (PUHAHCOBOW OpraHu3auuen mepbl No 3awmTe 6ecnpPoBOAHbLIX CETEN [OMKHbLI
obecneunBarb:

- 3awmTy nHopmauum ot packpbiTUA M MoaguMKaLUM NPU UCNOSML30BAHMKN 6ECNPOBOHBLIX CETEN;

- 3aWMUTY BHYTPEHHUX BbIYUCSIUTENbHBLIX CETEN NMPU UCMONb30BaHUKU GeCNPOBOAHbLIX CETel;

- perncrpaumio cobbiTUi 3aWwmTbl MHpOPMAaLUK, CBA3AHHBLIX C UCNONb30BaHWEM BeCnpPOBOAHLIX CETEN.

7.3.4.2 Ba3oBbiii cOCTaB Mep No 3awyuTe MHoOpMaLun OT packpbITUA U MOgUUKALIMKM NPY UCMONb30BA-
HUK 6eCcnPoBOAHLIX CETEN NPUMEHUTENBHO K YPOBHAM 3awmThl MHcOpMaLMmK npuseaeH B Tabnuue 19.

Tabnuua 19 — Basosubit cocTas Mep no 3awuTe MHGOPMALMK OT PackpbITUS U MOgUDUKaLMK NPU UCMONb30BaHWUK
6ecnpoBogHbIX ceTeil

VenoBHoe YpoBeHb 3aluThbl
obosHaveHne CopepxaHue Mep cucTeMbl 3aluTbl UHGopMaLmn WHpopMaLn
1 HoMep Mepbl 3 | 5 | 1
36C 1 AyTeHTUdUKaLUMUA yCTPOIUCTB A0CTYNa TEXHUIECKUMU CPeACcTBaMU, peannayio- T T T
WnMKU PyHKUMN BecnpoBOQHOIO CETEBOrO COEAUHEHUA (TOMKaMW AOCTYna Mo
npotokony Wi-Fi)
3BC.2 3awmra nHpopMaLuKu OT packpbiTus 1 Mogudukauun npu ee nepegade cuc- | T T T
nonb3oBaHWEM NpoToKoNoB HecnpoBOAHOrO AocTyna

7.3.4.3 Ba30Bblit COCTaB Mep Mo 3alUUTe BHYTPEHHUX BbIMUCAUTENbLHBIX CETEN NPU MCNONb3oBaHumu Gec-
NPOBOAHbLIX CETEN MPUMEHUTENBHO K YPOBHAM 3aLuThl MHGOpMaUuumn npuseaeH B Tabnuue 20.

Tabnuya 20 — ba3oBklii cocTas Mep MO 3aWUTe BHYTPEHHUX BBIMUCIUTENBHBIX CETEW NpU UCnonb3oBaHUKU Gecnpo-
BOAHbIX ceTel

YpoBeHb 3almThl

YenosHoe
nHopMaLmn

o6o3HaueHue CogepxaHue Mep CUCTEMbI 3aLUUTLI UHOPMALIMU
¥ HoMep Mepbl

3 2 1

3BC.3 Pa3MellieHne TEXHUYECKUX CPEACTB, peanusylowmx gyHKUMKU 6ecnpoBogHOro H T T
coefjHeHMUA, B BblAEMNEHHBIX CErMEHTax BbIYMCIUTENBHBIX ceTell (PUHAHCOBON
opraHusaumu

3BC.4 Peanusauusa ceTeBoro B3anMoAeNCTBIUA U CETEBOI U30MALMKU HA YPOBHE He BbilLe H H T
BTOPOro (KaHanbHbIA) N0 cEMUYPOBHEBOI CTaHAapTHON MofeNn B3auMoaeincTeuna
OTKpBITLIX cucTeM, onpeaeneHHoit B FTOCT P MCO/MOBK 7498-1, BHYTPEHHUX Bbl-
YUCIUTENBHBIX CeTei OUHAHCOBOW OpraH13aLyn U CEMEHTOB BbIMUCIIEHHBIX Ce-
Tel, BblgeneHHbIX B COOTBETCTBUM ¢ NyHKTOM 3BC.3 HacTosAwen Tabnuub

3BC.5 PeanusaLua ceTeBoro B3aMogeiCTBUSA U CETEBOIN U30MALMKN HA YPOBHE HE Bbllle H T H
TpeTbero (CeTeBoi) No ceMUYpOBHEBON CTaHLapTHOW MoAenu B3aumMoaencTemna
OTKPLITLIX cucTeM, onpegeneHHoi B FOCT P UCO/MBK 7498-1, BHyTpEHHUX BbI-
YMCNUTENbHBIX CETEN (OUHAHCOBOW OpraHn3aLun U CErMEHTOB BbIMUCNEHHBIX Ce-
Tel, BblfeNeHHbIX B COOTBETCTBUM ¢ Mepoit 35C.3 HacTosAwen Tabnuypl

3BC.6 MexceTeBoe 3KpaHWpOBaHWE BHYTPEHHUX BbIMUCITUTENBHBIX ceTel uHaHco- | H T T
BOWA opraHu3alUnn U CErMeHTOB BBIYUCMEHHLIX CETEN, BLIAENEHHbIX B COOTBET-
ctBum ¢ Mepoit 3BC.3 HacTosLeln Tabnuupl, BKNtoYasa punetpaumio JaHHbIX Ha
CETeBOM M MPUKNagHOM YpPOBHSX CEMUYPOBHEBOW CTaHfapTHOW Mopenu Baa-
UMOAENCTBUSA OTKpLITLIX cucTem, onpegenenHoit B FTOCT P UCO/M3K 7498-1

3BC.7 Peanusauus u KOHTpornb MHOPMaLMOHHOTO B3anMOoaeACTBUA BHYTPEHHUX BBIYUC- H T T
NNTENbHBIX CeTel PUHAHCOBOI OpraHW3aLyMn U CETMEHTOB BbIMUCNEHHBIX CETEHN,
BbIAENEHHbIX B COOTBETCTBUM ¢ Mepoit 3BC.3 HacTosLel Tabnuubl, B COOTBET-
CTBWM C YCTAHOBMNEHHEIMM NpaBuiaMmn U NPOTOKOIaMi CETEBOrO B3aUMOAACTBUS

3B6C.8 BrokupoBaHue NoneITOK NOAKMoHYeHUA k 6ecnpoBOAHBIM TOYKaM A0OCTyNa C He- H H T
3aperncTpupoBaHHbIX YCTPONCTB JOCTYNa, B TOM YACNe WU3-3a NpeaernoB 3aa-
HWUA 1 COOPYKEHWUIA PUHAHCOBOW OpraHn3aLmu
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7.3.4.4 ba3oBblit cOCTaB Mep NO perucrpaunn coobITUi 3awmuTbl UHPOPMaLMK, CBA3AHHBLIX C UC-
nonbL3oBaHueMm 6eCnpoBOAHBLIX CETEN, MPUMEHUTENbHO K YPOBHAM 3almTbl UHOPMALMK NpUBEAEH B
Tabnuue 21.

Tabnuya 21— Ba3oBblii cocTaB Mep No perucTpayun cobbITUIA 3auThl MHOpMaLMK, CBA3EHHLIX C UCMONB30BaHNEM
6ecnpoBofHbIX ceTel

VeroBHoe YpoBeHb saLuTbl
o6osHaueHne CopepxaHue Mep cucTEMBI 3aLWTbl UHPOPMaLMK MHpopMaALMM
1 HoMep Mepbl 3 2 1
36C.9 Peructpaumsa nonbITok NogkntodeHns kK 6ecnpoBofHbIM ToYKam AocTyna ¢ Hesa- | H H T
perucTpupoBaHHbIX YCTPOWUCTB AOCTYNa, B TOM YMCne U3-3a Npefenos UHaH-
COBOW opraHusauuu
3B6C.10 Peructpauusa U3MeHeHUn napamMeTpoB HacTpoeK CPefcTB U CUCTEM 3allUTbl H T T
MHdopmMaL K, obecnedmBaloLLMX peanu3aLmio CerMeHTaLuu, MEeXCeTeBOro
3KPaHMPOBaHWUA W 3alUMThl BHYTPEHHUX BBIYUCIUTENbHLIX CETell (hrHaHCOBOM
opraHv3aLun U CerMeHTOB BbIYMCIIEHHLIX CETENR, BhleNeHHbLIX B COOTBETCTBUN
¢ mepoit 36C.3 Tabnuusl 20

7.4 Mpouecc 3 «KKOHTPOMb LENOCTHOCTU U 3aWMUILEHHOCTU MHPOPMALIMOHHOMN
UH( PACTPYKTYPbI»

7.4.1 TpumeHsieMble (PUHAHCOBOW OpraHusauuein Mepbl MO KOHTPOMIO LIENOCTHOCTA U 3aLLUMLLEHHOCTH
MHAOPMAaLIMOHHON MHAPPACTPYKTYPbI A0MKHbI 06ecneymnBarhb:

- KOHTPOIb OTCYTCTBUA U3BECTHbIX (ONUCAHHbIX) YS3BUMOCTEN 3aLmnThl MHpOpMaLmMn 00bEKTOB MHAOP-
Maru3auuu;

- OpraHu3auuio U KOHTPOMb pasMeLLeHusi, XxpaHeHus u obHosneHua MO uHpOopMaLMOHHON MHpa-
CTPYKTYPbI;

- KOHTPOSb cocTasa u LuenoctHocTu NO nHpopMaunOHHOW UH(PPACTPYKTYPLI;

- perucTpauuio cobbITUI 3aLUMTbl UHAOPMALIMK, CBA3AHHBIX C pe3ynbratamu KOHTPONA LENOCTHOCTU U
3aLMULIEHHOCTU MHAOPMALMOHHOK MHAPPACTPYKTYPbI.

7.4.2 Ba3oBbivi COCTAB MEP MO KOHTPOSIO OTCYTCTBUA U3BECTHBIX (OMMCAHHBIX) YA3BUMOCTEN 3aLLmMTbl MHAOP-
Mauun 06beKTOB MHPOPMaTU3aLIMKM NPUMEHUTENBHO K YPOBHAM 3aLuThl MHCpOpMaLUMK NpuBeaeH B Tabnuue 22.

Tabnuya 22 — ba3oBblii COCTaB Mep MO KOHTPOMIO OTCYTCTBUSA M3BECTHBIX (ONUCAHHLIX) YA3BUMOCTEN 3aLuUThl MHGOP-
MaLmu o6bekToB MHopMaTU3aLumn

YpoBeHb 3aLuThI

YcnoBHoe
WHcopmaLmm

0603HaveHue CopepxaHue Mep CUCTEMbI 3aLUTI MHOPMaLMK
1 HOMep Mepbl

w
N
-

LI3N.1 KoHTponb oTcyTcTBMA U obecneveHne onepaTUBHOMO YCTPaHEHWUs! U3BECTHbLIX H T T
(onncaHHbIX) ya3sBUMOCTER 3alWuTbl MHpOPMALMK, UCMONb3OBAHUE KOTOPLIX
MOXET MO3BONUTL OCYLLECTBUTL HECAHKLMOHUPOBaHHOE (HEKOHTpOMUpyemoe)
UHdOpMaLIMOHHOE B3auMofleiicTBUE MEX]Y CerMeHTaMmu KoHTypoB 6e3onacHo-
CTU U UHBIMW BHYTPEHHUMU CETAMMN (DUHAHCOBOW OpraHu3aLum

LIBN.2 KoHTponk oTcyTcTBUS M 0becnedeHne onepaTUBHOTO YCTpaHEHUsl U3BECTHbIX | O T T
(onucaHHbIX) yasBuMocCTel 3awuTbl UHOpMaUUKU, UCMONb3oBaHUME KOTOPLIX
MOXET MO3BONUTL OCYLLECTBUTb HECAHKLMOHUPOBaHHOE (HEKOHTposupyemoe)
NMHOPMaALMOHHOE B3auMofeincTBUE MEXAY BHYTPEHHUMM BbIMMCIIMTENBHEIMA
ceTAMMN (PUHAHCOBOI opraHM3auum u cetoto UHTEpHET

LI3N.3 KoHTponb oTcyTcTBuUsi M obecnedeHne onepaTUBHOTO YCTPaHEHUs! M3BECTHbIX | O T T
(onnucaHHbIX) yasBuMOCTeil 3awmTbl UHpOpMaUMK, UCMONb3OBaHUE KOTOPLIX
MOXeT MO3BONUTL OCYLLEECTBUTL HECAHKLMOHUPOBaAHHOE (HEKOHTPOMNUpYeMOoe)
UHdopMaLIMOHHOE B3aUMOAECTBME MeXAY CerMeHTaMu, npegHasHa4yeHHbIMN
ANA pa3MeLleHnn oblefocTynHbIX 06LEKTOB AocTyna (B TOM Yucne 6aHKoMa-
TOB, MNaTeXHblX TepMUHANoOB), U ceTblo UHTepHeT
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OkoHYaHue mabnuuypl 22

YenosHoe
o0603HaveHe
1 HoMep Mepbl

CoaepxaHne Mep cUCTeMbI 3aLYUTbl MHGOPMaLMM

YpoBeHb 3aLWuThbl
nHdbopmauum

3 2 1

Lian.4

KoHTponb oTcyTcTBUA U oBecneveHne onepaTUBHOMO YCTPaHEHWUs U3BECTHbIX
(onucaHHbIX) yA3BUMOCTeH 3aluThl WHPOPMaLMKU, UCMONB3OBaHWE KOTOPLIX
MOXET MO3BOMUTL OCYLUECTBUTL HeCaHKLUMOHWPOBAHHbINA JIOrMHeCcKnii focTyn
K pecypcam A0CTyna, pasMeLleHHbIM B BLIYUCTIMTENBHBIX CETSX (hUHAHCOBOW
opraHusaLum, NOAKIMHOYEHHBIX K ceTW MIHTepHeT

@) T T

Lan.5

KoHTporb oTcyTcTBUA U oBecreveHne onepaTUBHOrO yCTpaHeHUs U3BECTHLIX
(onucaHHbIX) yA3BUMOCTEW 3aliUTbl UH(OPMaLMK, UCMOMNb3OBaHWE KOTOPLIX
MOXeT NO3BONUTL OCYLLECTBUTL HECAHKLMOHUPOBAHHLIA YAaneHHbIA 4oCTyn

Lan.6

KOHTpOJ‘Ib OTCYTCTBUA U obecneyeHune onepaTtuBHOIO yCTpaHeHUA U3BECTHbIX
(onncaHHbIX) yA3BUMOCTeR 3alyuThl UHOPMaLMK, UCMONb3OBaHUE KOTOPLIX
MOXET MO3BOMWTb OCYLLUECTBUTL HECaHKLMOHUPOBAHHbLIA NorMdeckuit goctyn
K pecypcam A0CTyna, pasMeLleHHbIM BO BHYTPEHHUX BbIMUCIIUTENBHBIX CETAX
duHaHcoBO opraHnsaLuu

Lan.7

KoHTponb oTcyTcTBUA U oBecneveHne onepaTUBHOMO YCTPaHEHWUS W3BECTHLIX
(onucaHHbIX) yA3BUMOCTeR, npefycMoTpeHHblX Mepamu LIBU.1 — LIBN.6
HacTosLel Tabnuubl, MyTeM CKaHWPOBaHWS W aHanusa NapameTpoB HacTPOeK
CepBEpPHOro 1 ceTeBoro o6opynoBaHus

Lan.8

KoHTponk oTcyTcTBus M obecnedeHne onepaTUBHOMO YCTPaHEHUS U3BECTHLIX
(onmcaHHbIX) yA3BUMOCTENR, YKka3aHHbIX B nyHkTax LIBN.1 — LI3W.6 HacTosAwei
Tabnuuel, NyTeM CKaHUPOBaHWS U aHanusa cocTaBa, Bepcuii U NnapameTpoB
HacTpoek npuknagHoro MO, MO AC u cuctemHoro MO, peanuaytowero dyHk-
uumn obecneveHns 3almTbl UHOpMaLMK U (UnK) BrusiroLero Ha obecneveHne
3aWwuTel MHopMauun (fanee B HacTosiem pasfene — cucteMmHoe [MO)*,
YCTaHOBINEHHOro Ha cepBepHOM U ceTeBOM 060pya0BaHum

Lan.9

KoHTponb oTcyTcTBUS U obecneveHne onepaTUBHOMO YCTPAHEHUS! U3BECTHbIX
(onucaHHbIX) YSA3BUMOCTEN, npeaycMoTpeHHblx Mepamu LIBN.1 — LIBN.6
HacTosILen Tabnuubl, NyTeM CKaHUPOBaHWA U aHanu3a cocTasa, Bepcuid U na-
paMeTpoB HacTpoek npuknagHoro MO, MO AC u (unun) cuctemHoro MO, ycTa-
HoBneHHoro Ha APM nonb3oBaTeneii 1 akcnnyaTaUMoHHOro nepcoHana

L3110

KoHTponb oTcyTcTBUA U obecneveHne onepaTUBHOTO YCTPaHEHWUS M3BECTHLIX
(onucaHHbIX) yA3BUMOCTER, NpeaycMoTpeHHblX Mepamu LIBUN.1 — LIBN.6
HacTosALel Tabnuubl, NyTEM CKaHUPOBaHUA U aHanu3a cocTasa, Bepcuid 1 na-
paMeTpoB HacTpOeK CPEACTB U CUCTEM 3aLLUUTLI UHOPMaLUK

L3K.11

OrpaHuyeHue (3anpet) ucnonsbaosBaHusi Ha APM nonbsoBaTtenei u akcnnyata-
LIMOHHOrO NepcoHarna, 3afieicTBOBaHHLIX B BbINOMHEHWN GU3Hec-npoueccos
dunHaHcoBo# opraHusauuu, MO, peanusytowero gpyHkuMn no paspaboTke, oT-
nagke u (unu) TectuposaHuto MO

* B Tom uncne MO onepaLyoHHLIX cucTem, MO CYB[, MO cepBepos npunoxeHnit, MO cucTem BUPTYanu3aLmu.

7.4.3 Ba3oBblii COCTaB MEpP NO OPraHU3aLuM U KOHTPOMIO pa3meLLeHus, XpaHeHus u obHosneHus MO
NPUMEHUTENBHO K YPOBHAM 3aLUMTbl MHbOpMaLMmn npuseaeH B Tabnuue 23.

Ta6bnuya 23— Ba3oBblit cocTaB Mep No OpraHU3aLMn U KOHTPONIO pasMeLLeHUs, XpaHeHUsa u o6HoeneHua MO

obopyaosaHuu MO cpeactB n cucteM 3awuTsl MHopMaumu, npuknagHoro MO,
MO AC, cuctemHoro O u curHatypHbix 6a3 cpefcTB 3aLmThl MHopMauum, B TOM
yucne ¢ Lefblo YCTPaHEHNs! BbISIBITEHHBLIX YA3BUMOCTEN 3aLLuUThl MHpopMauum

YcnosHoe YpoBeHb 3aWuThl
0603HaueHNe CopepxaHue Mep CUCTEMbI 3aLYUTLI MHEOPMALMA uHpopmaLym
1 HoMep Mepbl 3 A ]
L3n.12 KoHTponb pasMelleHnsi u cBoeBpeMeHHOro 0O6HOBIEHNS Ha CEPBEPHOM U CETEBOM O o) T

26




FOCT P 57580.1—2017

OKoHYaHue mabnuupi 23

YpoBeHb 3aLuTbl

YcnosHoe MHbopmMaLmu

0603HaveHe CopepXaHue Mep CUCTeMbl 3aLUTLI MHOPMaLWN
1 HoMep Mepbl 3 | 5 | 1

LI3N.13 KoHTponb pasmelleHna 1 cBoeBpeMeHHoro obHoBneHus Ha APM nonb3oBate- [ O ©) T
nen 1 aKkcnnyaTaunoHHoro nepcoHana MO cpefcTB U cUCTEM 3aluThbl UHOP-
mauumn, npuknagHoro MO, MO AC u cuctemHoro MO, B TOM 4ucne C Uenbto
yCTpaHeHus BbIABMEHHbIX YA3BUMOCTEN 3alynThl MHgopMaLun

LI3N.14 KoHTponb paboTocnocobHoOCTU (TecTUpoBaHUE) U NPaBUALHOCTU (OYHKUMOHU- | O ®) @)
posaHust AC nocne BeinonHeHns obHoBneHwii MO, npegycMoTpeHHOro Mepamu
LIBN.12 1 LI3.13 HacTosiwelh TabnuLibl, BLINOMHAEMOro B CerMeHTax paspa-
GOTKN M TECTUPOBAHUS

L3n.15 KoHTponb oTcyTcTBUA U obecneyeHne onepaTuBHOTO YCTPaHeHUs u3BecTHbIX | O T T
(onncaHHbIX) YA3BUMOCTER 3alMThl UHopMaLun nocne BbINONHEHNA 06HOB-
neHwnii MO, npegycMmoTpeHHoro mepoit LI3W.12 HacToAwein Tabnuup

L3n.16 ObecneyeHne BO3MOXHOCTU BOCCTAHOBMEHUSA 3TanoHHbIx konuit MO AC, MO | O ®) ©)
CPEACTB U CUCTEM 3allnTbl UHopMaLmmn, cuctemHoro MO B cny4asx HewTaT-
HbIX cUTyaLWin

us3n.17 Hanunuue, y4eT U KOHTPOb LIENOCTHOCTM 3TanoHHbIX konuii MO AC, MO cpeacts | H H T
U cUCTeM 3aluThl MHgopMaLmm, cuctemHoro MO

L3n.18 Hanunuue, y4eT 1 KOHTPOsb LLEeNMOCTHOCTU 3TaNoHHbIX 3Ha4YeHWi napaMmeTpoB Ha- [ O ®) T
cTpoek MO AC, cuctemnoro MO, MO cpeacTs U cucTeM saLuTel UHDOPMaLUK,
BO3MOXHOCTb BOCCTAHOBMEHWUS YKa3aHHBLIX HacTpoeK B CRyYasx HewTaTHbIX
cuTyauui

L3n.19 KOHTponb LenocTHOCTH M AOCTOBEPHOCTU UCTOYHUKOB NONyYeHUa npu pacnpo- [ O O] T
cTpaHeHun 1 (unun) obHosneHun MO AC, MO cpeAcTB U CUCTEM 3aLuThl UHGOP-
mMauum, cuctemHoro MO

7.4.4 BasoBblil COCTaB MepP MO KOHTPOMIO coctaea U LenoctHoctu MO uHhopMauUoOHHON MHPACTPYK-
TYpbl NPUMEHUTENBLHO K YPOBHAM 3aLUMUThl MHpOPMauumn npuseaeH B Tabnuue 24.

Tabnuuya 24 — ba3oBblit COCTaB Mep Mo KOHTPOMIO cocTasa U LenocTtHocTu MO nHdopMaunoHHoW WHpacTpykK-
Typbl

YcnoBHoe YpoBeHb 3aluThI
0603HaveHe CoaepxaHne Mep cUCTeMbl 3aLUTsl MHEOPMa LN WHopmaLm
N HOMep Mepbl 3 5 1
Li3n.20 KoHTponb cocTaBa paspelleHHoro ansa ucnonsdosaHua MO APM nonbsosate- | O T T
nei n aKkcnnyaTaLunoHHOro nepcoHana
LI3N.21 MckntodeHne BO3MOXHOCTW YCTaHOBKM U (Mn) 3anycKka HepaspeLleHHoro Ans O T T
ucnonbaosaHua NO APM none3oBaTenei n akcniyaTaynoHHOro nepcoHana
L3n.22 KoHTponk cocTtaa MO cepBepHoro oGopyaosaHus H O T
Li3n.23 KoHTponk coctasa MO APM nonb3oBatenei 1 aKcnnyaTaLMoOHHOro nepcoHana, H T T
3anycKkaeMoro npu sarpyske onepaLuoHHON cucTemsl
LI3N.24 KoHTponb LienocTHOCTH 3anyckaemblx kommnoHeHToB MO AC Ha APM nonb3oBa- | H H T
Tenew 1 sKcnnyaTauMoHHOro nepcoHana
LI3N.25 Peanusauuna gosepeHHoO 3arpysku onepaumoHHbIX cucteM APM nonbsoBate- | H H T
et 1 aKkcnnyaTaunoHHoro nepcoHana
LI3N.26 KoHTponb (BbISIBNEHWE) UCToNb30BaHWUA TexHororm MobuneHoro koga* H T T
" B ToM yucne Java, JavaScript, ActiveX, VBScript 1 UHble aHanoruyHble TEXHONOrnu.
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7.4.5 ba3oBblit cOCTaB Mep NO perncTpauumu cobbiTMi 3aLmMTbl MHOPMALMU, CBA3AHHbIX C pesynkrara-
MU KOHTPONSA LENOCTHOCTU U 3aWULLIEHHOCTU MHCPOPMALIMOHHOW MH(PPACTPYKTYPbI, NPUMEHUTENBHO K YPOB-
HSAM 3aWnTbl MHOPMaLUK NpuseaeH B Tabnuue 25.

Tabnuya 25— Ba3oBblilt cocTaB Mep Mo perucTpauyun cobbITUil 3aluUThl MHOPMaLUK, CBA3aHHLIX C pesyrkraTtaMu
KOHTPONSA UENOCTHOCTU U 3alUWEHHOCTN UHOPMAaLIMOHHOA MHPaCTPYKTYpPhI

VenoBHoe YpoBeHb 3aLuThbl
o603HaueHne CopaepxaHue Mep cUCTEMbI 3aLUTbl MHopMaLK WHgopmaLn
1 HOMep Mepbl 3 | 2 | 1

usn.27 Peructpauun ¢akTos BbiSIBNEHNS yA3BUMOCTEN 3alyuThl MHpopmaumn H T T

L3Kn.28 Peructpauusa yctaHoBkW, 06HOBNEeHMA U (Mnun) yaaneHus MO AC, MO cpeacts n H T T
CUCTEM 3aLUnTLl UHPOPMaLmK, cuctemHoro MO Ha cepBepHOM U ceTeBOM 060-
pyfnoBaHuu

L3n.29 Peructpauus yctaHoBKM, 0O6HOBNEHUS U (MNK) yaaneHus npuknagHoro MO, NO | H T T
AC, MO cpeacts M cuctem 3awmthl uHdopmMaumu, cuctemHoro MO Ha APM
nonb3oBaTenei 1 aKkcnnyaTaunoHHOro nepcoHana

L3Kn.30 PerucTtpauus saanycka nporpamMmHbIX cepBUCOB H H T

L3K.31 PerucTpauus pesynsraTos BbINONHEHUs onepauuid no koHTponto coctasa MO cep- | H H T
BepHoro obopygoeaHus, APM nonb3oBaTeneii U akcrnyaTalMoHHOro nepcoHana

L3Kn.32 Peructpauua pesynsraTtoB BbINOMHEHUs onepauuid No KoHTporto coctasa MO | H T T
APM nonb3soBaTenei U akcnnyaTaLMoHHOro nepcoHana

LI3N.33 Perunctpauus peaynstaToB BhINOMHEHUS onepauuii Mo KOHTponto coctasa MO, H T T
3anyckaemMoro rnpu sarpyske onepauuoHHoil cuctembl APM nonb3osatenen u
3KcrnyaTaLuoHHOro nepcoHana

LI3N.34 Pernctpauus pesynsratoB BhINOMHEHUS onepaLnii KOHTPONsA LENocTHOCTH 3a- | H H T
nyckaembix komrnoHeHToB MO AC

Li3W.35 PeruncTtpaLus BbISBNEeHUA NCNONb30BaHUA TEXHONOrMU MoBUNbHOro Kkoga H

LI3N.36 Pernctpauus peaynsraToB BeIMOMHEHUA onepaLuii NO KOHTPOMHO LUENOCTHOCTU U H
[OCTOBEPHOCTU UCTOYHUKOB NOMy4eHUs NMpu pacnpocTpaHeHnn u (unu) obHoBne-
Huu MO AC, MO cpeacTs 1 cuctem 3almTsl UHOpPMaLmu, cucteMHoro MO

7.5 Mpouecc 4 «3awmnTa OT BPeAOHOCHOIO Kogay

7.5.1 TNpuMeHsAeMble PUHAHCOBON OpraHu3auueil Mepbl MO 3aluMTe OT BPEAOHOCHOIO Koaa AO0IDKHbI

obecneunBarsb:

- OpraHv3aumio 3LLENOHWPOBAaHHOI 3aLUWTbl OT BPEAOHOCHOIO KOZA Ha Pa3HbiX YPOBHAX MHOPMALIMOH-
HOIM MHPaCTPYKTYpbI;

- OpraH13aumio U KOHTPOMb NPUMEHEHUA CPEACTB 3aLUMTbl OT BPeAOHOCHOIO KOAa;

- perucTpaumio coObITUi 3aLLmTbl MHCpOPMALIMK, CBA3AHHBIX C pearnmsaLuein 3almTbl OT BPEAOHOCHOTO KOAA.

Mpu peanusaumm npouecca «3alimMTa oT BPEAOHOCHOTO Koga» pekoMeHayeTcs ucnonb3osars [13].

7.5.2 Ba3oBkblil COCTAB MEp N0 OpraHM3aLunm ILLENOHUPOBAHHOM 3aLUMTbl OT BPEAOHOCHOTO KoAa Ha pas-
HbIX YPOBHSX WHCPOPMAaLMOHHOW UHMPPACTPYKTYPbl NPUMEHMTENBHO K YPOBHAM 3aluThl MHCbOpMaLMKU NpU-
BeAeH B Tabnuue 26.

Tabnuuya 26 — Ba3oBblit cocTaB Mep MO OpraHU3aLMi SLUENOHMPOBAHHOI 3aLlUMThl OT BPELOHOCHOIO Kofa Ha pasHbIX
YPOBHSAX UHOPMALIMOHHOW UHPPACTPYKTYpPbI

YpoBeHb 3aLyuThl

none3oBaTenemn u akcnnyaTaLuoHHoro nepcoHana

YcnosHoe

o603HaueHne CopaepxaHune Mep cucteMbl 3aLuTbl UHPOPMALIM MHcopMaLyK

1 Homep Mepbl 3 | 5 | 1
3BK.1 Peanusauus 3awmTel OT BpeAOHOCHOrO Kofja Ha ypoBHe duamueckux APM T T T
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VenoBHoe YpoBeHb 3aLuThbl
o6o3HaueHne CoaepxaHue Mep cMCTeMbI 3aLUTLl MHGbOpMaLKN UHgpopMaLyK
n HomMep Mepbl 3 2 1
3BK.2 Peanusauus salmTel 0T BpeJOHOCHOrO KoAa Ha YpOBHe BUPTYanbHOM UHdop- | T T T
MaLMOHHOW MHAPACTPYKTYpPhI
3BK.3 Peanusaums s3aluTel OT BPEAOHOCHOIO Koa Ha ypoBHe cepBepHoro obopygo- | T T T
BaHuA
3BK.4 Peanusauus saluTel OT BPe4OHOCHOrO KOAA Ha YPOBHE KOHTPONS MEXCETEBOIO H T T
Tpaduka
3BK.5 Peanusauua sawutbl OT BPEAOHOCHOIO KOAa Ha YPOBHE KOHTPOIS MOYTOBOIO T T T
Tpaduka
3BK.6 Peanusauua sawutel 0oT BPeJOHOCHOTO KOAA Ha YpPOBHE BXOAHOIO KOHTPONA T T T
YCTPOIACTB U NEPEHOCHBIX (OTUYXAaeMbIX) HocUTenNeil MHopmaLmm
3BK.7 Peanusauus sawuTel 0T BPEAOHOCHOIO KOAA Ha ypOBHe KOHTporsi obwegoctyn- | T T T
HbIX 06LEKTOB ocTyna (B TOM Yncne 6aHkoOMaToB, NNaTEXHbIX TEPMUHANOB)

7.5.3 Ba3oBblIii cOCTaB MEP NO OpraHU3aLmM U KOHTPOSIIO NPUMEHEHUS CPEACTB 3aLUUThbI OT BPEIOHOCHO-
ro KoAa NMPMMEHUTENbLHO K YPOBHAM 3awuTbl uHdpopmaumu npuseaeH B Tabnuue 27.

Tabnuuya 27 — ba3oBblil cOCTaB Mep NO OpraHU3aLMK U KOHTPOSIO NPUMEHEHUST CPEACTB 3aLLUTbl OT BPEAOHOCHOTO Kofia

VenoBHoe YpoBeHb 3aLuThbl
0603HaueHne CoaepxaHue Mep CUCTeMbl 3aLLUTLI UHGOPMaLWN WHcpopmaLm
N HoMep Mepbl 5 1
3BK.8 DYHKLMOHMPOBaHWE CPeACTB 3allUThl OT BPEAOHOCHOMO Kofla B MOCTOSIHHOM, T T T
aBTOMaTUYECKOM peXuMe, B TOM YUCNe B YacTWU YCTAHOBKU MX OBHOBMEHWIA u
CUrHaTypHbIX 6a3 fJaHHbIX
3BK.9 DyHKLMOHMPOBaHWE CPEACTB 3alUuThl OT BpefOHOCHOroO koga Ha APM nonb3so- | T T T
BaTenei U aKcrnyaTaLuoHHOro nNepcoHana B pe3snjeHTHOM pexumMe (B pexume
service — AnA onepauyuoHHoil cucteMmbl Windows, B pexume daemon — ans
onepaLmoHHOn cuctemMbl Unix), UX aBTOMaTUYECKWIA 3amnyck npu 3arpyske one-
paLWOHHOR cUcTeMBI
3BK.10 [MpuMmeHeHne cpeAcTB 3alUThl OT BPEAOHOCHOrO Kofa, peanuayowmx yHk- | T T T
LIUI0 KOHTPONS LIeNOCTHOCTU UX NPOrpaMMHbIX KOMNOHEHTOB
3BK.11 KoHTponb OTKIIOYEHUS] U CBOEBPeMEHHOro obHOBNeHUs cpeacTB sawutel oT | T T T
BpPEAOHOCHOIO Kofa
3BK.12 BbinonHeHue exeHepaenbHbIX onepauuili No NpoBeAeHUo NPoBepoK Ha oteyT- | T T T
CTBUE BPEJOHOCHOMO KoAa
3BK.13 Mcnonb3oBaHue cpefiCTB 3aLlyUThl OT BPEJOHOCHOMO KoAa pasnuyHbiX npousso- | T H H
autenewn, kKak MUHUMYM 45151 YPOBHEMN:
- usnyeckme APM nonb3oBarenei U skcnnyaraLmMoHHOro nepcoHana;
- cepBepHoe obopyfoBaHue
3BK.14 Mcnonb3oBaHue cpefiCTB 3aLUUThLl OT BPEAOHOCHOMO KoAa pasnuyHbiX npousso- | H T T
autenei, kKak MUHUMYM 151 YPOBHEN:
- dusundeckme APM nons3oBartenen u aKcninyarayuoHHoro nepcoHana;
- cepBepHoe obopyfoBaHue;
- KOHTpOfb MeXceTeBoro Tpaduka
3BK.15 BbinonHeHue npoBepok Ha OTCYTCTBUE BPEAOHOCHOrO KoAa NyTeM aHanusa uH- H T T
OpMaLMOHHBIX MOTOKOB MEXAY CErMEHTaMn KOHTYpoB 6e30nacHOCTU 1 HLIMU
BHYTPEHHUMMU BbIMUCIIUTENBHLIMU CETAMU (PUHAHCOBOIA opraHu3aLum
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YpoBeHb 3aLuThbl

YcnosHoe
WHdopmMaLmm

o6o3HaueHue CopaepxXaHue Mep cucTeMbl 3aLUTbl MHGopMaLmm

1 HoMep Mepbl

3BK.16 BuinonHeHne NpoBepoK Ha OTCYTCTBME BPEAOHOCHOrO Kofla NyTeM aHanuaa H T T
UH(OPMALIMOHHBIX NOTOKOB MeXAY BHYTPEHHUMMW BbIMUCIUTENBHLIMU CETSMM
drHaHcoBO opraHusauumn u cetoto UHTEpHET

3BK.17 BuinonHeHne nNpoBepoK Ha OTCYTCTBME BPEAOHOCHOIO Kofa MyTeM aHanusa H T T
MHOPMALIMOHHBIX NOTOKOB MEXAY CErMeHTaMu, NpefHasHa4eHHLIMMU 1S pas-
MelleHWs obLeaoCcTYNHBIX 06LEKTOB ocTyna (B TOM Yucre 6aHKoMaToB, nna-
TEXHbIX TEPMUHANOB), U CETbIO MIHTEpHET

3BK.18 BxofHOW KOHTPONb BCEX YCTPOWCTB M NEPEHOCHbLIX (OTUYXAaeMblX) HocuTenein T T T
nHdopMaLun (BKNOYaA MOBUNBHBIE KOMNLIOTEPL U (PreLL-HaKoNUTeNu) nepeq
UX UCNOMb30BaAHWEM B BBIYUCIIUTENBHBLIX CETSX PUHAHCOBOW OpraHM3aLuu

3BK.19 BxoAHOW KOHTPONb YCTPOMCTB M NEPEHOCHLIX (OTYYXAaeMblx) Hocutenei ui- | H T T
¢hopmaLumn nepea Ux UCMoONbL3OBaHNEM B BbIMUCTIUTENBHBIX CETAX (DUHAHCOBOW
opraHusayuun, B BbiJ€NIEHHOM CEerMeHTe BbIMUCIMTENBHOW CETU, C UCKITIOUYEHU-
€M BO3MOXHOCTU WH(OPMALMOHHOrO B3aUMOAEWCTBUS YKa3aHHOMO CerMeHTa
U UHBIX CErMEHTOB BbIYMCIUTENBHBIX CeTel (PUHaHCOBOI opraHu3auum (Kpome
ynpasnstoLlero HMOPMaLMOHHOro B3aUMOAEHCTBUS NO YCTAHOBIEHHLIM Npa-
BUMNaM M NpoToKonam)

3BK.20 BeinonHeHne npefsapuTenbHbIX NPOBEPOK Ha OTCYTCTBME BPEAOHOCHOIO kofa H ®) ®)
ycTaHaBnusaemoro unm usmerHsemoro MO, a Takke BbINONHEHUE NPOBEPKU NO-
Cre yCTaHoBKU W (MNu) usmeHeHus MO

3BK.21 3anpeT HEeKOHTPONUPYEMOro OTKPLITUA CaMOpacnakoBbLIBAOLLMXCA apXUBOB U O T T
UCMOMHAEMbIX PannoB, NOYYeHHbIX U3 ceTu MIHTepHeT

7.5.4 Ba3oBblili cocTaB Mep No perucTpauuu cobbITM 3aWwnTbl UHOpMaL UK, CBA3AHHLIX C peanu-
3auuen sawmTbl OT BPEJOHOCHOrO Koda, NPMMEHWTENbHO K YPOBHAM 3aluTbl UHOPMAaLUWU NPUBEAEH B
Tabnuue 28.

Tabnuuya 28 — ba30BLIA COCTaB Mep Mo perucTpaunn cobbITUiA 3aluTLl UHOPMaLIMK, CBA3AHHLIX ¢ peanusaumen
3alluTbl OT Bp€4OHOCHOIo Koga

YcrnoBHoe VpMoHB;g b 'a: umlru
o603HaueHe CopepxaHue Mep cMCTeMbI 3aLWTLI MHOPMaLMM pmaL
N HOMep Mepbl 3 2 1
3BK.22 Pervnctpauus onepauuii No NPpoBefEeHUO NPOBEPOK Ha OTCYTCTBME BpedoHoc- | T T T
HoOro koga
3BK.23 Pervnctpauus dakToB BbISBMNEHUSA BPeLOHOCHOIO Koga T T T
3BK.24 Pernctpauuss HEKOHTPONUPYEMOro WCMONb3OBaHUA TEXHONOrun MoburbHOro T T T
Kopa*
3BK.25 Peructpauua c6oeB B (hyHKLMOHUPOBAHUM CPEACTB 3aLUMTLl OT BPEAOHOCHOMO T T T
Koaa
3BK.26 Pernctpauua c6oeB B BbINOMHEHUW KOHTPONSA (NpoBepok) Ha oTcyTcTBue Bpe- | T T T
JOHOCHOrO KoAa
3BK.27 Pervnctpauus oTKIo4YeHNA CPeACcTB 3aluThl OT BPe4OHOCHOro koga T T T
3BK.28 Pernctpauus HapyLleHUA LienoCTHOCTU MporpamMmMHbIX KOMMNOHEHTOB CPeacTB T T T
3aLWTEl OT BPEAOHOCHOTO Koga
* B ToM umncne Java, JavaScript, ActiveX, VBScript 1 MHble aHanorM4HLIe TEXHOMOMUH.
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7.6 MNMpouecc 5 «MpenorBpalleHne yreyek MHpopmaummny

7.6.1 MpumeHsaeMble (PUHAHCOBOIW OpraHusauMen Mepbl NO NPeaoTBPALLEHUID YTevyek MHopMaumm
OOMXKHbI 06ecneynBaTh:

- BrioknpoBaHne Hepa3peLLEHHbIX K UCMONb30BAHMIO U KOHTPOMb Pa3peLUeHHbIX K UCMONb30BaHMUIO No-
TEHUMAanbHbIX KaHarnoB yTevyku nHpopmaumum;

- KOHTpOnb (aHanus) uidopmauuu, nepegasaemMon rno paspeLueHHbIM K UCNOoMb30BaHWUIO NOTEHUMarnb-
HbIM KaHarnam yTeyku nHdopmaumu,

- opraHusauumio 3aWwuTbl MaLlWMHHbIX HocuTenen nigopmauum (MHW);

- peructpauuio CoObITUIA 3aLmMThl MHOPMaLUK, CBA3AHHbLIX C peanu3auueit 3amThbl N0 NpeaoTepaLLe-
HUIO YTEYKW MHpopMaLun.

MpumevyaHnne — PekoMmeHaauun, obecneynBarolie CHMKEHNE PUCKOB yTedKM MHpopMaLMK MyTeM MOHUTO-
PWHra U KOHTPONSA MHAPOPMALMOHHBIX MOTOKOB, NpUBeAeHs! B [14].

7.6.2 Ba3oBbIli cOCTaB Mep No GrioKUPOBAHUIO HEPA3PELLEHHBIX K UCMOMb30BAHUIO U KOHTPOIO paspe-
LUEHHbIX K UICNOMNb30BAHUIO NOTEHLMANBHbIX KAHAIOB YTEYKWM MHPOPMaLMKN MPUMEHUTENLHO K YPOBHAM 3aLUu-
Tbl MHGOPMaLMK NPUBEAEH B Tabnuue 29.

Tabnunya 29 — Ba3oBblit cocTaB Mep No BrIOKMPOBaHUIO Hepa3peLLeHHbIX K MCMOb30BaHUIO U KOHTPOMIO paspeLleH-
HbIX K MCMOMb30BaHWI0 NOTEHLMANBHBIX KaHarnoB yTeuku uHdopmalmm

YenosHoe ymigg";:"";;"'
oBosHaueHne CopepxaHne Mep cucTeMbl 3aLYWTLI MHGOPMaLMn pmay
N HOMep Mepbl 3 2 1
nyn.1 BrioknpoBaHue Hepa3peLleHHOW N KOHTPOMb (aHanu3) paspelleHHon nepeaaqn H T T
UHpopMaLMn KOHUAEHLWANLHOro XapakTepa Ha BHELWHWe afpeca 3NeKTPOoH-
HOW MOYTbI
Myn.2 BriokvpoBaHue Hepa3speLleHHOW U KOHTPONb (aHanu3) paspeLleHHoN nepeaaqn H T T
UHopmaLMK KoHUAEHUManLHOro xapakrepa B ceTb UHTEPHET ¢ ucnons3osa-
HWeM WHOPMaLMOHHOW UH(paCTPYKTYpbl (PUHAHCOBOI opraHu3auuu
Mywm.3 BrnokupoBaHne HepaspelleHHON U KOHTpOmb (aHanus) paspelueHHoW neyatu H T T
UHdopMaLMK KoHUAEHLMaNbLHOro Xxapakrepa
nym.4 BrnokupoBaHue Hepa3speLLeHHOro U KOHTpOnb (aHanus) paspeleHHoro konupo- | H T T
BaHWA UHOPMaLMM KOHMDUAEHLWANbLHOMo Xapakrepa Ha NepeHoCHbIe (OTUYX-
JaeMble) HocuTenu uHgpopmauum

7.6.3 Ba3oBblii coCTaB Mep Mo KOHTpOro (aHanu3y) uidopmaumm, nepeaasaemon NO paspeLLeHHbIM
K MCNOMb30BaHUIO MOTEHLUMANbHbLIM KaHanam yTeuku uHdopmMaumu, NPUMEHUTENBHO K YPOBHAM 3alUThl UH-
cdopmavuu npuseaeH B Tabnuue 30.

Tabnuya 30 — Ba3soBblil cocTaB Mep Mo KOHTPOMIO (aHanu3y) uHgpopmMauyun, nepegaBaeMoi NO paspelleHHbIM K Uc-
Nonb30BaHUIO NOTEHLManbHBIM KaHanam yTeukn MHdopmaLum

VenoBHoe YpoBeHb 3aLuThl
o6o3HaueHue CopepxaHue Mep cUCTEMbI 3aLLUTbI MHGOPMaLMn e
¥ HOMEp Mepbl 3 | 2 | 1
nynm.s KoHTeHTHbI aHanua nepegasaeMoi UHOpPMaLUKU NO NPOTOKONaM UCXOAALLEro H T T
no4YToBoro obmMeHa
nymn.e BefeHue efuHOro apxmBa anNEeKTPOHHBLIX COOBLEHNI C apXMBHBIM AOCTYMNOM Ha H T H
CpOK He MeHee 6 Mec. U onepaTUBHLIM JJOCTYNOM Ha CpPOK He MeHee 1 Mec.
nyw.z BeneHne efMHOro apxmBa anNeKTPOHHBIX COOBLLEHWIA C apXMBHBLIM AOCTYMOM Ha H H T
CPOK HEe MeHee OfHOro roga 1 onepaTuBHbLIM AOCTYNOM Ha CpOK HE MeHee 3 Mec.
nymn.s OrpaHuyeHune Ha nepeyeHb NPOTOKOMOB CEeTEBOro B3auMogeincTaus, ucnonssy- | H T T
eMbIX A1 OCYLLeCTBEeHNUs nepeaaqn coobLeHnit NEKTPOHHOMR NouThl
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YcnosHoe Ymo:egb;:m;;bl
o6o3HaueHue CopaepxaHue mep cucTeMbl 3aLUThbl MHOpPMAaLIMK popmayy
1 HOMep Mepbl 3 | > | 1
Myn.o OrpaHuyeHune Ha nepeveHb hopmaToB ainos flaHHbIX, pa3pelleHHblX K nepe- | H T T
Jlaye B Ka4ecTBe BOXEHUN B COOOLLEHNS SNEKTPOHHON NOYTHI
nyun.10 OrpaHuyeHne Ha pasMepbl ainoB faHHbIX, NepeaaBaeMbIxX B Kayectse Brno- | H T T
XEHWI B COOBLLEHUA 3MeKTPOHHOMN NOYTHI
Mnyum.11 KoHTeHTHBIN aHanu3 MHopmaLum, nepegaBaeMoii B ceTb MHTepHeT ¢ ucnone- | H T T
30BaHVWeM MHGOPMaLMOHHOI MHpacTPyKTYpbl (hMHaHCOBOI OpraHu3aLuu
nym.12 Knaccudukauua pecypcoB ceT MHTepHeT ¢ uenbto GnokupoBku goctyna kK | H T T
caifTam Unu TUNaM canToB, 3anpeLLeHHbIX K UCTNONb30BaHUIO B COOTBETCTBUM C
YCTaHOBNEHHbLIMU MpaBunamm
nyn.13 OrpaHunyeHne Ha nepedeHb NPOTOKOMOB CETEBOIO B3auMofencTBuA u cetesblx | H T T
MopTOB, UCMONb3YEMbIX MPU OCYLLECTBIIEHUN B3auMogeicTBus ¢ ceTbio UHTep-
HeT
nyn.14 3anpet xpaHeHWs 1 06paboTku UHOpMaLMKU KoHUAEHUMANBHOro XapakTepa H 6] ®)
Ha obbeKTax [0CTYNa, pa3MeLeHHbIX B BLIYMCIIUTENbHBLIX CETAX (hUHaHCOBOW
opraHuaaLum, NOAKMHYEHHbIX K ceTu UHTepHeT
nyn.15 KOHTEHTHLIN aHanu3 UHgopMaLuy, BbIBOAMMONM Ha nevaTb
rnyun.16 Mcnonb3oBaHne MHOrOYHKLMOHAaMNbHbLIX YCTPOACTB NevaTu ¢ BO3MOXHOCTbLIO
nonyveHns pesynsraTtos BLIMOMHEHUA 3afaHusl Ha NeYaTh No naposo u (Unu)
nepcoHarnbHo| KapTouke fgocTyna
nym.17z KOHTEHTHbIN aHanu3 uHgopmaLuu, KoNMMpyemon Ha nepeHoCHble (oTdyXaae- H T T
Mble) HOCUTENWU UHopMaLUK
nyn.18 BrioknpoBaHue HepaspellueHHbIX K UCMOoMnb3oBaHWIo NopToB BBoAa-BbiBoga UH- | H T T
dopmauuu CBT
nyn.19 BrioknpoBaHue BOZMOXHOCTW UCMONb30BaHWUA He3aperucTpmpoBaHHblX (He- | H T T
pa3spelleHHbIX K UCMONb30BaHMUI0) NePEHOCHLIX (0THYXAaeMblX) HOCUTENEN
UHopMaLuu B MHPOPMaLMOHHON UHPACTPYKTYpe PDUHAHCOBOW OpraHu-
3aLuu

7.6.4 Ba3oBblit cocTaB MepP MO OpraHuM3auuy 3aLuTbl MALLUMHHBLIX HOCUTENEN MHAOPMaUMU NPUMEHN-
TeNbHO K YPOBHAM 3alnTbl MHOPMaLun npuBeaeH B Tabnuue 31.

Tabnwunya 31— Ba3oBbIii cOCTaB Mep MO OpraHn3auuy 3aluThl MallMHHLIX HocuTerneil MHdopMaLmn

YCroBHOE ypOBeHb 3awunTbl
0603HaueHne CopepxaHie Mep CUCTEMb! 3aLLUTBI MHGOpMA LN UHcopMaLyK
1 HOMep Mepbl 3 | 5 | 1
nyn.2o Y4eT 1 KoHTponb ucnonesoBaHua MHW, npegHasHa4YeHHbIX AnA XpaHeHusa uH- | O (@] @)
dopmaLmu KoHpUAEHLManLHOro Xxapakrepa
nym.21 [okymeHTapHoe onpeaeneHWe nopsaka Wcnonb3oBaHusa n goctyna kK MHW, O (@] (@]
npefHa3HaYeHHbIM AN XpaHeHUA WHAOopMaLMU KOHMMEHUMANbHOMO Xapak-
Tepa
nywn.22 MapkupoBaHue yyTeHHbIx MHU ) O
nyn.23 CTtupaHue nHpopmaLum KoHbuaeHUanbHoro Xxapakrepa ¢ MHW cpeacteamu, T H H
obecne4mBaroLLMMK NOMHYIO Nepe3anichb AaHHbIX, MPW OCyLIECTBNEeHUN BbIBOAA
MHW u3 skcnnyaTtauuu unv BeiBoga U3 skcnnyaTtauuu CBT, B cocTaB KOTOPbIX
BXOAAT yKkaszaHHble MHW, a Takke npu Heo6Xx0AMMOCTH KX Nepefadun B CTOPOH-
HWe opraHuaauuu
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QOKoH4YaHue mabnuusi 31

YenosHoe YpoBeHb 3aLuUThbl

0603HaueHNe CopepxaHne Mep CUCTeMb 3aLUTLI MHCHOPMa LMK WHcbopmaLyu
¥ HOMEp Mepbl 3 | " |

-

nyw.24 CTtupanune nHdopmauum KoHduaeHUmMansHoro xapakrepa ¢ MHU cpeactsamu H T T
rapaHTUpOBaHHOrO CTUpaHUSA UNMKM cnocobom (cpeacTeom), obecneymBatoLLUM
HEBO3MOXHOCTb X BOCCTaHOBMEHWs, Npu ocyllecTBneHun BoiBoga MHU us
aKkcnnyatauun unu BeiBofa u3 akcrinyatauumu CBT, B cocTaB KOTOpbIX BXOAAT
ykasaHHble MHW, a Taloke npu HeobxoaMMOCTH X nepegadu B CTOPOHHUE Op-
raHusayuu

nyw.2s Ctupanune nHgopmaumm KoHbuaeHLuansHoro xapakrepa ¢ MHWU cpeacrsamum, T H H
obecnevnsaloMMKU NOSIHYIO Nepe3annuch AaHHbIX, NpU Nepefade (nepesakpe-
nnednn) MHU mexay paboTHukamm u (Unn) CTPYKTYPHBLIMU NOApPasAeneHnsamMn
hUHAHCOBOI opraHnsaLuu

nywm.2e CTtupaHune nHpopmaLlum koHduaeHUManeHoro xapakrepa ¢ MHU cpeagctBamu H T T
rapaHTMpOBaHHOrO CTUpaHWUA UnKu crnocoboM (cpeacTBoM), obecneumBaroLmM
HEBO3MOXHOCTb WX BOCCTaAHOBINEHUS, NpuU nepefade (nepesakpennedun) MHA
mexay paboTHUKaMu W (UnK) CTPYKTYPHBIMU nogpasaeneHuamu puHaHcoBoil
opraHusayuu

nywn.27 LndpposaHmne uHcdopmaLum KoHpUAEHUMANBHOMO XapakTepa Npu ee XpaHeHUun H H T
Ha MHW, BbIHOCUMBIX 3a Npepentl (bUHAHCOBOIA opraHU3aLum

7.6.5 basoBblil cocTaB Mep NO perucTpaumm cobbITMI 3aWwmMThl MHGOPMAaLMK, CBA3AHHLIX C peanu3auuen
3alWuTLlI N0 NPeaoTBPALLEHUIO YTeYKU UHOpMALMU, NPUMEHUTENBHO K YPOBHAM 3aLUMTbl MHOpMaLuu Npu-
BeaeH B Tabnuue 32.

Tabnuuya 32 — ba3oBblil coCTaB Mep Mo perncTpayun cobbITUil 3aWmTel MHGOPMaLIMK, CBA3aHHLIX C peanusauven
3aLLYMTEI MO NPefoTBPALLEHUIO YTEYKU MHdopMaLmMK

YcnosHoe YpoBeHb 3awWuThl
o6o3HaueHe CopepxaHue Mep cMCTeMbI 3aLWTbI MHOPMaLK MHGpOpMaLMM
N HOMep Mepbl 2 1
nyn.2s Peructpauus mcrnonb3oBaHWsA pas3brnoKMpoBaHHbLIX MOPTOB BBOAA-BbIBOZa WH- | H T T
dopmauuun CBT
nyn.29 Pernctpauus onepauuii, cBA3saHHbIX C OCYLLECTBNEHWEM AOCTYNa paboTHUKaMM H T T
VHaHCOBOI opraHu3aLuu K pecypcam cetn MHTepHeT
nyn.ao Pervnctpauus dpakros BbiBoga UHpOpMaLMM Ha neyarb H T T
nyn.s1 Pernctpauus pesynsratoB BbINMOMHEHUS KOHTEHTHOrO aHanuaa MHdopMaLuuu,
npeaycMoTpeHHoro Mepamm NMYN.5, MYN.11, NYN.15, MYWU.17 Tabnuusl 30
nyu.32 Peructpauna genctsuil No y4eTy U CHATUIO ¢ ydeTa MHW, npegHasHaqYeHHbIX o o @)
ANA XpaHeHns MHopMaLmmn KoOHbUAeHLMansHoro xapakrepa
nyu.33 Pervnctpauus dpakros cTupaHusa uHgopmavmm ¢ MHU O o @)

7.7 Mpouecc 6 «YnpaBneHue UHUMAEGHTaAMM 3aWUTbl HOpMaLUN»

7.7.1 Nognpouecc « MOHUTOPUHT 1 aHaNN3 COObITUIM 3aWUTbl MH(opMaLUN»

7.7.1.1 MpumeHaemble (PUHAHCOBOW OPraHu3aLUuen Mepbl N0 MOHUTOPUHTY U aHaNM3y COObITUIA 3aLUmnThbI
WHhopMaLMn f4OMmKHbI o6ecneynsaTh:

- OpraHu3auuio MOHUTOPUHIA AaHHLIX PerucTpauumn o0 cobbITUAX 3awuTbl UHGOPMaUuKn, hopmupye-
MbIX CpPeACTBAMU M cUcTemMamy 3alnTbl MHOPMaLUUKM, obbekTammn nHdopmaTnusauum, B TOM Yyucne B co-
OTBETCTBMU ¢ TpeboBaHusAMM K coaepxaHuio 6a3oBOro cocraBa mep 3aluTbl MHOPMALUKM HACTOALLEro
cTaHgapra,
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- c6op, 3aLUMTY U XpaHEHWE JaHHbIX PErMCTPaLnm 0 COBbITUSX 3aLLMTbl MHEOPMALUK;

- aHanus JaHHbIX perucTpaunm o cobbITUAX 3aLUTLl UHCOPMALUY;

- perucTpaumio cobbITWii 3aLuUThl UHGOPMAaLIMK, CBA3AHHLIX C onepaumMsaMu no o6paboTke AaHHbLIX pe-
rucTpauuu 0 coBbITUAX 3aLMTbl MHChOPMAaLMK.

Mpu peanuaayuun nognpouecca « MOHUTOPUHT U aHANM3 CoGbITUI 3aLLMThl MHGOPMAaLMN» PEKOMEHAYET-
cs ucnones3osatb FOCT P ICO/M3K TO 18044,

MpumMedyaHne — PekomeHaaLum no oGHapyXeHWIO MHLMEEHTOB WHdOpMaLMOHHON 6e30nacHoCTU U pearnpo-
BaHMWI0 Ha UHLUWAEHTLI MHOPMaLMOHHOK 6e3onacHOCTH NpuBeaeHs! B [15].

7.7.1.2 Ba3oBbIi COCTaB MeP MO OpraHn3auUMm MOHUTOPUHIa AaHHbIX perncTpauun o CoObITUSX 3aLLUUThI
UHhopmaumu, hopMupyembix 06bekTamMmu MHpopmaTusaLnmn, NPUMEHUTENBHO K YPOBHAM 3aLMTbl MHOpMa-
uuu npuseaeH B Tabnuue 33.

Tabnuya 33 — Ba3oBblii cocTaB Mep Mo opraHu3aLWM MOHUTOPWUHIa JaHHbIX PerucTpaLyn o coBbITUAX 3alUThl UH-
dopmavmu, popMUpyeMblx 06LeKTaMu UHDOPMaTUIaLMK

VenosHoe YpoBeHb 3aluThl
o603HaueHue CogepxaHue Mep cucTeMbl 3aWUThl UHpopMaLumu MHGOPMALIMK
1 HoMep Mepbl 3 5 1
MAC 1 OpraHusauusi MOHUTOPUHIa JaHHbIX perucTpauun o cobbITUAX 3awmuTel UHdop- | T T T
MaLumn, hopMUPYEMbIX TEXHUHECKUMN MePpaMi, BXOAALLMMU B COCTaB CUCTEMBI
3aWuTEl MHOopMaLum
MAC.2 OpraHusauynsi MOHUTOPUHIa AaHHbIX perucTpauun o cobbITUAX 3awuTel Hgop- | H T T
Maumu, popMUpyeMblX ceTeBbiM 060pyaoBaHUEM, B TOM YUCAE aKTUBHBLIM Ce-
TeBbIM 060pYyAOBaHUEM, MapLUPYTU3aTOpaMu, KOMMyTaTopaMm
MAC.3 OpraHusaynsi MOHUTOPUHIa AaHHbIX perucTpauyun o cobbITUAX 3awmuTel Hdgop- | H T T
MaLumn, PopMUpyeMbIX CETEBBIMU NPUNOXEHNAMN U cepBucamn
MAC.4 OpraHusaumsi MOHUTOPUHIa JaHHbLIX perucTpauun o cobbITUsAX 3almTsl uHdgop- | H T T
Mauuu, dpopMupyeMbix cucteMHbiM O, onepaumoHHbIMU cucteMamu, CYB
MAC.5 OpraHusaumsi MOHMTOPUHIA JaHHbLIX PerucTpauyun o cobbITUsAX 3amTel uHdgop- | T T T
Mauuu, dpopmupyembix AC U NPUNOXEHUIMU
MAC.6 OpraHusaumsi MOHMTOPUHIA JaHHbLIX perucTpauun o cobbITUsAX 3amTel uHgop- | T T T
MaLum, opMUpYeMBIX KOHTpOnsiepaMin J0MEHOB
MAC.7 OpraHu3aunsa MOHUTOPUHIA JaHHbIX perucTpaLun o cobblTUsX 3awmTel MHGop- | H H T
MaLumn, PopMUpyeMbIX cpefcTBaMn (CUCTEMaMU) KOHTPONS U ynpaBrieHus 4o-
CTyrnoM

7.7.1.3 ba3oBblii COCTAB Mep No cOopy, 3aLuTe U XPAHEHUIO AAHHbIX PETUCTPALIMMN O COOLITUSIX 3aLLMTDI
UHpOPMAaLIMK NPUMEHUTENBHO K YPOBHAM 3aLUuThl MHAOPMaLUM NpUBeAEH B Tabnuue 34,

Tabnuuya 34 — Ba3oBblil cocTaB Mep No cOopy, 3alnTe N XPaHEHUIo faHHbIX perucTpaLmmn o cobblITUAX 3alUThl UH-
dopmMaLmm

YcnoBHoe YpoBeHb 3:|.|.|M|/|Jb|
o6o3HaveHVe CofgepxaHne Mep cuCTeMbI 3aLYUTLI MHGOPMaLMKM WHpopmaLy
1 HoOMep Mepbl 3 2 1
MAC.8 LleHTpanuaoBaHHbI cbop AaHHbLIX perncTpauyumn o codbITUSX 3aluTsl MHAOP- H T T
Maumu, dopmMupyemblx obbekTamu MHopMaTm3aL M, onpeaeneHHbIX Mepamm
MAC.1 — MAC.7 Tabnuupl 33
MAC.9 leHepaynsi BpeMEHHbBIX METOK AN AaHHbIX perncTpauun o cobbITUsAX 3alUuThl T T T
UHGOpPMaLMU U CUHXPOHU3ALUKU CUCTEMHOIO BPpEMEHU OBGLEKTOB MHGOpMaTH-
3auuu, ucnonb3yemblx Ans opMupoBaHus, cbopa U aHanusa JaHHbIX peru-
cTpayum
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OKoHYaHue mabnuusi 34

YcrnosHoe prOHB;gb;Z”"M”Jb'
o60o3HaueHne CofepxaHue Mep cucTembl 3aLUThl HpopMaLmm pmay
1 HoMep Mepbl 3 2 1

MAC.10 KoHTpone hopMUpoBaHUA AaHHbLIX perucTpauum o cobbITUAX 3awwuTsl MHGop- [ O T T
Maumu o6beKkToB MHopMaTU3aLum, onpeaeneHHelx mepamun MAC.1 — MAC.7
Tabnuupl 33

MAC.11 Peanusayus 3aluTbl AaHHbLIX perucTpaumnm o cobbiTUsAX 3awwuTsl HopmaLum H T T
OT pacKpbITUA U MogudUKaLmMKU, ABYXCTOPOHHER ayTeHTUdUKaLmu npu nepe-
faye faHHbIX perucTpauun ¢ Mcnonb3oBaHneM ceTn MHTepHeT

MAC.12 OBecneyeHne rapaHTUPOBaHHON JOCTaBKU JaHHbIX perucTpauun o cobeitusx | H T T
3alLUTEl MHGOPMaLMKU NPKU X LieHTpanusoBaHHoM cbope

MAC.13 PesepsupoBaHue Heobxogumoro obbema NamsaTh AN XpaHeHWs fAaHHelx pern- | T T T
cTpauumn o cobbiTusAX 3aLmThl MHOPMaLMK

MAC.14 Peanusauus 3aliuTbl AaHHBLIX PerucTpaunm o cobbITUAX 3alwuTsl HopMaLmm T T T
oT HCA npu nx xpaHeHuu, obecredveHne LENOCTHOCTUA U AOCTYMHOCTU XpaHU-
MbIX faHHbIX peructpaLum

MAC.15 ObBecneyeHne BO3ZMOXHOCTW JOCTYNa K AaHHBIM peructpauumn o cobbituax 3a- | T T H
LWMUTBI MHpopMaLIMK B TeHEHUe Tpex neT

MAC.16 OBecneyeHne BO3ZMOXHOCTW JOCTYNa K AaHHBIM peructpauum o cobbituax 3a- | H H T
LWUTLI MHpOopMaLIMK B TEYEHUE NATKH neT

7.7.1.4 Ba3oBblil COCTAB MEP MO aHANU3Y AaHHbLIX perucTpaumn o CobbITUAX 3aWuTbl UHpopMaLuu Npu-
MEHMUTESIBHO K YPOBHAM 3alyuThl MHOpMaLmm npuseaeH B Tabnuue 35.

Tabnuya 35— Ba3oBblil COCTAB Mep MO aHanuay AaHHbIX PerucTpaLun o cobbITUAX 3auTel UHOpMaLum

YcrnoBHoe ypy?:;:*’;:”":;"'
0603HaueHue CopepxaHue Mep cUCTeMbI 3aLUThLl UHchopmMaLn pma
U HOMep Mepbl 3 2 1
MAC.17 ObecneyeHne BO3MOXHOCTHU BLIMOMHEHMS onepayuu HopManusauun (npusege- | H T T
HUA K efiuHoMy chopmaTy), dunsTpaLum, arperatmmn u Knaccuukaymn AaHHbIX
peructpauuu o cobbITUsX 3aLmUTLl MHpopMaLK
MAC.18 ObecneyeHne BO3MOXHOCTM BhISIBIIEHUS U aHanusa cobbiTuit sawnTel uHgop- | T T T
MaLyK, MOTEHUMarnbHO CBSA3AHHBIX C WHLUMAEHTaMM 3awWuTbl MHGopMauuu,
B TOM Yucne HCO*
MAC.19 ObecneyeHne BO3MOXHOCTU ONpeAerneHus coctaBa Aeinctsun u (unu) onepa- | T T T
LA KOHKpETHOro cybbekTa goctyna
MAC.20 ObecneyeHne BO3MOXHOCTU OnpeAeneHus coctaBa AeicTeun u (unu) onepa- | T T T
LMl cybBLeKToB AOCTyna MpuW OCYLLECTBIEHWN NTOMMYECKOro AOCTYNa K KOHKpeT-
HOMy pecypcy JocTyna

* MepeveHb cobbLITUIA, MOTEHLUUANBHO cBsI3aHHbIX ¢ HCL, pekoMeHAYyeMbIX ANS BLISBNEHUA, perucTpauum n aHa-
nusa, npuBeJleH B NMpUNoXeHun B K HacTosLeMy cTaHgapTy.

7.7.1.5 Ba3oBblii cocTaB Mep MO perncrpauuu cobbITuii 3awwmTbl MHPOPMAaLMK, CBA3AHHLIX C onepa-
uusaMU no 06paboTke AaHHBIX perucTpauumn o CoObITUAX 3almTbl UHOPMALIUK, NPUMEHUTENBHO K YPOBHAM
3awmTbl MHbOpMaLmMm npuBeaeH B Tabnuue 36.
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Tabnuya 36 — ba3oBhlil cocTaB Mep Mo perucTpauun cobbITUA 3aluTel MHOpMaLUK, CBA3aHHLIX C onepauusaMu no
o0bpaboTke faHHbIX peructpalum o cobbITUAX 3aluTel MHpopMaLmm

YeroBHoe y‘mﬁg'ﬁ:”ﬂ:‘"
o603HaveHue CopepxaHue Mep cucTeMbl 3aLUTLI UHGOPMALIK pMay
1 HoMep Mepbl 3 | 2 | 1
MAC.21 Peructpauus HapyleHuii u cboeB B popMmpoBaHum u cbope faHHbIX 0 cobbl- | H T T
TUSAX 3aluThbl MHopMaLmu
MAC.22 Peructpauus goctyna K XxpaHUMbIM AaHHBIM O COBLITUAX 3aLUThl MHOpMaLMK
MAC.23 Pernctpauusi onepaumii, cBa3aHHbIX ¢ W3MEHEHMEM MpaBwun HopManusauuu
(MpuBeAeHus K eauHOMY bopmary), unerpaLuu, arperayum U knaccudukaumm
AaHHbIX perncTpayun o cobbITUSX 3alWmTel UHdopMaLun

7.7.2 Nognpouecc «OOHapyxeHUe UHUMAECHTOB 3alWuTbl MHPOPMALIMKU U pearMpoBaHNE HA HUX»

7.7.2.1 TpuMeHsieMble PMHAHCOBOI OpraHu3auuein Mepbl N0 0OHAPY>KEHUIO WHLUMAEHTOB 3aLUUTbI UH-
dopMaLum U pearMpoBaHNE Ha HUX AOMKHbI 06ecneYnBarb:

- oBDHapy>XeHue n perucTpaLmio MHUUAEHTOB 3awmThl UHOPMALMK;

- opraHu3auuio pearMpoBaHUa Ha UHLUMAEHTbI 3aLuTbl MHhopMaLuum;

- OpraHM3aumio XpaHeHus u 3awmuty uHdopmMauum 06 MHUMAEHTax 3aLuTbl MH(hopMaLuu;

- perucrTpauuio cobbITui 3auTbl MHpOPMALIMKM, CBA3AHHBLIX C pe3ynbTratamu 0OHAPY>KEHUSA UHLUUAEH-
TOB 3aLUMTbI MHYOPMALIMK U PearnpoBaHMA Ha HUX.

Mpu peanu3aummn nognpouecca «OBHapPyXeHUE MHUMAEHTOB 3aWwmTbl UHpOpMAaLUK 1 pearupoBaHune Ha
HUX» pekomeHayetcs ucnonbsosatb FOCT P UICO/M3K TO 18044.

MpumMmevyaHne — PekomeHaaLum no o6HapyXeHWUIO MHLMEEHTOB UHbopMaLMoHHOW 6e30nMacHOCTU U pearnpo-
BaHMWIO Ha UHLUWAEHTLI MHOPMaLMOHHOK 6e3onacHOCTU NpueeaeHs! B [15].

7.7.2.2 ba3oBblii COCTaB Mep N0 OOHAPYKEHUIO U PErUCTPaLMM UHUMAEHTOB 3alMTbl MHChOpMAaLIMKM NPU-
MEHUTENbHO K YPOBHAM 3aLUMTbl MHpOpMaLun npuseaeH B Tabnuue 37.

Ta6nuya 37 — Ba3oBblit cocTaB Mep No 0GHapyXeHUIo U perucTpaLyuu UHLMAEHTOB 3aLuThl UHGOopMaLmmn

VeroBHoe YpoBeHb 3aLuThl
o6o3HaueHue CogepxaHue Mep cucTembl 3ayUTbl UHopMaLm WHpopmaLyn
1 HoMep Mepbl 3 2 1
PN.1 Peructpauus nHdopmMaLum o cobulTUAX 3aluTsl MHPOPMaL K, noTeHumnans- | O T T
HO CBA3@HHbIX C UHUMAEHTaMK 3awWwuTbl MHPopMaLuK, B ToM Yucne HC[,
BbISIBMEHHBLIMU B paMKaxX MOHUTOPWHra 1 aHanuaa cobblTUii 3awutel MHOP-
Mauuu
PN.2 Perunctpauyuns nHgpopmauum, noteHUmansHO CBA3AHHOW C MHUMAEHTaMMW 3aLyu- O T T
Tbl MHOpMALMK, B TOM Yucrie HC[, nonyyYeHHOW oT paGOTHUKOB, KITMEHTOB U
(MnK) KoHTpareHToB hMHAHCOBOMW opraHu3aLmu
PN.3 Knacendumkauma WHUMAEHTOB 3aluuThl UHOPMaLUM C YYEeTOM CTEMEHU WX (@] O T
BMUAHUS (KPUTUYHOCTU) Ha NpefocTaBneHne PUHaAHCOBLIX YCNyr, peanu3auuio
OU3Hec-NpoLEeccoB 1 (UNK) TEXHONOTUYECKUX NMPOLIECCOB (PMHAHCOBOI OpraHu-
3aLum
PU.4 YcTaHoBneHUe U npuMeHeHne eanHbIX NpaBum NoyvYeHus ot paboTHUKOB, KIn- (@] o (e}
€HTOB 1 (MNN) KOHTPareHToB (PMHAHCOBOW OpraHuW3aumMn MHopMaLummn, NoTeH-
L1ansHO CBA3AHHONW C MHUMAEHTaMM 3aluTsl UHopMaLun
PW.5 YcTaHoBneHWe N npuMeHeHne efjuHbIX NpaBun perncTpauun u knaccudukaummn O T T
WHLUUAEHTOB 3aluThl MHpOPMaLMK B YacTK cocTaBa U cofepXaHusi aTpmoyTos,
OMUCLIBAOLLMX UHUMAEHT 3alyuThl UHOPMaLMK, U UX BOSMOXKHBIX 3HAYEeHUN

7.7.2.3 BasoBblit cOCTaB Mep NO OpraHu3aumm pearmpoBaHna Ha UHUMAEHTLI 3aWmuTbl MHCpopMauumn npu-
MEHWUTENbHO K YPOBHAM 3alumTbl MHpopMaLum npuseaeH B Tabnuue 38.
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Tabnuuya 38 — ba3oBbI COCTaB Mep MO OpraHU3aLuK pearupoBaHnus Ha UHUMAEHTEI 3alnThl MHhopMaLmm

YcnoBHoe
0603HaveHue
1 HoMep Mepbl

CopaepxaHue Mep cUCTeMbl 3aLLUTLI MHOpPMaLWK

YpoBeHb 3aLuThl
NHGOpMaLmm

3 2 1

PW.6

YcTaHOBNEHUE U NPUMEHEHWE eAWHbBIX NPaBUI pearnpoBaHua Ha UHLNUGEHTLI
3alLUTLl UHOpMaLUK

O o o

PW.7

OnpegeneHue W HazHa4yeHue pornei, CBA3aHHLIX C pearvpoBaHMeM Ha UHUK-
LEHTbI 3aLLMUThl MHGhOPMaLNH

PW.8

OnpepgeneHne N HasHadeHWe poreil, CBA3AHHLIX C pearpoBaHWeM Ha UHLM-
[ eHTbl 3aluTsl MHOopMaLMm — porei rpynnel pearMpoBaHUs Ha UHLUAEHTDI
3awWuThl MHpopMauum (MPU3N)

PU.9

BeigeneHune B coctase MPU3U cnegytolmx 0CHOBHbLIX poneil:

- pykoBoautenb MPU3W, B 0CHOBHbIE PYHKLMOHaMbHLIE 0683aHHOCTU KOTOPO-
ro BXoAWT o6ecneyveHne onepaTMBHOrO PYKOBOACTBA pearupoBaHUEM Ha UHLU-
JEeHTbI 3aLuThl MHhopMaLuu;

- onepatop-aucnetyep MPUBN, B ocHOBHbIE (DYHKLMOHanNbHbIE 06513aHHOCTU
KoToporo BXoAuT obecrniedeHne cbopa u peructpauun mHdopmaumm 06 uHLM-
JeHTax 3aluTbl MHGopMaLmu;

- aHanutuk MPU3K, B OCHOBHbIE (bYHKLMOHanNbHbIE 06A3aHHOCTU KOTOPOro
BXOAUT BLINOMHEHNE HENOCPEACTBEHHBIX A€ACTBUI NO pearnpoBaHmio Ha UHLK-
JEHT 3aluTbl MHopMaLuy;

- cekpeTaps PU3W, B 0CHOBHble DYHKLMOHarbHbLIe 06A3aHHOCTU KOTOPOro
BXOAWUT AOKYMEHTUPOBaHWE pe3ynsTaToB pearpoBaHUs Ha MHUMAEHTLI 3alym-
Thbl UHOPMaLMK, hopMUPOBaHNE aHANUTUHECKUX OTYETOB MaTepuarnos

PW.10

CBoeBpeMeHHOe (onepaTuBHOe) onoBelleHUe uneHoB MPU3N o BhIsIBEHHbIX
WHUMAEHTaX 3awuTel UHpopmaLum

PW.11

MpepocraBneHue YneHam MPU3U npas norudeckoro u usnyeckoro 4octyna u
aAMWHACTPATUBHLIX MOMHOMOYUN, HeOBXOAUMBIX ANSA NPOBEAEHUS pearnposa-
HUA Ha UHLUUAEHTHI 3aLuUTLl HopMaLmK

PN.12

MpoBepeHWe pearnpoBaHWA Ha Kaxablil 0GHapYXeHHbIN UHUMAEHT 3aLUMThl UH-
chopmaLmm, BKIOYAOLLETO:

- aHanus uHUnAeHTa;

- onpefeneHne UCTOYHUKOB W NPUYUH BOZHUKHOBEHUSA WHUMAEHTA;

- OLEHKY MOCNEACTBUI MHUNWAEHTA Ha NpefoCTaBNeHne (hUHAHCOBLIX YCAyT,
peanusaumio GU3HEC-NPOLIECCOB WU TEXHOMOMMYECKUX NPOLECCOB hUHAHCO-
BOIA opraHu3aLuu;

- MPUHSATME MEP MO YCTPaHEHWIo NOCAEACTBUA MHUMAEHTA;

- MNiaHMpoBaHWe U NMpUHATUE Mep NO NPEAOTBPALLEHUIO NOBTOPHOTO BO3HUKHO-
BEHUS UHLMAEHTa

PU.13

YcTaHoBrEHNe W NpUMEHEHUE eanHbIX npaBun c6opa, dukcauun U pacnpo-
CTpaHeHuUs1 UHcopMaLK 06 UHLUMAEHTaX 3aLyuTel HOopMaLUu

PU.14

YcTtaHoBneHue n NpuMeHeHne efnHbIX NPaBUN 3aKpbITUS UHLUWAEHTOB 3aLLUTh
MHdpopmayum

7.7.2.4 Ba30Bblil COCTaB MEP NO OpraHu3auuM XpaHeHus u 3awmrte uHdopmauum o6 MHUMAEHTaXx 3aLm-
Tbl UHPOPMALIMU NPUMEHUTENBHO K YPOBHAM 3aLUMTbl MUHCpOpMaUumn npuseaeH B Tabnuue 39.

Tabnuya 39 — ba3soBblif cOCTaB Mep MO OpraHW3auunu XpaHeHWs U 3alwmute WHdopmaummn 06 MHUMAEHTaX 3aluThl

MHopmaLum
YcnoBHoe ymi;g";g”'m:b'
o6o3HaueHue CopepxaHue Mep CUCTeMbI 3aLUTLI MHAOPMA LMK pmay
1 HoMep Mephbl 2 1
PU.15 Peanusauyus sawmtsl uHdopmauum 06 nHUMAeHTax 3awmutel Hopmaumm ot | T T T
HC/[], obecneveHmne LIeNOCTHOCTN 1 JOCTYNHOCTU YKasaHHO UHdopMaLum
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OkoH4aHue mabnuypi 39

VCROBHOE YpoBeHb 3aLnThl
o0603HaveHne CoaepxaHue Mep cucTeMbl 3aluTbl MHGPOPMALIUM i
N HOMep Mepbl 3 2 1
PN.16 PasrpaHuyerune foctyna uneros MPU3UN k undopmaumu o6 nHumgeHTax sawm- | H T T
Thl UHpOPMALK B COOTBETCTBUW C OMNpefeneHHbIM pacrnpeaeneHnemM pone,
CBAA3aHHbIX C pearupoBaHneM Ha UHLUMAEHTbI 3aLUThl MHopMaLm
PW.AT7 ObecneyeHne BO3MOXHOCTW JOCTYNa K MHOpMaLMin 06 WHUMAEHTaX 3aLyuTbl T T H
UHdOPMaLIK B TEYEHWE Tpex NneT
PW.18 ObecneyeHne BO3MOXHOCTM JOCTyNa K MHpopMaLmn 06 HUMAeHTax 3awuTel | H H T
MHOopMaLMK B TEYEHUE NATH NeT

7.7.2.5 BasoBhblil cocTaB Mep Mo perucTpaumm cobbITUiA 3aLUMTbl HOPMaLUK, CBA3AHHLIX C pe3ynbTa-
TamMu 06HapY>KeHUA UHLUMAEHTOB 3aLnTbl MHOPMAaLMK U PEArMPOBaHUA Ha HUX, NPUMEHUTENBHO K YPOBHSM
3aWwuThbl MHOpMaLuK npuBeaeH B Tabnuue 40.

Tabnuuya 40 — Ba3oBblil cocTas Mep MO perucTpauun cobbITUil 3aluTel MHGbOPMaL|K, CBA3AHHBLIX C pesynsTaTtamu
oBHapyXeHUs MHUMAEHTOB 3aLNThl MHGOPMALMU U pearupoBaHusi Ha HUX

YpoBeHb 3aLuThl
YcrosHoe WHcbopMaLWK
o6o3HaveHve CopepxaHue Mep cucTeMbl 3aLuTbl MHGOPMAaLIMK
1 HOMep Mepbl
3 2 1
PN.19 PervcTpaums goctyna Kk uHdopmaLmuu 06 uHUMAEHTaxX 3awuThl MHopMmaLun T T T

7.8 Mpouecc 7 «3awuta cpeabl BUPTYyanu3auumny

7.8.1 Ansa obecneyeHust 4OIMKHOTO YPOBHS 3aLMThl UHCPOPMALIMKM NPU UCNONb30BAHUKM TEXHONOTMU BUP-
Tyanusauum, OpraHu3aUMOHHbIE U TEXHUYECKUE MEPbI, NPUMEHAEMbIE AN 3aLUuThl Cpefibl BUPTyanu3auuu,
ABNAIOTCA AONOMHUTENbHBIMU U NPUMEHSIIOTCA B COBOKYNHOCTU C MHBLIMM MEepamu 3awmTbl MHopMaLuu,
YCTaHOBAEHHbIMW HAaCTOALLUM CTaHAapTOM.

JononHuTenbHbIE OPraHM3aLMOHHBLIE U TEXHUYMECKUE MEDbI, MPUMEHSIEMbIE ANS 3aLUUTLI CPeAibl BUPTYa-
nu3auyuu, oNpeaensioTcs AnA Cneaylowmx npoLeccos (NoAnpoLEeccoB) 3almMTbl MHOPMaLUUK, NEPEYNCEH-
HbIX B 7.1.1 HacTOAILLErO CTaHAapTa:

- naeHtTudukauua, ayreHTudukaLus, asTopusauus (pasrpaHuieHue JocTyna) Npu oOCyLLECTBNEHUM No-
rMYecKoro AoCTyna;

- CErMEHTaLMsi U MEXCETEBOE 9KPAHUPOBAHUE BbIMUCTIUTESIbHBIX CETEN.

7.8.2 MNpumensieMble HMHAHCOBOM OpraHu3auueni Mepbl No 3awuTte cpedbl BUPTYyanusauuu AOSHKHbI
obecneunBartb:

- opraHusauuio uaeHtudukaumm, ayreHtudukaLymm, asTopusauumn (pasrpaHudeHna AocTyna) npu
OCYLLECTBNEHUM NTOTMYECKOTO AOCTYNA K BUPTYyanbHbIM MaLLMHAM U CEPBEPHBIM KOMNOHEHTAM BUPTYarnu-
3auum;

- OpraHu3aLmio U KOHTPOSb MH(POPMALIMOHHOTO B3aUMOAENCTBUS U U3ONALUN BUPTYalbHbIX MaLLUH;

- OpraHu3aumio 3awumTbl 06pa3oB BUPTYaribHbIX MALLUH;

- peructpaumio cobbiTuii 3aLmTbl MHPOPMALMK, CBA3AHHLIX C AOCTYNOM K BUPTYarnbHbIM MalUMHam U
cepBepHbIM KOMNOHEHTaM BUpTyanusauuu.

Mpumevyanune — Pekomengaumu no obecneyeHuto MHopMaLoHHOW 6€30NacHOCTM NpU UCTIONB30BAHNUK TeX-
HONOrMKU BUPTyanu3aLuum B pamkax peanusaumu 6aHKOBCKUX TEXHONOrMYEcKUx npoueccos npusegeHsl B [16] u TOCT P
56938.

7.8.3 Ba3oBblii COCTaB Mep N0 OpraHM3auuMu uaeHTucukaumm, ayteHTudukauum, astopusauum (pas-
rPaHUYEHUS AOCTYNA) NMPU OCYLLECTBIEHUM JIOMMYECKOrO0 AOCTYNA K BUPTYamnbHbIM MAlUMHAM W CePBEPHbLIM
KOMMOHEHTAM BMPTYyanu3auuu NpUMEHUTENbHO K YPOBHAM 3aLuTbl MHcOpMaLun npuBeaeH B Tabnuue 41.
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Tabnuya 41 — basoBbli cocTaB Mep NoO OpraHusauun MaeHTUdUKauum, ayTeHTMduKaLuum, asTopusauuu (pasrpa-
HUYEHUs] 4OCTyna) NPU OCYLLECTBAEHNU NOrMHYECcKoro AocTyna K BUPTyaribHbIM MaluMHaM UM cepBepHbIM KOMMOHEHTaM

BUPTyanusaum

YcnoBHoe
0603HaueHue
W HOMep Mepbl

CopiepxaHue Mep cucTeMbl 3aLYUTbl UHCOPMaLM

YpoBeHb 3aLuThbl
WHopmaLum

2 1

3CB1

PasrpaHu4eHue U KOHTPONb OCYLUECTBIEHUA OfHOBPEMEHHOIO JOCTYNa K BUP-
TyanbHbIM MawmHam ¢ APM nonb3oBatenei U sKkcniyaTalMoHHOro NepcoHana
TONbLKO B Npegenax o4Horo KoHTypa 6esonacHocTu

H| T ]| H

3CB.2

PasrpaHu4eHue n KOHTPONb OCYLECTBNEHUA OAHOBPEMEHHOro [OCTyna K
BUPTyanbHbIM MallnHam ¢ APM nonb3oBaTenei U sakcnnyaTayuMoHHOro nep-
COHana ToNbko B Mpefenax OAHOro KOHTypa 6e30NacHOCTU Ha ypoBHe He
Bblle TPeTbero (CETEeBO) N0 CEMUYPOBHEBOW CTaHAAPTHOW Mogenu B3aun-
MOAENCTBUA OTKPLITLIX cucTem, onpedeneHHoi B FTOCT P UCO/M3K 7498-1

3CB.3

PasrpaHu4eHue n KOHTPOMb OCYLLIECTBNEHUS OAHOBPEMEHHOro AOCTyNa BUPTY-
anbHbIX MaLUWH K CUCTEME XpaHEHUA AaHHbIX B Npeaenax KoHTypa 6e3onacHocTu

3CB.4

Pa3srpaHu4eHne U KOHTPONb OCYLLEeCTBNEHUS OAHOBPEMEHHOMO OCTYNa BUPTY-
anbHbIX MaLWKH K CUCTEMe XpaHeHWs AaHHbIX B Npefgenax KoHTypa 6esonacHo-
CTN Ha YPOBHE He BhILLE TPETLEro (CETEBOW) NO CEMUYPOBHEBON CTaHAAPTHOW
MOAenu B3auMOAEeNCTBUS OTKPLITLIX cUCTeM, onpeaenerHon B FOCT P UCO/
M3K 7498-1

3CB.5

NaeHTUdMKauma u ayTeHTUdMKaUMa nofb3oBaTeneil cepeepHbLIMU KOMMOHEH-
TaMu BUPTyanu3auuu u (Unn) cCpeacTBamn LIEHTPanU3oBaHHbLIX CEPBUCOB ayTeH-
TUdDMKaLMM NPY NpefOCTaBNEeHNN A0CTYNa K BUPTYanbHLIM MaluHaMm

3CB.6

Peanmsaumn HeoBX04UMbIX METOAOB npepocTaBneHna Aoctyna K BUpTyanb-
HbIM MallWHaM, oGecneqMBa}ou.mx BO3MOXHOCTb AOCTyna C Ucnonb3oBa-
HUEM OfHWUX ayTEeHTUPUKAUUOHHBIX AaHHBLIX TONBLKO K OAHOW BUPTyanbHOW
MallnHe

3CB.7

Peanusaynsa HeobxoANMMbIX METOA,0B NPeAOoCTaBNEeHNA A0CTYNa K BUPTYanbHbIM
MalLKHaM, 06ecrne4mnBaroLLmMX BO3MOXHOCTb AOCTYNA C UCMOMb30BaHUEM Of HUX
ayTEeHTUPUKALMOHHBIX AaHHBIX TONLKO K OA4HON BUPTYanbHOI MalumHe ¢ OQHOro
APM nonb3oBaTensa UM sKkcrslyatayMoHHOro nepcoHana

3CB.8

Obecne4eHne BO3MOXHOCTM NPUHYANTENBHOW GNOKUPOBKU (BLIKNIOYEHUS) yCTa-
HOBIMEHHOW ceccun paboTbl NONbL30BaTENSA ¢ BUPTYanbHOW MaLLUHOW

3CB.9

KoHTponb 1 NpoToKonMpoBaHWe A0CTyNa 3KCNyaTaLWOHHOro NepcoHana K cep-
BEPHBIM KOMMOHEeHTaM BUPTYyanu3aLun 1 CUCTEME XPaHEHUS AaHHbIX C peanusa-
uueit ByxdakTopHO ayTeHTUdUKaLUK

3CB.10

Pa3smelleHWe cpeacTB 3almMThl WHGOPMaLWUK, UCNONb3YeMbIX ANA OpraHusa-
LMKU KOHTPONSA U NMpOTOKONMUPOBAHWUA AOCTYNa SKCNnyaTaUMoOHHOro nepcoHana
K CepBepHbIM KOMMOHEHTaAM BUPTyanu3auuu U cucTeMe XpaHeHUs AaHHbIX Ha
husndecknx CBT

3CB.11

Peanusayuvs npaBun ynpaeneHus npaBamu Noru4eckoro 4octyna, obecneumsa-
owas 3anpeT O4HOBPEMEHHOrO COBMELLEHNS Of4HUM CYyGLEKTOM NOrM4YecKoro
JocTyna cneayowmx dyHKLMIA:

- cosfaHWe BUPTyanbHbIX MaluH, ynpaeneHue obpasamu BUPTyanbHbIX Ma-
LUMH Ha 3Tanax WX XWU3HEHHOTO LUMKNa;

- NpepoCcTaBneHne JocTyrna K BUPTyafibHBIM MalUMHaM, BKIOYAs HaCTPOWKY
BUPTYanbHbIX CEMMEHTOB BEIMUCIUTENBHBIX CETER U MPUMEHAEMBIX CPEACTB 3a-
LUTL! MHOPMaLUKU Ha YPOBHE CepBEPHBIX KOMMOHEHTOB BUPTYanusauum;

- ynpaBneHne cucTeMbl XpaHEHUS AaHHbIX;

- ynpaeneHue HacTpoikaMu runNepeu3opos;

- KOHUrypupoBaHue BUpTyanbHbIX CETEN B pamKax CBOEro KOHTypa Hesonac-
HOCTU

3CB.12

Pa3mMelleHne cepBepHbLIX U NONb30BaTENbLCKUX KOMMOHEeHToB AC Ha pasHbiX
BUPTYanbHbIX MaLUMHax
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7.8.4 Ba3oBblii coOCTaB Mep MO OpraHM3auuu CerMeHTauun U MEeXCeTeBOro SKpaHWpOBaHMSA BbIMUCIIN-
TenbHbLIX CeTeNn, NpeAHasHa4YeHHbIX AN pa3MeLLeHUst BUPTYanbHbIX MallMH U CEPBEPHbIX KOMMOHEHT BUPTYa-
nusaummn, NPUMEHUTENBHO K YPOBHAM 3aLumTbl MHGOpMaLUnM npuseaeH B Tabnuue 42.

Tabnwunya 42 — ba3oBblii cocTaB Mep MO OpraHu3auuu U KOHTPOSIo MHGOPMaLMOHHOTO B3aMOAEHCTBUS U N30ALMK
BUpPTYanbHbX MalumH 1)

YpoBeHb 3aLuThl

YcnosHoe
WHopmMaLmn

o6o3HaueHne CogepxaHue Mep cucTeMbl 3auThl UHpopMaLm
1 HOMep Mepbl 3 | 5 | 1

3CB.13 BblifeneHune B BbIMUCNUTENBHbLIX CETAX (PUHAHCOBOI OpraHu3aLumn oTAemNbHbIX cer- H T T
MEHTOB (rpynn CErMEHTOB), B TOM YUCIE BUPTYanbHbIX, NCMNOMb3yeMbIX AN pa3Me-
LL€HMsT COBOKYMHOCTU BUPTYasbHbIX MaLLWH, MpefHasHavYeHHbIX AN pa3MeLLeHnst
cepBepHbIX KOMMOHEHT AC, BKITHOMEHHBIX B pa3Hble KOHTYpbl 6e3onacHocTu

3CB.14 BelgeneHne B BbIMUCAUTENBHBIX CETAX PUHAHCOBOW opraHu3aLun oThenbHbIX H T T
CEerMeHTOB (rpynn CerMeHToB), B TOM YUCre BUPTYarbHbIX, UCMOMb3yeMbIX AN
pasmeLLeHNst COBOKYMHOCTW BUPTYarbHbIX MalLWH, NpedHa3HavYeHHbIX AN pas-
MelleHus APM nonb3oBaTeneid n aKcnnyaTauMoHHOro nepcoHarna, BKYEH-
HbIX B pa3Hble KOHTYpbl 6esonacHocT

3CB.15 OpraHusauyus MHdopMaLoHHoro obMeHa Mexzy cermeHTamu (rpynnamu cer- H H T
MEHTOB) BbIMUCIIUTENbHBLIX CETEN, onpeaeneHHbIXx mepamu 3CB.13 u 3CB.14
HacTosilei Tabnuubl, dusmyeckum obopyaoBaHWeM (MporpamMmMHo-annapart-
HbIM KOMMIIEKCOM) U (UMW) MporpaMMHEIMWA CPEACTBaMU MEXCETEBOro 3KpaHM-
poBaHusA, PYHKLWOHUPYIOLMMU Ha YPOBHE rMnepBr3opa Cpefibl BUpTyanusaumm

3CB.16 MexceTeBOe 3KpaHUpoOBaHWE CErMEHTOB (MPyMnn CEerMEeHTOB) BbIMUCITUTENBHBIX H T T
ceTeil, onpeaeneHHeix mepamu 3CB.13 n 3CB.14 HacTosLe Tabnuubl, BKMo-
Yasa hunsTpaLuio JaHHbIX Ha CeTeBOM U NPUKNaZHOM YPOBHSIX CEMUYPOBHEBOA
CTaHAapTHON MOAENU B3auMOAENCTBUS OTKPLITLIX CUCTEM, OMpefeneHHOW B
FOCT P UCO/M3K 7498-1

3CB.17 Peanusauma n KOHTponb UHGOPMaLIMOHHOrO B3auMogencTeuna Mexay cermen- | H T T
Tamu (rpynnaMmn CEerMeHToB) BbIMUCTIUTENLHBIX CETEW MepaMK, yKasaHHbIMU B
nyHkTax 3CB.13 n 3CB.14 HacToswel Tabnuubl, B COOTBETCTBUN C YCTAHOB-
NeHHBIMU NpaBunamMy U NPOTOKOIaMun CETEBOrO B3aUMOAEHCTBUA

3CB.18 Peanusauus mep sawutel Hdopmayum 3CB.15 — 3CB.17 HacTosAwei Tabnu- | H H T
ubl cusnyeckum obopyaoBaHMeM (NporpaMMHO-annapaTHeIM KOMMNMEKCOM) U
(vnn) NnporpaMMHBLIMU CPEACTBAMM MEXCETEBOIO IKPAHUPOBAHUA, PYHKLMOHM-
PYIOLLUX Ha YPOBHE rMnepBuU3opa cpeabl BUpTyanusayun

3CB.19 OpraHusaumsi U KOHTpOIlb MHPOPMaLMOHHOIO B3aumMogeicTemnst Mexay supty- | H H T
anbHbLIMK MaLuMHamy pasHbix AC B COOTBETCTBUN C YCTAHOBNEHHLIMU NpaBuna-
MU 1 MPOTOKONaMMN CETEBOIO B3aUMOAENCTBUA

3CB.20 WcknioueHne BO3MOXHOCTM UHPOPMALMOHHOIrO B3auMoaencTBuA U nepeHoca | H T T
UHdopMaLMn Mexay cerMeHTaMmn BbIMUCNIUTENBHBLIX CETEN, BXOAALLMMU B pa3-
Hble KOHTYpbl 6e3onacHocTH, ¢ ucnonb3oBaHnem APM nonb3oBaTeneit U aKc-
nryaTaLyoHHOro nepcoHara, aKkcrnryaTupyemblX AN ocyLWecTBNeHns goctyna
K BUPTyarbHbIM MallMHam pasHbIX KOHTYpoB 6e3onacHocTH

3CB.21 BblaeneHue oTAenbHLIX JIOrMYeCcKX pasaenos CUCTEMbl XpaHEHUS fiaHHbIX ANA H T T
Ka)kgoro U3 KoHTypoB 6e3onacHocTu

3CB.22 BblgeneHue otenbHbIX CEMMEHTOB yNpaBneHus, B KOTopbix pacnonaratorca APM | H H T
3KCTITyaTaLMOoHHOIO MepcoHarna, Ucnonb3yemble ANA BbINONHEHUA 3aaav aMUHK-
CTPMPOBaHUS cepBePHbBIX KOMMOHEHT BUPTYanu3aLmm U CUCTEMbI XpaHeHUs fAaHHbIX*

' ,CIOI'IyCKaeTCﬂ ncnonb3oBaHMe efuHbLIX CErMEHTOB ynpaBneHusa, BblAensdeMbliX B paMKax BbiNOTHEHUA Mepbl
3CB.22 n mepbl CM3.9 Tabnuupl 13.

D Mepeb! no opraHusaumy u KOHTPOMO MHOPMALUOHHOMO B3aUMOAENCTBUSA U U3ONSALMM BUPTYanbHBIX MaLLMH Npy-
MEHAKTCA B COBOKYNMHOCTU C MEpPaAaMU NO CEMMEHTaLUn N MeXceTeBoMy SKpaHUpoBaHUIO BHYTPEHHUX BbIHUCITUTENBbHBLIX
ceteit (cM. Mepbl CM3.1 — CM3.13 Tabnuypl 13).
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7.8.5 BasosbIn cocTaB Mep MO opraHu3auum 3almTbl 06pa3oB BUPTYasbHbIX MAlUMH NPUMEHUTENBHO K
YPOBHAM 3awwmThl MHOpPMaLMKn npueeaeH B Tabnuue 43.

Ta6bnuya 43 — Ba3oBblit cocTaB Mep No opraHM3aLym 3aLMTbl 06pa3os BUPTYyanbHbLIX MaLUMH

YCnoBHoe Vp:doHBegb ':anVITbI
o60o3HaueHue Conepx(aHMe Mep CUCTEeMbI 3aLyUTbl MHqupmauum q) p auun
1 HOMep Mepbl 3 2 1

3CB.23 PernameHTaLys U KOHTPOIb BLIMOMHEHMS: H ©) @)
- ofepaLuii B paMKax XU3HEHHOrO Liukna 6a3oBblX 06pa3oB BUPTyaribHbLIX Ma-
WWH;
- onepauuii No KonuposaHUo 06pa3oB BUPTYanbHbIX MaLUWUH

3CB.24 BkritoueHmne TonbKko B 6a30Bble 06pasbl BUPTYarbHEIX MaluH cnegytowero MO: H @) (e}
- MO TexHMYecknx Mep 3awmThbl UHpOpMaLMK, NPUMEHAEMBIX B NPeAernax Bup-
TyarnbHbIX MaLLWH;
- MO AC

3CB.25 OTHeceHne Kaxaoi U3 BUPTyanbHbIX MallMH TOMbKO K OAHOMY M3 KOHTYpPOB H (@] (@]
6e3onacHocTH

3CB.26 KoHTponb LenocTHOCTH, BLINONHAEMBIIA NMpU 3anycke (3arpy3ke) BUPTyanbHOW H H T
MaLllUWUHBbI:
- 6asoBoro obpasa BUpTyanbHOW MaLLUWHbI,
- MO, BKkNto4EeHHOro B NONBL3OBATENLCKUIA MPOMUNL BUPTYanNbHOW MaLLUHLI,
- nmapameTpoB HacTpoek MO TexHn4Yeckux Mep sawuTel MHopMaLK, npume-
HAeMbIX B Npefenax BUpTyanbHbIX MaLlWUH

3CB.27 3anpet Ha KonMpoBaHUe TekyLUX 0O6pa3oB BUPTYanbHbIX MALLWH, UCMONb3Yio- O (0] (@]
wmx CK3W, ¢ 3arpyxeHHbIMU KpunTorpau4eckumn Knovamm

3CB.28 3anpeT Ha KonupoBaHWe TeKyLMX o6pa3oB BUPTyanbHbLIX MalUuH, ucronsbdye- | O ®) ©)
MbIX AN peanusayum TexHonorun suptyanusauuu APM nonb3osarerneii

3CB.29 3anpeT coxpaHeHUs U3MeHEeHW, Npou3BeJeHHbIX NoNb3oBaTeNaMU B Npo- H H T
uecce paboTbl UX BUpTyanbHbIX MaluH, B 6asoBoM obpase BUpTyanbHbIX
MallnH

3CB.30 KoHTponb 3aBeplleHusi ceaHca paboThbl Nonb3oBaTenei ¢ BUPTYyanbHBIMA Ma- H T H
LMHaMu

3CB.31 KoHTponb 3aBeplUueHUs ceaHca paboThl nonb3oBaTenei ¢ BUPTYyanbHbIMU Ma- H H T
LWKHamKn 1 obecneveHne nocneaytowein paboTbl BUPTYyaribHON MallWHbBl ¢ UC-
nons3oBaHuem 6aszoBoro obpasa

7.8.6 BasoBbIln cocTaB Mep No perncrpayun codbITUin 3awmThl MHPOPMaLMK, CBA3AHHbLIX C OCTYNOM K
BUPTYyarnbHbIM MalLUMHAM U CEepBEPHbIM KOMMNOHEHTaM BupTyanusayuu, NPUMEHUTENbHO K YPOBHAM 3aLLyUThbl
UHchopmaLu npuBeaeH B Tabnuue 44.

Tabnwunya 44 — ba3oBbIii cOCTaB Mep MO perncTpaynm cobuITuii 3aLmThl MHOPMALIMK, CBA3EHHLIX C JOCTYMOM K BUP-
TyarnbHbIM MalUUHaM U CepBEPHLIM KOMMOHEHTaM BUPTYyanusaLum

YcrnosHoe ypmo:ggb;:”":;b'
o603HaueHne CofepxaHue Mep cucTembl 3aLUTbl UHpopMaLim pMaLy
1 HOMep Mepbi 3 | 5 | 1
3CB.32 Pernctpauus onepauuii, cBA3aHHbIX C 3aMyckoM (OCTAHOBKOW) BUPTYanbHbIX | T T T
MalluH
3CB.33 PervncTtpauusi onepauuii, cBA3aHHbIX C U3MEHEHWEM NapamMeTpoB HacTpoek Bup- | H T T
TyanbHbIX CETEBLIX CErMEHTOB, peanu3oBaHHbIX CPeACTBaMM runepenaopa
3CB.34 Peructpauus onepauuii, CBA3aHHbIX C CO3haHNEM U YAaneHWeM BUpTyanbHelX | T T T
MalLuH
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YenosHoe prOHﬁgb“jgu"MMJ bl
o60o3HaueHne CogepxaHue Mep cucTembl 3aWUThl HopMaLm pmay
1 Homep Mepbl 2 1

3CB.35 Pernctpauusi onepauuii, cBA3aHHbIX C CO3jaHNeM, UBMEeHeHWeM, Konuposanu- | T T T
eM, yAaneHnem 6a3oBbix 06pa3os BUPTYallbHbIX MaLLUH

3CB.36 Pernctpauus onepauuii, cBA3aHHbIX C KONMPOBaHWEM TEKYLLMX 0Bpa3oB BUPTY- T T T
anbHbIX MaLlnH

3CB.37 PerucTpauuna onepauuit, CBA3aHHLIX C USMEHEHUEM MPaB NTIOrMYecKoro 4ocTyna T T T
K cepBepHbIM KOMMOHEeHTaM BUPTYyanusaLum

3CB.38 Peructpauus onepauuii, cBA3aHHbIX C UBMEHEHUEM NapamMeTPOB HaCTPOEK cep- T T T
BEPHbLIX KOMMOHEHTOB BUPTYanuaaLum

3CB.39 Perunctpauus onepauui, cBA3aHHbIX C ayTeHTUdUKaUneih n aBTopuaaymen ske- | T T T
nnyaTtaluoHHOro nepcoHana npy ocyLecTBNEeHUN JOCTYNa K CepBepHLIM KOM-
NoHeHTaM BUpTyanuaaLmu

3CB.40 Pernctpauus onepauyuii, cBAsaHHbIX C ayTeHTUdUKauWeid U asTopusauuen T T T
nonb3oBaTenei nNpu ocyLLEecTBNEeHUN LOCTyNa K BUPTYanbHbIM MaluuHam

3CB.41 Perunctpauus onepauunii, cBasaHHbIX ¢ 3anyckoM (octaHoBKol) MO cepsepHblX | H H T
KOMMOHEHT BUPTYyanusauuu

3CB.42 Peructpauus onepauuii, CBA3aHHbIX C U3MEHeHWeM napameTpoB HacTpoekTex- | T T T
HUYECKUX Mep 3alluUTbl MHEPOPMaLMK, UCMOSb3YeMbIX AR peanu3aLnn KOHTPO-
NS [OCTYNa K cepBepHLIM KOMMOHEHTaM BUpTyanusauum

3CB.43 PerucTtpauus onepauuii, cBA3aHHbIX C UBMEHEHUEM HACTPOeK TexHuyeckux mep | T T T
3alnTEl MHOPMaLMK, UCTONb3yeMbIX 4N obecneveHns 3awWwuTel BUPTyanb-
HbIX MaLlUWH

7.9 Npouecc 8 «3awmta nHopmauumu npm ocyieCTBIIEHUN yAANIEHHOrO JIOTMYeCKOro goctyna
C UCNONb30BaHUEM MOOUIIbHbIX (NePEeHOCHbIX) YCTPOMUCTB»

7.9.1 MpumeHaemble PUHAHCOBOW OpraHu3aumMen Mepbl No 3almTe uHopMaLumu Npu OCyLLECTBREHUU
yAaneHHoro formyeckoro Aocryna paboTHUKOB (PUHAHCOBOW OpraHM3auuu C UCMOMb30BAHUEM MOOUIBHbIX

(NepeHOCHbIX) YCTPOWCTB JOMKHBI 06ecneynBarb:
- 3aWmTy MHpopmaLMK OT packpbITUSA U MoAUdUKALUW NPU OCYLLIECTBNEHUU YAANEHHOro 40CTyNa;
- 3aLlUUTy BHYTPEHHUX BbIYUCIIMTENBHBIX CETEN NPU OCYLUECTBIEHUM YAANEHHOro A0CTyNa;

- 3awuTy nHdopMaumun OT packpbiTua u moaudukauumn npu ee o6paboTke u XxpaHeHUn Ha MOBUNBHBIX

(NepeHOCHbIX) yCTPOWCTBAX.

7.9.2 BasoBblin cOCTaB Mep Mo 3aLute MHopMaLuu OT packpbITUa U Mogudukauum npyu ocyLlecTene-

HWUM YAANeHHOro A0CTyna NPUMEHUTENBLHO K YPOBHAM 3aLUMThl MHGOPMaLMK NpUBeieH B Tabnuue 45.

Tabnunya 45— ba3oBbli COCTaB Mep Mo 3aluuTe UHGOPMALIMKA OT PacKpbiTUA U MOAUMUKALIMKA MPU OCYLLECTBIIEHWUN

yAarneHHoro foctyna

YpoBeHb 3aLuThl

YenosHoe MHODMALIM
o6o3HaueHne CopaepxaHue Mep cucTeMbl 3aLWUThbl UHDOpPMaLMK popmaly
1 HoMep Mepbl 3 5 1
3yaA1 OnpefeneHne npasun yganeHHoro AocTyna U nepeyHa pecypcos goctyna, k | O @) @)
KOTOPbIM MPeaocTaBnsAerca yaaneHHelid 4ocTyn
3ya.2 AyTeHTUDUKaLMSA MOBUIbHBIX (MEPEHOCHbLIX) YCTPOUCTB yaaneHHoro AocTyna T T
3va.3 MpepocTaBneHne yaaneHHoro Aoctyna ToMbKO € Ucronb3oBaHMeM MoBUnb- T T
HbIX (NepeHOCHBIX) YCTPOWCTB AOCTYNa, HaXOASALWMXCA NOA KOHTPOSIeM CUCTe-
Mbl LeHTpann3oBaHHOro ynpasneHus u MoHUTopUHra (cuctemsl Mobile Device
Management, MDM)
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YpoBeHb 3aLuUTbI

YcriosHoe
o6oaHaveH1e CoaepxaHue Mep CMCTEMbI 3aLLMTI MHOpMALK WHopmaLim
¥ HOMep Mepbl 3 | > | )
3ya.4 Peanusauuna sawnTel MHGOpMaUMKU OT packpbiTUst U Mogudukaumm, npumere- | T T T

HWe ABYXCTOPOHHEH B3aUMHOW ayTeHTU(DUKALMK Y4acTHUKOB MHGOPMAaLMOH-
Horo obMeHa npu ee nepegade NpW OCYLLECTBIEHUN YAareHHOTo forM4eckoro
aocTyna

7.9.3 ba30Bblit COCTaB Mep MO 3aLUMTE BHYTPEHHUX BLIMUCAUTENBHBIX CETEN NPU OCYLLECTBIIEHUN yaa-
JIEHHOTO AOCTYNa NPUMEHUTENBHO K YPOBHAM 3aLumMThl MHpOpMaumm npueBeaeH B Tadbnuue 46.

Ta6nuiya 46 — Ba3oBblil COCTaB Mep NO 3alynTe BHYTPEHHUX BLIMUCANTENBHBLIX CETEl NPU OCYLECTBIIEHUN yaaneH-

HOro gocryna

YcnoBHoe
0603HaveHue
W HOMep Mepbl

CO,El,ep)KaHVIe Mep cucTembl 3aluThbl I/IHC‘)OpMaLlVM

YpoBeHb 3aluThbl
WHcopmaLmm

3|2|1

3yas5

UneHTudpmrkauus, aByxdakropHas ayTeHTUdUKaLusa u aBTopusauyms cybbekToB
JAocTyna rnocne ycTaHOBMEHUA 3aLiMLLEHHOro CETEBOro B3auMoenCcTBus, Bbl-
NOSIHEHUs ayTeHTUMKaLUKU, NpeaycMoTpeHHoW Mepamu 3Y1.2 u 3Y[1.4 Tabnu-
ubl 45

T T T

3y[.6

3anper nNpsAMOro ceTeBOro B3auMOAENCTBUA MOBUNBLHBLIX (NEepPEeHOCHBIX)
YCTPOICTB [OCTYNa W BHYTPEHHUX ceTeil (PUHAHCOBOW oOpraHusauun Ha
YpOBHE BhlllEe BTOPOro (KaHanbHbIA) MO CEMUYPOBHEBOW CTaHAAPTHON MO-
Jenu B3auMoaencTBUS OTKpbITbIX cucTeMm, onpeaenenHoit B TOCT P UCO/
MG3GK 7498-1

3ya.7

Peanunsauusa goctyna K pecypcam ceTu MHTepHeT Tornbko Yepes uHgopmaum-
OHHYIO MHPACTPYKTYPY hUHAHCOBOA OpraHusauuW nocre yCTaHOBNEHUA 3a-
LMLLEHHOrO CETeBOro B3aWMOAENCTBUS, BbIMONIHEHNS ayTeHTUdUKaLum, npeay-
cMoTpeHHoit Mepamu 3Y[1.2 u 3Y/.4 Tabnuuybl 45

3Y[.8

KOHTEHTHLIA aHanua uHdopmauuu, nepegaBaemMoil MOOUMBHBLIMUA (NepeHoc-
HbIMW) YCTPONCTBaMMU B ceTb VIHTEPHET € ncnonb3oBaHMeM UHPOPMaLMOHHON
UHpacTpyKTypbl PUHaHCOBOW opraHusalum

3va.e

Peanusayma n KOHTPOb MHPOPMALMOHHOro B3auMOAENCTBUA BHYTPEHHMX Bbl-
YUCITENBHBIX ceTell hrHaHCOBOW opraHmaauun u MobumbHLIX (MEPEHOCHBIX)
YCTPOICTB B COOTBETCTBUU C YCTAaHOBMNEHHbLIMU NpaBuiaMmn 1 NpoToKonamm ce-
TeBOro B3aMMOAencTBMSA

7.9.4 Ba30oBblii cocTaB Mep no 3alyuTe MHOPMAaL MU OT PackpbiTUS U MogudmKkauum npu ee o6paboTke
U XpaHEeHWN Ha MOOMNbHLIX (NMEPEHOCHbIX) YCTPOMCTBAX NMPUMEHUTENBHO K YPOBHAM 3alUuUTbl MHG OpMaLun
npuseaeH B Tabnuue 47.

Tabnuya 47 — ba3osblil cocTas Mep Mo 3aLyuTe MHOPMaLMK OT packpblTUsS U MoguduKaLun npu ee obpaboTke U
XpaHeHUN Ha MOBUMBHBIX (MEepPEeHOCHBIX) YCTpOoNCTBaX

YpoBeHb 3aLyuThI

(MDM-cucteMbl), peanuayloLleil:

- WwudpoBaHUe U BO3MOXHOCTb YAANEHHOro yaaneHusa nHdopmMaLym, nonyyeH-
HOI B pesynbrarte B3aumofaeicTBUSA ¢ WHPOPMaLMOHHBIMU pecypcaMu (PUHaH-
COBOI OpraHu3aLmu,

- ayTeHTUdUKaLUIO Nornb3oBaTenen Ha ycTpoiicTBe A0CTyNa;

YcnoBHoe UHGOpMALM
o603HaueHne CopepxaHue Mep CUCTeMbI 3aLUTLI MHopMaLK pmay
1 HoMep Mepbl 2 1
3ya.10 MpuMeHeHne cucTeMbl LIEHTPanW3oBaHHOrO YMpaBneHWs W MOHUTOPUHra H T T
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YpoBeHb 3aWuThl

YenosHoe
MHopMaLmmn

o60o3HaveHue CojepxaHue Mep CUCTEMBbI 3aLYUTLI MHGOPMaLMK
1 HoMep Mepbl

3‘2|1

3va.10 - BrIoKMpoBKY yCTpoiCTBa MO UCTEYEHUM ONPEAENEeHHOro NpoMexyTka Bpeme- | H T T
HW HeaKTMBHOCTW Nonb3oBaTens, TpebyoLLyo BbINONHEHUsI MOBTOPHON ayTeH-
TUdUKaL MM Nonb3oBaTensa Ha yCTpoicTee 40CTYNa;

- ynpaerneHue obHoBneHusaMu cuctemHoro MO ycTpoiicTB AocTyna;

- ynpaBneHue napameTpamu HacTpoek 6esonacHocTh cucteMHoro MO yecTpoicTs
jocTyna;

- ynpaBfeHWe cocTaBoM U o6HoBReHUAMU npuknagHoro MNO;

- HEBO3MOXHOCTb UCMONb30BaHUA MOGUIBHOTO (MepeHOCHOro) ycTpoiicTea B
pexume USB-HakonuTens, a Takke B peXuMme oTnagKu;

- ynpaBfeHue KIio4eBoi UHopMaLmel, Ucnonb3yeMoit ANa opraHusauum sa-
LMLLEHHOro CEeTEeBOro B3auMOAENCTBIS,

- BO3MOXHOCTb OnpeferieHnsi MECTOHaXOXAeHUA YCTPOUCTBa JOCTyna;

- peructpayuio cmeHsl SIM-kapThbl;

- 3anpeT nepeHoca UHdopMaLmun B obnavHble XpaHunula AaHHbIX, pacnono-
XeHHble B 06LLeAoCTYNHbIX ceTax (Hanpumep, iCloud);

- obecneyeHne BOIMOXHOCTM LIEHTPaNM30BAHHOrO YNpaBneHUs U MOHUTOPUHIa
npu cmeHe SIM-KkapTel

3yan ObBecneveHune 3awuThl MOBUIBHBIX (NEPEHOCHBIX) YCTPOINCTB OT BO3AENCTBUIA T T T
Bpef OHOCHOrO Koga

3ya.12 CTupaHne nHbopMaLmn koHpUAEHUMaANBHOro Xxapaktepa ¢ MOBUNbHLBIX (Nepe- T T T
HOCHbIX) YCTPOMCTB cpeacTBamu, obecnequBaoMMU NOMHYIO MNepesanichb
JaHHbIX, NMPW OCYLLIECTBNEHUM BbIBOAA MOGUNBHBIX (MEePEHOCHLIX) YCTPONCTB M3
SKennyartauum, a Takke npu HeobxoaMMOCTU UX Nepefaqn B CTOPOHHUE opra-
HU3auuu, Mexay pabGoTHUKaMu 1 (UNK) CTPYKTYPHBIMU NogpasgeneHnamu ¢u-
HaHCOBOW opraHu3auumn

8 TpeboBaHuMA k opraHu3auum 1 ynpaseJrieHUIO 3aWuTon uHpopmauumn

8.1 O0LwWKMe NoNnoXeHns

8.1.1 Pazgenbl 8 u 9 HacTosILLEro craHaapTa ycTaHaBnNuMBaloT TpeboBaHus K cogepanuio 6a3oBoro cocrasa
Mep 3auTbl MHpOPMAaLMK, BXOAALLMX B COCTaB CUCTEMbI OpPraHM3aumMu U ynpaereHust 3aLiMTon Hopmaumu,
HanpaeneHHbIX Ha obecnevyeHne AOIDKHOWM NONHOTLI M KayecTBa peanusaumm CUCTEMbI 3aLuTbl MHbopMaLmm.

8.1.2 Mepbl CUCTEMbI OpraHM3aumMu U ynpasneHus 3aliMTon MHhopMaUum NPUMEHSIIOTCS:

- Ha CUCTEMHbIX YPOBHSIX MH(POPMALMOHHON MHMPACTPYKTYPbI (ONPeAEneHHbIX B 6.2 HACTOALLIErO CTaH-
papra). TpeGoaHus k cogeprkaHuio 06a30BOro cocraBa Mep CUCTEMbl OpraHM3aumm U ynpasneHus 3aLuTon
UHopmauun, NPUMEHAEMbIX HA CUCTEMHbIX YPOBHSIX, YCTAHOBMEHbI B HACTOSILLEM pasfene;

- Ha aTanax »XU3HeHHoro uukna AC v NpUNoXeHui, ucnonb3yeMbix anst 06pabotku, nepeaaum n (Mnu)
XpaHeHus 3alyaemMon uHcpopMaummu B paMmkax BbIMONHEHUs U (Mnn) obecneyeHus BbINONHEHUs1 BusHec-
NpPOLIeCCOB MIN TEXHOMOrMYECKUX NPOLIECCOB (PMHAHCOBOW opraHusauuu. TpeboBaHua k coaepxaHuio 6a3o-
BOrO COCTaBa Mep CMCTEMbl OpraHM3auun U ynpasneHus 3awmTon UHOopMaLmumu, NpUMEHsIEMbIX Ha aTanax
XKU3HEHHOTO uukna AC 1 NPUNOXXEHUIN, yCTAHOBNEHDbI B pasgene 9 HacToALWero craHaapra.

8.1.3 Mepbl cuctembl OpraHM3aumMm U ynpaeneHus 3awmTon MHpopMaumMm Ha CUCTEMHBIX YPOBHSIX NPU-
MEHSIOTCA AN KaX40ro OTAENbLHOrO npouecca (HanpasneHus) 3awmTbl MHpopMaumy M3 unucna mep, onpege-
NEHHbIX B pasgene 7 HacTosALero craHgapra.

8.1.4 Mepbl CUCTEMbI OPraHM3auumn 1 ynpasaeHust 3awmuTton UHpopMaLmMm Ha CUCTEMHBIX YPOBHSIX NMpPu-
MEHSIOTCA B paMKax CreayoLwmux HanpasneHuin 3awmTbl MHopMauun:

HanpasneHue 1 «MnaHnpoBaHme NpoLecca CUCTEMbI 3aLmMTbl MHpopMaLuu» («MnaHupoBaHue»);
HanpasneHue 2 «Peanu3aums npouecca cucTembl 3anTbl MHopMauumy («Peanusauusy);
HanpasneHue 3 «KoHTponb npouecca cucTembl 3aLmTbl MHopMauun» («KoOHTponb»);

- HanpasneHne 4 «CoBepLUEHCTBOBaAHME Mpouecca cUcTembl 3awmTbl uHdopmMauumy» («CoBepLueH-
CTBOBaHMWeEY).

8.1.5 Cnoco6bl peanusauumn Mep CUCTEMbl OpraHusauun U ynpaesneHusa 3awmTon nidopmagum, ycra-
HOBMeHHble B Tabnuuax pasaena 8 HacTosLwero craHaapra, 0603HaqeHbl kak B 7.1.6.
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8.2 HanpasneHue 1 «[naHMpoBaHue npouecca cCUCTEMbI 3aWUTbl UHhopMaLUn»

8.2.1 B pamKkax HanpasneHus «lnaHuposaHue» puHaHcoBas opraHusauusi obecne4ymBaeT onpeaene-
Hue (nepecmoTp):

- obnacTtu npMMeHeHMs npoLecca CUCTEMbI 3aLUMTbI UHOPMaLUK;

- cocTaBa NpPUMEHAEMbIX (a TakKe He NPUMEHsIEMbIX) Mep 3aLUMTbl MHOpMaLIMK U3 Yrcna Mep, onpe-
OeneHHbIX B pasgenax 7, 8 u 9 HacTosiLLero craHgapra;

- COCTaBa M coaepaHusi Mep 3aluUTbl MHGOPMaLMK, ABNAIOLLMXCA 4ONONHUTENbHbIMK K 6A30BOMY CO-
cTaBy Mep, onpeaeneHHblX B pasgenax 7, 8 u 9 HacTosLero craHgapra, onpeaenseMbiX Ha OCHOBE akTy-
anbHbIX Yrpo3 3awmThl MHOpMaLMK, TpeboBaHWi K 3almTe MHAOPMaLUK, YCTAHOBNEHHbIX HOPMATUBHbIMU
npaBoBbIMK akTamu B obnacTtu obecneveHnsa 6€30nacHOCTU U 3aLnTbl MHOPMaLUK;

- nopsaaka NPUMEHEHUs Mep 3awmThbl MHpopMaLmn B paMKax NpoLecca CUCTEMbI 3aLLMTbl MHpOpMaLuK.

Peanusauusi nesTenbHOCTU B paMKax HanpasneHus «MnaHupoBaHUe» OCYLLECTBSETCA HA OCHOBE MO-
NATUKN (PUHAHCOBON OpraHu3aLum B OTHOLUEHUW LIENEBbIX NOKa3aTenei BeNnYnHbl 4ONyCTUMOrO OCTaTo4HOro
onepauMoHHOro pucka (pMck-anneTuTa), CBa3aHHoro ¢ obecnedeHnem 6e3o0nacHOCTU MHpopmaLum, a TaKke
npu HeoBXoaAUMOCTU HA OCHOBE PE3ynbTaToB AEATENIbHOCTU B pamKax HanpaeneHus « CoOBepLUEHCTBOBAHUEY.

MpuMmevyaHne — PekoMmeHAaLMW MO JOKYMEHTUPOBAHWIO AEATENLHOCTU B 0BnacTu ob6ecnedenus nigopmaLiu-
OHHoI1 6esonacHocTV NpuBegeHbl B [17].

8.2.2 ba3oBblii COCTaB Mep MNaHUPOBaHMA npouecca CUCTEeMbl 3awuTbl UHopMauMm npuseneH B
Tabnuue 48.

Tabnwuya 48 — Ba3oBbIfi COCTaB Mep NaHMPOBaHUA NpoLecca CUCTEMbI 3aLuTbl MHpopMaumn

YcnoBHoe YpoBeHb 3awuTel
o6osHaveHVe CopaepxaHue Mep cucTeMbl 3aLyuTbl UHopMaLmm UHdopMaLmu

1 HoMep Mepbl 3 > 1

M3n.1 [okyMeHTapHoe onpeferneHue obnacTu NpUMEHEHWUA npouecca cucteMbl 3a- | O 0] ®)

WKTEl UHOpMaLMU* AnA ypoBHeW MHPOPMAaLMOHHOW UH(PaCTPYKTYphI, onpe-
AeneHHbIX B 6.2 HacTosLWero ctaHgapTa

nan.2 [oKkyMeHTapHOe onpeferneHne coctaBa (C ykasaHMEM COOTBETCTBUS HacToa- | O ®) @)
LieMy cTaH4apTy) U cofepKaHusi OpraHU3aLMOHHbLIX Mep 3aluThl UHGOpMa-
LK, BbIGpaHHbLIX (PUHAHCOBOW OpraHu3auuein u peanusyeMbliX B pamkax npo-
Liecca cucTeMbl 3aLMThl MHOpMaLum

Mn3n.3 [oKkyMeHTapHOe onpepeneHne nopsiaka NPUMEHEHUA OpraHu3auuoHHelix Mep | O ©) @)
3aluThl MHOPMaLMK, peanusyeMblx B paMKax Npouecca CUCTEMbl 3aluThl
UHdopmMaLmu

n3n.4 [oKyMeHTapHOe onpeferneHne cocTaBa (C yKazaHMeM COOTBETCTBUA HacTos- | O 6] 6]

LeMy CTaHAapTy) M CofepXaHUs TeXHWYECKUX Mep 3awuTbl MHGopMayuu,
BbIGpaHHbIX hMHaHCOBOI OpraHu3auWeil U peanusyemelx B paMmkax npouyecca
CUCTEMBI 3alMTbl MHpOpMaLmn

n3n.s [oKkyMeHTapHOe onpepeneHune nopsigka NpUMeHeHUst TEXHUYECKUX mMep sawmn- | O 0] ©)
Tl MHpOPMaLMK, peanunayeMblX B paMKax npoLecca CUCTEMbI 3aLluThbl UHGOP-
MaLum, BKIoYatoLLero:

- MpaBuNna pasmeLleHns TEXHUYECKUX Mep 3aLluTel MHpopMauuu B nHdopma-
LIMOHHOM MHDPacTpyKTypE;

- napameTpbl HacTpoeK TEXHUYECKUX Mep 3aluUTsl UHOpMauMn 1 nHdopma-
LIMOHHON UHMPAacTPYKTYpEl, NpeAHasHa4YeHHbIX A5 pasMeLLeHNs TEXHUYECKNX
Mep 3allUTbl MHpopMaLun™**;

- PYKOBOACTBA MO MPUMEHEHUI0 TEXHUYECKUX Mep 3alluThl WMHopMaLumu
(BKITIOYatOLLME PYKOBOACTBA MO SKCMyaTaLWu, KOHTPOMI SKCrnyaTauum u uc-
NOMb30BaHWIO MO Ha3HA4YEHUIO TEXHUHECKMX Mep 3aLluThbl MHGopMaLmn);

- COCTaB pornei u npa.a cy6LeKkToB AoCTyna, HeoBXoaUMbIX Ansa obecnedeHns
NPUMEHEHUS TEXHUYECKUX Mep 3allyUThl UHopMaLMK (BKNIOYaLtOLLEro aKensya-
TaLmio, KOHTPOIb SKCnyaTaumMn U UCMoNb30BaHWe MO HasHaYeHWto Mep 3allyu-
Tbl UHPOPMaLUK)

" O6nactb NpUMEHeHWA NpoLiecca cUCTeMbI 3aLUUThl MHGOPMaLMKU onpeaensieTcs B COOTBETCTBUM C MOSIOKEHU-
$IMM HOPMaTUBHBIX aKTOB BaHka Poccun.
MapaMeTpbl HACTPOEK KOMMOHEHTOB UHOPMaLMOHHON UHPACTPYKTYpLI, NpefHasHa4eHHbIX AN pasmeLle-
HWSA TEXHUYECKUX Mep 3aLUUTLl UHOpMaLUK, ONpeaensaoTes B cllyvae HeoOX0aMMOCTH.
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8.3 HanpaeneHnue 2 «Peanusauuna npouecca CUCTeMbI 3aWUTbl MHoOpMaLUny»

8.3.1 [eATtenbHOCTb B pamkax HanpaeneHuss «Peannsauusa» BbINOMHSETCA NO pe3ynbrataM BblMosHe-
HUSA HanpaeneHun «lMnaHupoBaHue» un (unu) «CoBepLueHcTBOBaHME» (CM. 8.2 1 8.5 HacCTOsALIEero craHgapTa
COOTBETCTBEHHO).

B pamkax HanpaBneHus «Peanusauusa» uHaHcoBas opraHusauus o6ecneymBaer:

- [AOMMKHOE NPUMEHEHNEe Mep 3awmTbl MHpopmauuu;
onpegeneHue ponen 3awmTbl UHPOPMAaLMK, CBA3AHHbIX C MPUMEHEHUEM MeEp 3aLUMTbl MHPOPMaLK;
Ha3Ha4YeHne OTBETCTBEHHbIX MWL, 3@ BbINOMHEHWE ponei 3almTbl MHAOPMaLuu;
JOCTYNHOCTb peanu3aumm TEXHUYECKUX Mep 3aLumuTbl MHpopMaumuy,
NPUMEHeHUe CpPeacTB 3alumMTbl MHOPMAaLMK, NPOoLIeALLMX B YCTAHOBMEHHOM nopsiake npoueaypy
OLIeHKW COOTBETCTBMUA [B TOM YMCE NPorpamMmmHbIX (NporpaMMHO-annaparHbiX) CpeacTs, B KOTOPbIX OHU pea-
NU30BaHbI, UMEIOLLMX HEOBXoAUMbIEe PYHKLMKM Be30nacHOCTu], B Crnyyasx, Korga NnpuMeHeHne Takux CpeacTs
HeobxoaAuMMO Ana HeWTpanu3auum yrpo3 6e30nacHOCTU, ONPEeAEeneHHbIX B MOAENN Yrpos U HapyLuuTenen
6e30nacHOCTU MHdOpMaLMK PUHAHCOBOI OpraHW3auum;

- 00y4eHune, npakTUYECKYI0 NOArOTOBKY (NepenoaroToBKy) paboTHMKOB (PMHAHCOBON OpraHu3auumn, oT-
BETCTBEHHLIX 3@ NPUMEHEHME Mep 3aLLuUTbl MHAOPMaLNK;

- MOBbILUEHNE OCBEAOMMEHHOCTU (MHCTPYKTaXK) paboTHUKOB PMHAHCOBOM OpraHusauumn B obnactu 3a-
LWNUTbI MHCpopMaLmu,

MpumedyaHune — PekoMmeHgauun no onpegeneHuto notpebHocTell opraHwWsaLum GaHkoBckon cuctembl Poc-
cuiickoit defepauum B pecypcax, HEOOXOAUMBIX ANS peanusauuu npoLeccoB WHopMaLnoHHoi 6esonacHoCTH, U nNo
npoBefeHNto KOHTPONSA ahPEeKTUBHOCTN NCMONB3OBAHUSA STUX PECYPCOB NpuseaeHs! B [6].

8.3.2 ba3oBbIil cOCTaB Mep No peanu3auuu npouecca CUCTEMbI 3aluTbl MHOPMAaLMK NPUBEAEH B
Tabnuue 49.

Tabnuuya 49 — Ba3osblit cocTas Mep Mo peanusalym npouecca CUCTEMbI 3alUTsl MHdopMaLn

YenosHoe ymi;g";;“ﬂ':b'
o603HaveHue CopepxaHue Mep cUcTeMB! 3aLUTLI UHGOPMALIM pmauy
1 HOMep Mepbl 3 | 2 | 1
P3K1.1 Peanu3sauus yyeta o6beKTOB U pecypcoB A0CTyna, BXOASAWMX B o6nacTe npu- | O @) T
MEHEeHUs npoLecca CUCTEMBI 3aLUThl MHopMauun, ANS YpoBHeN HgpopMaLm-
OHHOIN UHGPACTPYKTYpPHI, onpefeneHHbIX B 6.2 HacToAWero ctaHgapTa, B TOM
yncne obLEKTOB AOCTYNa, pacnofioXeHHbIX B NyGnuuHbIX (06WeaocTynHbIX)
MecTax (B ToM uucne 6aHkomarax, nnaTexHbiX TepMuHanax)
P3U.2 Pa3sMelLlieHne 1 HacTpoiika (KOHDUrypMpoBaHUe) TEXHUHECKUX Mep 3awuTsl UH- [ O o T
dopMaLumn B UHpOPMAaLMOHHON UHppaACTpyKType hUHAHCOBOW opraHn3aLun
P31.3 KoHTponb (TecTupoBaHne) NONHOTHI peanuaaunn TEXHMYECKX Mep 3aluTel UH- | O o ®)
dopmaLium
P3U.4 HasHayeHue paboTHUKaM bUHAHCOBOI OpraHu3aLuu porei, cBsidaHHbIX ¢ npu- [ O 0] 6]
MeHeHUeM Mep 3aluTel MHpopMaLmu, U ycTaHoBNeHWe 06s13aHHOCTN U OTBET-
CTBEHHOCTU 3a WX BLINOMHEHUE
P3U.5 OnpepeneHue nu, KOTOpbLIM paspelleHbl AEWCTBUSA NO BHECEHMIO U3MEHEHWIA B o ©) ®)
KOHUrypaLmio MHopMaLMOHHOH UHPaCTPyKTyphI
P3W.6 Peanusauua akcnnyatayuuu, UCMONb3OBaAHWA NO Ha3Ha4YeHUIo TexHudeckux mep | O o @)
3aLuTLl UHopMaLum
P3U.7 Peanusayua npuMeHeHus opraHu3ayMoHHbIX Mep 3alyuTbl MHopMaLm
P3U.8 Peanusauua UeHTpann3oBaHHOro ynpasneHus TEXHUYECKUMN MepaMi 3aluThbl H H T
nHpopmayumn*
P31.9 ObecneyeHne JOCTYNHOCTU TEXHUHECKUX MEp 3aLLUTbl UHOPMaLUMK: H H T
- NMPUMEHEHUEe OTKa30YCTONUYUBBLIX TEXHUHECKUX PELLUEHUIA,
- pesepBupoBaHue MHGOPMALMOHHOW WHGPACTPYKTYpbl, Heobxoaumon Ans
hYHKLIMOHMPOBaHUS TEXHUYECKNX MEP 3aLLuUThl MHGOpMaLmX,
- OCYLLEeCTBIIEHNE KOHTPONS 6e30TKa3HOro (YHKUWOHUPOBAHUS TEXHUYECKUX
Mep 3aLuThl MHopMaLum;
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OKoH4aHuUe mabnuupi 49

YcnosHoe yPMOHBegb;:”"M”Jb'
o0603HaueHne CopepxaHue Mep cucTeMbl 3aLUTLI UHGOpMaLMK cpopmal
1 HOMep Mepbl 3 | 5 | 1
P3K.9 - MPUHATNE pernamMeHTUPOBaHHbLIX Mep MO BOCCTAHOBMEHWIO OTKasaBlnx Tex- | H H T
HUYeCKUX Mep 3aLUmnTbl UHdopMaL MHDOPMaLUOHHOR MHPaCTPYKTYpPEI, He-
06XxoAnMbIX AN UX PYHKLMOHUPOBAHNMS
P3K.10 ObecneyeHne BO3MOXHOCTU COMPOBOXAEHUA TEXHUYECKUX Mep 3alUuThl WH- H @) @)
dopmaLmmn B Te4eHUe BCEro cpoka UX UCMonb3oBaHmWs
P3K.11 MpuMeHeHne cepTudnLMpoBaHHbIX No TpeboBaHUAM GeaonacHocTu uHdopma- | H H T
LK1 cpeacTB 3alluThl MHopMaLun He Hke 4 knacca**
P31.12 MpuMeHeHne cepTUdULMPOBaHHLIX NO TpeboBaHUAM 6e30nacHOCTU MHdOpMa- H T H
LUK cpefcTB 3allnTel UHopMaLuu He Huxe 5 knacca**
P3K.13 MpuMeHeHWe cepTUdULMPOBaHHbIX No TpeboBaHUAM 6e30MacHOCTU MHopMa- T H H
LW cpeacTs 3allnTel MHopMaLun He Hwxe 6 knacca**
P3N.14 MpumeHeHne CK3W, uMmeroLmx Knace He Huke KC2** H H T
P3U1.15 OBy4eHue, NpakTU4eckas NoAroToBKa (nepenofrotoBka) paboTHUKOB uHaH- | O @) @)
COBOW OpraHu3auuu, OTBETCTBEHHbLIX 3@ NpUMeHeHue Mep 3aluTel MHdopMa-
LUK B paMKax npouecca 3auTsbl MHdopmMaLum
P3W.16 MoBbIlLEHWe 0CBEAOMMEHHOCTU (MHCTPYKTax) paboTHUKOB dmHaHcoBoW opra- | O @) @)
HU3auumn B obnacTu peanusauum npoLecca 3aluTel UHOpMaLMK1, NPUMEHEHUS
opraHu3aL oHHbIX Mep 3aLuUTbl UHOPMaLMK, UCMONb3OBAHUA MO HAa3HAYEHUIO
TEXHUYECKUX Mep 3alluUThl MHopMaLmm

" LleHTpanuaosaHHoe ynpaBrieHne peanusyetcs ANns TeXHUYECKUX Mep 3alyuTbl MHQOPMALMU, MHOXECTBEHHO
pasmelliaeMbix Ha APM none3osareneit 1 skcnrnyataLMoHHOro nepcoHana.
B cnyvasix, koria NpuMeHeHue Takux cpefcTB HeobxoguMMo ANA HelTpanuaauum yrpos 6esonacHocTu, onpe-
AereHHbIX B MOAENM Yrpo3 1 HapyLunTenei 6e3onacHocT MHgopMaLu hUHaHCOBOR opraHusaumu.

8.4 HanpaBneHue 3 «KoHTpOnb npouecca CUCTEMbI 3aWUTbI MHDOPMaLMK»

8.4.1 feArenbHOCTb B pamMKkax HanpasneHus «KoHTponb» AormkHa obecrneynBaTb 4OCTATOUHYIO yBE-
PEHHOCTb B TOM, YTO NPMMEHEHWEe Mep 3aLuMTbl MHPOPMaLMKU OCYLLECTBRAETCA Haanexawmm obpasom u
COOTBETCTBYET NONUTUKE (PUHAHCOBOW OPraHu3auun B OTHOLUEHWUMW LiENEBbIX NOKasaTenen BenuyuHbl gony-
CTMMOrO OCTaTOYHOr0 ONEPAaLMOHHOIO pucka (PUCK-anmneTuTa), CBA3aHHOro ¢ obecnevyeHnemM 6e30nacHOCTM
MHdopMaLmm.

MpumeHsemble PUHAHCOBOW OpraHM3auuein Mepbl 3almuTbl MHOPMaLUKM AOmKHbI 0b6ecneunBaTb KOH-
Tponb:

- oBnacTu NpMMEHEHMs nNpoLecca CUCTEMbI 3aLuUTbl MHGOPMaLUK;

- OOIDKHOTO NPUMEHEHMA Mep 3awuTbl MHOPMaLMU B pamMKax npouecca CUCTeMbl 3aLmTbl MHGOP-
mMauuu;

- 3HaHui pPabOTHMKOB (PMHAHCOBON OpraHM3aLuu B YacTU NPUMEHEHUA MEp 3alUMUTbl MHPOPMALUK,

8.4.2 ba30BbIll COCTAB MEP KOHTPOIsi MPOLECCa CUCTEMBI 3aLLUMTLI MHGpOpMaLun npueseaeH B Tabnuue 50.

Tabnuuya 50 — Ba3oBbIil COCTAB Mep KOHTPOSISA NpoLiecca CUCTEMBI 3aLLMThI MHGOpMaLy

YpoBeHb 3aLynThI

YcnosHoe WHcpopMaLH
o60o3HayeHne CopepxaHne Mep chcTeMbl 3aLUTLI UHEOPMALIUN pmay
1 HoMep Mepbl 3 5 1
K3W.1 KoHTponb chakTnyeckoro coctaBa 0GbLEKTOB M pecypcoB JocCTyna, BXxogawmux s [ O o T

obnacTb NpUMEHeHWs npoLecca CUCTEMbI 3aLlUUTbl UHOPMaLUK, Ha CooTBeT-
CTBME YYETHLIM faHHbIM, (POPMUPYEMBIM B paMKax BbliNonHeHUA Mepbl P3A.1
Tabnuupl 49
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OkoHyaHue mabnuypl 50

YcnosHoe YpoBeHb 3aluUThbl
o6osHaueHne CoAepxXaHue Mep CMCTeMbl 3aLLMUTLI MHOPMAaLN WHcpopmaLm

1 HoMep Mepbl 3 5 ]

K3W1.2 KoHTporb aKcnnyataLum U UCMONb30BaHNA NO HasHauYeHUIo TexHudeckux mep | O O T
3aluUThl UHPOPMAaLUK, BKIHOYAIOLLMIA:

- KOHTPOMb (haKTUYECKOro pasMeLLieHNs TEXHUYEeCKUX Mep 3alyuTbl MHgopMa-
Luu B MHHOPMALMOHHOK UHPaCTPYKType (PUHAHCOBOI opraHusaLum;

- KOHTpOSb haKTUHEeCKUX NapaMeTpoB HACTPOEK TEXHUHECKUX Mep 3alUThl UH-
dopmauun N KOMNOHEHTOB MHPOPMAaLMOHHON UHGPACTPYKTYpLI, NpeaHasHa-
YeHHbIX ANA pa3MeLLeHUst TEXHUYECKUX Mep 3alyuTbl MHdopmaLmm

K3K.3 KoHTponb akcnnyatauum M UCMONb3oBaHWA NO HasHauYeHUo TexHUdeckux mep | O o) ®)
3awWuThl MHPOpMaLUK, BKITHOYAIOLLMIA:

- KOHTPOfb Ha3Ha4YeHUs poren, CBsA3aHHbIX C AKCTUyaTauueil U UCNonNb3oBaHu-
€M NO Ha3Ha4YeHNIO TEXHUYECKUX Mep 3aLuUTbl UH(OpMaLuK;

- KOHTPONb BLINOMIHEHWUSA PYKOBOACTB MO 3KCMAyaTaLyMn U UCTONb30BaHUIO NO
Ha3HaYEeHNIO TEXHUYECKMX Mep 3aLLuThl UHopMaLuu

K3W.4 Mepunoaunyecknii KOHTPoOnb (TECTUPOBaHUE) NONHOTLI peanusauum TexHudeckux | O T T
Mep 3awuThl MHgopmaLum

K31.5 KoHTpoNb NpUMEHEHMUs1 OpraH3aLUoHHbIX Mep 3awWuThl MHopMaLun o

K3W.6 KoHTponb 6e30TkasHoro yHKLMOHUPOBAHWUSA TEXHUHECKUX CPEACTB, 0BHapyxe- | O T T
HUe 1 NoKanusauus oTKka3oB (PYHKLMOHUPOBAHUA, NPUHATUE Mep MO BOCCTa-
HOBINEHWUIO OTKa3aBLUMX CPEACTB U UX TECTUPOBaHNE

K3W.7 MposeaeHue NpoBepoK 3HaHW paboTHUKOB PUHAHCOBOW opraHusauum B4Yactm | O ©) ©)
NPUMEHEeHUs Mep 3aLluUThl UHOpPMaLUK B paMKax npouecca CUCTEMbI 3aLLUThI
WHopMaLnm

K3WN.8 duKcaLms pesynsraTtoB (CBUAETENLCTB) NPOBEASHUA MEPONPUATUIA NO KOHTpo- [ O @) @)
1o peanusauuu npoLiecca cUCTEMB! 3aLUThl MHOPMaLWK, NPOBOAUMLIX B CO-
oTBeTcTBMU ¢ MepaMun K3N.1 — K3W.7 HacTosAweih Tabnuupl

8.4.3 BasoBblit cOCTaB Mep KOHTPOSS NpoLecca CUCTEMbI 3aLMThl UHAOPMALIMK B HACTU perucTpauum
coBbITHI 3aWMTbl MHOPMAaLMK NpuBeaeH B Tabnuue 51.

Tabnuuya 51— BasoBbiii COCTAB Mep KOHTPONS npoLecca CUCTEMbI 3alyuTbl MHOPMaLMK B YacTU perucTpauum
COBbITHIA 3aLMTEI MHDOPMaLWK

VeroBHoe prOBeHb 3aLLMTHI
o6o3HaveHue CogepxaHue Mep cucTembl 3ayUTbl UHpopMaLMm HpopmaLui
1 HOMep Mepbl 3 5 1
K3WK.9 Pernctpauus onepauuit no ycraHoBke U (unu) o6HoeneHuto MO TexHuueckux | H T T
CPeACTB 3alluThl MHdopMaLnmn
K31.10 Peructpauus onepauuii no OGHOBMEHWIO CUrHaTYpHBIX 6a3 TexHUYeckuX H T T
CPeACTB 3aLluThbl MHopMaLMK (B criy4ae UX UCTOoNb30BaHNs)
K3W1.11 Pernctpauus onepauuii N0 M3MEHEHWIO NapamMeTPOB HACTPOEK TEXHUYECKUX H T T
Mep 3aLuTLl MHOpMaLMn U MHOPMaLMOHHOR MHPaCTPYKTYpPLI, NpeaHasHa-
YeHHbIX A48 pa3MeLLeHNs TEXHUYECKUX Mep 3alluTbl MHopMaLu
K31.12 Peructpauus cboeB (0TKa30B) TEXHUYECKMX Mep 3aluTbl MHpopMmaLmm H T T

8.5 HanpaeneHue 4 «CoBepleHCTBOBaHUE NpoLecca CUCTEMbI 3alUTbl HhopMaLUny»

8.5.1 feaTenbHOCTb B pamkax HanpasneHus « CoBepLUEHCTBOBAHUEY BbIMOSHAETCA HA OCHOBE Pe3yrb-
TaToB NPOBeAEHUA MEPONPUATUI NO OBHAPYKEHUIO MHLUMAEHTOB 3aLUMTbl MHAOPMALMN N PearnpoBaHuIO Ha
HKX, 0OHapY>XeHUIO HeAOCTaTKOB B 06ecnevyeHnn 3auTbl MHOPMaLUM B pamkax HanpaeneHus «KoOHTponby,
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a TaKke B Cnyvyasx U3MEHeHUs NonMTUKU (DUHAHCOBOW OpraH13aLummn B OTHOLUEHUM MPUHLIMNOB U NPUOPUTETOB
B peanusauuy CUCTeMbl 3aLUMTbl MHPOPMALIMK, LENEBLIX NOKasaTenein BenmynHbl 4OMyCTUMOro OCTaTo4MHOro
onepauMoHHOro pucka (puck-anneTura).

MpumeHsiemble (ODUHAHCOBOW OpraHusauuen Mepbl B pamkax HanpasneHus «CoBepLUeHCTBOBaHME»
AomkHbl oBecneynBaTth hopMUpPOBaHUE W DUKCALIMIO peLUeHUit 0 HEOOXOAMMOCTU BbIMOSIHEHUS KOPPEKTHU-
PYIOLLMX UMK NPEBEHTUBHbLIX AEWCTBUNA, B YACTHOCTU NEPECMOTP MPUMEHAEMbIX Mep 3aLuuTbl UHOPMaLUN.
Mpu 3TOM HENOCPEACTBEHHAA AEATENBHOCTL MO COBEPLUEHCTBOBAHMIO NpoLecca 3aLmTbl MHopMaLuu Bbl-
MOMHAETCS B pamMKax HanpasneHus «Peanu3auusa» u npu HeobxoAUMOCTW HanpasneHus «lnaHuposaHuey.

8.5.2 Ba3oBbIli COCTAaB MeEpP NO COBEPLUEHCTBOBAHUIO NMpoLecca CUCTEMbI 3amuTbl MHOPMALUKU NPK-
BedeH B Tabnumue 52.

Tabnuya 52 — ba3oBblii COCTaB Mep MO COBEPLUEHCTBOBaHMIO NpoLecca CUCTEMBI 3aLLUThI MHopMaLmK

YpoBeHb 3aLynThl

YcrioHoe NHpopmaumn

o6o3HaveHve CogepxaHue Mep cMCTEMbI 3aLYUTbl MHGOPMaLM
1 Homep Mepbl 3 5 1

C31.1 MpoBegeHue U UKcaLMa pe3ynsTaToB (CBUAETENLCTB) aHanusa Heobxogumo- | O O O
CTV COBEPLLUEHCTBOBAHWA NpoLecca cUCTEMbI 3aLLuUThl MHPOPMaLIUK B CRyYasx:
- oBHapyXeHUs MHUMAEHTOB 3aLuUThl MHOPMaLny;

- 0BHapyXeHWs HEAOCTaTKOB B paMKaxX KOHTPOIS CUCTEMbI 3aLLUThI UHOpMaLmMn

C3Kn.2 MpoBeneHue n ukcaums pes3ynsraToB (CBMAETENLCTB) aHanu3a Heobxogumo- | O (o] o
CTW COBEPLLUEHCTBOBaHUSA NpoLecca cMCTEMbI 3alyuThl MHpopMaLuK B cryvasx
U3MEeHEeHUs NONUTUKN PUHAHCOBOIW OpraHn3aLun B OTHOLLEHWUK:

- obnacTu NpUMeHeHUs npoLecca CUCTEMbI 3aLLUThl MHopMaLmy,;

- OCHOBHBIX MPWHLMMNOB M NPUOPUTETOB B peanusayun npolecca CUCTEMbI 3a-
LWKMTbl uHpopMaLuy;

- LUeneBbIX MokasaTenei BerMYUHbl [OMyCTUMOro OCTAaTOMHOMO OnepaLUoHHOro
pvcka (puck-anneTuTa), cBsizaHHoro ¢ obecneveHueM 6esonacHocTy UHdopMaLK

C3n.3 MpoBefeHue n dukcauusa pe3ynsratos (CBMAETENLCTB) aHanuaa Heobxogumo- | O (@) o
CTU COBEPLUEHCTBOBAHUSA NpoLecca CUCTEMBI 3aLUTbl MHPOPMaLUK B CRyYasx:
- U3MeHeHWi TpeboBaHWii K 3awmTe MHdOPMaLWK, onpeseneHHbIX Npasunamm
NNaTeXHOW cucTemsl™;

- U3MeHeHWUI, BHECEHHbIX B 3aKoHOAaTeNnbCcTBO Poccuiickoin deaepayuu, B Tom
Yncne HopmaTuBHble akTbl BaHka Poccun

C3n.4 dukcayma pelieHnii 0 NpoBeAeHUN coBepLUEHCTBOBaHUA npouecca cuctemsl | O O o
3aWmThLl UHOPMaLUN B BUAE KOPPEKTUPYIOLLUX UNWU NPEBEHTUBHLIX AEHCTBUA,
Hanpumep:

- NepecmoTp obnacTu NpUMEHeHNA npoLiecca CUCTeMBbI 3allUTLl MHopMaLmy,;
- NEpecMoTp CocTaBa W COAepXaHUA OpraHU3aLMOHHLIX Mep 3aLuTbl UHOp-
MaLuK, NPUMeHAeMbIX B paMKax npolecca CUCTEMbI 3aLUnThl UHdopMaLuuy;

- NepecMoTp cocTaBa TEXHUHECKNUX Mep 3aLMTbl UHPOPMAaLIMK, NPUMEHAEMBbIX
B paMkax npoLecca CUCTEMBI 3aLuThl MHOPMaLUK

* [MpuMeHseTcs TonbKo ANA y4aCcTHUKOB NNATEXHbLIX CUCTEM.

9 Tpe6oBaHus K 3awmTe MHPOPMaLMM Ha 3Tanax XKM3HEHHOro uuKna
aBTOMAaTU3UPOBAHHbIX CUCTEM U NPUITOXKEHUNA

9.1 Hacroawui pasgen ycraHasnueaeT TpeboBaHUs K coAepkaHuIio 6a30BOro CoctaBa Mep 3aluUThbl
MH(opMaLIMK HA dTanax >XM3HEHHOro umkna AC U NPUNOXEHUI, IKCNNyaTUpyemMbIX B paMkax NpeaocTaBneHns
Ou3Hec-nNpouUeccoB U (Mnun) TEXHONOrMYECKUX NpoLeccoB (hMHAHCOBON OpraHu3auum (aanee npyu COBMECTHOM
ynomuHanun — AC).

9.2 [leATenbHOCTb MO 3awuTe UHAOPMAaLMKU HA CTAAUSX XUIHEHHOTO umkna AC A0MmKHaA peanu3oBbl-
BaThCH NyTeM:

- pasmeLleHusa KoMNoHeHToB AC B 3aLUMLLIEHHOW MHAOPMALMOHHON UH(pPACTPYKTYpE, AN KOTOPOM HA
CUCTEMHBIX YPOBHAX peanu3oBaHbl NPOLECChl CUCTEMDI 3aLLUMThl MHAOPMaLMK, onpeaerneHHble B pasgene 7
HaCTOsILLEro CTaHaapTa;
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- co3gaHnAa 1 obecneyeHnss NPUMEHEHUSI CUCTEMbI 3aLUMTbl MHpOPMaLMK ANA KOHKpeTHoW AC, peanu-
3yIOLLEN OTAENbHbIE AOMOMHUTENBHBLIE (MO OTHOLUEHUIO K TpeboBaHUAM pasferna 8 HacTosALWero craHaapra)
yHKUMK 3awmTbl nHpopmauyun ana AC, He peann3oBaHHbIe Ha CUCTEMHbBIX YPOBHSX.

9.3 MNpumeHaemble MUHAHCOBOW OpraHu3auMen Mepbl Ha aTanax XXU3HEeHHOro uyukna AC AOMmKHbI 0be-
cnevnBaTh:

- onpeaeneHue cocrtasa Mep 3awuTbl MHpopmaumm, peanusyemblix B AC (Mep CUCTEMbI 3aLUUTLI UH-
dopmauun AC);

- OOMKHOE NPUMEHEHME U KOHTPOMb NPUMEHEHUS MeP CUCTEMBI 3aLUTbl MHpopmauumn AC;

- KOHTPONb OTCYTCTBUA YA3BUMOCTEN 3aLuThl MHbopmauuu B npuknagHom MO AC u MHOpMaLMOHHONW
MHPAaCTPYKTYpe, NpeaHasHa4YeHHon Ans pasmeLleHus AC;

- KOHbuaeHUMansHOCTb 3almLLiaemMon nHpopmaLmu.

MpumMmevyaHne — PekomeHaauum no obecrnedeHnto nHdopMaLoHHOW 6e30NacHOCTU Ha CTagUsaX XUSHEHHOTO
yukna AC npusegeHsl B [18].

9.4 CnocoGbl peanusauum Mep 3aluTbl MHAPOPMaUUM Ha dTanax XusHeHHoro uukna AC B Tabnuuax
pasgena 9 HacTosLero craHaapTa 0003HayveHbl kak B 7.1.6.

9.5 Ba3soBhbIin cOCTas Mep 3alWuTbl MHPOPMaUMK Ha sTane «CosgaHue (MogepHusauus) AC» npuseaeH
B Tabnuue 53.

Tabnuya 53 — ba3osblil cocTaB Mep 3alluTsl MHdOpMaLmMu Ha aTane «CosgaHue (MogepHusaLums) AC»

YpoBeHb 3aluThbl

YcnoBHoe
WHdopmaLmm

o6o3HaveHue CopaepxaHue Mep cUCTEMbI 3aLLWTbI MHEOPMaLK
¥ HOMep Mepbl 3 2 1

KL [JokymeHTapHoe onpegeneHue nepe4vHs sawuiiaemon uHgopmayuu, nnaHupy- | O @) @)
emolii kK obpaboTke B AC

Ku.2 [okyMeHTapHoe onpeaeneHne coctasa (C ykasaHMeM COOTBETCTBMS HacTos- | O O @)
LeMy cTaHpapTy) U coaepXaHUua Mep CUCTeMbl 3awutel uHdopmauyun AC
(dPyHKUMOHanbLHO-TEXHMYECKUX TpeboBaHuil K cucteme 3awutbl MHPOpMa-
yum AC)

KL.3 [lokymMeHTapHoe onpefeneHne B NPOEKTHON U SKCNNyaTauyMoHHON AoKyMeHTa- | O 0] 0]
Lu Ha cucTemy 3aluTbl MHdopmaummn AC:

- cocTaBa 1 nopsiika NpUMeHeHNs TEXHUYECKUX U (UNWU) OpraHn3aLUOHHBIX Mep
CUCTEMBI 3aluThl MHpopMauuu AC;

- NapaMeTpoB HacTPOeK TEXHUYECKUX Mep CUCTEMBI 3awuTel uHdopMauum AC
M KOMMOHEHTOB WH(OPMaLMOHHON UHMPACTPYKTYpbl, NpeAHa3Ha4YeHHbIX ANS
pa3MeLLeHUs YKasaHHbIX TEXHUYECKUX mep*

KL.4 Peanusauusa ynpaeneHus Bepcusimu (cbopkamun) U uUsmeHeHusmu cosgasae- | H ®) ©)
Moro (MoiepHU3MPYEMOro), B TOM YuUcne TecTupyemoro, npuknagHoro MO AC,
OCYLLECTBISAEMOro AN Lenu:

- KOHTpons peanuaaunmn yHKUWIA 3alymThl MHOpMaLuUK B onpegeneHHol Bep-
cum (cbopke) npuknagHoro l10O;

- MPUHATUA Mep, NPENATCTBYIOLUX HECAHKLMOHUPOBAHHOMY BHECEHUIO U3Me-
HeHuii B Bepcum (cbopku) npuknagHoro MO

KLU.5 Mcnonb3oBaHue (KOHTPOSb UCNONbL30BaHUS) CerMeHToB paspabotku u Tectupo- | H o) 0]
BaHWS, BbiJleNeHHbIX B COOTBETCTBUM ¢ Mepoi CM3.6 Tabnuupl 13, npu cosga-
HUM (MoZiepHU3aLMK), BKNiovas TecTupoBaHue, AC

KL.6 KoHTponb npegocTaBneHus n obecnedeHne pasrpaHuveHns goctyna B cermen- [ O 0] 0]
Tax pa3paboTku 1 TecTUpOBaHUA

Ku.7 Peanusauua 3anpeTta ucnonb3oBaHuA 3awuaemon nHdopmayuu B cermeHtax | O ©) ©)
pa3paboTkn n TecTUpoBaHns*

KL.8 MpumeHenne npuknagHoro MO AC, cepTuduymupoBaHHoro Ha coorsetctBue | H 0] 0]
TpeboBaHuAM Mo 6esonacHoCTU UHOpMaLUK, BKNoYaa TpeboBaHUA No aHanu-
3y YA3BMMOCTEN U KOHTPOJSIIO OTCYTCTBUSA HEAEKNapUpPOBaHHLIX BO3MOXHOCTEH,
B COOTBETCTBUM C 3aKOHOAaTenbCcTBOM Poccuiickoin deagepauyun unu B oTHOLLe-
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OkoHYyaHue mabnuupl 53

YpoBeHb 3aLuUThI

LMK Ha cUCTeMy 3aliuTbl UHopMaLmn AC**:

- cocTaBa U nopsAgKka NPUMEHEeHUs KIueHTaMu pUHaHCOBOI opraHusauwu
npuknagHoro MO n (WNKN) TEXHUYECKUX U (UNKU) OpraHU3aUUOHHBIX Mep 3alu-
Tbl UHPOPMALMK (fanee Npu COBMECTHOM YNOMWUHAHUW — KITMEHTCKUE KOM-
MOHEHTbI);

- MapameTpoB HacTPOeK KIMEHTCKUX KOMMOHEHTOB W WH(OPMALIMOHHOW WH-
pacTpyKTypbl KNUEHTOB ¢puHAHCOBOW opraHusauuu, npegHasHaueHHoW Ans
pa3MeLLeHUa KNUEeHTCKUX KOMMOHEHTOB;

- onucaHua mMep No o6ecnevyeHnio UCTONb30BaHUS KIMEHTOM ONpeAeneHHbIX
JoBepeHHbIX Bepcuit (c6opok) npuknagHoro MO

YcnosHoe
o6o3HaueHue CoaepxaHue Mep cuCTeMbl 3aLUTbI MHOpMaLKN MHpOopMaALMM
1 HOMep Mepbl 3 | 5 | 1
KLL.8 HWUM KOTOPLIX NPOBEAEH aHanus yassumocTeil no TpebosaHnaM K oueHouHoMy | H ©) @)
YPOBHIO A0BepUA He HuxXe Yem OY]] 4 B cooTBeTCTBUM € TpeGoBaHuamu MOCT P
MCO/MOK 15408-3***
KLL9 KoHTponb (TecTupoBaHWe) NoMHOTHI peanusauuu Mep CUCTeMbl 3awuTel UH- [ O o ®)
dopmaunn AC (hbyHKUMOHaANBHO-TEXHUYECKUX TpeboBaHUiA K cUCTEME 3aLUUTHI
nHdpopmauumn AC)
KLL10 MpoBeaeHue mogepHusauuun AC npu nameHeHun TpeboBaHuii K coctasy un co- [ O o o
AepXaHuio Mep cucTembl 3almuTel MHopMaummn AC (pyHKLUNOHANBHO-TEXHUYE-
ckue TpeboBaHuii kK cucTeme sawmuThbl UHDopmauyun AC)
KL 11 [okyMeHTapHoe onpeaeneHue B NPOEKTHON U 3KCNNyaTaunoHHON AokyMeHTa- | O o ©)

* MapameTpbl HACTPOEK KOMMOHEHTOB MH(OPMALIMOHHON WHPACTPYKTYPLI, NpeAHAa3HAYEHHBIX ANA pasMelle-
HUS TEXHU4ECKUX Mep 3aLLuTLl HGOPMALUK, ONpeAensioTes B cnyvae HeoBXoAUMOCTH.
., 3a uckniodeHneM KoHUrypaLmoHHoi nHeopmalum, onpeaensiowei napameTpel padotel AC.
* B cryyasx, NpeaycMOTPEHHbLIX HOpMaTUBHLIMM akTamu BaHka Poceuu, v (Mnk) ecnu B COOTBETCTBUU C MOfE-
INbto Yrpo3 v HapywwuTenei 6eaonacHoCcTU UHpopMaLun UHAHCOBOI OpraHusaLuu, Yrpo3abl, CBSI3aHHbIE C HaNUYUeMm
YA3BUMOCTE/ 1 HefleKnannpoBaHHLIX BOIMOXHOCTel B MpuknagHom MO AC, npusHaHbl akTyarnbHbIMA.
[okymeHTapHoe onpefeneHne B COOTBETCTBMU ¢ Mepoi XKL 11 BbINonHsAeTcA B criydae HeoOxXo4UuMOCTH.

9.6 Ba3soBbIi cocTaB Mep 3awuuThbl MHOpMaLuu Ha atane «Beoa B akcnnyatauuio AC» NpuBELEH B

Tabnuue 54.

Tabnwunya 54 — Ba3oBblii cocTaB Mep 3aluThl MHpopMaLmn Ha aTane «BBog B akcnnyataymio AC»

YpoBeHb 3aLuThl

YcnosHoe
0603HaveHIe CopaepxaHue Mep CUCTEMbI 3aLUThI MHEOPMaLIN MHpopMaLN
1 HoMep Mepbi 3 5 1
K12 PaamellyeHne n HacTpoiika (KOHDUrypupoBaHne) TEXHUYEeCKUX Mep cuctemel | O (@] @)
3alWmThl MHpopmaumn AC B UHGOPMaLMOHHOW MHAPACTPYKTYpe, UCNonbaye-
MOI ANA HENOCPEACTBEHHON peanusauun OusHec-npoLEeccoB MW TEXHOMO-
rMYeCcKUX rnpoLeccoB PUHaHCOBON opraHusauun (fanee — MNpPOMbILLIIEHHAsA
cpefa), B COOTBETCTBUU C NMOMOXEHUAMMN NPOEKTHON W 3KCnnyaTaLMoHHOR Ao-
KyMeHTaLuu
KLU.13 KoHTponb (TecTUpoBaHWe) MOMHOTbl peanusauun Mep CUCTeMbl 3awuTbl UH- | O @) O
dopmauuun AC (pyHKUMOHaNbHO-TEXHNYeckux TpeboBaHWU K cUCTEME 3aLlUThI
uHdopmaumm AC) B NpOMLILLNEHHOR cpefe
Ku.14 Peanusauus KoHTponA 3alulieHHocT AC, BKIoYaroLero™: H O O
- TeCTUpoBaHWe Ha NPOHUKHOBEHWE;
- aHanus ys3BMMOCTel cucTeMbl 3awuTtsbl nHdopMauum AC 1 MHdOpMaLMOH-
HON UHPPacTPYKTYpbl MPOMbILLNEHHON cpefbl

" Mo peLweHnto hMHaHCOBOI OpraHn3aLmMy Npy Mof epHuaaLi AC NpoBOANTCA KOHTPOMb 3aLLULLEHHOCTM TOMBKO
3NEMeHTOB WH(OPMaLIMOHHON MHDPACTPYKTYPbI, NOABEPTHYTLIX MOZEPHU3ALIN.
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9.7 bas3oBblit COCTaB Mep 3aLumMTbl UHGOPMAaLIMK Ha JTane «3kcnnyaTtauus (conposoxaeHne) AC» npu-
BeaeH B Tabnuue 55.

Ta6bnuya 55— ba3oBblil cocTaB Mep 3aluTel MHpOpMaLMK Ha aTane «SKennyatayus (conposoxgerne) AC»

YpoBeHb 3aLuThl
YcnosHoe NHopMaLmm
o6o3HaueHne CopepxaHue Mep cucTeMbl 3aLUTLI UHGOpMaLmK

1 Homep Mepbl

XKLU.15 Peanusauuns KOHTpONs aKcnnyatayum TeXHUHECKUX Mep CUCTEMBI 3aluThl MH- [ O (@) @)
dopmMaumun AC B COOTBETCTBUM C MOMOXEHUSAMU NMPOEKTHOW M SKCMyaTaLMoH-
HOW AOKYMEHTaLuK, BKIHOHatoLLero:

- KOHTpOmb (hakTUYeCKoro pasmeLLeHnsa TEXHUHECKUX Mep 3aLlMThl B NPOMBbILL-
TNeHHoit cpege;

- KOHTpOmb hakTU4YeCcKX NapaMeTpoB HACTPOEK TEXHUYECKUX Mep 3aLLnTbl UH-
dopmaLnmn N UHDOPMaLMOHHOW UHPACTPYKTYPhI, NPeaHasHa4YeHHOR Ang pas-
MeLLeHUS TEXHUYECKUX Mep 3aLmTbl MHopMaLmm

KLU.16 Peanusauuns KOHTPONA NPUMEHeHNA Mep cUCTeMbI 3alyuTsl MHpopmaumun AC o @) @)

KU.17 HasHa4yeHne U peanusalus KOHTPONs AEATENbHOCTU NUL, OTBETCTBEHHLIX 3a o @) @)
3KcrnyaTauuio (ConpoBoOX4eHWe) cucTembl 3aWwuThl MHopmaLuum AC

KLU.18 ObecneyeHne BO3MOXHOCTW COMPOBOXAEHUA TEXHUYECKUX Mep cucTeMbl 3a- | H @) @)
WmnTel UHpopmMaLuu AC B TeueHMe BCero cpoka UX UCrofib3oBaHus

KLU.19 ObecneyeHne AOCTYNHOCTU TEXHUYECKUX Mep CMCTEMBI 3alUMTEl MHdOpMaLMK H H T
AC:

- NPUMEHEHWUEe OTKa30YCTONUYNBBIX TEXHUYECKUX Mep;

- pesepBupoBaHue TexHudeckux cpefcts AC, HeobxoauMbIX ANs PYHKLUOHU-
pOBaHUs TEXHUYECKUX Mep;

- ocyLlecTBIIeHNe KOHTPONS 6e30TKasHoro yHKLMOHUPOBAHUSA TEXHU4ECKUX
mep;

- MPUHATWE pernamMeHTUPOBaHHbLIX Mep MO BOCCTAHOBAEHWUIO OTKa3aBLUMUX Tex-
HUYECKUX Mep 1 TexHUYecknx cpefcTB AC, HeoBXoAUMBIX ANA UX YHKLMOHNU-
poBaHus

KU.20 Peanusauus npoBefeHns eXeroqHoro KOHTponsa sawuwenHoctn AC, srntoda- | H O O
roLero:

- TeCTUpOBaHWe Ha NPOHNUKHOBEHMKE;

- aHanus yssBMMocCTei cuctemMbl 3awmTbl UHdopmauun AC u MHOpMaLMOH-
HOW UHpPaCTPYKTYPbl MPOMBILLNEHHON cpeabl

Ku.21 ObecneyeHne OnepaTUBHOIO YCTPAHEHUS BLISBNEHHBIX YA3BUMOCTEI 3aluThl (e} ®) @)
uHdopmaumu AC, BKNKOYasa yasBUMOCTU npuknagHoro MO

KL.22 Pernctpauusa BHeceHus usmerHenunin B AC, skntovas o6HoBNeHne nNpuknagHoro H 0] @)
no

KLU.23 Peructpauua onepauuii N0 U3MEHEHWIO NapaMeTpoB HacTpoeK TexHuyeckux | O T T
Mep cUCTeMbl 3aluThl MHdopmauun AC

KL.24 Peanu3sauus KOHTPONs B CermeHTax pa3paboTku 1 TeCTUPOBaHWUSA KOPPEKTHOCTU H 0] ©)
PYHKLMOHUPOBAHUA cUCTEM 3aLluTbl MHGopmMauun AC nocne BHECEHUs n3Me-
HeHuii B AC, BKItovast oGHoBneHns npuknagHoro MO

KU.25 Peanusauus ynpaeneHus BepcusiMu (c6opkaMin) 1 MUBMEHEHUSIMW NPUKNagHoro H ®) @)
MO npu ero o6HoBNEHUM (MoLUdMKaLMK)
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9.8 Bbas3oBbIn cocTaB Mep 3awuTbl MHOPMaLMK Ha 3Tane «3IKennyarauusa (CONPOBOXAEHNE) U CHATHE
¢ skcninyaraumu AC» npueeaeH B Tabnuue 56.

Tabnuuya 56 — Ba3oBbIil cocTaB Mep 3auThl MHOPMaLMK Ha aTane «OkennyaTayus (CONpoBOXLEHNE) U CHATUE C
akennyatayun AC»

YcnosHoe yF:AoHi;gb;:u"be'
o60o3HayeHue CoaepxaHue Mep CUCTEMBI 3aLLUTLI MHOPMaLMK pmay
W HOMep Mepbl 3 2 1
KL.26 MpuHsaTHe Mep no o6ecneveHuto 3awuTsl MHPOPMaLMK OT HeCaHKLMOHUpoBaH- [ O ®) 0]
HOrO KOMMPOBaHWUA N pacnpoCTpaHeHUs!
K27 ObecneveHune 3aluUTbl pe3epBHbLIX KOMUIA 3alyuLLaeMoin MHgpopmauum H o o
KL.28 Peanusauns KOHTPONA YHUYTOXEHUS 3alyvLiaeMoil MHgopmauun B cnyqasix, H o 6]
Koraa ykasaHHasa uHdopmaums bonblue He UCTIONb3YETCA, B TOM YMcne cogep-
Xallenca B apxvusax, ¢ npuMmeHeHuemM mep MNMYN.23 — MYWN.26 tabnuuypl 31
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MpunoxeHue A
(cnpaBouHoe)

OCHOBHbI€E NOsIoXeHUA 6a30BOK MOAENM yrpos
M Hapylwurternen 6esonacHocT UHdopmauumn

A.1 OcHoBoi AN peanusaummn UHaHCOBOI opraHusaumeit CUCTEMbI 3aLuUTel MHopMaLun SensaoTcs paspaboTaH-
Hble U YTBEPXAEHHbIE MOAENN Yrpo3 U HapyluuTeneh 6e3onacHocT MHopMaLmu.

CTeneHb feTanuaauun COAEPXMMOro MOAENeEN yrpo3 1 HapyluuTenei 6e3onacHoCTU MHOPMaLMN MOXET BbiTb
pasnuyHa v onpeaensaeTca pearnbHbIMU NOTPeBHOCTAMKU PUHAHCOBON OpraHu3aLuu.

A.2 Mogenw yrpos u HapyLuuTeneii 6e3onacHocTi NHOPMaL HOCAT NPOrHO3HbLIA XapaKTep W pas3pabaTsiBatoTcs
Ha OCHOBE ONbITa, 3HaHUI U NPaKTUKWN hMHAHCOBOW opraHu3aLun. YeM TodHee cAenaH NporHo3 B OTHOLLEHUW aKTyanbHbIX
NS buHaHCOBOW opraHusauumn yrpo3 6esonacHocTU MHOPMaLUWKM, TeM ajekBaTHee U adpdpekTBHEEe ByAyT nnaHupy-
emble W NpeanpuHuMaeMble yCunus no obecrnedeHnto TpebyemMoro ypoBHS 3alyUThl MHdopMaumu. MNpu sTom cneayet
YUYUTBIBATb, YTO CO BPEMEHEM Yrpo3bl, UX UCTOMHUKU U COMYTCTBYIOLLME PUCKU MOTYT M3MEHSATLCA. [103TOMy Mofenu yrpos
W HapyLluuTenein 6e3onacHoOCTU UHOpMaLK cnefyeT Nepuofudeckn nepecMaTpuears, A8 Yero B pMHAHCOBOW opraHu-
3aUmMK AOIMKHBI ObITb YCTAHOBEHBI W BLINOMHATECA NPOLEAY Pl PErYNSAPHOro aHanusa HeobxogUMOCTHU UX NepecMoTpa.

A.3 B crnyyae oTeyTcTBUS Y (PUHAHCOBOI opraHusauuu noteHuuana, Heo6Xo4MMOro ANl CaMOCTOSATENbLHOW pas-
paboTku Moaenei yrpos n HapyLuuTeneil 6eaonacHocTn HgopMaLMK, ykazaHHblE MOAENU PEKOMEHAYETCA COCTABAATb C
npueneYeHneM CTOPOHHUX opraHu3aLyuii, obnagaroLmx HeobXoAMMbIM OMbITOM, 3HAaHUSIMU U KOMNETEHLME.

Mpw paspaboTke Mogenen yrpoa u HapyLuuTeneii 6e3onacHocTi MHgopMaLmn HeobXoAMMO YUUTBIBATb, YTO U3 BCEX
BO3MOXHbIX 06BLEKTOB aTak ¢ Hanbosbllueil BepoATHOCTLIO HapyLLUTenb BuibepeT Hanbonee cnabo KOHTponupyeMslin, rae
ero AenTenbHOCTb ByAeT ocTaBaTbcs HeOOHapy>KeHHOW MakcuMarnbHO Aonro. [MosToMy Bce KpUTMYecKue onepauuu B
pamkax GM3Hec-NpoLIeccoB U TEXHOMOMMYECKUX NpoLieccos (PUHAHCOBOI opraHu3aLmu, e ocylecTenseTca noboe B3a-
MMoAeNcTBMe CyOLeKTOB JOCTyna ¢ 06bekTaMmu MHOpMaTU3aLK, JOMKHLI 0COBEHHO TLYaTeNIbHO KOHTPONUPOBaTLCS.

A.4 Ha kaxgoM 13 ypoBHel MHOpMaLMOHHOW UHPaCTPYKTYphl, onpeaeneHHbix B 6.2 HacTosLlero ctaHgapTa,
aKTyarnbHble yrpo3bl 6e30nacHOCTV MHOPMaLUMK U X UCTOUHWUKN SIBMSIKOTCS PasfMYHbIMU.

OpfHoi 13 OCHOBHBIX Lieneii 3noyMblilineHHuKa aBnsetca ocywectsrieHne HCO Kk nHPOpMaUNOHHBIM pecypcaM Ha
ypoBHe AC U NPUNOXEHUIA, IKCMMyaTUPYEMbIX B paMKax GU3HEC-NPOLECCOoB UNK TEXHONOrMYECKUX NPOLIECCOB (OMHAHCO-
BOIA opraHusauuu, 4to Gonee apdpeKTUBHO ANA 3NOYMbLILWNEHHNKa U onacHee ANA UHAHCOBOW OpraHU3aLuu, YeMm ocy-
WecTterneHne HCA Yepes uHble ypoBHU, TpebytoLlero cneuuduyieckux sHaHuin, pecypcoB U BpeMeHU.

Llenbto 3noyMblLLNEHHMKA TakkKe MOXET SBMNATLCA HapyLUeHUe HenpepbIBHOCTU NpefocTaBNeHnst PUHAHCOBBIX YC-
Nyr, ocywecTBNeHUs GusHec-NpoLIecCOB UNMU TEXHOMOMMYECKUX NPOLECCOB (PUHAHCOBON OpraHu3auuu, Hanpumep, no-
CpPeAcTBOM pacnpocTpaHeHWss BPEAOHOCHOrO KOAa, LieneHarnpaBneHHbIX KOMNbIOTEPHBIX aTak UMW HapylLleHWs npaBun
3KcnnyaTauun Ha ypoBHe annapartHoro obecneqeHus.

A.5 OCHOBHBIMM TUNMaMMN UCTOHHUKOB Yrpo3 6e3onacHocTU MHOpMaLUK ABNAKOTCS:

- HeBnaronpuATHblE COBLITUS TEXHOEHHOTO XapaKkTepa;

- cbom n otka3sbl B paboTe 06bLEKTOB U (UNK) pecypcoB JOCTYNa;

- 3aBMCUMOCTb MpoLeccoB 3KcnryaTauum o6beKkToB MHGOpMaTU3aLMU OT UHOCTPAHHLIX MOCTaBLUUKOB UMK Mpo-
BaiflepoB ycnyr,

- BHYTPeHHWe HapyluMTenu 6esonacHoCcTU UHGOpMaLMU — nuua, B TOM Ynucne paboTHUKM DUHAHCOBOIA opraHu-
3ayum 1 paboTHUKM NOAPSAAHBLIX OpraHU3aLuii, peanusyloliue yrposbl 6e3onacHOCTM WHOPMaLMKN C UCTONb30BaHUEM
neranbHO NpefoCTaBAEHHBLIX UM Npas fOrMYeCKOro UM pusnmyeckoro JocTyna;

- BHeLWHMWe HapywmTenu 6e3onacHocT HOPMaLMKM — nuua, B TOM Yncre paboTHUKM uHaHcoBOM opraHu3aLuuu,
peanusytouue yrposbl 6esonacHocT MHdopMaumu 6e3 UCnornbL3oBaHUA NeranbHo NPefocTaBeHHbIX NpaB Jormyeckoro
Unn U3N4eCcKoro AoCTyna, a Takke cybbekThl, He ABnsaoLmecs paboTHUKaMmn pmHaHCOBOW opraHu3aLuu, peanusyiolime
LeneHanpasneHHble KOMMNbIOTEPHBIE aTaku, B TOM YACHe C Lenblo fIM4Horo oboralleHns unm 6rnokupoBaHus LITaTHOro
yHKLMOHWUpoBaHNS BU3HEC-TIPOLIECCOB UMW TEXHOMOMMYECKUX NpoLieccoB (PUHaAHCOBOI opraHnsaLui.

A6 K yncny Haubonee akryanbHbIX UCTOMHMKOB Yrpo3 Ha ypoBHe annapatHoro obecnevyeHusi, ypoBHe CETeBOro
o6opynoBaHUA 1 YpoBHe CETEBLIX MPUNOXEHUIA N CEPBUCOB OTHOCSTCS CrieAyioLLue:

- cbou n oTka3sbl B pabote 06beKTOB AOCTYNA;

- BHYTPeHHWe HapywuTenu 6esonacHocTU UHGoOpMaLMK [aKCMyaTaLUoHHbIA, BCMOMOraTernbHbliA (TEXHUYECKUIA)
nepcoHan], ocyuwecTensiolme LerneHanpaeneHHoe 4eCTpyKTUBHOE BO3leiiCTBUE Ha 06beKThl JOCTYNa,

- 3aBUCUMOCTb MPOLIECCOB 3KcrryaTtaumu obbekToB AOCTyna OT UHOCTPaHHbIX MOCTaBLUMKOB WNW NpoBaiigepos
yenyr,

- BHellUHWe HapywuTenu 6e3onacHocTu UHopMaLum, obnajarolme sHaHUAMN O BO3MOXHBIX YA3BUMOCTSAX 3aLln-
Tbl UHpOopMaLmy,;
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- BHelUHWe HapywuTenu 6e3onacHoCTM MHGopMauun, opraHuaytowme DoS, DDoS 1 UHble BUALI KOMMBIOTEPHBLIX
arak;

- KOMOUHUPOBAHHBIE WCTOMHWUKM Yrpo3: BHELUHWE W BHYTPEHHWE HapylunTenu 6e30MacHoCTU UHopMaLum, aei-
CTBYIOLLME COBMECTHO U (UrN) cornacoBaHHo.

A7 Kuucny Hambonee akTyarnbHbIX MCTOMHWKOB Yrpo3 Ha YpOBHE CepBePHbIX KOMMOHEHTOB BUPTyanvaawuu, npo-
rPaMMHbIX MHDPACTPYKTYPHBIX CEPBUCOB, ONepaLMOHHBIX CUCTEM, CUCTEM yNpaBneHns 6asaMu AaHHbLIX U cepBepoB Npu-
NOXEHUN OTHOCATCA cneaytoLme:

- BHYTPeHHWe HapyLumTenu 6e3onacHocT MHoPMaLmMm (aKkcnnyaTaLuoHHbIR NnepcoHan), ocyLLecTBsAoLMe Lene-
HanpaeneHHble JeCTPYKTUBHbIE BO3eCTBUSA Ha pecypchl JOCTYNa,;

- BHYTPeHHWe HapyluTenu 6e3onacHoCTU MHOPMaLMKM (3KCMyaTaLWMOHHBIA NepcoHan), peanuaylolue yrposbl
6e30MacHOCTU UHOPMaLMK C UCTIONb30BaHWEM NeranbHO NpefoCcTaBNeHHbIX Npas NorM4eckoro AocTyna;

- cbou 1 otkasbl B pabote MO;

- 3aBUCMMOCTbL NPOLIECCOB 3KCNIyaTauuu pecypcos Aoctyna, MO oT MHOCTPaHHBIX NOCTaBLUMKOB UNK NpoBaiige-
poB ycnyr,;

- BHeLUHMe HapylwmTenu 6esonacHocTn MHdopMaumm, obnagarLime 3HaHUAMU 0 BO3MOXHbIX YA3BUMOCTSAX 3allm-
Tbl UHOPMaLUHK;

- KOMBUHUPOBAHHbIE WCTOYHUKM Yrpo3: BHELUHWE W BHYTPEHHUE HapylunTenu 6e30nacHoCcTM UHopMauumn, aei-
CTBYIOLLME B CrOBOpE.

A.8 K yucny Hambonee akTyanbHbIX MCTOYHUKOB Yrpo3 Ha ypoBHe AC M NpUNoXeHUiA, akcniyaTupyemMbiX B pamkax
6GU3HeC-NPOLIECCOB M TEXHONOMMYECKUX MPOoLIeccoB (hMHAHCOBOW OpraHW3aLUun, OTHOCATCS CreayroLme:

- BHYTPeHHWe HapyLumTenu 6e3onacHocTi nHopMaLum (Monb3oBaTeny 1 akcnnyatauuoHHelii nepconan AC v npu-
NOXEHURN), peanuaytoLne yrpossl 6e30nacHOCTU UHPOPMaLMK C UCTONbL30BaHWEM NeranbHO NPefocTaBeHHbIX Npas No-
rMyeckoro gocryna;

- BHeLlUHWe HapywmTenu 6e3onacHocTn MHpopMaLmm, obnajarLme 3HaHUAMU 0 BO3MOXHBIX YA3BUMOCTSX 3allu-
Tbl MHOPMaLMK,;

- 3aBUCMMOCTbL MnpoueccoB akcnnyaTauum AC 1 NPUNOXEHUA OT MHOCTPaHHLIX MOCTaBLUMKOB UMK npoBainjepos
yenyr,

- KOMOWHWUPOBaHHLIE UCTOYHWKW Yrpo3. BHELUHWE W BHYTPEHHWE HapyluTenu 6esonacHocTu MHdopmMaumu, aen-
CTBYIOLLME B CTOBOpE.

A.9 HanbonbluvMn BOIMOXHOCTAMU AN HaHeceHua yuwepba douHaHcoBo opraHusauumn obnagatot ee co6CTBEH-
Hble paboTHMKK. B aTom criydae cogepxaHnem AesTeNbHOCTM HapyLUIWTeNs SBNAETCSA NPSMOE HelleneBoe UCToNb3oBaHne
NpeAoCcTaBneHHbIX Npas uan4eckoro n (MNn) norudeckoro goctyna. lNpu sToM oH ByAET CTPEMUTLCA K COKPLITUIO CnefoB
CBOEN [eATeNbHOCTH.

BHewWwHWi HapywwuTenb 6e3onacHocT WHdOpMaLUK, Kak NPaBUno, UMeeT coobLHUKa (COOBLYHUKOB) BHYTPU U-
HaHcoBoW opraHusauuu. MNpu ycnoBuu fonxHoro cobniogeHus TpeboBaHuii K 3awwuTe MHdopmaLumn, B TOM Yucne Tpe-
6oBaHui1 kK cogepxaHuto 6a30Boro cocraBa, COCTaBy Mep 3alnTbl UHpOpMaLUK, YCTAaHOBNEHHBIX HACTOAWWUM CTaHjap-
Tom, cobriofeHus NpUHUUNa «3HaTb CBOEro paboTHMKay, peanusayusi yrpo3 BHELUHUMKU HapywnTenamn 6esonacHocTu
nHdopmaLum, AeHCTBYIOWUMU CAMOCTOATENbHO, 6€3 coy4acTHUKOB BHYTPM (PMHAHCOBON OpraHu3aunm, 3Ha4YUTeNnbHO
3aTpyaHeHa.
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MpunoxeHue b
(cnpaBouHoe)

CocTaB u cogepxaHue opraHUsaLUOHHbIX Mep,
CBAI3aHHbIX ¢ 00paboTKon hMHAHCOBOMN OpraHn3aunen NepcoHanbHbIX AaHHbIX

B.1 Lienv o6paboTku MOH JomnxHbl 6bITb OKYMEHTarbHO YCTaHOBIEHb! U YTBEPXK EHbl PYKOBOLCTBOM (PUHAHCOBO
opraHuaaLum.

B.2 B puHaHcoBo opraHvsaLum fomkHa 6blTb ycTaHoBIIEHa He06X0AMMOCTE OCYLLECTBMNEHNS YBELOMITEHNS YMOn-
HOMOYEHHOro opraHa no 3aluTe npae cyorekToB [MH 06 obpaboTtke MNOH 1 opraHu3oBaHa [eATeNsHOCTL NO CBOEBPe-
MEHHOMY HanpaBlieHWIo YKa3daHHOro yBefjOMIIEHNSA B COOTBETCTBUM ¢ TpeboBaHusamu [8].

B.3 B huHaHcoBO opraHuaaLm AomKHLl OblTb YCTaHOBMEHb! KpuTepun oTHeceHUst AC K MHPOPMaLMOHHBIM cucTe-
MaM nepcoHarnbHbIX AaHHbIX (UCT1OH).

B.4 B dnHaHCOBOW opraHusaumn AomkHbl ObiTb onpefeneHsl, BLINOMHATLCSA, PEMMCTPUPOBATLCA U KOHTPONUPO-
BaTbCA NpoLeaypel yueTa pecypcos MH, B Tom Yucne ydeta ACTOH.

Onsa kaxgoro pecypca MNAOH AomKHO BbITe 06ecneveHo:

- ycTaHoBneHue uUenu obpabotku MOH;

- ycTaHoBneHue u cobniofeHne cpokoB XpaHeHus MH u ycrnosuid npekpallieHnsa ux o6paboTku;

- onpejaeneHne nepedHs u kateropuii obpabdareiBaembix [NOH (cneuyunaneHble kateropuu MNAOH, GuomeTpuyeckue
MAn, NOH, nonyyYeHHble U3 06LLeOCTYMNHLIX MCTOMHUKOB, UK uHble MOH);

- BbIMOSIHEHWE MpPOLEAYp yyeTa konnvecTsa cybrekToB MNAH, B Tom Yucne cybwektos MNAH, He ABnstoLmxca paboT-
HWKaMu PUHaHCOBOW opraHusaLuy;

- BbIMNOSIHEHWE orpaHnyeHns obpaboTkv MNAH gocTmkeHnem Lenn obpaboTkm MNOHK;

COOTBETCTBME cofepxaHusa n obbema obpabaTbiBaeMblx [1H ycTaHOBNEHHBLIM Lienam obpaboTku;
TOYHOCTb, AOCTAaTOMHOCTb U akTyanbHOCTb [1H, B TOM Y1cne No OTHOLLEHWIO K Liensm obpaboTku NAH;

- BbINOMIHEHWE YCTaHOBMEHHbIX npoueayp nonyyYeHusa cornacus cyobekToB MNAH (WX 3aKOHHbLIX NpefcTaBuTe-
neit) Ha o6paboTky ux MNOH B cnyYae, ecnu NoNy4YeHUe Takoro cornacus Heo6xoaUMO B COOTBETCTBUMN C TpeboBaHU-
AmMu [8];

- BbINOMHEHWe YCTaHOBNEHHbLIX NpoLeayp nonyyYeHus cornacusa cybbektos MAH Ha nepeaavy o6pabotku ux MOH
TPETLUM NLaM B cry4ae, ecriv nonyyYeHue Takoro cornacus Heobxogumo B cooTBeTCTBUU C TpebGoBaHuamm [8];

- npekpaleHne o6paboTkn MOR U yHUUTOXEHUE Nubo obesnuumarnne MNOH NO JocTUXEHUU Uenel obpaboTku,
no TpeboBaHuto cybrekTa MNAH B cnyyasx, NpeaycMoTpeHHbIX [8], B TOM Yucne npu ot3biBe cybbekTom MOH cornacus Ha
o6paboTky ero MAH.

B.5 B cduHaHCcoBOI opraHusaumu AoMmkHbl ObiTb onpegeneHel, BLINOMHATLCA, PEMMCTPUPOBATLCA U KOHTPONUpPO-
BaTbCA NpoLeaypbl npekpalteHnsa o6paboTku MNOH 1 MX YHUUTOXEHWUA NM6o 06e3nM4nBaHNs B CPOKU, YCTaHOBNEHHbIE [8],
B CNeAyoLWuX cry4asx:

- Mo JOCTMXeHWUN uenun obpaboTku MNOH (ecnu MHOE He NPefycMOTPEHO AOroBOPOM, CTOPOHOW KOTOPOro, BbIro-
AonpuobpeTarteneM Unu nopyduTenem no KOTopoMy sBnsetcs cyobekt MAH, WHBIM cornalleHneM mexay ¢puHaHCOBOM
opraHu3auueit n cybbektom MNAwH);

- or3biBa cybbekToM MNIH cornacus Ha obpaboTky ero MNAH 1 B cnyvae, ecnu coxpaHerue MNAH 6onee He Tpebyetca
Ans uenei obpabotku MNH (ecnv nHoe He NpeAyCMOTPEHO OroBOPOM, CTOPOHOI KOTOPOro, Bhirogonpuobperarenem unm
nopyuuTenem no KoTopomy sensietcs cybwekt MH, HBIM cornalleHnem Mexay opraHusaumein 6aHkoBckoi cucteMbl PO
n cy6wbektoMm MNOH);

- ecnn MNAH ABNAIOTCA HE3aKOHHO NOMYYEHHBIMU UMK HE ABNSAITCA HEOBX0AMMEIMUA AN 3asBNEHHON Lienn obpa-
60TKY;

- BbISIBNeHUsi HenpaBoMepHoi obpaboTkm MNH, ocyulecTBNsieMoi HhUHAHCOBOI opraHusauuei unu o6paboTunkom,
AENCTBYIOLLUM MO ee NopyyeHuto, ecnn obecne4nTts NpaBomMepHOCTb 06paboTkun MNOH HEBO3MOXHO;

- BbISIBNeHusi HenpaBomepHoiA o6pabotku MH 6e3 cornmacus cybrekta MOH.

B cniyyae oTcyTcTBMSI BO3MOXHOCTU YHUUTOXeHUA MNOH nubo obeannunsaHna MNOH B Te4eHUe cpoka, yCTaHOBMEH-
Horo [8], dmHaHcoBas opraHusalus obecrneumBaeT ux briokupoBaHue c nocneayroLmm obecneveHneM yHUUToxeHus MOH.
YHuutoxeHue MH Nnpon3BoanUTCA He NO3AHee LLeCT MecALEB CO AHA UX BnokmposaHus.

5.6 B duHaHcoBOW opraHusauuu AormkHa ObiTb onpeferneHa, BbINONHATLCA U KOHTPONUPOBATLCS NOMUTHKA
B OTHOLWeHUW obpaboTtku MNAH, a Takke B cryyae HeobXo4MMOCTU ycTaHOBMEHbl nopsaku obpabotku MAOH Ansa oT-
AenbHbIx pecypcoB MNAH. na pecypcos MNOH, o6pabaTeiBaeMbix B AC, B ToM uucne UCIOH, nopsgok o6paboTku
MAOH MOXET ABMATBCA YacTbio IKCMIyaTauuoHHOW AokyMeHTaumn Ha AC u paspabaTbiBaThbcs Ha aTane co3fjaHus
(MogepHusayuun) AC.
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YkasaHHble JOKYMEHTbI:

- onpeaensoT npoueaypsl NpepocTaeneHns goctyna K MOx;

- onpeaensoT npoueaypel BHECEHUA UsMeHeHu B TH ¢ uenbio obecneveHnss ux TOYHOCTU, AOCTOBEPHOCTU U
aKTyarbHOCTU, B TOM YXCHE MO OTHOLLUEHMIO K Uensm obpabotku MNAH,;

- OMpeAensoT Npoueaypbl YHUIMTOXEHNS, obesnuunBanua nubo Gnoknposanus MOH B cnyvae He06X0AUMOCTH Bbl-
MOSIHEHUSA Takux NpoLEeayp;

- onpegensoT npoueaypbl 06paboTkn obpalyeHuit cybvekToB MAH (UX 3aKOHHBLIX NpejcTaBuTenein) Ana cny-
YaeBs, NpefycMoTpeHHbIX defepanbHbiM 3akoOHOM «O MepcoHanbHbIX AaHHBIX», B YaCTHOCTW NOPAAOK NOAFOTOBKM
UHopMauum o Hanmnium NOH, OTHOCAWMXCA K KOHKpeTHOMY cybwekTy MNAOH, nHdopmMayun, HeobxoanMon ans npe-
[,O0CTaBneHns BO3MOXHOCTU O3HakomneHnusa cybwvektom MNH (Ux 3akoHHbIX npepctasBuTenein) ¢ ero MAH, a Takke
npouenypbl 06paboTkn obpaweHmnit 06 yToduHeHuu MOH, nx BnokupoBaHUU UK yHUYTOXeHUKN, ecnu NOH senaoTcA
HEenosHbIMKU, yCTapeBLUMMU, HETOYHBIMU, HE3AKOHHO MOMYYEHHBLIMU UNKN He ABNSAIOTCA HeobXoAUMBIMU AN YCTaHOB-
NeHHow Lenn obpaboTky,;

- onpeaensioT npoueaypel 06paboTku 3anpoca YNoNMHOMOYEHHOro opraHa no 3awyute npae cybbekToB MH;

- onpeaensoT NpoLeaypsl nonyveHns comacus cybwekra MNAH Ha o6paboTtky ero MH n Ha nepefayy obpaboTku
ero MNH TpeTbum nuuam;

- onpeaensoT npoueaypsl nepefayu NAOH Mexay nonb3osatenamu pecypca MNH, npegycMaTpusaloLLero nepefa-
4y MOH Tonbko Mexay paboTHMKamMW bUHaAHCOBOM opraHusaLm, uMetowmmu goctyn K MAx;

- onpeAensioT npouenypsl nepegaqu MNMOH TpeTbnM nulam,

- onpeAensoT npouenypsl paboTkl ¢ MaTepuanbHbiMU HocuTenamu MNOH;

- OMPeAensoT npoLeaypbl, HeobXoAWMbIe AN OCYLLECTBNEHNS YBEAOMIEHUS YIIONTHOMOYEHHOIO opraHa no satiu-
Te npaB cybwekToB [NH 06 o6paboTtke MNOH B cpoku, ycTaHOBNEHHbIE [8];

- OMpeAensitoT HEOBXOANMOCTE NPUMEHEHUA TUMOBLIX (POPM AOKYMEHTOB ANS ocyllecTerneHus obpaboTku MOH 1
npoueaypbl paboTsl ¢ HUMW. Mo TUnoBol hopMoi JOKYMeHTa NoHUMaeTca WabnoH, 6raHk AoKyMeHTa Unu apyrasi yHu-
dmumMpoBaHHasn hopma JOoKyMeHTa, Ucronbayemas huHaHCOBOW opraHusaumeit ¢ uensto cbopa MNAH.

B.7 ®uHaHcoBas opraHu3auus fomxHa onybnukoeaTb WK MHEIM 06pa3oM obecnevnTb HeorpaHUYEHHbIA AoCTyN K
JOKYMEHTY, onpefensitoLeMy ee NonNUTUKY B OTHOLLEHUK obpaboTku MNOH, a Takke K CBeleHUsM 0 peanuayeMbix Tpebo-
BaHuWsAX no obecnedeHnto 6e3o0nacHOCTU NepcoHanbHbIX 4aHHbIX.

B.8 B pmHaHCcoBOW opraHu3aunm §omkHO ObiTe yCTAHOBMEHO, B KaKUX cflyyasix Heobxoammo nonyyeHue cornacusi
cy6rekToB MNOH, npy sToM hopMa M NOPSAOK NonyveHus cornacusa cybbekTo MAH AOMKHBI ObITb pernamMmeHTUpoBaHbI.

B.9 B gmHaHcoBoi opraHusauun AomxkHbl ObiTb OMpefeneHsl, BLIMOMHATECA, PEMMCTPUPOBATLCA U KOHTPONUPO-
BaTbCA NpoLeaypbl y4eTa nuy, uMetomx goctyn K MOH.

[okyMeHT, onpegenstowuii nepeyeHs nu, nMetomux goctyn k MNAOH, yTBepxaaeTca pykoBoaguTenem UHaHCcoBOA
opraHvaauuu.

B.10 O6paboTka MOH paboTHUKaMn hMHaHCOBOW OpraH13aLmmn AOMKHEl OCYLLECTBNATLCS TONBKO € LENbIo BbINON-
HEeHWs UX JOMKHOCTHBIX 06A3aHHOCTE.

B.11 B dhvHaHCcoBOW opraHusauun LOmKHbI ObiTh oripeferieHbl, BbIMOMHATECA, PErMCTPUPOBATECA U KOHTPONUPO-
BaTbCA Npoueaypbl 03HaKOMMeHUss paboTHUKOB, HenocpeACTBEHHO ocyLecTBnaoWux obpaboTky MAH, ¢ NONOXEHNAMK
3aKkoHogaTenbcTBa PO 1 BHYTPEeHHUMU JOKYMeHTaMn (PMHAHCOBOW opraHusauum, cogepxaliumu TpebosaHua no obpa-
60TKe 1 0b6ecnedeHuto 6esonacHocTy MNMH B YacTu, kacatoLleincsa ux JomKHOCTHLIX 0653aHHOCTEN.

B.12 B hMHaHCOBOI opraHM3aumun AOMKHbl ObITe onpefeneHbl, BhIMOMHATLCA, PErMCTPUMPOBaTECA U KOHTPONUPO-
BaTbCA NpoLefypbl y4eTa NoMeLLEHUIA, B KOTOPLIX ocyLecTBnsAeTca obpaboTka MOH, a Takke gocTyna paboTHUKOB U UHBLIX
NnLY B NoMelleHuns, B KoTopbIx BeaeTca obpaboTka MAOH.

B.13 Mpu pabote ¢ MHW MNAOH gomkHO GbITe 06ecneveHo BLINOMHEHUE COfepXaHus, NPeaycMOTPEHHOro MepamMu
Myn.20, Nyn.21, Nyn.22, Nyn.24 n Nym.26 tabnuusl 31, a Takxe:

- obocobrneHune MOH OT MHOWK MHOPMaLWK, B YaCTHOCTU NyTeM dukcauumn nx Ha otaenbHelX MHW MOH, B cneyu-
anbHbIX pasgenax Uim Ha nonsx opM JoKyMeHToB (npu obpaboTke MOH Ha ByMaxHBIX HOCUTeNAX);

- XpaHeHue IMAOH, uenun o6paboTkn KOTOPLIX 3aBEAOMO HECOBMECTUMbI, Ha OTAeNbHBIX MHWU;

- perucTpauus u yyeT MecT xpaHenus MHW MNOH ¢ dukcaumeit kateropun obpabaTbiBaeMblx NepcoHanbHbIX AaH-
HbIX (cneunanbHble kateropuu MNOH, BuomeTtpudeckune MNOH, NAH, NonyyYeHHble U3 06LLe[O0CTYNHLIX UCTOYHWUKOB, UMW NHbIE
MAH), BKNtovas pasgenesHoe xpaHeHue pecypcos MNH, 06paboTka KOTopbIX OCYLLECTBAAETCA C Pas3nuYHbIMU LIENAMM;

- YCTaHOBMEHWe W BLINOMIHEHWE MOopsAKa rapaHTUPOBAHHOMO YHUYTOXEHWA (CTUpaHuA) WHdopmauun ¢
MHW NAw.

B.14 XpaHeHve MNH AOMKHO ocyLLecTBRATLCA B hopMe, no3sonstolet onpeaennuTs cybsekra MOH He gonblue,
YeM aToro TpebytoT uenu obpaboTku MAH, ecnu cpok xpaHeHwA MAH He ycTaHoBNeH dheAeparnbHbiM 3aKOHOM, JOrOBOPOM,
CTOPOHOI KOTOPOro, BelrogonpuobpeTatenem Unu nopyvuTenem no KOTopoMy aensetca cyowekT MAH.

B.15 ObwenocTynHble UcTouHuMKK MOH cozaatotes u nyBGnukytoTest hMHaAHCOBOW opraHusaluei TonbKko Ans Lenu
BbINONHeHWsa TpeboBaHWii 3akoHogaTenbeTBa Poceuiickoii Gegepaumun. B huHaHcoBOI opraHU3aLum AomkHbl ObITb onpe-
L eneHbl, BbIMOMHATLCS, PErMCTPUPOBATLCA U KOHTponMpoBaTees Npoueaypbl nybnukauum MNAOH B 06LLefoCcTyNHLIX MCTOY-
Hukax MOH.
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B.16 Mopy4yeHune obpaboTku MOH TpeTbeMy NULy (Aanee — 06paboTynK) AOMKHO OCYLLECTBAATLCA HAa OCHOBaHUM
Aorosopa. B ykasaHHoMm porosope AomkHbl ObITb onpeaeneHsl nepedeHb AelcTBuin (onepauyuit) ¢ MNAH, KoTopble ByayT
coBeplaTbea 06paboTunkom, n uenu o6paboTkun, AomkHa ObITh ycTaHoBNEHa 06s3aHHOCTL 06paboTynka obecneunsaTtb
6e3onacHocTb MNAH (B ToM Yncne cobniogath koHdMAeHUmanbHocTk [H) npu nx obpaboTke, He pacKpbiBaTb U He pac-
npocTtpaHaT M+ 6e3 cornacua cybvekta MNOH, ecnn nHoe He NpeaycMOTpeHo dhefilepanbHbIM 3aKOHOM, @ Talkoke AOMKHbI
6bITb yKasaHbl TpeboBaHua no obecnedenuto 6esonacHocTu MAH. Mpu nopyqeHun obpabotku MNAH obpaboTumnky u-
HaHCOBasA opraHusaLus Ao/kHa Nony4uTb cornacue cybwekTa MAH, ecnu nHoe He NpeaycMOTPEHO 3aKOHOAAaTENbCTBOM
Poccuiickoit ®egepavuum.

B.17 B dpmHaHCOBOI OpraHu3auumn AoMxHbl 6biTb onpefeneHsbl, BoIMOMHATLCA, PerucTpUpoBaTbCA U KOHTPONUPO-
BaTbCA MpoLefyphl, BLINOMHAEMbIE B Criy4Yasix HeobX0AUMOCTHM OCyLLECTBNEHNUSA TpaHCrpaHn4Hoi nepeaayv MNOu.

B.18 B duHaHCcOBOW opraHusauun JOMKHO GbiTb HAa3sHa4YeHO NULO, OTBETCTBEHHOE 3a opraHusauunio o6paboTku
MAH. MonHomoumna nuua, oTBETCTBEHHOro 3a opraHusaumto obpabotku MNOH, a Takke ero Npasa U 0683aHHOCTU AOMKHbI
6bITb YcTaHOBINEHbI PYKOBOACTBOM (DPUHAHCOBOW| OpraHusaLyu.
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Mpunoxenue B
(cnpaBouHoe)

MepeyeHb cOBLITUI 3alUTLI MHPOPMALIUK, MOTEHLIMANBLHO CBA3aHHbLIX
C HECAHKUMOHMPOBAHHbLIM AOCTYNOM M MHLMAEHTAMU 3aWnTbl MHGOpPMaumn,
peKkoMeHAYeMbIX AFiA BLISIBMEHUS, PerMcTpauum u aHanusa

B.1 OeicTBUA M (MNK) onepaLiui NO CO3AaHUIo, YAarieHm1io, KOMMPOBaHWUIO PeCypcoB AOCTYNA.

B.2 [leficTBuA 1 (Mnn) onepaLum No co3faHuio, yaarneHuio, briokupoBaHmio, pa3tnoknpoBaHUIo y4eTHbIX 3anucei.

B.3 JeicTBuA M (MNK) onepaLiui No U3MEeHEHUIO (NpeAoCTaBNEeHMIO) NpaB fIorM4YecKoro 4ocTyna.

B.4 JeitictBuA 1 (unu) onepavum no nogkntodeHnto CBT K BbIMUCIIUTENBHBIM CETAM (hUHAHCOBOI opraHusauuu.

B.5 [eiticTBuUs 1 (MnNK) onepawmn No 3arnycky NporpaMMHbIX NPOLeCCOoB.

B.6 feiicTBus 1 (MnNu) onepawmn Npu ocyLLECTBIEHUM NIOrMYECKoro JocTyna.

B.7 ®aKThbl BbISBNEHUS YA3BUMOCTEW 3aluUThl MHOpMaLMK.

B.8 ®akTbl BEISBNEHUSI BPEA,OHOCHOrO KoAa U (Unn) MobunbHoro koga.

B.9 ®akTkl BbISBNEHMWA NOMNLITOK OCYLWECTBIEHUS BTOPXKEHUIA U CETEBLIX aTak.

B.10 ®akThbl BLIABNEHUS aTak TUNa «oTka3 B 0b6cnyxuBaHumn».

B.11 OencTBuUs 1 (Mnu) onepauun, HanpaeneHHbIe Ha U3MEHEHUe NpaBun CerMeHTaLUMn 1 MEXCETEBOrO 3KpaHMpo-
BaHWA BbIMUCIUTENBHBIX ceTE PpMHAHCOBON opraHu3aLumu.

B.12 [eiicTBKA 1 (Mnn) onepauun NO N3MEHEHUIO NapaMeTPOB HACTPOEK TEXHUYECKUX Mep 3aLluThl uHdopmaLuu,
napameTpoB HacTpoek cuctemHoro MO, Bnuarowux Ha obecrneyeHune 3aluTbl MHGOPMaLU.

B.13 dakTbl BbISBNEeHUA HapyLleHuih n cboeB B paboTe TEXHUYECKUX Mep 3alLMThl UHpopMaLUK.

B.14 ®akThl BbiIsBNEHWE HapyLUeHWiA U c6oeB B ycTaHOBMNEHUMU (06HOBNeHMW) MO U napaMeTpoB HAaCTPOEK TEXHUYE-
CKMX Mep 3aLL1Tbl MHOPMALIMKM, UX CUrHATYPHBIX 6a3 (B criyyae Mx UCMONb30BaHUS).

B.15 ®akThl BbISBNEHUA HapyLlUeHWd U cboeB B ycTaHoBMeHUM (06HoBneHun) cuctemHoro MO U napameTpoB ero
HacTpoek, BIUAIOLMX Ha obecrneveHne 3awuTel MHdopMaLmi.

B.16 [eitictBus n (unu) onepauum no nsMeHeHuto coctasa MO APM nonb3oBateneit U akcrulyaTalMOHHOIO Nepco-
Hana, B TOM Yucne 3anyckaemMoro aBToMaTu4ecku nNpy 3arpyske ornepaunoHHbLIX CUCTEM.

B.17 OeiictBuA 1 (1nu) onepauum no naMeHeHuto coctasa O cepBepHoro o6opyaoBaHus.

B.18 ®akTbl BhISBNEHUA HapyleHui LernoctHocTu MO AC Ha APM nonb3oBaTtenein n akcnnyaTayuoHHOro nepco-
Hana.

B.19 ®akThl BhISBNEeHUst HapyLLEeHW JoBEepEeHHON 3arpy3kn onepauuoHHblx cuctem APM nonb3oBatenei n akcnnya-
TaLWOHHOro rnepcoHarna.

B.20 ®akTkl BhISABNEHUA HapyLUeHWI LIETOCTHOCTU 3TanoHHbIX konuii MO, B TOM Y1cne npu ocyLecTBNeHUN UX pac-
npocTpaHeHus U (Unn) oGHOBMEHHUS.

B.21 ®aKTbl BISBNEHUST CMEHBI U (MNN) KOMAPOMETaUUN ayTeHTUPUKAUNOHHBIX AaHHbIX, UCNOMb3yeMbIX ANA [0-
CTyna K cepBepHOMY 1 ceTeBOMY 060pyL0BaHMIo.

B.22 JeiicTBuA 1 (unn) onepaLmn co cpeacTsammn kpuntorpaduieckoin 3awwuTel MHgopmaunmn 1 knovesoil Hop-
Maumen.

B.23 [eiicTBMS 1 (1nn) onepaLMi No Ucnons3oBaHnio pa3tnokMpoBaHHbLIX KOMMYHUKALMOHHBLIX NOPTOB.

B.24 [eiticTBuA 1 (nun) onepauumn no nepegave MHopMaLMn ¢ UCNONb3OBaHUEM SNEKTPOHHOW NOYTLI.

B.25 [eiicTBUS 1 (1nn) onepawuyi Npu ocyLLEeCcTBIEHNN JOCTYMa K pecypcam ceTu MHTepHeT.

B.26 [eiicTBMA 1 (M) onepauni Npu OCYLLUECTBNEHUN JOCTYNa K cepBepHLIM KOMMOHEHTaM BUPTyanu3aLuu Bup-
TyanbHbIMU MalUWHamu, NOrMYecKUMIA pasgenaMm unmu Tomamu.

B.27 ®aKThl BLISABMEHUS HapyLUEHWIA Npy [JOBEPEeHHON 3arpyake BUPTYanbHbIX MaLLWH.

B.28 feiicTBUS 1 (Mnn) onepauyu Npu afMUHUCTPUPOBAHUN CUCTEMBI XPaHEHUA JaHHbIX.

B.29 [eiicTBMA 1 (UnNK) onepaLiui No UCNONbL30BAHUIO MOAKOHTPOSNBHLIX MOBUNBHLIX YCTPOICTB.
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Bubnuorpadusa

®epepanbHbii 3akoH oT 10 uons 2002 . Ne 86-d3 «O LleHTpansHom 6aHke Poccuiickoii deaepaunu (baHke

Poccum)»

depepanbHblii 3aKoH oT 27 uioHA 2011 1. Ne 161-P3 «O HauuoHanbHOW NNATEXHON cucTeMe»

defepanbHblii 3akoH oT 29 uioHA 2015 1. Ne 162-03 «O ctangapTusauum B Poccuiickon degepaumn»

MCO/MBK29115:2013 (ISO/IEC 29115:2013)  MHdopMaLmoHHan TexHonorusa. TexHuka GesonacHocTu. Cxema
obecneveHns naeHTucukayumn obwekta (Information technology —
Security techniques — Entity authentication assurance framework)

PekoMeHaauun B obnacTu ctaHgaptusauymm  ObecneveHne uHdopmaumoHHo 6e30nacHOCTU opraHusauuin

BaHka Poccun PC BP NBBC-2.2-2009 6aHKoBcKoW cuctembl Poccuiickoint Pegepauun. MeToauka oLeHKu
pWUCKOB HapyLlueHUsi uHpopmaLMoHHo Be3onacHOCTH

PekoMeHaauun B obnacTu ctangaptusaumm  ObecnedeHne WHgopMauMoHHON 6e30MacHOCTU opraHnsauui

BaHka Poccun PC BP MBBC-2.7-2015 GaHKoBcKol cucTeMbl Poccuiickoii degepauun. PecypcHoe obe-
cneveHue nHdopmaLuoHHo 6e3onacHocTu

MocTaHoBneHwe MpaeuTenscTBa Poceuiickon OegepaLyn oT 1 Hosabpsa 2012 1 Ne 1119 «Ob yTeepxaeHumn Tpebosa-

HUIA K 3aLLuTe NepcoHanbHbIX AaHHLIX NpU ux 06paboTke B MHGOPMALMOHHBLIX CUCTEMaX NepPCOHaNbHLIX AaHHbLIX»

deaepanbHblii 3akoH oT 27 uiona 2006 r. Ne 152-93 «O nepcoHanbHbIX AaHHbIX»

depepanbHbIi 3akoH oT 6 anpens 2011 1. Ne 63-03 «O6 aneKTpoHHOI noanucu»

MonoxeHne o paspaboTKe, NPOU3BOACTBE, peanusaLun 1 akcnnyatauuun WKngpoBanbHbIX (KpUnTorpaduieckux)

cpencTs 3alynThl nHdopmMaumm (Monoxerne NK3-2005), yteepxaeHHoe Mpukasom PeaeparnbHoii criyxtel 6esonac-

HocTu Poccuiickoi Gepepauun oT 9 peBpans 2005 r. Ne 66

Mpukas ®CE Poccum ot 10 uiona 2014 r. Ne 378 «O6 yTeepxaeHun CocTaBa U cofepXaHnusi opraHn3aLuoHHbIX 1

TEXHUYECKMX Mep No obecneveHunto 6e3onacHOCTU NepcoHanbHbIX AaHHbLIX NpK Ux 06paboTke B MHPOPMALIMOHHBIX

cucTemMax MepcoHanbHbIX faHHbIX C UCMONb30OBaHMEM CPEACTB KpunTorpaduveckoi 3awmTsel MHopMaLum, He-

06X0AMMbIX AN BBINOITHEHUA YCTaHOBMNEHHbLIX MNpaBuTensCTBOM Poccuiickoil ®efepauun TpeboBaHuii K 3aluTe

nepcoHanbHbIX AaHHbIX AN KaXa0ro U3 ypoBHe 3aLlULLEeHHOCTU»

TpeboBaHus K cucTeMam OBHapyXeHUs BTOpXeHWIA, yTBepxaeHHble Mpukasom ®CTIK Poccumn ot 6 fekabps

2011 r. N2 638

TpeboBaHUs K CpeACcTBaM aHTUBMPYCHOIA 3aLuThl, yTBepxAeHHble Mpukasom GCTIK Poccun ot 20 mapta 2012 .

Ne 28

PekoMeHgauuu B obnactu ctangaptusauum  ObecneveHne uHdopMaLluoHHoi 6e3onacHOCTU opraHusauuia

BaHka Poccun PC BP MBBEC-2.9-2016 6aHkoBckoW cuctembl Poccuiickoir depepaumu. MNpeaoTtspalle-
Hue yTeuyeK UHpopmauunn

PekomeHaauun B obnacTtu ctaHgapTtusauum  ObecneveHne WHGOpMaUMOHHON 6Ge3onacHOCTU opraHusauuin

Banka Poccun PC BP NBEC-2.5-2014 6aHkoBckol cucteMbl Poccuitickoit depepauun. MeHeKMeHT UH-
LMLEeHTOB MHOPMaLMOHHOK 6e30nacHoCTH

PekoMeHgauun B obnactu ctaHgaptusauum  ObecnedeHne uHdopMaLuoHHoi 6e3onacHOCTM opraHusauuil

Banka Poccumn PC BP NBBEC-2.8-2015 6aHKoBCKoOW cucTeMbl Poccuiickoii Pegepaumn. ObecneveHue UH-
chopmaLmoHHo Be3onacHOCTU NPU UCNONBL3OBaHUKU TEXHONOMUM
BUpTYyanusauum

PekoMeHgauun B obnactu cTaHfaptusaumm  ObecnedeHne MHMopMaLUoHHOW 6e3onacHOCTM opraHusauuii

BaHka Poccun PC BP MBBEC-2.0-2007 GaHKoBCKoW cucTeMbl Poccuiickoit deaepauun. Metogudeckue

pekoMeHZauun no AoKyMeHTauum B obnactu obecriedeHns MH-
¢hopmalMoHHO Ge3onacHOCTH B COOTBETCTBUM C TpeboBaHUAMM
CTO BP UBBC-1.0
PekomeHaauun B obnacTu ctaHgaprtusaumm  OBecneveHne WHMOPMaLMOHHON 6e30MacHOCTU OpraHu3aLuin
BaHka Poccun PC BP MBBEC-2.6-2014 BaHKoBCKOW cucTembl Poccuiickoiit ®egepauyun. ObecnedeHune
MHOPMaLMOHHOK Be30NacHOCTN Ha CTaANSAX XKUIHEHHOro LuKna
aBTOMaTU3NPOBaHHBIX BaHKOBCKUX CMCTEM
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