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O HeobxoaumocTu WwndposaHus, a Tem 6onee WNPPOBAHMA MOOUIbHBIX KOMMNbIOTEPOB, HAaNMCaHbI
ropbl AMTepaTypbl. Ho BMecTe c Tem, yBbl, NPUXOANTCA KOHCTAaTUPOBATb, YTO LWWNPPOBAHME NPUMEHAIOT
peako. Nouemy? He 3Hato! U npakTUYecku exxeiHEBHO Mbl NOJly4aem BCe HOBbIE M HOBble AaHHble 06
yTeyKax.

MpuBesem npumepsl.

North Central London, npuHagnexawmii cucteme NHS, notepanun HoyTbyK, cogeprkawwmin 8 maH. 300
TbIC. 3anucen, 60/blWas YacTb KOTOPbIX NPUHAANEHKANA OHKONOTMYECKMM BOIbHbIM, CO CCbIJIKOM Ha
3anagHble NCTOYHMKM coobLaeT aHannTnyeckmnin LeHTp InfoWatch. 3a nocnenHve HeckonbKo net
nocnenoBana Leas Lenoyka MHUMAEHTOB yTPaTbl KOHGUAEHLMANBHON MHGOPMALLMU: COTPYAHUKM
TepAAN HOYTOYKM C AaHHbIMM, KapTbl NaMATK, @ B OLHOM C/ly4ae NpocTo OTNpaBuAN AaHHble 06
onepaumsax He Ha TOT Homep dakca.

B TopoHTO 6b1AK NoTepsiHbl 3 He3awndpoBaHHbIX CD-ROM ¢ nepcoHanbHbIMKW AAaHHBIMU KJMEHTOB
6aHKa Scotiabank. MHUMAEHT, Kak cOOOLWMNO PYKOBOACTBO, MPOU3OLLIEN MO HELOCMOTPY KYPbEePCKOW
CNyKObI.

«MakeT c Tpems CD nponan npu BHYTPEHHE KypbePCKOM NepechkIKe U3 04HOro oTAeNa B APYrony, —
coobwmn B ceBoem nucbme Ko KoHekHu (Joe Konecny), npeactaButens 6aHKa No CBA3SAM C
061 EeCTBEHHOCTLHO.

N3 poma meanumHckoro pabotHuka rocnutans Hull and East Yorkshire Hospitals NHS Trust 6bin ykpageH
HOYTOYK, Ha KOTOPOM COZEp*Kanack NepcoHanbHaa MHPopmaumusa 6onee TbicAYM NALMEHTOB. He TpyaHo
Aoragatbes, 4To MHPopmaLma 3awmndpoBaHa He bbina.

Cneayet oTMETUTb, YTO MHUMAEHT NpousoLWwen ewe B Hosbpe npownoro(2010) roaa, HO AOKTOP
COO0BLLMA O NPONaKe TO/bKO Yepes HECKOJIbKO Heaesb.

TaKue TOYHO UCTOPUKN NPUKAOYAETCA KpaliHe perynapHo. TUNMYHee NPOCTO HeKyAa: YKpPageH Uam
noTepsaH HOYTOYK nau ¢paeww-Hakonuteb ¢ KOHPUAEHUMANbHON MHPOPMaLMEN, KOTopasa He 40/1XKHa
6blna NOKMAATb MHOOPMALIMOHHYIO CUCTEMY NPeANPUATUS.

ObWwmnpHana CTaTUCTMKA YTEYEK YUMT HaC, YTO OHA HUKOFO He Y4YuT. Bcé paBHO paboTHMKM 6e33ab0THO
C/IMBAIOT CyKebHble JOKYMEHTbI Ha MOBW/IbHbIE HOCUTENW, PACCYMTLIBAA, YTO "CO MHOM-TO TaKoe He
cnyuntca". YBbI, caydaeTcs.



PyKkoBoAcCTBY NpeanpuATUin cieayeT NoAymaTb He TO/IbKO O HaKa3aHWM NpoBMHUBLLErocs. Jlyywe
BHEAPUTb NPUHYAUTENbHOE WNpPOBaHNE BCEX HOCUTENEN, KOTOPbIMM NOJIb3YHOTCS PAOOTHUKM.

[aHHasn cTaTba byaeT noceAweHa 0630py wndposaHusa BitLocker B onepaumoHHoi cucteme Windows 8
Developer Preview. XoTenocb 6bl, 4TOObI YUTATENM NOHMMANM TOT GAKT, YTO BCE YTO OMNMCAHO byaeT B
AaHHOM cTaTbe, oTHocuTca TOJIbKO K AaHHOMY BbINyCKY. Beab BNo/IHE BO3MOXHO, YTO K NMOABJIEHUIO
pennsa MHOrme onncaHHble NapamMeTpbl FPYNMNOBOM MNONUTUKK BYyAYT USMEHEHbI, @ TO U yAa/eHbl, a
BMECTO HUX MOTYT NOABUTLCA HOBbIE.

YcranoBka BitLocker
OpHMM U3 nepBbix, bpocatowmxcs B rnasa, otamyunii npu yctaHoske Windows 8 Developer Preview
CTAHOBUTCA TO, UTO CAYKebHbIN pasaen ana pabotbl OC 3aHMmaeT 350M6 (puc.1).
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PucyHok 1 iucnetuep auckos. KpacHbiMm LBETOM BblgeneH cnyxebHbii pasgen

Ewe Ha aTane yctaHoBKuM BitLocker noHMmaewb, 4To B AaHHOM OC, TaK e Kak U B NpeablayLen,
cneuunanuctebl Microsoft cumTatoT, uTo Ha Bawem MK y»Ke no ymonyaHuio yctaHoeneH Trusted Platform
Module (TPM) Bepcumn 1.2 (He HUKe).

97O Ha camom aene npaBubHO, HO €CTb O4HO MaJ1IEHbKOE HO... Ha NpocCTopax CHT 370, yBbl, HE BCeraa
TakK, NO3TOMY Mbl C BaMN Ha4YNHAEM YCTAaHOBKY BitLocker c usmeHeHusn NnapaMeTpoB rpynnoBbIX NOJTINTUK.

YcranoBka BitLocker 6e3 TPM
Ons usmeHeHUs NapameTpoB rpynnoBoi NOAUTUKM Heobxoanmo, HaxkaB Win+R BbI3BaTb OKHO Run u
HabpaTb KomaHay cmd.

B noaBuMBLIEMCA OKHE KOMaHAHOW CTPOKK HabpaTb gpedit.msc

MoseuTca okHo Local Group Policy Editor (puc.2)
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PucyHok 2 Local Group Policy Editor

B nosBumBLemcs okHe BblbpaTb Local Computer Police — Administrative Templates — Windows
Components — BitLocker Drive Encryption — Operation System Drive — Require additional
authentication at startup.

[JaHHbIN NapameTp NOAUTUKM NO3BOASET YKA3blBATb, HEOOX0AMMA A5 AOMNONHUTENbHAA
ayTeHTMOMKauma npu 3anycke (nepesarpyske) MK, a Tak e byaeTte au Bbl Mcnonb3oBaTb BitLocker
ncnonbsys TPM nnm 6e3 Hero.

BHumarue! NMpwu 3anycke TpebyeTcsa TONbKO 04Ha M3 BO3MOMKHbIX OMLMIA.

B cnyyae ecnm Bbl cobmpaeTech ncnosb3oBaTb BitLocker Ha KomnbloTepe 6e3 ycTraHoBNeHHoro TPM,
Heobxogmmo yctaHoBuTb dnar "Allow BitLocker without a compatible TPM". B gaHHOM pexume ana
3anycka Bam notpebyetca mbo naponb 6o USB-Kntou (o6patuTte BHUMaHMe, B Windows 7 3T0 6bin
Tonbko USB-kntoy). Ecnn Bbl ucnonblyete USB-KkAtoY, TO MpOMCXOAUT AOCTYN K AUCKY U AafibHenLwas
3arpyska K. B cnyyae ecnmn USB-Kntou (dnewKa) 6yaeT yrepsiHa, Bam yaeT Heob6xoaMmo BOCCTaHOBUTD
OO0CTYN K AUCKY, UCNONb3YA OAWH U3 BAPMaHTOB BOCCTAaHOB/IEHMUA.

B cnyyae ecnm Baw MK o6opy,u,03aH cosmecTmMmbiM TPM, Bbl CMOXKeTe UCNOb30BaTb YeTbipe meToaa

ayTeHTUdMKaumm:
1. Tonbko TPM
2. TPM+USB-KapTa, cogepaLan Kawo4
3. TPM+PIN (copep*ut oT 4 go 20 undp)
4, TPM+USB-kntou+PIN

BHumaHue! Ecnv Bbl xoTuTe ncnonb3osaTb PIN +USB-KapTy, Bbl A0KHbI CKOHOUTYPUPOBATb HACTPOMKM
BitLocker, ncnonb3ys penMm KoOMmaHAHOW CTPOKK BMecTo macTepa BitLocker Drive Encryption.

Mocne peaakTMpoOBaHMA AaHHOrO NapameTpa HeobXoAMMO NPUMEHNUTL NaPamMeTPbl C NOMOLLbIO
KomaHapl gpupdate.exe /force



Tenepb MOMKHO NPUCTYNUTb HEMNOCPEACTBEHHO K WNdpoBaHMIO. A 3Toro HeobxoamMmo BonTU B « Mol
KOMMbIOTEP», BbIOPATb ANCK, COAEPIKALLMIA ONEPALNOHHYIO CUCTEMY (A peKoMeHAayto WndpoBaTb ero
nepBbIM) W HaXKaB NpPaByHo KaBuULLY, U3 KOHTEKCTHOIO MeHto BbibpaTb Enable BitLocker (puc.3).
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PucyHok 3 LLindpposaHue cuctemHoro pasgena

Mocne aToro Bam byaeT npeaoctasneH Bbibop (puc.4):

1. WcnonbsosaTtb USB-dnew ana xpaHeHUs Katoya WwndpoBaHus.
2. WNcnonb3osaTtb Naposb oA BXOAA B CUCTEMY



@ S BitLocker Drive Encryption (C:)

Choose how to unlock your drive at startup
l@ Some settings are managed by your system administrator,
You can make BitLocker prompt you for a key or a password each time you start your PC,

< Iwant to store a key on a USB flash drive

< Iwant to enter a password

What is a Bitl ocker Drive Encrvption startup kev or PIMNT

Cancel

PucyHoK 4 Bbi6op meToaa AocTyna K wnudpoBaHHOMY pa3aeny

Kakoi cnocob nyywe? Ha moli B3rnsg naposb, eCnun, KOHEYHO, 3TO He Naposb 1234. MoHo BblibpaThb
USB-¢dnewwky, Ho, eCTECTBEHHO, MPU 3TOM NOMHUTb, YTO NOC/E 3arpy3Ku, GAeLKy HYXKHO BbIHYTb U
MONOXKMTb B KAPMaH, a He B Ty CYMKY, B KOTOPOM Bbl HOCUTE HOYTOYK.



Create a password to unlock this drive

You should create a strong password that uses upper and lower case letters, numbers, syrbols, and
spaces.

Type your password:
l

Retype your password:

Tips for creating a strong password.

PucyHok 5 Co3patb naposnb gna foctyna K AUCKY

EcTecTBeHHO, Nocne co3gaHuaA Napos, Bam Heobxoammo co3gaTb USB-dew ana BoamorKHOro
BOCCTaHOB/IEHUSA cncTembl (puc.6).



'.Q:_—j.' % BitLocker Drive Encryption (C:)

How do you want to store your recovery key?

l@l Some settings are managed by your system administrator,

A recovery key is different from your PIM or Startup key. It is used to access your files and folders if a
preblem with your computer prevents you from doing so.

< Save the recovery key to a USB flash drive
< Save the recovery key to a file

= Print the recovery key

What is a recoveny kev?

m
5

Cancel

PucyHok 6 CoxpaHuTe Ball K/1l04 BOCCTAHOB/IEHUA
ﬂ,nﬂ BOCCTAHOBJ/IEHUA BaM 6yp,eT npeanoxeHo TP BO3MOXKHbIX CUEHApPUA:

1. CoxpaHuTb Kato4 BOCCTaHOBAEHUA HA USB-ancke
CoxpaHWTb K04 BOCCTAHOB/EHMA B daine
Pacneuartatb KAHOY BOCCTAaHOB/IEHMA

YuTtuTe, Bal NPUHTEP O0/1KEH 6bITb AO0CTyneH A0 TOro Kak Bbl peWwnTe pacneyartaTtb Kntoy!

Mocne Toro Kak Bbl COXPaHWAM K/to4, Bam byaeT Npea/ioKeHo ABa BapnaHTa BOCCTAHOBNEHUA (3Toro He
6b110 B Windows Vista/7) (puc.7).



@ S BitLocker Drive Encryption (C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive, Just
because you delete data doesn't mean it's gone - the drive's free space might still contain retrievable info.
Encrypting the entire drive ensures that all data, whether you can see it or not, is protected.

i@ Encrypt used disk space only (faster and best for new PCs and drives)

) Encrypt entire drive (slower but best for PCs and drives already in use)

Mext ][ Cancel

PucyHok 7 Bbibop BapuaHToB wWnudposaHus

Bam bygeT npeanorkeHo 2 BapmaHTa WKUdPoBaHUA:

1. WwrdpoBaTb TONLKO 3aHATOE NPOCTPAHCTBO (bbicTpee, pekomeHayeTca AnsA HoBbix MK n anckos)
2. LlWndposatb Becb ANCK (MegneHHee, pekomeHgyeTca ana MK u guckos, KoTopble
MCNo/Ib30Ba/INCb 40 WNdpPoBaHUA)

Cnepgyert yyecTb, Uto cnocob 1 3HauuTenbHO bbicTpee, 04HAKO NO3BONSAET OLEHWUTb 3/10YMbILWIEHHUKY,
HaCKONIbKO MHOro MHGOPMaLMM HA BALLEM KECTKOM AWcKe. BmecTe ¢ Tem He06X04MMO NOMHUTb, YTO
€C/u Bbl BbIBpanu Nepsblil BApMaHT, TO NPU KONMPOBaHUK (CO34aHMM) HOBbIX GaiNoB Ha AUCK, OHU
6yayT WndpoBaTLCA aBTOMATUYECKMU.

Mocne atoro Baw MK 6y,D,ET nepesarpy>eH h aBTomatn4eCkmn Ha4yHeTCA u.mcprBaHme CncremHoro
pa3aena.

IlIudppoBaHue pa3aesia JAHHBIX
B Cnliyyae U.IM(I)pOBaHMFI pa3gena gaHHbIX BCE HAMHOIO npotLle. EanHCTBEHHOE YTO XOTeN1I0Chb 6bl

PEKOMEHA0BaTb — CAN VXK pewnamn wndpoBaTth pasgen AaHHbIX — WndpyhTe BHaYane CUCTEMHbIN
pasgen, a NOTOM AMCK AaHHbIX!

EAMHCTBEHHOE OTIMYME COCTOUT B TOM, UTO Bbl MOXKETE YKa3aTb — aBTOMATMUYECKM OTKPbIBaTb AUCK
OaHHbIX Ha aTom MK (puc.8).



@ S BitLocker Drive Encryption (D:)

Choose how you want to unlock this drive

Authentication Method

LUse a password to unlock the drive

Passwords should contain upper and lowercase letters, numbers, spaces, and symbols.

Type your password: sssssssssnee

Retype your password: | ssssssssssss

[ Use my smart card to unlock the drive

You will need to insert your srart card. The smart card PIM will be required when you unlock the drive,

Options
[ Automatically unlock this drive on this computer

How do I use these options?

[ Mext ][ Cancel

PucyHok 8 Bbibop cnocoba gocrtyna K JaHHOMY AUCKY

EcTecTBeHHO, JaHHYIO ONUMIO Bbl MOXKeTe BblIbpaTb TONIbKO B TOM C/ly4ae, eC/IM CUCTEMHbIV pasaen
npeABapuTeNbHO 3alNPPOBaH.

[aBaliTe paccmoTpum nogpobHee NnapameTpbl rPYNMNoBOM NOJUTUKMU, OTHOCALLMECA K WUIMDPOBAHMIO
BitLocker.

[lapaMeTpsbl JIOKa/IbHOU I'PYNIIOBOM MOJMTUKH, OTHOCALMECS K
muppoBanumo BitLocker



