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AT NOTARLES
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No formal
security program
in place

Despite security
issues, no
controls exist

Risk Analysis

st

Basic governance
and risk
management
process, policies
Some controls in
development with
limited
documentation

Organization-
wide processes
and policies in
place but minimal
verification

More controls
documented and
developed, but
over-relianton
individual efforts
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Rk Mogsers Over Time

msx

Formal infosec
committees,
verification and
measurement
processes

Controls
monitored,
measured for
compliance, but
uneven levels of
automation
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medium &5

Processes more
comprehensively
implemented, risk-
based and
quantitatively
understood

Controls more
comprehensively
implemented,
automated and
subjectto
continuous
improvement
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HA CAMOM AENE BCE HE TAK 340POBO

APT OcHoBHOM PpOKYC
6onblunHcTBa KOMmaHA Vb

B be3 coumranbHOM MHXEeHepUn

C counanbHOU NHXeHepUen

0 COUMANBbHAA NHXXEHEPUA — ATAKYIOLLUN METO/, N21

https://www.dogana-project.eu/index.php/social-engineering-blog/11-social-engineering/94-estimates-of-social-engineering-attacks
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4UTO Mbl SHAEM O COLLUH)XEHEPUWN?

SABNYXXAEHMA

@ CoumanbHasa VHXeHepus —
3TO QULLWHT, MOAKUHYTbIE
bA3wKkn, obmMaH B couceTsx,
TesiepOHHOE MOLLUEHHNYECTBO

@ CoumanbHas MHXeHepunsa — 4acTb
Knbepataku

@ C coumanbHOWN NHXKEHepUEN
MO>XHO CTOJIKHYTbCA CAy4YanHO

@ CoumanbHasa UHXeHepua
BO3MOXHa BC/IEACTBNE HU3KOTO
ypOBHA Security Awareness nau
HM3Koro 3penoctn Vb

UMHdocuctemnbl et

PEAJIbHOCTD

e CoumanbHasa MHXeHepua —
3TO «HEeCKOHEeUYHOE» KONNYECTBO
KOMOUHALUNN TEXHNYECKNX
N HETEXHUUECKUX TEXHUK W CTpaTermm

@ Knbepartaka MoxeT 6bITb YacCTbHO
CcTpaTermy couranbHOW NHXXEHEPUN

e CoumnanbHasa UHXeHepua — Bcerga
TapreTmpoBaHa U GOKYyCHa

@ CoumanbHas MHXeHepua Bceraa
AEVNCTBYET OT ypOoBHA Security
Awareness n 3penoctu VIb



UEJIOBEK - CAMOE CJIAGOE 3BEHO @

«Hunkoraa He cTouTt
HeAOOLEeHUBaTb
npeacKkasyemMocTtb
yeJsioBeUeCKou
rnynocTtum»

(c) x/¢p «bosbLon KyL»
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COLUMANIbHAA MH)XXEHEPUA

: HESSOMDRAC
AXLMAHAX
SHARACKIE TR

ATSMARAX

ARHE D3Evd

OY#NAMEHI

SLENEOM L1D.
IERRIARRI FERES

IHTIMIOH
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COLUMANIbHAA MH)XXEHEPUA

Axosed Yanun
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COLULMANIbHAA MHXXEHEPUA. LIFECYCLE @
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COLUMANIbHAA MH)XXEHEPUA

MHOIOOBPA3ME TEXHUK

TexXHUKN MHMUMaumumn
EcTecTBEHHOCTb, OCBEOMNEHHOCTb, LLLEeAPOCTb

NMepBuunasa obpaborka
®doHoBasa 0bpaboTka, 3arpy3ka nHbopmaumm

TexHukn npeasnoros
Icnonb3oBaHMe NepPCoHaNbHbIX MHTEPECOB,
NpYMeHeHMe ANaNnekToB, MaxnHaummn ¢ TenepoHamm

TexHMKu nsBneueHna nHpopmaum
AnennvpoBaHue K 3ro, <MCKPEHHU» MHTEPEC, NOATaCcOBKa
AaHHbIX, ECTb, BOJ'IOHTépCTBO, UrHOpUpoOBaHME, asKOroJib,
TEXHWKa XopoLwero caywartesid, TEXHUKN yrnpaBadeMbiX
BOMPOCOB

TexXHNKM BANAHMA

Ycnyra 3a ycnyry, nogapKku, YCTyNKW, UCKYCCTBEHHbIV AednumT,
BAVAHWE aBTOPUTETOM, FOpPUANYECKOe, CoLManbHoe U
OpraHn3auMOHHOE, CMMNAaTUS, NOCAe0BaTENbHbIN MEPEXOA,
nogMeHa peanbHOCTU

UMHdocuctemnbl et

O6maH M maHUNyAaALUUMn

OTBneYeHMe, NOBbIWEHME MPeACKa3zyeMOoCTH,
KOHTPOJIb OKPY>. 06CTaHOBKW, COMHEHME, C1aboCTb,
HakKa3saHwue, WaHTaX, KOMMAMMEHTbI, paboTa no Tmny
MbILNEHWA (ayananbl-BU3yanbl-KMHECTETUKM), paboTa
C MMKPO3KCNPeccrMamm (310CTb, OTBPALLLEHNE,
npe3peHune, CTpax, yanBaeHne, neyanb, PajoCTb),
npoTnBopeumns, konebaHuns, Grkcaunsa N3MeHeHns
NoBeAEHNS, XXECTbl U MMMMKA, HeBepbannka

HAN

MeTa-mozenpoBaHue, BO34ENCTBUSA

Ha ybe>XxaeHus, BO34eNCTBME Ha BOCMPUATHE,
BO34€eNCTBME 3ByKaMW, BO3AENCTBMNE NHTOHALMEWN,
BO34encTBMe BepbanbHbIMM 0b6paszamu, «buffer
overflow»



ATAKA HA COSHAHVE M NOACO3HAHME

@ o1 95% 0 99,99% BblUNCANTENBHON MOLLHOCTHU
MO3ra cocpegoToueHbl B MOA4CO3HAHUN

Long-term memory: Short-term memory

Emotions and feelings

, feelin @ Okon0 95% KOrHUTUBHOW AEATENBHOCTH
Habits and relationships

Involuntary bodily functions Subconscious mind N COCpeAoTOHEHDBI B NOACO3HAHUN

Patterns and addictions S 88%

Developmental stages 0 @ Co3HaHWe O4YeHb OrpaHN4YeHo

Spiritual connection il
Creativity '?ept//e y
Intuition 2 bra/'n J
Y
Macca mo3ra 17% 83%
I CkopoCTb pacnpocTpaHeHns 120-140 munb Cabiwe 100000 munb
Act | MMNyNbCa B Yac B yac
! BurBcCcekyRay 2000 400 munaavapaos
|
YnpasneHue sBocripuatnem 2-49% 96-98%
| Y NoBeAeHVeM
. Oywkumn . Cosnatenbhble | Hecosnasaemble
v Bpems Mpownoe n byaywee Hactoswee
FnybvHa namatu o 20 cekyHg beckoHeuHO

COLUUANBHAA NHXXEHEPUA — ATAKYIOLLUA METO/, N21
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BO3AEACTBME HA NOACO3HAHUE U COSHAHME @

ConpotuBneHue .y
Priming - oco3HaBaemoe
| <

( Het conpotuBneHus LlenesaBucnmasn aktmBaums
Llene3zaBucucolie npoueccobl e -
(Heoco3HaBaemoe BO3aelcCTBUE)

CO3HAHUE

noaACO3HAHMUE
A

Het conportumBisieHnA LlenHasa akTuBauus

S E— (Heoco3HaBaeMoe BO3AelCTBUE)

NMpeaco3HaTenbHbIE NpoLecChl
\

COLUUANBbHAA NHXXEHEPUA — ATAKYIOLLUA METO/, N21
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«YASBUMOCTUAN» MO3rA Vs YASBUMOCTMU INO

KonnuecrBo coctoaHmm
MO3ra

KonnuecrtBo HeMpOHOB N KO/INUECTBO
HEMPOHHDbIX CBA3EN
100 mapg HenpoHos, 100 TpaH cBA3eu
Ksagpwannon (1 000 000 000 000 000) bawnT =
1 MUAMOH rnrabant =
1000 tepabant = 1 netabaut

UMHdocuctemnbl et

>>>

MHO>XecTBO BCeX COCTOSAHUMN
nporpaMmmbl

MHo)XecTBO
He3anporpamMmmMmpoBaHHbIX
COCTOAIHUMN

MHo)XecTBO
3anporpaMmmMupoBaHHbIX
COCTOAAHUMN

Pasmep koga n ob6bema naMsaTn JaHHbIX
OrpaHMuYMBaET KOJI-BO COCTOAHUN
NpOrpaMmbl 1 KOJI-BO YA3BUMOCTEN

KonuuecrBo cocroanuu NO
CTaHAAPTHOM NporpamMmmbi
Ha ctangaptiHom MK

D)

Konnuyectso namaTu
orpaHnyeHo RAM, HDD
n namatn CPU
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CSIRT/SOC VS
COLLMH)XEHEPUA




SECURITY AWARENESS VS
COLUMAJNIbHAA MH)XXEHEPUA

Security Awareness
Maturity Model
Long Term
‘ Sustainment
Promoting
Awareness &
@ Change
Compliance
Focused
e
Non-Existent

@

Metrics
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https://www.sans.org/security-awareness-training/blog/security-awareness-maturity-model

Huuero Het

Tonbko Ans COOTBETCTBUA
(bopmanbHO)

|
' basosbie npocrenine

I TEXHUNKWN

' bazoBble npocTenume
| TEXHWKM

ECTb #OATOCPOYHBIN Npouecc,
SA Kak YacTb KyAbTypbl
opraHusaumm

Pa3paboTaHbl MeTpuku SA
M OHW AOCTUIHYThI
Mo BCEW KOMMNaHUK

|
. ba3zoBble TexHUKM/coyeTaHne
: C TEXHNYECKNMMN BEKTOPaMK

1
: Cno>kHble TEXHUKM/CoUeTaHme

I C TEXHNYECKNMIWN BEKTOPAMMU
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ATT&CK MITRE

UMHdocuctemnbl et

& A
Y

PRE-ATT&CK

Priority Definition
@ Planning, Direction

Target Selection

Information Gathering

@ Technical, People, Organizational
Weakness Identification

@ Technical, People, Organizational

Adversary OpSec

Establish & Maintain Infrastructure
Persona Development

Build Capabilities

Test Capabilities

Stage Capabilities

~
Enterprise ATT&CK

Initial Access
Execution
Persistence
Privilege Escalation
Defense Evasion
Credential Access
Discovery

Lateral Movement
Collection
Exfiltration

Command and Control

16



MATPULLA MITRE PRE ATT&CK

POy | orioehy Definition

Definition Direction ‘Target Selection Test Capehilitiea Stage Capabilities
L
«ssign KiTs, KIQs, ST - C: U ACqUil il - AT d/ar Acquir for us
,A“e“ ‘5?"’"‘ kw{ Kid Decenrene N Acguire OSINT data sets and cquire UST cquire OSINT data Analyze applicaticn Analyze organizational [ Analyze busines: uire and/oyuse | Acquire and/of use _ Buifd and configure delivery B N R Dizseminats
KITs/KiQs ind/or intefigencel| Sapproach/attack data sets and setsand . . 3rd party 3rd party Budd socisl network persona . Review logs and residual traces .
N information N B N BECUrity posture skilisets and deficiencies processes B - N systams remoyshle media
benefits’ requitements wector information information infrastructure services infrastructure services
Assess carrent | Neceive KITs/Ki0s| Determine gpTey Conduct social Analyze architectore Analyze social and \'”A:a‘l';:e i Acguire and/or use | -Acquire and/oruse | Choose precompromised mobde: Test ability to evads astomated Distributa malicious
roldings; needs, | and determine highest level Conduct active scamming individual’s digtal | [| 77V 50012 andconfigureton | busmessrelstonships. | ’-7' : "3:‘: 3rd patty software | 3rd party softwars app develaper accoont Build or scquire explots | mobile application security analysis | software development
and wants Tequitements tactical element footprint ETgneenmg [posture imterests, and affiliations :i:(;::'“ seTvices sanvices credentials or signing keys performed by spp stores toals
Aszess pubmit KITs, KiQs, Determine Determine 3rd Anafyze presency Acquire or Acguire or . . Friend FolowiC.
Teadership areas ||| andinteligence || operational Conduct passive scanning Mty infraswucturs | Anafyze data collectsd | Assess targeting Gpticns || of outsodrced || Eompromise 3rd party | Gompromiise 3rd pirty U oone Precompromised £2 protocol development Test callback functionaity tiend/Follaw/Connect
ST o ’ . E B s B - [ T S L4 it ity | persona and sffiliated accounts e . 1o targets of interest
finterest rements | SErvices capabdities || - signing certificat igning certificat 77
Assgn Detarmims \dentity busi Determine m]m;r jar ~ks::$;’ Develop social network e !:M o | tma) ! cecuvon | Hardware or softn
KTsKiGs into sk reqirements || secandary isvel Canddct social engineéing entify business Fzsticn of IT : ware opportunities Aonyrmity seriices | B dommain nsme sieiop social netaork persona closed-saurce. sstmalvare i vanious exscuton | Hardwars or softaars
- ~ N reiztionships security defensive created by digital footprint wulnerabifity/exploit environments. supply chain implant
categaries tactical element management - "
capabilities business deals information
Conduzt Determine. || Determine 3rd party infrastructure ldentify. | Determine physical | Y22 Oganizational #ssess security § Comman, high volume Compromise 3rd prtyfe i /Connect ro targets ) _
cost/benefit . B . skillsets and posture of physic: protocols and infrastructure to - Create custom payloads Test malware to evade detection Port redirector
strategic target sesvices groops/rales Tacations 5 - of interest
- B 1 N _deficiencies | focations, software | _ suppart defivery B ., - |
iy joby i 5 ; . in Apple iOS enterpris . o, install, and
N . Determine domain and I address [de,,”f’p“ . ’dw,t fy vulnerahities N As?ess C”.“’"’"" e 3rd party (Create backup Cbt‘v n Apple O Ht_e e, Create infected removable . Upload, install, and
implemantation e postingsand. | Dumpsterdive [fin third-party software ruinerabifty of 3rfl  infrastrucore to . distribution key pairand el Test physical sccess configure
plan » reedsigaps Tomaries party vendors suppont delivery i centificate i software/tacls
: q . - - . 3 - 5 iBcow o d s
Create strategic Determine extemal netwark trust || Bdentify pecple of | Identify business_ [| Research relevant . Damain registration Discorernew SOt ST | oy oignature detection for file
. . B DNSCak: N monitor explot-provider
pian dependencies interest processesitempo. || wulnerabilities/CVES iscking - upload/emai filters
Puciee ety PRrSOMNE] ety isiness | Resesron visiity gag ety rescumes eqvTed o
inteligence Datermine firmavare version with an i " VIS0 O3 Data Hiding Dynamic DNS T
B . . relztionships of security vendors build capabilities
requiraments uthority/privilege
Develop; Discavertarget logon/email addres dentfy “::IWE [:'::T' nd Test signature Domain Generation 12“31 m:'d {‘c:fq'fu Ghtainin load:
KITs/KIQs farmat persann! postings a datection Algorithms (DA} ATIEAE, RELWOTK. tain/re-use payloads
. — infonpation _ | _meede/geps — — = ._cendeystems e g
Generate analyst N - , - .
dentify supply Identify supply Obfuscate Post compromise tool
intelligence Enumerate chent configurations [Il Y PR Y. 5Pl Dynamic DNS S
N chains chaing mfrastructure development
requirements
Ena 5 ¥y Fach frwa bt B
tdentify anafyst pETate ExteTmal facing softi - gem Obeain boster/strassor Remote access tool
applications technologies, languages BViine social media templetes/branding Fast Flux DNS -
Tevel gaps 5 5 subscriptian development
and dependencies materials
i i Procure reguired
identify gap Host-based niding
i v § i . ds/gap) uipment an
arens dentify job postings and needs/gap techriques equipment and
software
m;;"f — Identity security defensive Misattributable SSLcertifcate
T8/ capabilities credentials cquisition for damain
tasking - b )
i Netviorkbasedhiding| SO~ certiicate
Identify supply chains . scquisition for trust
technigues B
breaking
Hon-traditional or less
Identify technology usage pattems Btiritutable payment Shadow DNS
options.
N . Use multiple DNS
Identify web defensive services communication )
5 infrastructures
channels
Map nerwork tapology Obfuscate
o : ’ infrastructure
Mine technical biogs/forums Obfancete opscaticeel
infrastructure
Obtain domain/IP registration Obfuscate or encrypt
information code
z QObfuscation or
pearphisting P INTOTRETON .
cryptography

Bbi6op uenn

C6op N3BneueHune [ = O6maH n Y6exxpaeHune

M NnepBMYHas e Mpeanor
pa3Beaka MH¢popmauuu UHdopmaLum MaHUNynauma N BANAHME
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ATT&CK MITRE
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Initial Access

Execution

Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement

Exfiltration

Command and Control

infoub, dot Schedule Tasks DECRYPT Console
- Jc schtosks /Create /B SYSTEM /SC ONSTART /TN rhaegol /1R \\Desktop\\DECRYPT. Ink
“C:\Mindows\systend2iond, exe JC Start \M\"
| vcomindmesidispes-enet 10 andn Key> B8 exit

'# Create Service “cscc”

*4indows Client Side Caching DDriver™
InagePath = “cscc.dat™

Create Web Server

Host Files to Transéer

cispei.exe

User # Boatloader

AxBA Roscurce

NN
\waderypt  Kernel ¢Kemel Component

@xBC Resource

DiskCryplor Driver
2 \Miks,
€s5¢e.dat

Schedule Shutdown Persistence
e schtasks fCreate JSC once (1K drogon /AU SYSTEN /TR
“an. L AWEndous\Systendishutdoun.exe e St @ (57 /ST §9:29:08
e Lateral Movement
Host Files to Transfer
Get all adjacent IP Addresses
GetExtendedTeplable
Adjust Token Privileges
Set thread tokens
Create Mimikatz and pipe
CAAINDORS \ oooe. tmp VAN, WApape\\{GUID}
Establish Connection to ADMINS
- Enumerate credentials for "TEAMSRV/"

osmn Encryption
Generate AES Key
Mardeoded Public Key

[ Encrypt Files
. Ignare Folders:
\\dindews

\\Progran Files
Y\Prograrata
\MppData

Use “encrypled™

Hardware Additions Scheduled Task Binary Padding Credentials in Registry B er Book % Exploi of R t Cata from Information \ﬁmm Over Remote Access Tools
Trusted Relationship LSASS Driver Extra Window Memory Injection Exploitation for Discovery Services Repositories ysical Medium Port Knocking
Supply Chain Local Job Scheduling Access Token Manipulation Credential Access Netwiork Share Distributed Component Video Capture Exfiltration Over Multi-hop Proxy
| Compromise Bypass User Account Control Forced Authentication Discovery _—Rbjectivedal 10 Caplu Command and Domain Fronting
< Spearphishing >‘- Process Injection ~ Hooking Peripheral Device _< Remote File Copy ) A d Collection thl Channel Data Encoding |
Attachment Image File Execution Op Injection Password Filter DLL Discovery Clipboard Data D&nwpted R File Copy
Exploit Public-Facing LExecy N Plist Modification LLMNR/NBT-NS File and Directory Replication Thiough Email Collection Aﬂmﬁ_&ﬁm'ﬂ{ Multi-Stage Channels
Application User Execution ) Ny Valid Accounts . Poisoning Discovery Removable ia Screen Capture  #”Exfiltration Over Other Web Service
Replication Through or DLL Search Orde n, Pr Permission Groups Windows Admlrthares Data Staged ‘\Ne!wovk Medium _# tandard
Remavable Media Client Execution DLLs Signed Script Keychain Discovery Pass the Hih Input Capture = ExtRTaton Over.. W&u’m
Spearphishing via CMSTP C Hooking W Input Prompt ocess Discovdry Third-party Sofware Data from Network Alternative Protocol Layer PAgtocol
Service Dynamic Data Exchange W DCSha Bash History System Net: Shared Webjoot Shared Drive Data Transfer Connectiogffroxy
Spearphishing Link Mshta Launch Daemon Port xoocking\ Two-Factor hConnm'ions Discovery A Logon Scrpts Data from Local System Size Limits ar ED
Drive-by Compromise AppleScript Dylib Hijacking Indirect Command Authentication Sysie ser Windows Tnou Man in the Browser Data Compressed undar;! Applmnon
Valid Accounte Source Application Shimming Execution Interception Discovery Manageghent Data from Removable Scheduled Transfer ayer Protocol |
: Inace after Filename Appinit DLLs BITS Jobs ReMgcation Through System Network Applightion Media Commonly Used Port
“tion through eb Sh ol P R able Media onfizuration Dizcove D alit Software Standard Cryptographic
‘e Load Service Registry| Dropper i Protocol
egasm ﬁ P : fi Custom Cryptographic
File System P ' sEforsszonziem: oadon Content Protocol
Path \ bsktop : Data Obfuscation
M h APl Access . ! . i . n Custom Command
Po Adjust Token Privileges - rvices and Control Protocol
DLL Payload SeShutcounPrivilege, SeDebugPrivileges, SeTcbPrivilege
AT T& C Kernel Modules C:\Mindows}, DiskCryptor cih Cammunication
C:\Mindows),
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A EC/T1 UCXOAHDbIVN BEKTOP SE HE TEXHUYECKUWN?
Known Bad Assumed Good

Mmeem aeno c ocosHaHHbIM nau Heoco3HaHHbIM Insider Threat Agent

UHdocucTtemnbl [xert
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KILL CHAIN AJiA INSIDER

UHdocucTtemnbl [xert

- Recruitment or
cohesion

- Going from “good” to
bad

- Find the data / target
- Less time the more
knowledgeable the
threat

m Grab the data
- Data hording

- Game over!

- Egress via printing,
DVDs / CDs, USBs,
network transfer, emails

A11un23¢ |euonesadQ

- Hiding
communications with
external parties

E Vague searching

- Asking coworkers to
find data for them

- Use of crypto
- Renaming file
extensions

- Off hour transfers

- Spreading data
downloads over multiple
sessions

&)
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JIOTUKA ATAKYIOLWLEU CTOPOHDbI @
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Puckun npu peanusauumn

Mcnonb3yembie
BEKTOpPbI aTaK

CNoXXHOCTb U CTOUMOCTb
peanusaunmn

S A A




PUCK 3/1IOYMbILWJIEHHUKA
ONMPEAENAETCA LLE/NIbIO

@

LinuoHa NMNpom.aBapusa
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NMOBbLILUEHUE 3PEIOCTMU CSIRT/SOC

YpoBeHb 3
PacwumpeHHble
cueHapumn

NcTOUHUKM ++

YpoBeHb 2
PacuumpeHHblie
cueHapumn

UcTtouHUukn +

KoHTekcT

YpoBeHb 1
basoBble
cueHapumn

NcTtouHUKN

UMHdocuctemnbl et

Bce akTuBb, Bce napamertpel ABTOMAaTM3NpPOBaHHOE .
a3 MEIREIENTL ) MO/HbIV ayAWnT + pearvpoBaHue Security
UBA, TBA, EDR CMDB DLP SOAR/IRP Awareness: L5
KpuTuUHbIe akTuBbI,
AononHuntenbHble Ba>XKHble ceTeBas [ononHuTtenbHble ABTOMaTU3NpPOBAHHOE Security
napamMeTpbl MHPaACTPYKTypa napamMeTpbl ynpasaeHue IR Awareness: L4
n C3U
ba3sosble KputnuHble ba3oBble BpyuHyro/nnenbyku Security
napamMeTpbl aktmebl 1 C3U napamMeTpbl Ha C3W/kntoueBbix Awareness: |3
aKTMBax
Mogaenb
Mogaenb Mogaenb 3LUNLLAEMBIX Mogenb b
nosib3oBaTesien aKTMBOB ujl,al:llelx pearnpoBaHuA OCBEZOMJIEHHOCTb




NMPUMEP. UCTOUYHMKU COBbITUM

UMHdocuctemnbl et

Jtan 3

[ToBeaeHuYeckue

NlaHHble

Jtan 2

Jtan 1

EDR

NBA

UBA

DLP

Anti-spam

PIM

SIEM

Sanbdox

System logs netw Iogs
AV ngﬂNﬂds

Anti-spam PIM
VS Dev.ctrl
DBS WAF

Honeypots SIEM




NMPUMEP. MOAEJ/Ib AKTUBOB.

COBUPAEMbIUN KOHTEKCT

Schtask

Persistence

RegKey

—I name — name s seconds 1 host —[ host - host — host ]
-{ host | — host —} microseconds -| elevated —} image_name — user_context — key I
-l status —  start_type —ﬁ host —  executable — pid -—{ elevated ] — path_to_file
—{ cred } - error_control —{ username u tid —l regkey_artifactl - value
—| +5 [ = +7 . pid - | +11 — +2 | data
_____Domain___| ____Host | | Share
—I found_on_host I windows_domain — 0S_name — fqdn —l host — share_name 1 username
-| password I dns_domain —%  major_version — admins — path - dest_host — host ﬂ
_I user I ~%  minor_version — hostname —l src_host — share_path —I is_group !I
_1-1 Hash ~4  build_number — os_version — src_path —1 src_host = domain JI
] 1= g T n
String Integer DateTime Boolean Reference List
ﬁ:bocua'enbl Pxet Stan 1 Stan 2 Stan 3
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NMOBbLILWEHMUE 3PE/NIOCTMA

MOHUTOPUHIA MHUUAEHTOB

Cnepyowimin ypoBeHb 3pes1oCTU

AGEY K]
NoTeHUa/IbHbIX

yrpos

|

Mopaenb
3/10yMblILWJIEHHUKA
(B T.u. noTeHymnan
COLMH)KEeHepun)
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AHanuns
NOBEpPXHOCTU
NOTeHUMaNbHbIX

yrpn3

NccnepoBaHue,
aganTtauunsa npakTukK
AeTeKTUPOBaHNA yrpo3

AHanuns Hanbonee
BepoATHbIX yrpo3 CU

PopmupoBaHue
Habopa
CcL,eHapueB

MpumeHeHMne npakTUK
AETEeKTUPOBaHUA yrpos

f

AHanuns y4yacTKoB
TeéXHN4YeCKNX BEKTOpoB
i

Bbi6bop KOHTeKcTa
ANnA Habopa

cueHapueB

Mogpaenb
nosb3oBaTtesien
Mogpaenb
aKTUBOB

Mopaenb
AAHHbIX

HanucaHue
KOpPpPeNnsaunoHHbIX
npasuvn

!

®dopmupoBaHme
M TecTUpOBaHue
Kop.npasun
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AOMNONHUTENbHbIN ®OKYC
HA MAPKEPAX COLLMH)XKEHEPUU

TexHuuyeckume BekTopa SE:
 Phishing

« Watering Hole
« Typesquoting

« Whaling Attack
 Baiting

« Piggybacking

« SMiShing

—

HetexHnueckune BekTopa SE:
 DLP npaBnna

* UBA npaswuna

 TBA npaBuna

 EDR npaBuna

« MDM npasuna

UMHdocuctemnbl et

category: Hapylws=ie noavTaAK
killchain_apt: Jocr:
killchain_insider: /ccn
attck_tactic: Initizl A
attck_id: 71091

car_id:

create_incident: 23

severity: medium

platform: Microzoft Windows
event_type: WinEvt
created_date: 21.08.2018
last_update_date: 02.04201%
checked_date:

status: B 3kcnayarayau
is_common:

authol

version:0.02

Jlormka cpabatbiBaHUs

CueHapwi cpabatelBZET NC BRI FZASHAKD C2A3EHHEIX COB=THA ¢ 1D
203M0X 2= BRHTAUCT/AHT T2X WAV VHEX NEATOXEHAN, 2 T2I0KE KOHTEOAE TCA

NsBecTHble false positive

Mpasuna
Exe launched from portable disk

<Rules>
<Rule advanced="true” active="true" f ternalIncident="false" phlncidentCateg
<Name>Exe launched

v-211¢/Descriptions

ventTyp:

“table.

8" AND procName CONTAIN “\\

pEvtConstr>
<GroupByAttrouser, fileName, proclame, destNane, destIpAddr, reptDevIpaddr</Gr

</SubPattern>

"8">1686400¢/roles>
</userRoles>
<TriggerEventDisplay>

e, event Type, reptDevIpad 1tHsg, destTpaddr, dest
EventDisplay>

- functionCategory="Security” subfunction="FH_RULE_SECURITY_Polic

EC" Firefreg="902" severity="7">

.prociane, destNane=ExeFronPortable. destName, destIpAddr=Exefro

igleEvtConstes




CUEHAPUUN AETEKTUPOBAHMA TEXHUYECKUX BEKTOPOB SE

. Ctagum atakn | SecAwareness | SecAwareness | SecAwareness | SecAwareness . SecAwareness . SecAwareness . SecAwareness |
L ' - NGWF (Cisco + 1 - NGWF (Cisco +  NGFW + ' NGWF (Cisco + 1 - MS event i i i
' MepBnuHoe | AMP, Checkpoint | AMP, Checkpoint ! TIIoC event, ' AMP, Checkpoint | 4663 4668 ' - PACS event ! Mobilelron :
. Bo3genictene  + Sandbox, . + Sandbox, . - Cisco Email Sec  + Sandbox, . - Kaspersky : . event + I
i i Fortigate + i Fortigate + i App, FortiMall, i Fortigate + i KES, Lumention i i Zimperium i
I . Sandbox), . Sandbox), . Kaspersky AS . Sandbox), . DC, I . MTD event I
i - TIIoC event - TIIoC event - event - TIIoC event ' Zecurion DLP ' Airwatch i
: ' - Cisco Email Sec ' - McAfee Web : ' - Cisco Email Sec ! : ' Event + :
I . App, FortiMail, . GW, Cisco Web | . App, FortiMail, I I . Zimperium I
i i Kaspersky AS i Sec Appliance, i i Kaspersky AS i i i MTD, i
! . event . Bluecoat ProxySG, | . event ! ! . Blackberry UEM |
i i ' NGFW i i i i ' Event i
 Cragun ataku | - McAfee Web ' - McAfee Web - Cisco Umbrella - McAfee Web | - Kaspersky ' - MS event ' - Mobilelron
' 2: Peakumsa ' GW, Cisco Web ' GW, Cisco Web ' Infoblox, F5 Big- ' GW, Cisco Web ' KEDR/CB EDR ' 4624 (logon ' event + !
. atakyemoro  , Sec Appliance, . Sec Appliance, . IP DNS . Sec Appliance, I . type 2 event) + | Zimperium :
i i Bluecoat i Bluecoat ProxySG, i - McAfee Web i Bluecoat i i PACS event i MTD event i
: . ProxySG, - NGFW | - NGFW + TI . GW, Cisco Web | ProxySG, - NGFW | : . Airwatch :
i - + Tl events - events ' Sec Appliance, 1 + Tl events i i ' Event + i
! ' - Kaspersky ' - Kaspersky ' Bluecot ProxySG, ' - Kaspersky ! ! ' Zimperium !
: . KEDR/CB EDR . KEDR/CB EDR . NGFW . KEDR/CB EDR I : . MTD, :
o i i ' - Kaspersky i i i ' Blackberry UEM
. WHdocucteMbl OxeT I . KEDR/CB EDR I I I . Event 29 |

__________________________________________________________________________________________________________________________________________



CUEHAPUM AETEKTUPOBAHMA HETEXHUYECKMX BEKTOPOB SE

MepBNUHbIV

i BEKTOP i i i i SecAwareness i
! ' SecAwareness | SecAwareness ' SecAwareness ' SecAwareness | SecAwareness ! SecAwareness ! (Masno !
| (petekTMpoBaHue | i i i i
. . . i ' 9PpPEeKTUBHO) |
| atakytowero) i ] [ i o [ o ;
i i DLP events (Solar Dozor, Infowatch TM, Symantec DLP, Zecurion DLP, McAfee DLP) i
i BTopUUHbIi i UBA events (MF Interset, Splunk UBA, IBM Qradar, Exabeam UEBA) i
i BEKTOP i TBA events (Cisco Threat Defense, Netcsout-Arbor Peakflow . ‘ i
; (eTeKTMPOBaHNE ' EDR events (Kasper‘sky KEDR, Carbon Bl.ack Rgsponse, Checkpoint Sandblast Agent, Trend Micro Apex One) ;
i ATAKYEMOTO) i MDM events (MobileIron, Airwatch + Zimperium MTD, Blackberry UEM) i
i i UAM events (Falcongaze, Searchinform, Veriato-Spectorsoft) i
i i Threat Hunting i
L e e e b e e e e e e e e e e e e e e e e e e e e |
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AOMO/IHUTEJ/IbHbIN ®OKYC HA MAPKEPAX
COLLMH)XEHEPUUM Social Engineering \_ 5

& rrom

¢ | donTracognize the sander's emall address as LT R * Did I receive an email that | normally would
scmeone | ordinarily communicate with. = GHCED o get during regular bus'ness hours, butit
rom:, YourCEO@yourarganizatian.cam was sent at an unusual time like 3 am.?
—) To: You@yourorganization.com
) ) Date: Manday December 12, 2018 3:00 pm
This email was sent from someone inside the Subject: My monay got stolen 4
arganization or lrom 4 suslormer, vendor, or parlner
and is very unusual or out of character. Hi, I'm on vacatien in London and my money and passpert were
stalen out of my bag. Could you wire me $300 via Bank of America?
Is lhe sencer's email address rom a suspicious They gave ma a special link so this goes rightinle my account and - . K K K
domain (like micorsoft-support.com)? 1can buy a tickel home: g ¢ Did | get an email with a subject line that is
: - . irrelevant ur does not match Lhe mossage
| don’t know the sender personally and they Itip-Hiwwe Bankotarieries com Sahtant? Resey

were not vouched for oy scmeone | trust. Thanks so mush | This regily helps me out

This ernail is f~cm someone outside my organization
and it's not related to my job responsibilities.

, ) A ) ® s lhe emaill message @ reply W something
| don’t have a business relationship nor ary past Your CEO I never sent or requested?
communications with the sender.

This is an unexpected or unusual email with an
embedded hyperlink or an attachment from

scmaone | haven't communicated with recently. ATTACHMENTS

TO * The sender inc uded an email attachment that | was not expecting or tha:
makes no sense in relalion L the email message. (This sender dossn'

crdinarily send me this type of attachment.)

¢ | was cc'd en an email sen: to one or more people, but | don't
personally know lha olher pecpe it was senl {o. = | sas an allachmenl wilh a possibly dangerous file type. The only lils lypes

| received an email that was also sent to an unusual mix of people. thatis always safe o elickcon'is a .txtflle.

For inslance, it mighl be sent lo & rancdom group of people al my

organization whese last names start with the same letter, or a whole
list of unrelated addresses. CONTENT
HYPERLINKS * |s the sender asking me to click an a link or apen an attachment tc avoid a negative
consequence or o gain something of value?

» | hover my mause over a hyperlink that's displayed in the email message, but Is the email out of the ordinary, cr does it have bad grammar ar spelling errors?

lhe link-to address is for a different website. (This is a big rad llag.) Is the sender asking me to click a Ink or open uo an attachment that seems odd or illogical?
| rzceived an email that only has long hyperlinks with no further information, Da | have an uncomfortable gut feeling ahout the sender's requsst to open an attachment
and lbe rest of Ihe ermal is complalaly blank., or click a ink?

| received an emai wilh a hyperlink that is a misspelling of a known web sile, For Is the email asking me fo look at a compromising or embarrassing picture o myselt ar
instance, www.bankofarnerica.cem —the “m" is really wwo characters — "r" anc "n.” scmeone | know?

Bed, LLC. Allr ghts reserved. Other product and company ramag Irartcnes |<I l q W B e I

adeinarks andior regis.eres ladeirarks of he 1 respeclive comparizs. Human error. COFIqUGTEd.
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